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Abstract

This paper considers general principles of forming a Common Information Space (CIS)
information resource in Organizational Management Systems (OMS) by building a hierarchy
of interconnected information objects driven by the needs of OMS users. We propose a
generalized scheme of a multistage information processing procedure for formation of the CIS
information resource and a procedure for determining information needs of OMS users.
Possible advantages and difficulties in implementing this approach are identified.

Keywords
Common Information Space, Organizational Management System, information resource,
user’s information needs

1. Introduction

This paper considers an issue of constructing a Common Information Space (CIS) as part of an
Organizational Management System (OMS). This is a complex system for collecting, analyzing and
processing information about an object under management, which has an internal environment and
interaction with an external environment. These types of systems have a social (human) component,
where the elements are active subsystems with their own local goals, own idea of the environment and
management model [1, 6]. That is, a CIS serves as an information foundation for satisfying information
needs of the OMS users.

Generally, a CIS is understood as a set of databases and data storages, technologies of their
maintenance and use, telecommunication systems and networks that operate on the basis of common
principles and rules and provide information interoperability to ensure the satisfaction of user’s
information needs [4].

Automated information resources unified into a common information space can be classified in a
variety of ways. An important factor to consider is that such resources can vary in their structure, so
they can be divided into several (elementary or complex) data units within a specific information
resource. The common information space is engineered in accordance with the CALS concept
(Continuous Acquisition and Life Cycle Support), which means that information support needs to be
automated for all stages of the product lifecycle [4, 5].

Another important strategy for developing a modern common information space is to integrate it
with intelligent subsystems supporting the decision-making process. In this context, the content and the
structure of a common information space must satisfy an entirely new set of requirements in terms of
functionality of all software components and their working procedures [4].
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Thereby Common Information Space includes: information resources contained data (knowledge);
organizational structures that ensure CIS operation and development; means of information interaction
to ensure access to information resources (IR). The last two components form the CIS information
infrastructure.

This infrastructure contains hardware and software that together must ensure reliable storage and
quick access to information (in accordance with the user’s authority) and data exchange. However, in
order to meet the user's information needs, a CIS must provide, from the user's perspective, a high
quality information resource (the first and, in our opinion, the key SIC component). This IR consists of
a set of related information objects (I0) which can be “atomic” (indivisible) or composite. In this
context, information object is an integral unit, which has a certain state, properties and functional

purpose. [5].
2. Related works

Recently, there had been numerous works devoted to the issue of constructing a Common
Information Space, including [2-7]. Most publications focus on creation and improvement of CIS
information infrastructure. For example, Common Information Space proposed in [2] is a concept for a
distributed database with an efficient, secure and flexible replication mechanism that features a context-
based filtering mechanism (depending on the role, mission, and device) and takes into account
bandwidth restrictions and disruptions of tactical networks. Also the Common Information Space acts
as a generic mediation service, converting between different interoperability standards.

The authors of the paper [3] present feasibility of a Common Information Space as a way to interlink
the existing data sources for shared access in management of complex production processes. Their
analysis of of available architectural solutions demonstrates consistent of the service-oriented approach,
especially when combined with a web-oriented data access system.

[4] discusses problems of user information interaction in a CIS of a specialized subject area, and
offers tools for visualization of users request results. The authors define Common Information Space
as an infrastructure for high-performance and high-throughput processing of sensor data streams and
an environment for end-users to run applications and manage their results. In general however,
problems of intelligent data processing in the CIS construction remain out of consideration in the above
works.

In contrast, the paper [5] discusses how intelligent data processing techniques can be used for
automated discovery of information system assets. The authors define concepts such as information
objects, system assets, system events and their characteristics, and propose a technique that incorporates
determining the types of object characteristics, the types of objects (system assets), and their hierarchy
based on the statistical analysis of system events.

Also noteworthy is the paper [7], which proposes a way to determine the information needs of users,
based on information analysis adopted from the Activity Theory. The author focuses on the
development of effective and efficient mechanism for sharing information within and between
organizations and proposes the special information sharing framework that takes proper account of the
user’s needs and their activities.

3. Background and problem formulation

It is obvious that any of the known OMS is a hierarchical (multilevel) system. Consideration of users
information needs at different hierarchical levels of OMS shows that they differ significantly. This is
due to the difference between functional tasks and responsibilities assigned to users. At the highest
hierarchical levels, the tasks of the strategic level (within the system under consideration) are mainly
solved. Accordingly, users of this level of IP deal mostly with generalized information objects.

As for the users of the lower hierarchical levels of an OMS, that generally solve tactical level
problems, their information needs are mainly focused on data about objects that directly characterize
current processes and events. These are objects of objective reality, which mostly (but not always)
belong to the material world. Fundamental difference between such 10 and the 10 for users of the
strategic level is the availability for direct observation (measurement, evaluation) of their main
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properties. Therefore, one of the components of the OMS organizationally, or at least functionally, is a
subsystem for monitoring of external environment and internal system parameters.

The main tasks of the monitoring subsystem are following.

e  Formation of a set of indicators that characterize the OMS state, the external environment state

and are necessary to create user’s information objects (“atomic” or composite);

e  Collection (measurement) of indicator values and assessment of their quality (the notion of data

quality is discussed below);

e  Collected data pre-processing to improve its quality;

e  Passing prepared data to an information-analytical subsystem (IAS) of the OMS for further

processing and user’s information objects formation.

On the other hand, even at a single hierarchical level of a management system, in addition to a staff
that performs OMS direct functional tasks, there is a staff performing support and/or service tasks —
personnel, financial, logistics and others. Such users (at a single hierarchical level) of the OMS
information resource operate mostly on common information objects, but view them from significantly
different angles. Thus, their information needs are met by data on common objects, but these data
characterize completely different properties of information objects. So, it can be concluded that data on
the same 1Os are not able to effectively satisfy the information needs of all users of the hierarchical
OMS. As arule, data on 1O, which are operated by users of higher hierarchical levels of the management
system, are not subject to direct observation (measurement, experimental evaluation). That is why they
should be formed in a certain way by means of analytical processing of simpler IO’s data.

The purpose of this study is to develop a comprehensive (holistic) approach to the formation of the
information resource of the OMS Common Information Space, focused on quality provide the
information needs of hierarchical system users.

4. General principles of common information resource creation

It is obvious that complex and generalized 1O0s are initially formed on the basis of information
received from a monitoring subsystem, via multi-stage processing in some information-analytical
subsystem of OMS. Generalized higher-level objects are mostly formed from 1Os of previous levels.
Thus, non-stop step-by-step information processing with the creation of higher hierarchical level objects
based on data on simpler 1O ensures unity of the information space in terms of the procedure of forming
an information resource in general. This unity is achieved by forming all information objects from the
very beginning on the basis of common data from the monitoring subsystem, so, all decisions made by
the OMS staff at different hierarchical levels have a common information basis.

Figure 1: The scheme of CIS information resource formationshows a generalized scheme of CIS
information resource formation.
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Figure 1: The scheme of CIS information resource formation

That is, this scheme provides to obtain IO of different levels of generalization by performing the
following operations.

e  Allocation of the components in the OMS information-analytical subsystem;

e  Transformation of information needs into a set of 1Os;

e  Formation of object reference descriptions using their properties and requirements to them;

e  Performing automatic or, if not possible, automatized (semi-automated) information

processing.

Figure 2: A procedure for determining information needs of OMS usersshows a procedure for
determining information needs of OMS users.
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Figure 2: A procedure for determining information needs of OMS users

The first stage of determining information needs is to form a list of all functional tasks to be solved
by OMS staff. It is also important to take into account the regulations for solving functional tasks at
different hierarchical levels of the system.

It is obvious that tasks at the strategic management level are solved with a longer time horizon (in a
longer cycle) than tasks of the tactical level. This is due to less dynamics of the strategic environment
and more time required to implement strategic decisions. Therefore, higher-level IO data can be updated
at a slower pace, which can reduce the burden on the monitoring subsystem.

Then, on the basis of functional tasks list, the set of all 1O, which are used by users when solving
these tasks, is determined. The resulting list of IO is subject to multi-stage decomposition with the
formation of an exhaustive list of "atomic" objects, which in their various combinations allow to form
any compiled 1O that makes up the information needs. "Atomic" IO means information objects whose
properties can be measured and evaluated by the monitoring subsystem tools. That is, the list of
"atomic" 1O is the information needs of OMS users, which must be provided by the OMS monitoring
subsystem. Other 1O or their individual properties should be formed by OMS IAS using multi-stage
processing of formed before 10 data.

Given that (as already mentioned) different users are interested in different properties of the same
objects, the last step in determining information needs is to group several sets of properties of each
"atomic" object to provide them to corresponding users. This grouping of properties will simplify the
tasks executing by the OMS monitoring subsystem.
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5. Data quality estimation and information transformation

An important task is to determine the requirements for the quality of information about "atomic" 10,
which will essentially limit quality of the final information provided to the user.

Such measures of information quality include the following.

e Relevance - correspondence of data to the current moment (a period of information relevance

is proportional to the speed of the processes that this information reflects (characterizes));

e  Accuracy - proximity of the values of information units to the real value (determination error);

e Reliability - degree of objective reality reflection;

e Timeliness (as opposed to efficiency) - the formation of all the necessary information to users

directly on demand;

e  Completeness - compliance of the composition and volume of available information (taking

into account its accuracy and reliability) to the information needs of users.

Estimation of the accuracy of data obtained by technical tools, as a rule, is not a problem and is equal
to the sensor accuracy. This information can be considered reliable. Accuracy and reliability indicators
of the information obtained from other sources are established experimentally. It is important that all
input information contains data on initial accuracy and reliability. This makes it possible to improve
(justifiably increase or decrease) its quality indicators in the process of joint processing of all incoming
information.

Taking into account the regulations for performing the tasks of the OMS staff allows using the
information timeliness measure instead of the relevance indicator. Let's consider this issue in more
detail. Obviously, the relevance of information is provided by the promptness of its acquisition, and
before that — by the speed of data extraction, collection and transmission. This ultimately ensures the
ability of OMS IR to reflect the real dynamics of events. At first glance, the high speed of data
acquisition is an essential requirement for solving the problem of information collection by the OMS
monitoring subsystem, because it ensures availability of the most up-to-date information at any time.
However, the requirement of high speed of information collection (together with other requirements)
will require significant resources for data acquisition (extraction), refinement, processing, storage,
transfer and analysis. As a result, these resources can make up the specific weight of all system
resources allocated to solving the OMS functional tasks.

Taking into account the above, it seems more rational to abandon the requirement to ensure high
speed of obtaining information in favor of the requirement to provide management units with all the
necessary information for decision-making in a timely manner. That is, information about the system
indicators or external environment, which maximally meets the requirements of relevance,
completeness, accuracy and reliability, should be available not at any moment of time, but precisely
when it is needed to make decisions. We will analyze the possibility of obtaining practical advantages
by applying this "ideological" approach.

By definition, the OMS central (target) task is making management decisions. Each step in the
management cycle is invoked sequentially and requires time for its execution. The pace of making
decisions together with time required to send them to units for implementation and receive a response
should not exceed the speed of their execution (implementation "into life"), except for cases when the
current decision is aimed at the change or cancellation of the previous one. That is, the time required to
implement decisions objectively limits the expedient pace (interval) of their development. As is known,
a characteristic feature of a large number of complex systems is the need for significant amounts of
time to implement management decisions, especially at the strategic level. In addition, the results may
not be visible immediately.

Figure 3 shows a hierarchical diagram that presents the passage and transformation (aggregation) of
data about the system and its external environment for providing it to different levels of management
units. It is obvious that as the data gets generalized more, it becomes less dynamic. That is, it can be
argued that more generalized data (10) actually characterize slower processes that are important for the
system. This also explains the fact that the need to make strategic (systemic) decisions regarding the
OMS operation, which are based on generalized 10’s data, occurs less frequently than the need to make
tactical (current) decisions.

220



So, for each specific OMS, it is possible to determine a pace (periodicity) of updating data on the
10s of the CIS information resource, depending on their generalization level. In fact this pace will
correspond to a pace and work cycles of the relevant OMS management units. In most cases, the
cadence of obtaining indicator values can be determined in advance. This approach to solving the
problem of data collection regarding the OMS IR information objects with a predetermined pace of
updating indicator values fully corresponds to the system "regular” operation.

For example, in special-purpose systems (armed forces, emergency services or civil defense, etc.),
the regulation of updating indicators is established by a special document - a report card [8, 9], which
defines the list of necessary data (indicators) for various system components and the intervals for
updating their values. In conditions of destructive (especially organized) external influence on the
management system, it is advisable for each of its levels to define a list of data that require a faster
OMS response and should be determined at an increased rate. Change in the data determination and
update mode can be introduced by setting a certain mode of the system operation as a whole, for
example — everyday (regular) operation mode, intensive (emergency) operation mode. In military
systems, where the effective functioning is supercritical for any nation, various modes of combat
readiness (for example, "constant", "increased", "full") are used for this purpose.

Also, in the general case, the control system can use so-called signal indicators, which recognize the
appearance of some new negative factors and can characterize their intensity. Such indicators do not
have a determination period. Therefore, for their timely processing, the OMS level to which their values
should be transferred, the degree of importance (priority) and the time that can be spent on their transfer
to the IR for further analysis and decision-making must be determined. The time that must be spent on
obtaining the indicator value (measurement, pre-processing, transmission, etc.) must be deducted from
the start time of its use in the next OMS control cycle to obtain the start time of its determination by the
monitoring subsystem.

Therefore, when solving the task of collecting data on system indicators, it is necessary to take into
account that such information must be available exactly when it is needed to make a management
decision, in the necessary volumes, in the most complete form, and be up-to-date. Too low of a rate of
updating data will lead to its obsolescence and, accordingly, to a decrease in the efficiency (timeliness)
of the decisions made. Too high update rate will lead to unnecessary (non-productive) loading of the
OMS monitoring subsystem, data transmission channels, means of their processing and storage, etc.
The latter is fundamental from the point of view of forming the CIS information resource.

Thus, to ensure data relevance, it is advisable to determine in advance the time intervals for updating
data about determined information objects. The list of such data and the intervals of their receipt may
change depending on the conditions of system operation. The setting of a certain OMS operation mode
can be the signal for these changes.

If an OMS is unable to process all indicators in real time, or if a person is involved in their analysis,
it is advisable to determine the priority of data processing in advance by providing (assigning) an
indication of IO importance and store such data to a CIS information resource.

Also the completeness indicator can be assessed by comparing the list and amount of data about 10,
which determine the information needs of OMS users, and the amount of information available in the
information resource, taking into account its quality.

As already mentioned above, Figure 3: The stages of information processing at the OMS IASshows
a procedure of multi-stage information processing at the OMS information-analytical subsystem in
order to form a CIS information resource. At the first stage, the information received from the
monitoring subsystem is combined and integrated with the information already available in the system.
Thus, we get a description of the basic characteristics of user’s information objects. At the next stage,
information is grouped in accordance with the information needs of system users. Further, there are
gradually formed generalized information objects, which correspond to the tasks performed by users of
various levels. These objects are created on the basis of individual properties, “atomic” objects and
generalized objects of a lower level.

Based on the analysis of Figure 3, providing of this procedure is possible through integrated
application of the following.

e Methods and ways of pre-processing information (assessment of "input" data quality;

formalization of heterogeneous data from different sources);
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e  Methods and ways of identifying objects in the external environment and consolidating their
property measures around these objects;

e  Methods of combining heterogeneous information (numerical and linguistic) with different
accuracy and reliability to improve its quality;

e  Methods of 10 parameters smoothing by a numerical series in time obtained from one or more
sources taking into account their errors and opportunities to ensure the quality of information;

e  Methods for predicting 10 parameters and IO state in general (in particular - the use of time
series forecasting models);

e  Methods of IO grouping (for example, clustering methods) for further recognition of complex
(generalized) information objects;

e  Methods of 10 data aggregation with the formation of complex (generalized) information
objects;

e  Recognition methods for information objects of different levels.
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It should be noted that methods of information pre-processing are closely related to the methods of
its further processing. For example, when using fuzzy logic or fuzzy integrals to process information,
input should be presented and stored as fuzzy sets.
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Returning to Figure 1: The scheme of CIS information resource formation, we note that when
choosing specific methods of information processing, preference should be given to those that provide
automatic problem solving. For example, the paper [10] considers existed and proposed new method of
automatic clustering, which allows you to solve the problem of moving objects grouping without the
participation of the operator. The method proposed in [10] is characterized by the fact that, under certain
conditions, it does not require the construction of complete clustering tree.

Also, a new linguistic method for forecasting non-stationary dynamic time series is proposed in [11].
It has the minimum number of input parameters needed to "run" a prediction model. At the same time,
these parameters have a "transparent”" meaning for users, have a simple setting and can often be set in
advance without a detailed "manual" analysis of a specific time series.

6. Proposed method characteristics

In general, the proposed approach to the formation of the OMS CIS information resource, as a
hierarchy of interconnected information objects of different level generalization for different level SOU
users, has the following advantages.

1. Target orientation to identifying and meeting the information needs of different level users ,

which corresponds to the main goal of the CIS.

2. High automation level of an OMS CIS information resource formation process.

3. Ability to accumulate information "around" the information objects that make up the users

information needs, to provide quick access to data on the current state of such objects. Ability to use

your own (specific to this group of users) searching terminology.

4. Absence or minimum of redundant information received at the OMS CIS user request.

5. Ability to quickly target detailed analysis of information objects state due to direct (searchless)

access to the objects components that determine it.

6. Lower dynamics of changes in high-level information objects allows EEA users to continue

solving tasks for some time, in the absence (partial loss) of information about "atomic" objects or

objects of lower hierarchical level. That is, formed in this way CIS information resource is
characterized by increased indicators of information viability.

7. Ability to recover information about lower-level information objects, in case the procedure of

obtaining higher level data is reversible.

Disadvantages of the approach include the following.

1. Significant increase of the amount of data to be accumulated and stored in the OMS CIS.

2. High analytical complexity and ambiguity of the multi-stage procedure of CIS information

resource formation.

3. The need to provide additional specialists with high qualification requirements in the OMS

organizational and staffing structure for the formation and maintenance of information resources.

7. Conclusions

The paper proposes a comprehensive approach to the formation of the OMS common information
space information resources as a hierarchy of interconnected information objects that are determined
by the information needs of OMS users and together are able to provide them. This approach makes the
process of filling the information resource object-centric, which is convenient for solving the OMS
monitoring subsystem tasks. On the other hand, it is client-oriented, where the user of its information
space acts as a OMS "client".

Also this paper presents a general scheme for CIS information resource formation. It provides for
the allocation of components in the OMS information-analytical subsystem, transforms information
needs into a set of 10s, forms a reference description of such objects with use their properties and
requirements to them, performs automatic or, if not possible, automatized (semi-automated)
information processing. This approach allows to ensure the unity of the information space from the
point of view of the process of forming its information resource, and not only the information
infrastructure.
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A procedure for determining information needs of OMS users is developed. This procedure consists
in the analysis of the functional tasks performed by the staff, the selection of information objects
necessary for their solution and the formation of the appropriate sets of hierarchically related
information objects and their properties that are of informational interest for each user.

The stages of information processing for the information resource of OMS CIS creation are
determined. They include integration and aggregation of information, assessment and improvement of
the information quality, creation of “atomic”, group, and, on their basis, generalized information objects
of different generalization levels. These information objects and their environment constitute a
Common Information Space designed to fully and effectively meet the information needs of OMS users.

A list of information processing methods necessary to ensure maximal automation for the process
of OMS CIS information resource creation in accordance with the proposed approach, is given.

Since any system characterized by functional specialization of elements can be considered as
hierarchical, proposed approach can be extended to other socio-technical systems.
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