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Abstract

The Internet of Things (IoT) refers to a network of physical objects: embedded devices- also known as
“things”- with sensors/actuators and connectivity (Internet) that enables them to exchange huge amounts
of data. Metrics are an omnipotent means allowing better management of systems, Software and devices.
This paper discusses the current state of IoT metrics and the underlying diversity in defining them. It
also attempts to define a universal list of IoT metrics to cover most of the basic measurable attributes for
any IoT device. A tool to visualize and automate IoT metrics’ readings using the MQTT protocol has also
been implemented and is presented in this paper.
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1. Introduction

The Internet of Things allows objects to sense and be controlled remotely across existing
telecommunication networks, enabling thus the ‘smart’ paradigm. On the one hand, IoT devices
are omnipresent in many domains e.g. healthcare, transportation and logistics. On the other
hand, metrics help transform the vague requirements of a system or a device into a series of
numbers that can be used to accurately map a process for its efficiency.

Metrics give objective indicators whether a process is good enough to meet the end goals of the
system or if there is a possibility for improvement. Conclusions are hard to be drawn from raw
metrics alone and they are usually assisted by computer visualization techniquessuch as graphs
and diagrams. Measuring IoT metrics is also a hard task as IoT devices are usually composed of
smaller hardware devices and Software components; and where the simplistic approach of just
adding their metrics together does not usually represent the overall measurement of the system
as a whole. Some metrics can also be hard to measure such as reliability and interoperability
which are key metrics for an IoT device.

To our best knowledge, there are no published works on universal IoT metrics due to how
complex and diverse the IoT environment is. This paper attempts to define the basic universal
metrics that should offer useful insight for any IoT device regardless of the device’s use or
application domain and does not include device specific metrics which cannot be applied to
all IoT devices. An implemented tool to automate and visualize IoT metrics using the MQTT
protocol is also presented in this paper.
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The rest of the paper is organised as follows. While Section 2 presents the related literature
on the subject, Section 3 presents the approach of this paper. Section 4 presents the automation
and the implemented tool. A conclusion follows in section 5.

2. Literature review

Universal IoT metrics are scarce, because IoT devices are complex and diverse. To our best
knowledge, the literature review shows no published works proposing universal IoT metrics.
The literature review shows that the related previous works focused on specific metrics such
as Interoperability, Security, Reliability, Network, Energy and Software related metrics and
measurement. Additional metrics related studies that are relevant to the IoT paradigm are also
presented in this section.

In [1], IoT security issues are presented and a security metric as an attempt to fix them is
proposed. The hierarchical scale of measuring interoperability and attempts to measure the
degree of interoperability using a metric scaled quantity is proposed in [2].

Network metrics such as bandwidth, packet error rate, packet delay, delay jitter; and a formula
for calculating packet delay and delay jitter are proposed in [3]. A formula for measuring the
bandwidth metric which is the amount of data network that can transfer per unit time is
proposed in [4]. Received Signal Strength Indicator measurement as the estimate of the power
of the signal is proposed in [5].

A method for estimating noise power and Signal to Noise Ratio for OFDM Based Wireless
Communication Systems is proposed in [6]. Network metrics, in addition to the formulas for
measuring packet delivery ratio, connectivity range and spreading factor are proposed in [7].
[8] discussed the coding rate metric of the network and provided its measurement formula.
Network load, reliability, data rates, effective utilization of channels and energy efficiency
metrics are used in [9]. Additional network metrics are found in [10].

The formulas for measuring control message overhead, throughput, data loss rate and residual
energy metrics are proposed in [11]. Spectrum efficiency metric is defined as throughput divided
by bandwidth in [12]. Data rate is used as a metric in [13]. Network reliability is used as a metric
in [14]. Measuring the implementation complexity metric is found in [15]. In [16], the sampling
frequency metric is measured. In [17], IoT network, hardware, energy and quality of experience
metrics; and the mean opinion score metric are discussed. In [18], network metrics, including
the availability metric, are measured. Measuring network lifetime and energy consumption
ratio are proposed in [19].

The formula for measuring end-to-end delay and packet loss ratio metrics are proposed in
[20]. A formula for measuring scalability metric is found in [21]. In [22], LoraWan physical
layer integration on IoT devices is evaluated using bit error rate, signal to noise ratio and some
other metrics. A formula for measuring the bit error rate metric is found in [23]. A formula for
measuring the congestion which is the summation of queue length and channel contention, and
how the queue length and channel contention can be calculated is in [24]. Temperature, number
of alive nodes, residual energy, etc. are used as network and energy metrics in [25] and [26].

A comparison between different IoT communication protocols in terms network metrics
including the packet creation time metric is proposed in [27]. A comparison of four LPWAN IoT



technologies using energy and network metrics is in [28]. While [29] evaluated the capabilities
and behaviors of some wireless technologies in IoT using network size and power consump-
tion. A formula for measuring the energy efficiency metric is proposed in [30]. Different IoT
communication protocols using power consumption, spreading are compared in [31]. The time
duration for which the sensor is sensing metric is in [32].

IoT software, quality and test metrics and how to measure them are presented in [33].
Formulas and definitions for measuring software metrics such as volume of code and code
redundancy are presented in [34].

A formula for measuring the cohesion software metric is proposed in [35]. Software metrics
for evaluating android based IoT applications are used in [36].

The quality of information and data metrics in IoT based smart environments are discussed

n [37]. Formulas for measuring quality of information and data metrics for IoT systems are
provided in [38]. Quality metrics for evaluating IoT applications such as recoverability and
efficiency are in [39]. Security metrics for assessing security of the IoT are defined in [40].
Inference and data privacy metrics in IoT networks are discussed in [41]. Privacy policies
metrics are divided into four categories in [42]. In [43], machine learning algorithms for attack
and anomaly detection in IoT sensors are presented.

In [44], a Functional Size Measurement for IoT real-time embedded software and a measure-
ment example as a guideline are proposed.

3. Universal loT metrics approach

The approach proposed towards the universal IoT Metrics relies on the following definition
of IoT by the OECD [45]: “all devices and objects whose state can be altered via the Internet,
with or without the active involvement of individuals”. The ISO 25023 standard [46] is used as a
reference in our approach. The ISO 25023 defines quality measures for evaluating system and
software characteristics and provides an explanation of how to apply each one. Each ISO 25023
inspired metric was given an applicability score using the Likert [47] scale with the following
coding: Very Good, Good, Neutral, Poor, and Very Poor; depending on the applicability of the
characteristic to IoT devices. The applicability perspective is whether the characteristic applies
to very a specific device or applies universally to all devices.

3.1. Functional Suitability

Functional Suitability guaranties that functions meet stated and implied needs when used
under specified conditions. It contains functional completeness which measures the amount
of implemented functions relative to the specified functions in the design. In addition, Func-
tional correctness measures how precise the data coming out of a device is, and functional
appropriateness which measures the device’s capacity to only perform the necessary functions
performed by the user. All three metrics have an applicability score of very good since they are
very relevant to IoT.



3.2. Performance efficiency

Performance efficiency enables assessing the performance relative to the amount of resources
used under stated conditions and may include software products, system configuration or
materials. It includes time related metrics such as: mean response time, response time adequacy,
mean turnaround time, turnaround time adequacy and mean throughput. These time related
metrics are all relevant to IoT as any IoT device is expected to have some time constraints.
Unlike hard real time systems, which are expected to have 100another category of performance
metrics which includes processor, memory, I/O device and bandwidth utilization. All these
performance metrics indicate the consumption of CPU time, memory, and bandwidth, they
are hence relevant to any IoT device and have a score of very good. Capacity metrics include
transaction processing capacity, user access capacity and user access increase adequacy. These
metrics are related to the ability of the system to accommodate simultaneous user access. These
metrics are partly relevant to all IoT devices. These metrics offer useful insight if the device in
question can have more than one simultaneous user. Since not all devices have more than one
simultaneous user, these metrics get a score of Good as they are partly applicable.

3.3. Compatibility

Compatibility metrics assess the degree to which a product, system or component can exchange
information with other products, systems or components, and perform its required functions
while sharing the same hardware or software environment. Compatibility related metrics
include Co-existence that measures the ability of a device to co-exist without interference
with other devices or components, a very relevant metric to IoT and gets a score of very
good. Interoperability measures the ability of two or more devices to interact together and the
beneficiality of data exchanged. The ISO 25023 defines data format exchangeability and data
exchange protocol sufficiency as subcharacteristics of the interoperability. These metrics do not
seem relevant to all IoT devices and hence are given a score of neutral.

3.4. Usability

Usability measures ensure the comprehensibility of product usage, learning and operation.
Usability metrics include description completeness, demonstration coverage, and entry point
self-descriptiveness. All three metrics are relevant to IoT. These metrics are highly subjective to
the user base of the device and consequently are given a score of good. Learnability is another
category of usability metrics. It includes entry fields defaults which is irrelevant to IoT and
does not provide any useful added insight, hence is given a score of very poor. Error messages
understandability and user guidance completeness are very relevant to IoT, as they are key
measures of how easily an IoT device can be operated. Very good applicability, self-explanatory
user interface is also another learnability metric but as it is partly subjective to the user base, it
has good applicability. Operability, which is part of usability, measures operational consistency,
input device support and monitoring capability that are very relevant metrics to IoT. Consistency
and monitoring are key measures to any device and are given a score of very good. Functional
customizability and user interface customizability are yet another user subjective metrics and
are given a score of good. Undo capability however, is not very relevant to IoT as it is more



device specific. User error protection metrics include avoidance of user operation error, user
entry error correction and user error recoverability are given very good applicability, as they are
relevant. User interface aesthetics and accessibility metrics that include appearance aesthetics
of user interfaces, accessibility for users with disabilities and supported languages adequacy are
device specific metrics, hence having neutral applicability.

3.5. Reliability

Reliability refers to the degree to which a system, product or component performs specified
functions under specified conditions for a specified period of time. Reliability metrics include
fault correction, mean time between failure (MTBF), failure rate, test coverage, system availabil-
ity, mean down time, failure avoidance, mean fault notification time, mean recovery time and
backup data completeness. All previously mentioned metrics are key indicators of how reliable
an IoT device is and have very good applicability. The redundancy of component however, is
not applicable to all devices as it measures how redundant each component is and in some
devices redundancy is not implemented, therefore has good applicability as it is partly device
specific.

3.6. Security

Security relates to the protection of data, networks, and hardware, with data security being
most important. Security metrics include: access controllability, data encryption correctness,
strength of cryptographic algorithms, authentication mechanism sufficiency, authentication
rules conformity, data integrity, data corruption prevention and buffer overflow prevention.
These metrics are more device specific, are not universally measurable and are given a score
of neutral. Security metrics such as user audit trail completeness and system log retention are
very relevant to IoT and can be easily universally measured as in the proportion of the user and
system performed actions to the proportion of logged actions. These metrics are given very
good applicability.

3.7. Maintainability

Maintainability refers to the ease at which a system can be modified after it has been operational-
ized. It includes replacement, addition of individual components to the system. Maintainability
metrics include modification capability, coupling of components, reusability assets, modification
efficiency, modification correctness and test function completeness. These metrics are given an
applicability score of very good, as they are key metrics to IoT devices being modular and easily
modified. Coding rules conformity, system log completeness, diagnosis function effectiveness
and diagnosis function sufficiency do not provide useful insight when applied to all devices and
are partly device specific, hence given good applicability. Test restartability is on the other hand
is given a score of very poor as it does not provide any useful value when applied to IoT.



3.8. Portability

Portability is used to judge the level of transferability among different hardware, software or
operational environments. Portability metrics include adaptability, hardware environmental
adaptability, system software environmental adaptability, operational environment adaptability,
installation time efficiency, ease of installation, product quality equivalence and data reusabil-
ity/import capability. These metrics are key metrics to IoT, as they measure how adaptable an
IoT device is to different environments and how reusable is the old device data when the device
is upgraded; hence given very good applicability.

4. Automation of loT metrics

This section presents first the IoT system used as a proof of concept in our study and second,
the advanced dashboard-tool implemented for improved metrics’ visualization.

4.1. loT system set-up

A simple IoT system that measures the room temperature has been implemented. The system
uses the Message Queueing Telemetry Transport (MQTT) protocol [48], which is one of the
most used protocols in Device-to-Device communication in the IoT environment. The ESP8266
chip has also been used because it is WiFi enabled and is hence able to send the IoT system’s
data to the basic User Interface through MQTT broker over the Internet. The ESP8266 connects
to the internet through a local Wi-Fi access point. Eclipse broker has been used to publish and
subscribe to topics. A topic about the temperature measured by the sensor is created - to be
used for the functional correctness metric. In addition, this topic also include the number of
lines of code LOC-as a Software metric. The dashboard is subscribed to this topic and hence
receives these two data. The accuracy metric of the sensor is then measured using the difference
between the sensor data (Higher temperature) and the actual temperature (Lower temperature),
as shown in Figure 1.

4.2. Advanced dashboard-tool

Metrics help the user draw conclusions based on numbers. However, these conclusions might
be hard to reach by only looking at raw numbers. The goal of this tool is to ease the analysis of
metrics and display them in a user friendly way. The tool implements a secure authentication
system that allows a user to login to the system in order to use its features. The authentication
system hashes the password before inserting it into the database for additional security. More
than one user can register and use the tool concurrently. After logging in, the user can specify
their own Device Schema, see Figure 2.

A Device Schema is a list of MQTT Topics which the tool should listen to. The device should
also be given a unique name as an identifier. The client or device ID is expected to be the second
level of the topic, e.g.: “smart door/ aduino1970/cpu/usage” where “aduino1970” is the device ID.
The device sends some metric readings to the tool which displays them. The user is presented
with a table that presents the metrics specified in the schema and their respective values. These
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Figure 2: Device Schema example

metrics are then displayed in a table showing their values for each connected client or device.
Since many devices can co-exist, the user can filter each metric by range of values, exact value,
less than or greater than a value. Compound filters are also applicable, as in the user can filter
by a metric and then apply another filter to those results. The user can also export the entire
table currently in view in formats such as: CSV, Excel and PDF.

The user can click the “View Metrics” button in the table to view the metrics as graphs, or
widgets-as shown in Figure 3. A widget can have multiple attributes that the user can modify
such as: Display Location (which device schema should the widget be displayed in), Widget
Type (Speedometer, Gauge, Pie, Pyramid), Size, Minimum and Maximum Ranges and Units.
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Figure 3: A Pie Widget automatically groups data of the selected metric into ranges and displays the
percentages of the total devices in those ranges

In addition, the user is also presented with a robust history graph which displays a graph
(line, column, pie) of the one or multiple metrics, see Figure 4. The graph supports a zoom in
function enabling the focus on a certain region of the graph to get a better view. There is also a
date-time picker so the user can choose the time range of the metrics to be displayed. It also
supports real time graphing of metrics as the device reports them.

History Graph

Figure 4: History Graph showing metrics over selected time range

Each widget has a set of options, which include full screen view of the widget, exporting it as
excel file or an image. Finally, the dashboard-tool was built with responsiveness in mind. The
tool automatically resizes to fit any screen whether it be a mobile screen of a desktop computer
screen. All charts and tables resize automatically to fit a small screen such a mobile phone’s.



5. Conclusion

This paper presented an approach to define universal metrics that can be applied to any IoT device
with the help of the ISO 25023 standard and other metrics from the scientific literature. The
functional, software, hardware and network aspects of an IoT device are covered by the proposed
metrics. Each metric includes a definition and a measurement formula when applicable. A room
temperature measurement IoT system was setup using the MQTT protocol and used as a proof
of concept for the automation of the proposed approach. An advanced dashboard visualization
tool is also presented in this paper. The advanced dashboard implements modern visualization
techniques and a variety of graph types, and it enables a high range of customization using
widgets and the ability to add custom metrics that are specific to the user’s device. Nevertheless,
our work presents some limitations: the implementation tool only supports one protocol (the
MOQTT protocol). In addition, some of the proposed metrics throughout this study cannot be
measured due to their nature and cannot hence be represented by a formula compared to the
functional metrics for example.

Finally, although our approach originally aimed at defining universal metrics that are ap-
plicable to any IoT device, some metrics will always be specific to a particular device type,
manufacturer or user and hence cannot be considered universal.
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