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Abstract

The amount of constrained devices which exhibit the ability of getting connected to internet
are increasing day by day, which makes the routing process challenging and vulnerable to
different security threats. The resource constrained nature of low power and lossy network
(LLNSs) does not make it suitable for traditional security measures. Due to which there is high
possibility of different routing and topology attacks. This paper consists of the attack
detection of some topological & identity attacks like rank attack, wormhole attack and Sybil
attack and also its effect on network parameters like throughput, overhead, delay etc. The
attack scenarios are in static as well as in dynamic mode.
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1. Introduction

One of the major security requirements in the field of low power and lossy networks LLNs is
secured routing strategy. 10T devices and its applications have reported much vulnerability and are in
danger of extinction to be attacked by some intruder nodes. Rapid growing use of connected devices
enables new ways to carry out different vulnerabilities. Ubiquitous use of 10T systems may lead to
more serious attacks.[1] Studies have shown that current RPL protocol is susceptible to many routing
attacks like Rank attack, Sybil attack, Sinkhole attack, Blackhole attack, Version number attack etc.
Moreover there is need of investigation to ensure that trust solutions for constrained devices like IoT,
should be scalable across billions of devices. Though quite a few techniques have been developed to
counter security concerns in RPL, these techniques also consist of some weaknesses which make
them insufficient for constrained devices. To counter the attacks in network, Intrusion Detection
Systems are also used, they analyses the activity in network and identifies malicious behavior of node
in network. [2] It is also difficult to use well known and traditional security techniques like encryption
as it is processing intensive and require high computational resources. An IDS based on the concept
of Trust Management, [3] Machine Learning,[4] Fuzzy logic [5]can be useful for mitigating these
kind of attacks. This paper shows the implementation of Rank, Wormhole & Sybil attack in RPL
involved network and its effects on different parameters related to the network. The order of the paper
is as follows: Section 2 consists of RPL protocol working and RPL security issues, which includes
Rank, Wormhole and Sybil attack and its related literature. Section 3 consists of implementation
details about these attacks. Section 4 includes the results of implementation.
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2. RPL and Its Related Work

loT typically exhibits the IEEE standard while using Routing Protocol for Low Power and Lossy
Networks at the network layer, 802.15.4 is used at the physical and data levels (RPL). It is most
suitable protocol for 10T and other constrained devices.[6] It creates Destination Oriented Directed
Acyclic Graph (DODAG) structure to route data packets. Each DODAG is connected to Border
Router (BR) and backbone line connects BR to local internet. The task of selecting and optimizing the
routes as per the different metrics is carried out by Objective Function (OF) within DODAG.
Placement of a node is getting decided by its Rank in relation to the sink node. For proper functioning
of RPL different control messages are being used by the protocol these are DIO (DODAG
Information Object), which is used for maintaining and updating the topology; DAO (DODAG
Destination Advertisement Object), which is responsible for transmitting destination information
upwards for route updating progress; and lastly, DIS (DODAG Information Solicitation), which
works for a new node. i.e Before entering the network, a new node might request information on the
topology. The primary task of initializing the topology setup is carried out by the DAO and DIS
messages.[7] RPL has “Rank” value for every node which determines particular location of every
node relative to BR and rest of the nodes in DODAG. Node which has lowest rank will be selected as
parent, rank is nothing but the “coordinates” of a node in graph hierarchy. Rank helps to detect and
avoid loops during routing process.[8] It works in two ways Storing mode and Non-storing mode. In
pre-mode all nodes save the router tables themselves, while in the latest mode only edge-router saves
the route table. By default the RPL comes with three security options, these are unsafe, pre-installed
and authenticated. [9] These security modes are primary security measures and does not solve all
security concerns. In the RPL protocol, routes are stored in two different ways. While messages are
sent to the root node in the centralized mode, each node in the dispersed mode has a routing table and
shows routing decisions for its subtree.[10]

2.1. RPL Security Issues

10T includes the threats to existing infrastructure as Routing specific attacks and Resource specific
attacks. These are further can be divided into network resources, traffic and topology related
attacks.[11]

2.1.1. Wormhole Attack

In wormhole attack, attacker nodes forms a channel amongst them and packets are transmitted
through it.[12] Malicious nodes try to make believe that they are close to other nodes in the network
so that other node should transmit their packet through these malicious nodes.[13]

Pavan pongale et al. a proposed novel system for detecting wormhole attacks, IDS detects threats
by using node location and neighbor information. Their system uses acquired signal strength to detect
malicious location / attacker on the network. They proposed a hybrid system in which the central
modules of 6BR and the other modules are distributed to the sensor nodes. Location information can
be helpful for detection of Sybil attack and clone-1D attack. This system considers only static nodes
and they claimed to be energy efficient having less energy overhead with high true positives.[14]

Snehal deshmukh bhosale et al. to detect wormhole attacks and attackers, they used an intrusion
detection system (IDS). They used only received signal strength as parameter for detection of
malicious nodes. The IDS used is hybrid IDS having centralized and distributed module. Centralized
module detects attack and distributed module detects attacker node. This system is implemented it in
cooja simulator of contiki operating system, success rate of system is claimed to be 90%. [15]

Rupinder singh et al. proposed WRHT, which is a hybrid technique for wormhole detection. This
technique is the combination of two techniques called watchdog and Delphi. They calculated
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determining the likelihood of packet loss and time delays on each path to determine the probability of
a wormhole. [16]

Ruchi Mehta et al. proposed lightweight trust based mechanism consisting of direct and indirect
trust. They claimed that their technique is energy efficient and they termed it as lightweight but they
tested it on only two parameters namely throughput and packet loss rate. [17]

Prachi shukla, implemented a machine learning approach for wormhole detection. They developed
ML based IDS consisting of unsupervised K-means IDS, Supervised tree based IDS and hybrid IDS
which combine these two IDS. Claimed detection rate is between 70 to 80%. [18]

2.1.2. Sybil Attack

In this attack type, attacker or malicious node exhibit different illegitimate identities and it can
execute a variety of malicious activities such as unfair voting, fake route broadcast.[19] Sybil attack
can turn out to be the origin of other attacks and it can be more dangerous in dynamic environment
thereby degrading the network performance by increasing network traffic overhead.[20]

S. Murali et al, they proposed a lightweight intrusion detection system and a mobile Sybil attack
detection system inspired by an artificial bee colony (ABC) were developed for RPL's mobile
environment. They examined the effectiveness of RPL and concentrated on three sorts of Sybil
attacks based on its behavior. They focused on three categories of the Sybil attack based on its actions
and examined RPL's performance, They used bio-inspired analytical model which seems to be
complex to implement in resource constrained environment. [21]

Faiza Medjek et al. simulated the impact of Sybil mobile attack. They proposed a new intrusion
detection system called trust based IDS (T-IDS). They proposed a new timer and made some
additions to RPL control messages. Each node employs a trusted platform module (TPM) for its
system identity management module. The TPM requires the manufacturer to create a cryptographic
co-processor chip that offers hardware support for storing security parameters and identities, this
solution is not feasible as manufacturing unit have their own limitations.[22]

C. wang et al. proposed a technique for Sybil attack detection based on Channel State Information
( CSI). Proposed algorithm is claimed for the detection of Sybil attack in static devices. They also
proposed a scheme based on channel characteristic for dynamic attackers.[23]

Alekha Kumar Mishra et al. developed analytical model which uses k-mean clustering for finding
deployment location of attacker. Identity replacement model is also presented to circumvent fake
identity detection. This algorithm achieves very less detection range of nearly 48%.[24]

Ashwini Nikam et al, implemented IDS based on opinion metric for detection and identification of
Sybil and DoS attacks. They calculated opinion values (trust) of a node based on its positive and
negative experiences. Detection of attacker node done by border router based on metric values. They
used centralized approach which may not be effective in case of 10T devices. Failure of BR will result
in system breakdown. [25]

2.1.3. Rank Attack

This form of attack involves an attacker node introducing a bogus rank value. A node's distance
from the root node is used to calculate its rank value.[26] By misusing the rank value, attacker node
attracts the neighboring node to capture the data packets and then it can drop those packets or can
send it to the non-destined nodes. Increased rank attack and lowered rank attack are two more
categories that can be applied to this attack. Increased rank attack causes the loop creation in DODAG
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due to which packet fails to reach its destination. In decreased rank attack, node falsely claims as
parent thereby decreasing its rank value and keeping it minimum.[27]

R. Stephen et al., simulated RIAIDRPL algorithm, they claimed that the algorithm is capable of
finding the loops in DODAG, created by attacker node. They simulated the performance of this
algorithm on cooja simulator. The claimed accuracy is 90% and they compared it with RPL, LRPL
based on different network parameters. [28]

Usman Shafique et al. implemented an IDS which is based on sink node, for detection of rank
attack. They claimed lower computational overhead and high detection rate. Future work include the
addition of more metric like energy, hop count, bandwidth, delay etc. These factors are very important
but they mentioned in future implementation.[29]

Anhtuan Le et al, investigated how rank attacks affected network metrics. They claim different
types of rank attacks and they analyzed their behavior. They studied; Rank attack may result in path
loops, packet collisions, unoptimized paths, increased overhead, and other network performance
degradations. [30]

3. Attacks Detection using Trust Mechanism

Below, we present our proposed trust-based method, which is included in the RPL protocol.
Determining an individual node's trust value for the RPL network is the mechanism's main objective
and embed such values in routing decisions. As seen below, the Direct Trust is calculated.

DT (i.j) (1) = Fii(t)/ (Sij (1) + K[S;; (t) - F5i (D]

where,
Fii(t) = Total number of packets forwarded by "j" on behalf of "i".
Sij (t)= Total number of packets sent by node "i" to node "j".
k= Penalty value (Depends on frequency of interaction, length of the interaction, Energy consumed).
For indirect trust computation, we considered the parameters like reputation, experience, etc.
between the nodes.

Indirect Trust (IT) = Reputation Trust (RT) + Experience Trust (ET)

Where RT depends on the positive and negative recommendations from neighboring nodes and ET is
calculated by node’s past behavior is routing process analyzed by the sink node. We detected three
attacks, namely, Rank, Wormhole, and Sybil, in static and dynamic scenarios, considering 15 and 30
nodes, respectively. It is very important to check the effects of these attacks in a dynamic environment
as most of the 10T nodes will be dynamic in the future. three attack types namely as Rank, Sybil and
Wormhole with 20 and 40 nodes on cooja simulator of contiki with MRHOF objective function and
z1 mote type, radio medium model used is UDGM distance loss. In these attacks we have taken two
scenarios of static nodes and dynamic nodes. In static, all the nodes are static whereas in dynamic we
implemented Random Way Point model, which is one of the standard mobility model. Following are
the screenshots of the attack types.
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Figure 1: Rank Attack Implementation

Above figure shows the rank attack implementation on cooja simulator.Two scenarios are taken 20
and 40 nodes, in 20 nodes Node 10 & 20 are rank attacker nodes. In 40 nodes, Node 10,20,30,40 are
attacker nodes.
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Figure 2: Sybil Attack Implementation

Above figure is the screenshot of Sybil attack implementation on cooja simulator. Node 6 is
attacker node in 20 nodes simulation, while Nodes 6 and 24 are attacker nodes in 40 nodes simulation.
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Figure 3: Wormhole Attack Implementation

Above figure is about the Wormhole attack implementation on cooja simulator. Nodes 5 and 20
are attacker nodes in 20 nodes simulation.

4. Results

As stated earlier, we implemented two attack scenarios as static and dynamic with 20 and 40
nodes for each attack. Following are the graphs for the above mentioned attacks in two scenarios.
Also we compared it with normal RPL protocol and we named it as “Without attack” for comparison.

We considered the following performance metrics for comparing normal RPL network with attack
models.

o Packet delivery ratio (Percentage)
PDR in RPL network is the ratio between total packets sent to the total packets received.

e Overhead (Packets)
Overhead in RPL network can be defines as, amount of control packets required for network path
initialization. DIO,DAO and DIS packets are said to be a control packets in RPL network.

e Delay(ms)
Delay is the measure of time taken between total time received to the total sent time.

e  Throughput(bits/sec)
Throughput is the measure of rate of successful data delivery of data Packets.

e Energy Consumption(joules)
Energy consumption is the total energy or power used to send or receive data packets by a node.
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4.1.1. Static Environment
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Figure 4: Performance metric comparison in static environment.
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4.1.2. Dynamic Environment
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Figure 5: Performance metric comparison in dynamic environment.
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4.1.3. Attacks Detection
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Figure 6: Number of attacks detected in static and dynamic environment.

4.1.4. Result Discussion

Though the graphs are self explanatory, we want to highlight some of the key findings in the result.
We have taken two scenarios static and dynamic with 20 and 40 nodes respectively. As shown in
figure 4, graph “Without attack” is nothing but the RPL protocol with MRHOF objective function. In
this the negative effects by the attacks on performance metrics like throughput, packet delivery ratio,
delay, overhead, energy consumption etc are analyzed in static environment, where the nodes are
stationary. The same metrics are analyzed in dynamic environment, where all the nodes are moving in
some specific manner. We run the simulation many times to perfectly get the values and thus graphs.
In static it is found that, these metrics are highly impacted by the attacks compared to normal routing
\i.e without attack, whereas in dynamic scenario energy consumption and packet overhead are more.
Thus it is important to identify and remove such type of attacker nodes from the network, to improve
the overall efficiency of it.

160



5. Conclusion

Due to low power and computation capabilities 10T devices are more prone to different routing and
topology attacks. In this work, we detected three attacks namely rank, wormhole and Sybil, using trust
mechanism & also by some attack characteristics. Simulations are done in static and dynamic
environment scenarios with 20 and 40 for each attack type. In static and dynamic it is identified from
the graph that all the parameters are affected by the attacks. We are also working on the lightweight
IDS based on machine learning to indentify and prevent these attacks to make routing safe in loT
environment.
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