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Abstract

The article analyzes the main potential threats that arise when using electronic voting, as well
as possible ways to neutralize them. The authors reveal the concepts and basic systems of e-
voting. Potential advantages and disadvantages of electronic expression of will are also
analyzed. Considerable attention is paid to the potential threats of e-voting, which are
differentiated by authors into 4 main groups, and ways to neutralize existing threats.
Researchers offer their own formula for determining the level of threats when using e-voting,
and therefore, depending on the results obtained on the basis of expert assessments, the
expediency or inexpediency of implementing this type of will expression.
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1. Introduction

In the era of information society development information and communication technologies
penetrate not only into the sphere of science and production, but become an integral part of all aspects
of life of any modern society. The field of politics is no exception, where the results of scientific and
technological progress have promoted to increase the level of involvement of individuals and social
groups in political life, made it possible to transfer a significant part of political processes and public
services into electronic form. Such phenomena as e-democracy, e-government, e-diplomacy etc., are
becoming more and more relevant and attributive features of modern society.

One of the largest political processes, the election process, is no exception. Researchers, politicians
and journalists have been talking for a long time about such phenomena as electronic elections and e-
voting. Moreover, a number of countries around the world have begun the practical implementation of
these phenomena, or are at the stage of planning and partial implementation of e-voting. However, the
problem is that the rather euphoric attitude of most scholars and politicians to the implementation of e-
voting leads to the fact that a whole range of problems and threats are ignored, without taking into
account and solving which the implementation of e-voting can harm the democratic development of
society and significantly reduce democratic potential of the election institute. Therefore, the study of
threats of e-voting and finding out possible ways to neutralize them is considered as relevant and
important.

2. Related Works

Considering that at the present stage, there is an intensive development of the information society
and information and communication technologies, it is natural that this trend permeates all spheres of
social life, including the sphere of politics. Therefore, it is logical that domestic and foreign researchers
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pay close attention to the issue of electronic voting and ensure its security. At the same time, such
studies are usually interdisciplinary because they require integrating scientific knowledge and theories
from various social, humanities, and technical sciences.

Analyzing the state of scientific research on the security and threats of electronic voting, it is worth
noting that in foreign science, much attention is paid to this topic, primarily by Latin American
researchers. In particular, they try to determine the threats and risks inherent in electronic voting
systems during the elections in Brazil, Ecuador, and Colombia, using the example of specific Latin
American countries. Using a deductive method and analyzing the last three presidential election
campaigns in the mentioned states, the researchers conclude that it is necessary to identify the electronic
voting system's weaknesses to mitigate the potential risks to information security during elections. To
do this, the authors suggest considering the culture, technological availability, and social conditions of
each studied country [1].

It is also worth noting that similar studies were devoted to security problems during electronic voting
in an individual Latin American country—for example, a study of security and threats in Brazil's
electronic voting system [2]. Alternatively, about analyzing cyber security models suitable for use
during the elections in Ecuador [3]. In the first case, the authors analyze the Brazilian electronic voting
system through the prism of advantages (quick counting of votes and availability of results) and
disadvantages (potential system failures and falsifications). Researchers emphasize that despite several
security mechanisms, the Brazilian electronic voting system faces threats that could compromise the
outcome of the vote [2]. In the second case, researchers analyze various cyber security mechanisms to
protect information during elections and propose a cyber-security model that strengthens the
information security of the electoral process [3].

It should also be mentioned research on the problem of electronic voting during the elections in
Indonesia. In particular, researchers analyze this country's opportunities and problems associated with
electronic voting. They highlight some disadvantages when implementing e-voting in Indonesia and the
potential benefits that e-voting can bring to the country [4], [5].

Since one of the main problems during the implementation and use of electronic voting is the
problem of information security, many studies are devoted to security issues and problems of cyber
protection during electronic voting. Researchers, in particular, often emphasize that electronic voting
has the potential to be the fastest, cheapest, and most efficient way to administer elections and count
votes. At the same time, according to researchers, electronic voting is characterized by several security
threats that can compromise electronic voting. Therefore, they require close attention and the use of
means to minimize existing threats [6].

Researchers are also analyzing the security problem of electronic voting in intelligent communities.
In particular, researchers using the example of elections in higher education institutions (which, in their
opinion, are the most representative intellectual communities) analyze and propose their own secure
electronic voting system that guarantees secrecy, integrity, and authenticity of votes [7].

Considerable attention of researchers studying electronic voting and ensuring its security is paid to
the problem of cryptographic protection of electronic voting, in particular, with the help of blockchain
technology. Researchers emphasize that in the conditions of the spread of the coronavirus pandemic,
the relevance of electronic voting is increasing significantly. However, at the same time, the problems
of security and transparency of electronic will-detection cause significant concern. The researchers
believe that the blockchain technology proposed by them will make it possible to eliminate all the
existing shortcomings and threats of electronic voting, ensuring at the same time the transparency of
elections and the secrecy of voting: on the one hand, the result of will detection will be stored in a
protected chain of blocks; on the other hand, all other information will be public and available to
everyone, which will make the election process public and transparent [8].

Researchers also analyze information security during electronic voting through the prism of threats
and mechanisms for neutralization. In particular, researchers pay considerable attention to international
security standards during electronic voting and highlight the main security threats and ways to
overcome them. Considerable attention is paid to the use of blockchain technology during electronic
voting, which the authors consider an effective means of ensuring information security and secrecy of
voting [9].

Some scholars propose to replace the traditional client-service architecture, which is usually used
for e-voting and causes some difficult moments, with an e-voting system that involves protecting



information security with the help of distributed storage and blockchain technology. The proposed
system includes a private blockchain network, a smart contract, and a web service. According to the
authors, such a system can guarantee the integrity of voting results, secrecy, the possibility of verifying
transactions, and the maximum endurance of the system about the load [10].

Researchers also pay attention to specific procedural points related to ensuring the security of
electronic voting. In particular, it is about the electronic voting system, which uses voter identification
mechanisms such as voter ID cards and fingerprints. According to the authors, such a double system of
protection should protect the result of the expression of will and promote voters' trust in electronic
voting [11].

Some researchers consider another option for ensuring the reliability of electronic voting to be the
use of an advanced electronic voting protocol based on public key cryptography. This method involves
encryption with a public key based on two pairs of certificates: one for citizens, the other for a particular
independent structure (for example, it can be the National Center for Information Technologies), which
will act as a trusted certification center for citizens and the government. Each of the two certificate pairs
contains pairs of private (public) keys. According to the authors, such a protocol, on the one hand,
makes it possible to vote from anywhere and, on the other hand, to comply with security laws, including
identification, authentication, integrity, and anonymity [12].

Researchers also point to specific dilemmas inherent in electronic voting and the need to resolve
them. For example, such a dilemma can be a choice between a system that allows verification of voting
results (for example, it can be paper protocols of electronic voting results) and problems of security and
anonymity of voting, which the mentioned protocols can violate [13].

Some scientific publications are devoted to analyzing specific already existing electronic voting
systems. In particular, the Helios VVoting electronic system, which the authors evaluate for compliance
with the technical and security requirements recommended by the Council of Europe in 2017. The
authors emphasize that their ultimate goal is conceptual and practical support for the gradual, secure,
and protocol expansion of electronic voting [14]. Similar studies concern the electronic voting system
Nvotes [15].

Some studies consider the problem of information security and protection of personal data in general,
in particular - in mobile applications and social networks [16], [17] and identification of manipulative
content [18]. Although such scientific intelligence is not directly related to electronic voting, it makes
it possible to understand all the threats that can await us during the introduction of electronic voting.

In the context of our research, publications that analyze a broader topic - e-governance - are also
important. In particular, researchers consider the problem of trust in e-government services and the
introduction of mechanisms to solve this problem [19].

Summing up, we see that the problem of electronic voting, reliability and security has become the
subject of scientific research by many Ukrainian and foreign researchers. At the same time, there are
still no comprehensive and systematic studies that would involve a thorough analysis and identification
of all existing threats to electronic voting, as well as their assessment with the aim of neutralizing
existing threats and determining the expediency or impracticality of implementing electronic voting.
Therefore, our research topic is relevant and requires a more comprehensive study.

3. Results and Discussion
3.1. Concepts and systems of e-voting

In our opinion, e-voting should be understood as the procedure of voting in elections, during which
electronic information systems are used. Such systems can be used both during the act of expression of
will and during the determination of voting results, or in two stages simultaneously. In the context of
the above, it becomes obvious that e-voting may have its own realization options. So, we can talk about
different models (systems) of e-voting.

Researchers single out the following main models of e-voting:

1. Remote e-voting. This type of e-voting provides for the possibility of carrying out an act of
expression of will without the presence of a voter at the polling station. These include, first of
all, Internet voting, less often — SMS voting. To date, the only country that has implemented
remote Internet voting on a full-scale nationwide level is Estonia.



2. Polling place e-voting. This type of voting requires the presence of a person at the polling station
during the act of expression of will. Polling place e-voting can be of 2 types:

e complete, in which electronic systems are used both during the expression of will and during
the counting of votes (voting using electronic machines). This type of electronic voting is
characteristic, for example, of the USA or Brazil;

e hybrid, which involves a combination of electronic and traditional expression of will (for
example, voting takes place with the help of ordinary paper ballots, the result of which is then
read and votes are counted by electronic means). Examples of this type of electronic voting can
be Kazakhstan or France (in the latter case, this applies only to voting at foreign polling
stations) [20].

We would like to note that in this publication we will consider e-voting in its remote version. This
is due to the fact that we see this type of voting as the most convenient for voters and the one that best
meets the current trends in the development of information and communication technologies. Therefore,
we will consider the main disadvantages and threats of voting via the Internet.

3.2. Reasons and main potential advantages of implementation of e-voting

Many scholars point out that one of the main reasons that has caused politicians' attention to e-voting
is the steady trend of declining electoral participation in many countries around the world, including in
stable democracies. This problem is inherent, first of all, for local elections, but to a large extent it
becomes a characteristic of modern national elections. At the same time, the researchers note, if earlier
the category of absentees could include primarily representatives of marginalized social groups, at the
present stage the reluctance to participate in elections has also become characteristic of other segments
of the population. Young people show a special apathy to the elections in modern conditions. Therefore,
apologists for e-voting point out that its implementation will allow to reduce level of absenteeism and
increase political participation in general [21], [22].

In addition to the above-mentioned advantage, among the positive aspects of e-voting, researchers
single out its convenience for voters in general and for certain specific categories of citizens. In this
context, it should be noted that e-voting allows to vote without being tied to home or polling station.
Therefore, it is advised to use it for expression of will at foreign polling stations, for voting of persons
with disabilities, and so on. For other categories of citizens, e-voting is also quite profitable and
convenient, because it allows to save time and resources.

In the short term, implementing e-voting can be pretty costly, but in the long run, it will pay off
financially and save the state budget. Another advantage of e-voting is the speed and ease of counting
votes. It is especially relevant for complex electoral systems, where traditional vote counting is
considered one of the main shortcomings. The strengths of e-voting also include its environmental
friendliness. It is about saving paper, which is used for numerous election documents (ballots, protocols,
statements, etc.), saving electricity, etc. It can also be said that e-voting eliminates the impact of the
human factor on elections, which can be negative and be caused by errors and deliberate falsifications.

3.3. Threats of implementation of e-voting

In addition to the above-mentioned positive characteristics and expected results, the implementation
of e-voting can pose a number of threats. We see it appropriate to systematize the potential threats of e-
voting into the following groups (Fig. 1):

1. threats to democracy;

2. threats of illegal interference;

3. threats of technological failure;

4. threats of legitimacy.

These e-voting threats can be formally represented as a tuple:

ET(EV) = (Dem(EV), Int(EV),Tech(EV), Leg(EV)), (1)

where Dem(EV) — threats to democracy, Int(EV) — threats of illegal interference, Tech(EV) — threats of
technological failure, Leg(EV) — threats of legitimacy.
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Figure 1. Threats of e-voting implementation

The first group of threats is related to understanding the essence and purpose of elections. Elections
are an attribute, a catalyst and an indicator of democracy, without which the development of democracy
is impossible. However, not every election can be considered democratic. In many cases, elections can
play the role of a tool in the hands of undemocratic political forces to legitimize violence. Therefore,
only elections that are held in accordance with universal international standards — democratic principles
of elections — can be considered democratic.

These are, first of all, such basic principles as equality, universality, freedom, direct nature of
elections and secrecy of the ballot. Without their observance, elections and voting (including e-voting)
are detrimental to a democratic society. Therefore, it can be logically assumed that the implementation
of e-voting can be appropriate and useful only when it will allow to provide for full compliance with
the above-mentioned democratic principles [23].

The problem is that e-voting threatens to uphold most of the mentioned democratic election
principles:

o the principle of free elections (there is a risk that the election results will be falsified by persons

who administer e-voting systems; there is no guarantee that the voter will not be pressured by other

persons — family members (so-called "“family voting"), leadership, political forces, etc.;

o the principle of equal elections (e-voting produces a "digital divide™ in society as a result of

unequal access of individuals to information and communication technologies, and thus creates

unequal opportunities to participate and influence elections; there is a threat of multiple voting of
individuals both electronically and in combined version with traditional voting);

e the principle of direct elections (there is no guarantee that the act of will expression will be

carried out by the person who has the right to participate in e-voting);

o the principle of secret ballot (there is a threat that the will expression will not be anonymous,

and the result of the vote of a particular person will become a well-known fact and cause potential

pressure and persecution of objectionable citizens);

o the principle of public elections (unlike the traditional voting at the polling station, where there

is mutual control of all participants in the election process, during the e-voting the actions of electoral

subjects are very difficult to control).

The threat to the observance of democratic principles can be described by a tuple of elements:

Dem(EV) = (FE(EV),EE(EV), DE(EV),SB(EV), PE(EV)), (2)



where EF(EV) - indicator of compliance with the principle of free elections, EE(EV) — indicator of
compliance with the principle of equal elections, DE(EV) — indicator of compliance with the principle
of direct elections, SB(EV) — indicator of compliance with the principle of secret ballot, PE(EV) —
indicator of compliance with the principle of public elections.

Threats of illegal interference are in the absence of guarantees that the operation of electronic
systems during elections will not be interfered with by outsiders. Therefore, there is a danger that the
result of the voter's electronic will expression will be ignored or distorted in the right direction by the
falsifiers. The problem is aggravated, in particular, by the fact that, unlike traditional voting, where
ballots can be counted in case of doubt about the reliability of the results, during e-voting, the result of
the expression of will is only electronic. Therefore, recalculating the votes in case of failure of the
electronic system is problematic.

E-voting can be influenced both by the authorities responsible for the effectiveness of e-voting and
by outsiders, who, in particular through hacking attacks, may try to either distort the result of the vote
or prevent its implementation. In the latter case, attempts to control the results of the vote may be made
by domestic and foreign entities.

It is worth noting that the election practice essentially confirms the above. For example, the facts of
Russian interference in the US elections in 2016 and subsequent years — in the elections and
referendums of several European countries — have been proved. As a result, many countries around the
world that had planned to take measures to implement e-voting or had already taken them abandoned
it.

Another option for illegal interference in the operation of the e-voting system may be creating a fake
(virtual, transit) server. Such a server can accumulate voting options of real voters, change them in the
right direction and send the already falsified result to the real server of the election administration.

An essential condition for protection against outside interference is the security of personal
electronic means, the problem of which can be an additional factor that will complicate the
implementation of e-voting.

The threat of illegal interference can be described by a tuple of elements:

Int(EV) = (FoR(EV), HA(EV), FS(EV), SP(EV)), (3)
where FOR(EV) — indicator of the probability of falsification of voting results, HA(EV) — indicator of
the probability of a hacker attack affecting the electronic voting process, FS(EV) — indicator of the
probability of using a fake server in the process of e-voting, SP(EV) — indicator of the security level of
personal electronic devices.

Speaking about the threats of technological failure, it is worth mentioning the problem of
uninterrupted functioning of the electronic system through which voting and counting of votes takes
place. It is caused both by the imperfection of any electronic systems in general and by the lack of a
unified approach to the quality and security requirements of e-voting systems.

The low quality of Internet connection can be a problem during e-voting. In particular, there may be
a situation where a voter registered but did not have time to vote due to a disconnection. Alternatively,
the voter managed to vote but did not receive confirmation that his or her vote was taken into account.

Such problems, in our opinion, should be considered in the context of counteracting multiple voting.
This is because, on the one hand, it can be a speculative mechanism on the part of voters who will use
contrived connection problems to be able to vote more than once. On the other hand, given the reality
of these problems, this may be an obstacle to the exercise of the legal right to vote.

The threat of technological failure can be described by a tuple of elements:

Tech(EV) = (UT(EV),IC(EV)) (4)
where UT(EV) — indicator of uninterrupted functioning of e-voting systems, IC(EV) — indicator of
Internet connection quality.

Threats of legitimacy of elections are primarily related to the existence of psychological barriers that
prevent a person from perceiving e-voting and trusting its results. Threats of legitimacy are also related
to the complexity of e-voting systems for the voter, as the level of voter confidence in e-voting will be
largely determined by how well he or she understands how it works.

The threat of legitimacy can be described by a tuple of elements

Leg(EV) = (PB(EV),CS(EV)) (5)



where PB(EV) — indicator of the presence of psychological barriers to e-voting among the population,
CS(EV) —indicator of complexity in using electronic voting systems.

3.4. Ways of neutralization the threats of e-voting

It is worth noting that each of the groups of threats of e-voting identified by us requires its own
specific methods of counteraction. Let us first consider possible ways to neutralize threats to
democracy (Fig. 2).

Observance of democratic
principles of elections

3 2
o] «©
B s
— =
88 g
Threats of o IS Threats of illegal
technological failure 5 3 interference
B\ D 2
‘=R g
3
) ‘S
n ]

Trust in e-voting

Figure 2. Impact of threats on e-voting and means of countering them

One of the ways to ensure reliable voter identification, which is an essential condition for adhering
to the principle of direct elections, may be the use of an electronic signature. The voter can receive the
electronic signature key in advance, once and repeatedly, for specific elections. In the first case, the
voter can vote for the received key constantly in all subsequent elections. On the one hand, it is
convenient but reduces the reliability of the received key and increases the risk of losing it. In the second
case, the reliability of the key to the electronic signature is higher, but the convenience is leveled,
because the voter is forced to spend time and effort on the eve of each election to obtain a new key.

A more reliable way to solve the problem of voter identification is to use an individual identification
card (ID card). This card allows an electronic digital signature and has several levels of protection. It is
issued to the voter once and makes it impossible for other persons to vote because the voter for
identification must indicate a number of data known only to him (secret code, date, place of birth, etc.).
Another essential advantage of the ID card is the ability to use it for other actions and services as a
citizen.

Leveling the digital divide and creating equal possibilities for voters to influence voting results can
be achieved through combined electronic and traditional voting during the elections. In order to prevent
multiple voting (including the use of both traditional and e-voting by one person), it is essential to



identify and remove from the electoral roll at the polling station those who voted electronically. It is
necessary to create a single electronic database of people who voted, which will be updated in real-
time.

To ensure a secret ballot, the following ways of neutralizing the relevant threats are possible:

o the existence of a depersonalized voter list, which contains only the numbers of documents (ID

cards) used for voting, and, at the same time, there is no other data that would allow to identify the

person;

e the use of depersonalization servers that erase information that identifies the voter;

e the use of technology for "shuffling” ballots, in which e-ballots are read in any order, rather

than as they are received,;

e the use of protocols with a split result, in which ballots and voter data are divided between

different bodies, which makes it impossible to falsify the results and violate the secrecy of the ballot;

o the use of protocols with a blind signature allows the voter to receive a ballot with a signed

signature from an authorized person who, at the same time, does not know which of the voters

received a particular ballot [23].

The threat of violating the principle of public elections is considered problematic for neutralization.
In particular, unlike traditional voting at polling stations, it is almost impossible to monitor the voting
process and count votes for e-voting comprehensively. Herewith, the principle of free elections is also
under threat, as it is difficult to guarantee that the voter will not be pressured during the realization of
the act of expression of will. At the same time, researchers emphasize that this threat can be partially
neutralized by the implementation of voter "individual” control using an ID card.

The value of the threat to democracy during electronic elections is determined using the formula:

Dem(EV) = (ky * FE(EV) + ky * EE(EV) + k3 * DE(EV) + k4 * SB(EV) + ks * (6)
x PE(EV))/100

Each indicator FE(EV), EE(EV), DE(EV), SB(EV), PE(EV) belongs to a set of values from the
interval [0;100], where 0 is a low threat, 100 is the highest threat of impact on e-voting. They are
determined by political experts at the time of electronic elections. The value of the coefficients for each
type of threat (ki,ko,ks,ka,ks) is determined expertly, taking into account political, social and financial
factors that are relevant in the territory where electronic elections are planned. Also, the following
condition kq + k, + k3 + k4 + ks = 1 must be fulfilled for the coefficients

Neutralization of threats of interference in the course and results of e-voting implies, in particular,
ensuring the autonomy of the e-voting system, which will guarantee a reduction of opportunities for
interference in its work. Cryptographic protection is often used to ensure the autonomy and reliability
of such electronic systems. Besides, it is important to increase the level of computer literacy of citizens,
which will reduce the level of individual technical errors of voters. It is also important to increase the
security of voters' personal computers.

The calculation of the threat of illegal interference during electronic elections is determined using
the formula:

Int(EV) = (ny x FoR(EV) + ny * HA(EV) + n3 * FS(EV) + ny * SP(EV))/100. (7)

The values of indicators FOR(EV), HA(EV), FS(EV), SP(EV) belong to a set [0;100], where O is a
low threat, 100 is the highest threat of impact on e-voting. These values are determined by computer
network security specialists based on the current state of information development of the state. The
value of the coefficients for each type of threat (n1,n2,ns,n4) is determined expertly, taking into account
political, social and financial factors that are relevant in the territory where electronic elections are
planned. Also, the following condition n; + n, + n3 + n, = 1 must be fulfilled for the coefficients.

Among the ways to neutralize the threats of technological failure of the e-voting system are the
following:

e implementation of international certification of e-voting systems;

e  conducting a preliminary audit of e-voting systems;

e installation of uninterruptible power supply equipment or installation of an independent

electricity generator.

The value of the threat of influence on e-voting due to technological efficiency during the conduct
of electronic elections is determined by the following formula:



Tech(EV) = (my » UT(EV) + m, * IC(EV))/100. (8)

The values of indicators UT(EV) and IC(EV) are determined by technical staff based on information
about the state of development of computer and electrical networks in the regions where e-voting is
planned. These values should belong to the set [0;100], where 0 is a low probability of denying access
to e-voting systems, 100 is a high probability of communication loss during voting. The value of the
coefficients for each type of threat (my,my) is determined expertly, taking into account the importance
of the impact of this indicator on conducting electronic elections. Also, the following condition
my + m, =1 must be fulfilled for the coefficients.

Neutralization of threats of legitimacy presupposes, first of all, conducting systematic educational
activities among citizens aimed at better understanding the essence of e-voting and forming a positive
attitude to its results. For this purpose, it is expedient to train relevant specialists.

The value of threats of the legitimacy of e-voting is determined by the following formula:

Leg(EV) = (I, * PB(EV) + I, * CS(EV))/100. (9)

The values of indicators PB(EV) and CS(EV) are determined on the basis of sociological surveys
and the results of testing e-voting systems. These values should belong to the set [0;100], where 0 is a
low threat of voter sabotage of e-voting, 100 is the highest threat of election failure due to the human
factor. The value of the coefficients for each type of threat (l,l2) is determined expertly, taking into
account educational initiatives regarding e-voting in the state. Also, the following condition [, + [, =1
must be fulfilled for the coefficients.

At the same time, it should be understood that for some voters the increase in the level of trust in e-
voting can be supported only by the positive experience of its testing in practice.

3.5. Prediction of the expediency of electronic voting

The proposed calculations allow to predict the expediency of electronic voting. Having analyzed
each threat to e-voting, determining the values and coefficients of indicators of these threats, we can
calculate the level of influence of this threat on the results of e-voting. Coefficients of indicators of
threats of electronic voting are used to adjust the influence of a certain indicator on voting results
depending on the social and political situation in the country. The indicators of each group of threats
are determined by experts taking into account the specifics of the development of the political situation
and the results of sociological surveys of citizens.

The formation of recommendations regarding the expediency of conducting electronic voting is
carried out on the basis of the average arithmetic value of four groups of e-voting threats.

T(EV) = (Dem(EV) + Int(EV) + Tech(EV) + Leg(EV))/4. (10)

The threat assessment scale is proposed in Table 1.

Table 1
The threat assessment scale
T(EV) Value of the threat
[0;0.20] Low threat of influence on e-voting
[0.21;0.5] A dangerous situation for e-voting
[0.51;1] Impossibility of e-voting

Our proposed method of determining the level of threats during the introduction of electronic voting
has not yet been tested by us in practice. This is due to the scale and complexity of this type of
verification of the developed methodology, as well as the desire to analyze in detail the specifics of
defining each of the groups of selected threats. Therefore, we consider it expedient to leave this area of
work for our future practical studies, which will involve the analysis of specific cases of electronic
voting, determining the level of existing threats, and, therefore, choosing the expediency/impracticality
of conducting electronic voting.



4. Conclusions

In conclusion, it should be emphasized that our study showed: the implementation of e-voting is
accompanied by a set of threats that could call into question the democratic nature of the institution of
elections, destroy confidence in the mechanisms of democracy and even threaten the sovereignty of the
state. Of course, the presence or absence of threats largely depends on the characteristics of the system
used in e-voting, as well as on the effectiveness of the implementation of mechanisms to neutralize
existing threats. With an integrated approach, the existing threats of e-voting can be largely neutralized.
However, certain risks and threats will still be present.

At the same time, it should be noted that an ideal electoral system and ideal electoral procedures do
not exist in principle. Traditional voting also has or could potentially have a range of threats that would
call into question the democratic nature of elections, even in stable democracies. Therefore, the question
of the expediency and prospects of the implementation of e-voting should, in our opinion, be considered
not in the context of abandoning it, but in the context of effective neutralization of potential threats.

It is also worth noting the extremely important role of a high level of computer literacy and
democratic electoral culture of all participants in the election process. This factor can be a reliable
means of neutralizing many of these threats of e-voting, ranging from ensuring the democracy of e-
voting to the absence of technical errors in voting and ensuring the functioning of the system.
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