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Abstract

The conducted state-of-the-art on known solutions and decision support systems for
cybersecurity domain showed that none of the known solutions are intended for determination
of legal responsibility/penalty for a cybersecurity breach, although the need for such an
automated tool in cyber structures and cyber organizations is considerable. Therefore, it is
necessary to design and implement system for determination of legal responsibility/penalty for
a cybersecurity breach. The paper simulates the process of determination of legal
responsibility/penalty for a cybersecurity breach, which is the theoretical basis for developing
the system for determination of legal responsibility/penalty for a cybersecurity breach. The
authors have developed the system for determination of legal responsibility/penalty for a
cybersecurity breach, which forms a decision as to whether a person has committed a
cybersecurity breach(es). If the system establishes that a person has committed a cybersecurity
breach(es), the system forms a conclusion on legal responsibility/penalty for the committed
cybersecurity breach(es).
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1. Introduction

The peculiarity of digitalization of society is that the main type of activity is the collection,
accumulation, processing, production, storage, transfer and use of information. The main criteria for
the effectiveness of digitalization of society are: efficiency of information transfer and processing,
quality and quantity of available information, availability of information. So, to meet the requirements
of the time and information society, companies are forced to use a huge number of sources of
information in order to improve the results of their work [1-4].

The rapidly changing digital world requires the formation of a more balanced and effective
cybersecurity system that can flexibly adapt to changes in the security environment, guaranteeing the
safe functioning of cyberspace, foreseeing new opportunities for digitalization of all spheres of public
life.

Today, the amount of information is constantly growing, effective and safe information management
is becoming a critically important function, therefore the issue of information security is extremely
acute and relevant. Cyber weapons are currently weapons of mass destruction in terms of consequences
and effectiveness of use, so cybersecurity is currently a priority for many countries. The spread of cyber
threats to all spheres of life and the improvement of tools for their implementation necessitates a change
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in the strategy and tactics of combating them. The fastest possible detection of vulnerabilities and
cyberattacks, response and dissemination of information about them to minimize possible damage is
gaining importance.

The technical level of implementing cyber threats is increasing, new tools and mechanisms of
cyberattacks are constantly being improved and developed. No state today can be sure that its digital
infrastructure is fully protected and can withstand cyberattacks. Cyberattacks on digital resources of
critical infrastructure cause real threats to public safety, lead to human casualties, significant financial
losses, and significant reputational damage. The tendency to use cyberattacks as a tool for special
information operations, manipulation of public opinion, and influence on election processes is
increasing.

The specific weight of cyber threats is growing, and this trend will intensify in the next decade as
information technologies develop and converge with artificial intelligence technologies. The growth of
such influence on the functioning of both national and transnational management structures creates a
new security situation. The spheres of influence in cyberspace are being divided between the world's
power centers, and their desire to ensure the realization of their own geopolitical interests is increasing
due to such a division.

Today, when Russia's full-scale war against Ukraine is going on, Ukraine's cyber war with Russia
is going on in parallel, during which Ukraine has turned into a testing ground for Russian hackers.
Cyberspace, along with other physical spaces, is recognized as one of the theaters of war. According to
the State Service of Special Communications and Information Protection of Ukraine, in the first 4
months of the war, 796 cyberattacks were carried out on the digital infrastructure of Ukraine (179
cyberattacks on the digital resources of the government and local authorities, 104 cyberattacks on the
digital resources of the security and defense sector, 55 cyberattacks on digital resources of the financial
sector, 54 cyberattacks on digital resources of commercial organizations, 54 cyberattacks on digital
resources of the energy sector and 350 attacks on digital resources of other sectors). The most common
methods of cyberattacks were: collection of information by an attacker (242 cyberattacks), malicious
software code (192 cyberattacks), interference (92 cyberattacks), attempted interference (82
cyberattacks), accessibility violations (56 cyberattacks) [5].

So, at this moment, the actual task when using digital infrastructure is ensuring the cybersecurity,
which is one of the priorities in the national security system of Ukraine. Most of the countries of the
world apply complex measures to ensure cybersecurity — creation of structures responsible for ensuring
cybersecurity, development and improvement of normative legal acts in the field of cybersecurity [6].

In Ukraine, criminal and civil responsibility is provided for cybercrimes according to the Criminal
and Civil Codes of Ukraine, as well as according to the Law of Ukraine "On the Basic Principles of
Cybersecurity of Ukraine". In addition, on December 14, 2016, Ukraine signed the Agreement between
Ukraine and the European Police Office on operational and strategic cooperation in cybersecurity
domain. In the paper [7], the authors researched the legal and organizational principles of ensuring
cybersecurity in the modern conditions of the development of the information society, and also
developed a method and rules for forming a logical conclusion regarding legal responsibility in the field
of cybersecurity.

The system for determination of legal responsibility/penalty for a cybersecurity breach can
significantly increase the productivity of the cyber structures of Ukraine, which, based on the rules and
method proposed by the authors in [7], will determine the sanctions recommended for this or that
cybersecurity breach or a set of cybersecurity breaches. Designing such a system is the goal of this
study.

2. State-of-the-Art

Let’s conduct the state-of-the-art on known solutions and decision support systems for cybersecurity
domain.

Cybersecurity requirements are influenced by the range of stakeholders: board members and Chief
Information Security Officers (CISOs), managers, legal professionals. The paper [8] explores the effect
that different experience has on the quality of a team's cybersecurity decision-making.



Assuring an organization's cybersecurity posture requires the active involvement of decision makers
at all levels, particularly strategic level decision makers. These leaders have the responsibility of
initiating security programs and are responsible for the security policy implementation. It is necessary
that such leaders being provided with the tools for strategic and security management responsibilities
[9].

Companies need to be cautious about confidence form consumers. The presence or absence of a
previous cybersecurity breach had a large impact on confidence to company, but a minimal impact on
intentions to be more secure [10].

International legal control of cyber operations emerges and develops through the optics of the law
of war. The paper [11] analyses three key dimensions of the relationship between the law of war and
general international law: systemic, conceptual, and teleological.

The study [12] employed Situational Crisis Communication Theory to address vulnerabilities and
capabilities when data breaches take effect at hospitality organizations.

The purpose of the study [13] is to examine and overcome the risks to take advantage of
opportunities through the Risky-Opportunity Analysis Method to increase the resilience of the system.

In [14] a structure for ensuring appropriate security, safety and privacy built into systems is
proposed. In this structure, enforcement can be achieved by incentives or penalties. Determining the
rules for optimization of the mix of penalties and incentives is a major goal of the paper [14].

The decision support system provides agility decisions for shortening the time a network is insecure
in the event of a cyberattack. In the paper [15] decision support system "Cyber Fighter Associate
(CyFiA)" is described for selecting the agility maneuvers with the purpose of containing and eliminating
a malicious infection in a mobile network.

In [16] the decision support system is represented aimed at suggesting to operators of critical
infrastructure the optimal configuration in terms of deployed security functions Ali ties. The decision
support system has an optimization framework on the basis of genetic algorithm for exploring the
solution space.

In the paper [17] the Information Security Maturity Model was proposed, that has four maturity level
— None, Initial, Basic and Capable. The model provides the guideline for better management of
information security and forms the best strategy for improving the overall information security state.

The information object cybersecurity operational management system is developed in [18] which is
based on the morphological approach. The developed system provides reducing the cost of development
of information security system and shortening the time for informing about information security
incidents.

The goal of [19] is the development of basis from which can be attack a realistic networking
environment where the intruder can bypass security measures thus exposing a vulnerability in the
environment.

In [20] the web-based multi-perspective decision support system is developed on the basis of the
multi-criteria decision framework with security and decision theory, which captures the complexity in
a multi-criteria security control selection decision problem.

In [21] the FUSE-IT project is developed intending to propose a new paradigm: the convergence of
monitoring on building and facilities, energy, cyber and physical security, and information technologies
for leveraging the critical sites activities and detection of threats.

The paper [22] provides the analysis of mathematical models for choosing the investment strategies
in cybersecurity systems of informatization objects in educational information systems. It is proposed
to use the models on the basis of game theory as a basic mathematical model for such cybersecurity
system.

In [23] a Nature-inspired Decision Support System for Secure Clustering (NIDSC), which classifies
each node as either legitimate or attacker, is proposed for overcoming the security issues with minimum
consumptions of resources and minimal computational overhead.

Authors of [24] developed a board game that simulates real-life environment and shows the
challenges of organizations’ decision-making processes driving cyber-security strategy.

In [25] software is developed intending for supporting the cyber risks and cyber threats analysis of
the information and communications technological infrastructure, and for support decision-making
about prevention measures.



The conducted state-of-the-art on known solutions and decision support systems for cybersecurity
domain showed that none of the known solutions are intended for determination of legal
responsibility/penalty for a cybersecurity breach, although the need for such an automated tool in cyber
structures and cyber organizations is considerable. Therefore, it is necessary to design and implement
system for determination of legal responsibility/penalty for a cybersecurity breach.

3. Modeling of the Process of Determination of Legal Responsibility/Penalty
for a Cybersecurity Breach

Let CSB is the set of cybersecurity breaches committed by a person (such a set can consist of one
element or be empty).

In order to form a conclusion on the commitment of a cybersecurity breach and determining the
responsibility/penalty for it, it is necessary to check whether a person has committed cybersecurity
breaches, that is, whether there are elements in the set of cybersecurity breaches committed by a person,
therefore the criterion for the presence of a cybersecurity breach will be as follows:

o if CSB = ] then the person did not commit cybersecurity breaches;

o if CSB # & then the person has committed a cybersecurity breach(es). In this case, the legal
responsibility/penalty for the committed cybersecurity breach(es) should be determined
according to the rules for forming a logical conclusion regarding legal responsibility in the field
of cybersecurity, developed by the authors in [7].

Taking into account the rules for forming a logical conclusion regarding legal responsibility in the
field of cybersecurity developed by the authors in [7], the set of possible cybersecurity breaches that
involve legal responsibility/penalty has the following form:

PCSB ={uai, ri, pcg,csd,cds,udi,ucdb,uci,vor,dmdm?}, 1)

where uai — “unauthorized intervention in the operation of computers, their systems and networks,
which led to the loss, leakage, blocking, falsification of information”, ri — “repeat commission of the
breach”, pcg — “prior conspiracy of a group of persons”, csd — “causing significant damage (100 or
more times greater than the tax-free minimum)”, cds — “creation, distribution, sale of malicious tools
for unauthorized interference in the operation of computers, their systems and networks”, udi —
“unauthorized distribution of information with limited access (according to the current legislation),
which is stored in computers, their systems and networks”, ucdb — “unauthorized change, blocking,
destruction of information”, uci — “unauthorized copying, interception of information, which led to
information leakage”, vor — “violation of the rules of operation of computers, their systems and
networks or the rules of information protection”, dmdm — “deliberate mass distribution of messages that
led to the failure or termination of the operation of computers, their systems and networks”.

Taking into account the developed criterion for the presence of a cybersecurity breach and the set of
possible cybersecurity breaches that involve legal responsibility/penalty (equation (1)), let's perform
modeling of the process of determination of legal responsibility/penalty for a cybersecurity breach.

If CSB is the set of cybersecurity breaches committed by a person (such a set can consist of one
element or be empty), then:

CSB = PCSBNRCSB, 2)
where RCSB is the set of breaches committed by a person.

The general rule for making a decision on the determination of responsibility/penalty for a
cybersecurity breach is as follows:

If CSB=Y

then " person didn't commit cyber sec urity breaches" . (3)
else " person has committed cyber sec urity breach(es) and should be held legally responsible / punished"

The conducted modeling of the process of determination of legal responsibility/penalty for a
cybersecurity breach is the theoretical basis for developing the system for determination of legal
responsibility/penalty for a cybersecurity breach.



4. System for Determination of Legal Responsibility/Penalty for a
Cybersecurity Breach

Taking into account the results of the analysis of the legal and organizational foundations of
cybersecurity provided by the authors in [7], as well as the modeling of the process of determination of
legal responsibility/penalty for a cybersecurity breach carried out in chapter 3 of this paper, let's develop
the system for determination of legal responsibility/penalty for a cybersecurity breach — Fig. 1.
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S
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Figure 1: Structure of the system for determination of legal responsibility/penalty for a cybersecurity
breach



The main source of information is a set RCSB of breaches committed by a person. Breaches
committed by a person are analyzed by the system for the purpose of searching for cybersecurity
breaches (for the purpose of searching for the values of the elements of the set PCSB of possible
cybersecurity breaches). On the basis of this semantic analysis, a set CSB of cybersecurity breaches
committed by a person is formed (such a set can consist of one element or be empty), according to
equation (2) — if the value of an element of the set PCSB of possible cybersecurity breaches is found
among the values of the elements of the set RCSB of breaches committed by a person, then this value
is entered in the set CSB of cybersecurity breaches committed by the person.

All sets (RCSB, PCSB, CSB) are entered in the data section of the knowledge base. The rule section
of the knowledge base contains the rules for forming a logical conclusion regarding legal responsibility
in the field of cybersecurity developed by the authors in [7], as well as the general rule for making a
decision on the determination of responsibility/penalty for a cybersecurity breach (equation (3)).

Taking into account the presence/absence of elements in the set CSB of cybersecurity breaches
committed by the person, a decision is made whether the person has committed a cybersecurity
breach(es). If CSB = & then the person did not commit cybersecurity breaches. If CSB # < then the
person has committed a cybersecurity breach(es). In this case, one should perform the analysis of the
rules for forming a logical conclusion regarding legal responsibility in the field of cybersecurity,
developed by the authors in [7], using the method of carrying out a search in width in the direct direction,
on the basis of which to determine the legal responsibility/penalty for the committed cybersecurity
breach(es).

So, the system for determination of legal responsibility/penalty for a cybersecurity breach is
developed, which forms a decision as to whether a person has committed a cybersecurity breach(es). If
the system establishes that a person has committed a cybersecurity breach(es), the system forms a
conclusion on legal responsibility/penalty for the committed cybersecurity breach(es).

5. Results & Discussion

Let's consider examples of the operation of the proposed system for determination of legal
responsibility/penalty for a cybersecurity breach.

For the first example, we have the following set of breaches committed by the Personl RCSB; =
{ “unauthorized copying, interception of information, which led to information leakage”, ‘“repeat
commission of the breach”, “breach of hunting rules”, “breach of traffic rules’’}. Breaches committed
by a person are analyzed by the system for the purpose of searching for cybersecurity breaches (for the
purpose of searching for the values of the elements of the set PCSB of possible cybersecurity breaches).
On the basis of such semantic analysis, a set of cybersecurity breaches committed by a person is formed
— for the first example CSB: = {“unauthorized copying, interception of information, which led to
information leakage”, “repeat commission of the breach”}.

Given the presence/absence of elements in the set CSB of cybersecurity breaches committed by the
person, a decision is made whether the person has committed a cybersecurity breach(es). Since CSB;
# &, then the Personl has committed a cybersecurity breach(es). In this case, the system, as a result of
the analysis of the rules for forming a logical conclusion regarding legal responsibility in the field of
cybersecurity, developed by the authors in [7], using the method of carrying out a search in width in the
direct direction, determined the legal responsibility/penalty for the committed cybersecurity breach(es)
— according to rule 10, Personl should be punished with deprivation of liberty for a period of three to
six years with deprivation of the right to hold certain positions or engage in certain activities for a period
of up to three years.

For the second example, we have the following set of breaches committed by the Person2 RCSB; =
{"violation of public order", "violation of curfew", "drinking alcoholic beverages on the playground"}.
Breaches committed by a person are analyzed by the system for the purpose of searching for
cybersecurity breaches (for the purpose of searching for the values of the elements of the set PCSB of
possible cybersecurity breaches). On the basis of such semantic analysis, a set of cybersecurity breaches

committed by a person is formed — for the second example CSB, = &.



Given the presence/absence of elements in the set CSB of cybersecurity breaches committed by the
person, a decision is made whether the person has committed a cybersecurity breach(es). Since CSB:
= 7, then the Person2 did not commit cybersecurity breaches.

The considered examples of the operation of the proposed system for determination of legal
responsibility/penalty for a cybersecurity breach showed that the proposed system can significantly
increase productivity and facilitate the work of cyber structures of Ukraine by determining whether a
person has committed a cybersecurity breach, as well as determining the sanctions recommended by
the current legislation of Ukraine this or that cybersecurity breach(es), if the system has determined that
a cybersecurity breach(yi) has been committed.

6. Conclusions

At this moment, the actual task when using digital infrastructure is ensuring the cybersecurity, which
is one of the priorities in the national security system of Ukraine. The system for determination of legal
responsibility/penalty for a cybersecurity breach can significantly increase the productivity of the cyber
structures of Ukraine, which will determine the sanctions recommended for this or that cybersecurity
breach or a set of cybersecurity breaches.

The conducted state-of-the-art on known solutions and decision support systems for cybersecurity
domain showed that none of the known solutions are intended for determination of legal
responsibility/penalty for a cybersecurity breach, although the need for such an automated tool in cyber
structures and cyber organizations is considerable. Therefore, it is necessary to design and implement
system for determination of legal responsibility/penalty for a cybersecurity breach.

The paper simulates the process of determination of legal responsibility/penalty for a cybersecurity
breach, which is the theoretical basis for developing the system for determination of legal
responsibility/penalty for a cybersecurity breach.

The authors have developed the system for determination of legal responsibility/penalty for a
cybersecurity breach, which forms a decision as to whether a person has committed a cybersecurity
breach(es). If the system establishes that a person has committed a cybersecurity breach(es), the system
forms a conclusion on legal responsibility/penalty for the committed cybersecurity breach(es).
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