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Abstract  
The European Parliament adopted the European General Data Protection Regulation (GDPR, 
EU 2016/679) which revolutionized the legislative framework for personal data protection 
within the European Union. The GDPR mandates organizations to shift from a passive 
approach, relying on minimum security measures outlined in the 1994 EU Directive, to a 
proactive accountability-based approach. Organizations are expected to implement verification 
systems, foster continuous improvement, and follow principles such as privacy by design and 
privacy by default. The latter principle emphasizes incorporating privacy considerations 
throughout the entire engineering process. The challenge for organizations lies in effectively 
auditing their compliance with the GDPR. This study proposes a structured approach based on 
business process modeling to aid in GDPR compliance. It involves identifying crucial 
compliance points for the GDPR. A case study is presented where the method is applied to a 
purchase of a health insurance policy process in the context of the Secure Safe Apulia project. 
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1. Introduction 

On October 24, 1995, the European Data Protection Directive (officially known as Directive 
95/46/EC) was established as a critical component of EU privacy and human rights legislation. The 
directive mandated EU member states to incorporate its provisions into their national laws by October 
24, 1998. 

The Charter of Fundamental Rights of the European Union, ratified in 2007 (2007/C 303/01), 
enshrines the right to personal data protection in Article 8. This article states that "every individual has 
the right to protection of their personal data" and that such data must be processed in a fair and lawful 
manner, with the individual's consent or another legally recognized justification. Additionally, 
individuals have the right to access and rectify their data, with the compliance of these rules monitored 
by an independent authority.  

As we can see in Figure 1, based on [1], the panorama of “internet technologies and services” has 
completely changed since 1994 and the normative prescription became inadequate to protect personal 
data. 

In 2016, the European Union overhauled its regulatory framework for the protection of personal 
data, drawing from the principles outlined in the Charter of Fundamental Rights. The EU has issued 
several legislative provisions (regulations and directives) and others are in the process of being enacted. 
The goal of the common legal framework is to harmonize privacy principles across all EU member 
states and give individuals greater control over their personal data within the Digital Single Market. 
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several legislative provisions (regulations and directives) and others are in the process of being enacted. 
The goal of the common legal framework is to harmonize privacy principles across all EU member 
states and give individuals greater control over their personal data within the Digital Single Market. 

One of the key provisions is the General Data Protection Regulation (GDPR), which is widely 
known. The GDPR introduces the self-assessment of digital risk and mandates organizations to perform 
an impact assessment analysis to safeguard the dignity and fundamental rights of data subjects. 
Organizations must be transparent about their motivations for data collection, who has access to the 
data, and how, when, and how often the data will be used. 

To be GDPR compliant, organizations must have a clear understanding of how personal data is 
managed (the business process) and who is involved in the process. This requires a self-evaluation that 
includes a thorough examination of all business processes and the identification of all actors involved 
in personal data management. 

There are various languages, methodologies, and tools in computer science, such as DECLARE [2], 
DCR Graphs [3], State Charts [4], UML [5-8], GSM [9], CMMN [10], and Business Process Model 
and Notation (BPMN) [11], that focus on the concept of a process. However, these were developed 
prior to the introduction of the GDPR and do not gather all the information required for GDPR 
compliance. 

Business Process Model and Notation (BPMN) provides a standardized and easily understandable 
way to define and analyze business processes. It creates a bridge between the design of a business 
process and its implementation. BPMN may be useful and valuable in the context of the data protection 
framework law. 

2. The GDPR 

The GDPR standardises legislation for the management of personal data throughout the European 
Union. Article 25 Data protection by design and by default requires that data controllers focus on the 
protection of personal data in both the planning and organisation of services, and in the stage of 
modelling of IT systems.  

Subsection 1 says “Taking into account the state of the art […] the controller shall, both at the time 
of the determination of the means for processing and at the time of the processing itself, implement 
appropriate technical and organisational measures, […], which are designed to implement data-
protection principles, […], in an effective manner and to integrate the necessary safeguards into the 
processing in order to meet the requirements of this Regulation and protect the rights of data subjects.”  

In Subsection 2 it is required that The controller shall implement appropriate technical and 
organisational measures for ensuring that, by default, only personal data which are necessary for each 
specific purpose of the processing are processed. […]”. 

The records of processing activities [12, Article 30] are the main elements in the accountability of 
the owner, as they are useful in the recognition and evaluation of the treatments carried out, and also in 
the risk analysis and proper planning of treatments. The register must contain at least the following 
information: (i) the name and contact details of the data controller; (ii) the purposes of the processing, 
distinguished by types of treatment; (iii) a description of the categories of data subjects (e.g. Customers, 
suppliers, employees) and the categories of personal data (e.g. Personal data, health data); (iv) the 
categories of recipients (even by category only) to whom the personal data have been or will be 
communicated; (v) the latest deadlines for the cancellation of the different categories of data; (vi) a 
general description of the technical and organisational security measures referred to in Article 32. 

In general, GDPR are statements about how an organisation collects, processes, and more generally 
manages the personal data of individuals. 

3. BPMN- Business Process Model And Notation 

The Business Process Model and Notation (BPMN) is the leading standard for business process 
modeling. It is maintained by The Object Management Group (OMG) and supported by a wide range 
of vendors and employed by numerous organizations. The objective of BPMN is to support business 
process modeling for both technical  users and business users, by providing notation that is intuitive to 



business users, yet  able to represent complex process semantics. The BPMN 2.0 specification also 
provides execution semantics as well as mapping between the graphics of the notation and other 
execution languages, particularly Business Process Execution Language. BPMN is designed to be 
readily understandable by all business stakeholders.  These include the business analysts who create 
and refine the processes, the technical developers responsible for implementing them, and the business 
managers who monitor and manage them. Consequently, BPMN serves as a common language, 
bridging the communication gap that frequently occurs between business process design and 
implementation. 

4. BPMN- Business Process Model And Notation 
5. Motivation 

We propose that auditing and compliance checking using BPMN can help ensure privacy by design 
during software development [13]. BPMN has the potential to provide a systematic approach to support 
the privacy by design approach and ensure compliance with the General Data Protection Regulation 
(GDPR). Our hypothesis is that BPMN can provide a suitable basis for modeling the life cycle of 
information and systematically capturing the processes and actors involved in handling personal data. 

Mainstream programming technologies do not provide a comprehensive view of the life cycle of 
data, making it difficult to track and manage privacy-sensitive information [14]. However, as suggested 
in previous research, a systematic approach based on business process management analysis can help 
organizations adapt their practices to emerging forms [15, 16, 17]. 

By using BPMN, we can create a standardized representation of business processes that includes all 
the information required by the GDPR and provides solid support for auditing and compliance. BPMN 
also allows for a business-focused approach to privacy and data protection. With BPMN, we can 
perform auditing and compliance checks in the pre-implementation phase, and detect violations in the 
post-implementation phase, to ensure ongoing compliance with privacy laws and regulations.  

6. Related Work 

The field of security and privacy requirements has been extensively studied and numerous studies 
have shown that BPMN can effectively meet these requirements. In [18], BPMN is used to capture 
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privacy concerns through the process of annotating the BPMN model. Brucker, in [19], extends BPMN 
with access control, the separation of duty, binding of duty, and the need-to-know principles. 

In [12], BPMN is extended with information assurance and security modelling capabilities. 
Altuhhov, in reference [20], aligns BPMN with the domain model of security risk management, while 
in reference [21], privacy enhancing technologies are applied to enforce privacy requirements and 
support the analysis of private data leakage. In [22], a query language for representing security policies 
and a query engine that enables checking are introduced. 

In some studies, the authors define extensions of BPMN to meet cyber security requirements. For 
example, in [23] and [24], the authors investigate BPMN's ability to meet these requirements. Maines 
et al, in [25], study an approach to modeling security using BPMN choreography to model message 
exchange and identity contract negotiation. 

There are also several studies that focus on BPMN security extensions in a healthcare context. For 
example, in [2, 21, 8, 3], the authors introduce security elements for BPMN to evaluate the 
trustworthiness of participants and to express security intentions, such as confidentiality or integrity, on 
an abstract level [26]. 

Despite the many studies that have been conducted on BPMN and security, there are only a limited 
number of studies that have examined the correlation between the GDPR and process management. In 
our study, we propose to extend BPMN with meta-information for each element of BPMN that classifies 
the element in the context of the GDPR. 

In [27] the authors present “PRONTO: Privacy Ontology for Legal Reasoning”, which provides a 
legal ontology for the GDPR and models the privacy agents, data types, types of processing operations, 
and the rights and obligations involved. This work is of great interest and will serve as the basis for our 
work. In [28], the authors propose an approach that matches a “purpose” for data management, as 
defined in the GDPR, with a business process and demonstrates how formal models of inter-process 
communication can be used to audit or derive privacy policies. However, in our opinion, this approach 
does not capture all the information necessary to support GDPR compliance. 

Finally, it is essential to have a notation that is supported by a set of graphical concepts in order to 
effectively capture security requirements within business process modeling. This allows us to represent 
the security semantics [29]. The use of BPMN with its well-established graphical concepts provides a 
suitable basis for this purpose. The health policy purchase process begins 

7. Proposed Approach 
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In this paper we propose a methodological approach based on the analysis of business processes, 
which allows the precise extraction of the records of processing activities with the necessary attributes. 
The proposed method also allows all data processors to be identified. 

7.1. Extension of BPMN 

Our approach is based on an extension of the BPMN, already published in [30]. 
We have defined a set of meta-information for each element of the BPMN design, which classifies 

the element in the context of the GDPR.  
For each pool/process, our method indicates: 
(i) Whether the process deals with personal data;  
(ii) The legal basis that authorises its execution;  
(iii) The period of time for which the data is stored. Each activity is classified as to whether it 

concerns personal data and the type of data processed. 
The "tagged values" field was used in order to avoid creating custom BPMN notation extensions. 

The appearance and specification of certain elements and connectors were defined by tagged values 
based on the core definition of the BPMN.  

The following tags were inserted in the pool element: 
• GDPR: ispersonaldataprocessing: a Boolean value (Yes/No) indicates whether the process 

involves personal data. 
• GDPR: legalbasis: contains references to the motivations for the execution of the process. 
• GDPR: Duration: the period of time for which storage is expected. 
The following tags were inserted in the task element: 
• GDPR: personaldata: a Boolean Value (Yes/No) indicates whether the activity involves 

personal data 
• GDPR: typeofpersonaldata: indicates the type of personal data processed (personal data, 

judicial, health data, political and religious opinions, biometric) 
• GDPR risklevel: this tag identifies the scope of application, i.e. The level of risk present in the 

scope in which the data is used. A very high, high, medium and low risk is distinguished in relation to 
the parameters previously analysed 

• GDPR RecipientData: finally, this tag identifies the users who, within the process, are 
authorized to access and process personal data. According to the art. 4 of the GDPR The recipient is 
"the natural or legal person, public authority, service or other organization that receives 
communication of personal data, whether or not it is a third party. 
In Figure 2, already published [30], we show an application of our approach to the process of a 

vacation request.  
First, we enter the expected value for the pool element. 
• GDPR:ispersonaldataprocessing = Yes 
• GDPR:legalbasis= Work contract 
• GDPR:Duration= One year 
We can see that the vacation request process involves records of processing activities and is related 

to the management of personal data. 
After the pool, we analysed the tasks in each lane.  
For each task, we defined whether it requires the management of personal data (using the tag value 

“GDPR:personaldata”), and what type of personal data is managed (using the tag value “GDPR 
:typeofpersonaldata”).  

7.2. Case study: purchase of a health insurance policy 

For reasons of brevity and readability we will describe the process in text mode and represent in 
BPMN one of the sub-processes in the TO-BE version. This is a real business process managed by our 
partner in a large research project. 

The health insurance purchase process begins when the customer logs in to the company website. 



The customer may not have an account. In this case it is necessary to activate the "on boarding 
procedure" for the creation of the new account and the delivery of the credentials.Once logged in to the 
site, the customer requests the policy and the company starts the card selection procedure 
(distinguishing between new and non-new users) and checks the validity of the card. Then start signing 
up for the policy by generating a series of codes required for registration. 

We then proceed with the booking which gives rise to different situations. In particular, after having 
booked the visit, the date of the appointment is expected which can have three different outcomes, a 
positive outcome, when the customer shows up for the appointment, in this case the status of the 
appointment is first updated, the policy is activated and finally the payment is made which can generate 
the activation of the policy, when the payment is successful, or the non-activation of the policy, when 
there are problems with the payment. Also, you may have a negative outcome and, in this case, we 
proceed to charge you for the visit and update your policy status in relation to the payment. Finally, 
there may be a situation in which the user is absent and therefore the status of the policy and the 
appointment is updated. 

As seen above, the health policy purchase process is divided into several sub-processes: 
• On boarding procedure 
• Paper selection procedure 
• Policy signing procedure 
• Appointment booking procedure 
• Payment procedure 

Referring to the sub-process related to the signing of the policy, which turns out to be the heart of the 
activity carried out by the main process, the company starts the subscription of the policy by generating 
a series of codes that the customer receives via SMS and which he will have to insert in the own web 
area. This phase, therefore, is characterized by a communication activity aimed at transforming 
unstructured information into structured information, using web 2.0 tools. In this sub-process the tags 
"gdprpersonaldata", "gdprtypeofpersonaldata", "gdprrisklevel" and "gdprrecipientdata" are used with 
reference to the activity of entering the codes carried out by the customer when he receives codes from 
the company and the identification of the outcome positive or negative of the signature with subsequent 
update of the policy status. 
The figure 3 describe the sub-process of signing the insurance policy with GDPR Tag.approach.  

8. Conclusion and Next Steps 

Our proposed approach to privacy by design aims to integrate traditional business process analysis 
with the collection of contextual information as required by the General Data Protection Regulation 
(GDPR). The use of BPMN diagrams allows for the extraction of important information related to the 
records of processing activities, such as the legal basis for processing and the duration of data 
conservation. It also identifies all actors who are data processors, making it easier to appoint employees 
as such and prepare complete records of processing activities. This enhances an organization's 
accountability with respect to GDPR provisions.  

Our goal is to provide a model integrated with a company's runtime workflow engine, in order to 
automatically generating applications inherently compliant with the GDPR requirements. 
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