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Abstract

The impact of Cyber Security is global, requiring immediate attention for protecting, conserving, and
maintaining the integrity of any data. The need for cyber security is of utmost importance in Industry or
Academics. To address this, all stakeholders should have substantial knowledge about cyber security
and how to implement it. The use of published generic standards and guidelines does not describe the
technologies or solutions that can be used. Currently, machine learning-based applications, serious
games, or remote training can be used to bridge this gap. This paper proposes a vision model based on
Quantum Artificial Intelligence (QAI) that generates secure software development (SSD) rules to educate
and train developers and testers during different phases of the Software Development Life Cycle (SDLC).
The proposed model trains QAT algorithms on data from industry standards, vulnerability information,
and proprietary and historical data to create security rules that developers and testers can quickly adapt.
Consequently, a case study about the automotive industry SSD discusses the application of the vision
model.
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1. Introduction

The ever-growing capabilities of modern computers have empowered researchers to achieve
astounding feats. The problem of Cyber Security (CS) also has become more sophisticated and,
therefore, should be managed with more caution and urgency [1]. The protection of personal
as well as public data and its integrity is indispensable for any software solution [2].

Due to advanced research, Artificial Intelligence (AI) techniques are used in a wide range of
CS applications [3]. For example, in the automotive field, Al is used to detect attacks that exploit
vulnerabilities of standard in-vehicle network protocols [4]. To create robust components
that prevent attacks, automotive standards require the introduction of cybersecurity in their
development strategies [5]. Machine Learning (ML) approaches have been extensively used to
develop Intrusion Detection Systems for many devices [6, 7].

Emerging technologies have forayed into Quantum Computing (QC) as a viable and faster
alternative to ML, and it has been proven to solve complex problems in a reasonable amount of
time [8, 9]. However, commercial and broader usage of Quantum Technologies is still under
consideration because of the inherent instability of quantum computers.
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Developing secure software is extremely challenging, even though there are different stan-
dards for secure software development, as it requires advanced skills, knowledge, and consider-
able time. Developers and testers in the industry cannot gain such skills overnight and, thus,
need a framework and strategic training to support development and decision-making during
the Software Development Life Cycle (SDLC).

This paper presents a vision model involving Quantum Artificial Intelligence (QAI) to pro-
pose a CS education and training framework for Developers and Testers, and empower the
resources to make better and informed decisions during the SDLC. The model can be tailored
and implemented across industries or academia. We present the related works in Section 2 and
the vision model in Section 3, followed by the conclusion in Section 4, stating the potential
principal gains from using the model.

2. Related Work

Implementing cyber security in diverse systems requires high skills in CS, coding efforts, and
time, which calls for directed CS education and training of resources [9]. The European Union
(EU) stresses the member states to increase their cybersecurity capacity by propagating CS
education in their academic curriculum [10]. Also, the lack of cybersecurity skills in the
European labour force should be addressed seriously by addressing and reshaping the latest
educational content [11].

Alahmari et al.[12] proposed that CS Education and training can be imparted through serious
games to deliver security training based on the Transactive Memory System Theory (TMS).
Tioh et al. [13] also justified using serious games for CS training as it combines the benefits
of both traditional and hands-on training. As per Dominguez et al. [14], remote CS training
is also a viable option in the industry using cabinets with elements for automation, control,
administration, and communication elements. Furthermore, industrial CS training activities
can also be carried out using augmented reality-based tools as per Skorenkyy et al. [15].

In a different study [16], to attend to the expanding need for security specialists, the authors
suggested a wide variety of education and training curricula based on the Cyber Security Body
of Knowledge (CyBOK). Pirta-Dreiman et al. [17] adopted the Intervention Mapping paradigm
to propose a cyber security educational framework incorporating validated theoretical and
evidence-based approaches. Rajamaki et al. [18] proposed a framework for the education and
training of healthcare workers based on the principle of interactivity, guidance, and relevancy
to users’ operational environment.

Cyber Security also applies to the automotive sector, where modern vehicles use the latest
technologies, making them prone to remote CS attacks[19, 20]. CS education in the automotive
industry renders standards like ISO/SAE 21434 [21] and Automotive SPICE (ASPICE) manda-
tory. Moreover, there are taxonomies to analyze and classify automotive attacks to support
the development process [22]. Rahmani et al. [23] proposed a Quantum Secure Multiparty
Computation (QSMC) that uses quantum features to allow secure communication between
vehicles, preserving their confidential data privacy.

To date, several QAI algorithms have been published that could be used in a wide range of
industries, including but not limited to transport, healthcare, pharmaceutical, etc. For instance,
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Figure 1: ICSEQAI Vision Model to support Developers and Testers during SDLC

Quantum ML was successfully implemented to detect cyber attacks on vehicles [24]. Most
QML algorithms adapt traditional ML algorithms to implement their quantum counterparts
[25, 26, 27].

For these reasons, QML could emerge as a future key element of the cyber security training
process in software engineering and also improve the developer’s and organizations’ education
in SDLC.

3. Methodology

We present a vision model that we call Industrial Cyber Security Education with Quantum
Artificial Intelligence (ICSEQAI), a high-level abstraction of a learning framework to support
developers and testers during the SDLC (Figure:1).

As per the ICSEQAI (Figure:1) vision model, artefacts including but not limited to Company
Proprietary Security Guidelines, Industry Security Standards, previously analyzed solutions or
reports, and vulnerable component data can be processed and repurposed to support decision-
making by the developers and testers during the SDLC. These artefacts can be translated into
specific rules necessary for secure software development [28]. The rules can be mapped using
industry standards, for example, automotive industry standards or global application standards
like OWASP Application Security Verification Standard' to generate a robust model for decision-
making. Quantum Artificial Intelligence (QAI) can be trained for such a constrained model
to provide an optimal solution, which can be used to update existing security guidelines or
standards and educate the developers and testers regarding CS during SDLC.

To understand the model, we present, as a case study, a secure software development process
to fix a vulnerable automobile component. The Industry Standard for Road vehicles — Cyberse-
curity engineering, ISO/SAE 21434:2021 [29], a high-level guideline for security solutions in the
automotive domain, does not provide concrete design ideas, making assimilation into SDLC

'https://owasp.org/www-project-application-security-verification-standard/



difficult. Therefore, the guide can be split into multiple rules for SDLC support. Vulnerable
Electronic Control Units (ECU), building blocks of a car’s internal network, can provide invalu-
able information about specific attacks and details about the vulnerabilities. Historical security
analyses, solutions, and fixes for previous ECU attacks and vulnerabilities are equally important
as they contain precious information about specific drawbacks and implemented fixes.

A constrained optimization problem can be formulated from the dataset of similar rules,
standards, data, and constraints based on ISO/SAE 21434:2021, OWASP, and SDLC, which can
be trained on QAI algorithms to perform Rule Optimization (RO in Figure:1), generating optimal
secure development rules for vulnerability fixes. For example, ICSQAI would suggest the best K
strategies among N different actions suited to a specific developmental phase, where K is the
constraint (rules to fix vulnerability). These rules can be translated to update company security
guidelines, propose updated standards, and educate and train Developers and Testers to adjust
to newer security requirements and standards during SDLC.

The proposed ICSQAI model can be efficiently used to continuously train and educate the
company resources, like architects, developers, and testers, on CS skills. The model can educate
the developers by displaying automated messages providing details about secure coding rules
applicable to a specific module during coding/unit testing. Whereas the testers would receive
onscreen comprehensive testing guidance for newly incorporated fixes.

Finally, different QAT algorithms can be trained in different contexts to achieve the proposed
goal. Quantum classification algorithms can be used to help the system in the classification of
vulnerable components, whereas the optimization algorithms like constrained quadratic models
(CQM) or discrete quadratic models (DQM) can generate the rules for training and education.
Concurrently, reinforcement learning using variational quantum circuits can also help adapting
new development guidelines to update the existing ones [30].

4. Conclusion

The likelihood of cyber-attacks is amplified by the magnitude and intricacy of the SDLC.
However, only broad standards are available, and their implementation is challenging due to
the dearth of necessary expertise and knowledge. Nevertheless, this gap could be overcome by
adopting new solutions based on Quantum Artificial Intelligence algorithms and processes that
could support Cyber Security Education in the industry. A vision model, ICSEQAI, was presented
in this paper, where industry rules, standards, and information about existing vulnerable
software components can be formulated as optimization problems and trained on QAI models
to support the development and testing phase in the organization. To support our claim, we
presented a brief case study showing the impact of the proposed learning framework in cyber
security education in the automotive industry. The development of serious games can be an
interesting future approach to address the issue of cyber security education in industry and
academics.
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