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Abstract

As software production evolves, privacy is becoming an increasingly important consideration. This is
especially true as national and supranational regulations, such as GDPR, require privacy as a mandatory
aspect of software development. However, challenges such as a lack of knowledge about privacy and
data protection regulations by developers hinder the adoption of effective privacy implementation
mechanisms. To address this issue, this paper presents MATERIALIST, a Web platform designed to assist
developers in using proper privacy design patterns during software development. The main focus is
to suggest privacy design patterns starting from GDPR requirements, code vulnerabilities, or software
lifecycle phases, providing a practical solution that developers can apply in their work. MATERIALIST
aims to facilitate the adoption of appropriate privacy implementation mechanisms in the software
development lifecycle, thereby improving software quality.
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1. Introduction

Although privacy is a critical aspect of software systems and is required by privacy regulations
such as the European Union’s General Data Protection Regulation (GDPR), several factors
limit its proper implementation. Firstly, designers and developers have different views on
privacy, leading to different approaches and solutions [1]. Secondly, privacy regulations only
provide legal guidance without specific technical instructions for developers. Thirdly, although
privacy regulations require user involvement, there is a lack of user-centric implementations [2].
Finally, developers and engineers often lack privacy and security skills, leading to vulnerable
and insecure privacy solutions [3]. Thus, there is a need for more appropriate methodologies to
integrate privacy aspects into the software development process without ambiguity and from
an end-user perspective.

This paper presents a web platform, called MATERIALIST (Mapping dATa rEgulation soft-
waRe lIfecycle And vuLnerabilitleS paTterns) whose aim is to assist developers, designers, and
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engineers in integrating privacy aspects during software development. This platform can be
considered a CASE (Computer-Aided Software Engineering) tool, i.e., software used to facilitate
and support Software Engineering processes, such as UML tools, process modeling tools, project
management tools, documentation tools, IDEs, and compilers. It guides the selection of privacy
design patterns (PDPs) from three starting points: GDPR articles, phases of the ISO 9241-210
software development lifecycle, and vulnerabilities discovered during static code analysis. The
first two entry points allow the incorporation of PDPs at the beginning of the development
process (forward engineering), while the third entry point supports the re-engineering of soft-
ware systems (backward engineering). This platform provides PDPs at both architectural and
user interface levels to make the adoption of selected PDPs more concrete. In the following, we
report on the details of MATERIALIST.

2. The MATERIALIST Platform

This platform implements a framework called MATERIALIST [4], designed by some authors of
this paper. The heart of this framework is a collection of 72 privacy design patterns found on
privacypatterns.org. To make the adoption of these patterns more practical, we extended them
with new architectural and user interface patterns that help developers and designers create
privacy-related code and interfaces more clearly and unambiguously. Throughout the paper,
we refer to the extended set of privacy design patterns as PDPs for simplicity. The idea is to
use these PDPs to guide stakeholders in selecting privacy solutions from three different entry
points: GDPR articles, ISO 9241-210 phases, and privacy vulnerabilities found during static code
analysis. The use of PDPs addresses two of the issues mentioned in the introduction — differing
views on privacy and a lack of privacy and security knowledge.

PDPs provide a standardized language for privacy and offer robust and practical solutions
created by privacy experts. The MATERIALIST framework considers the GDPR and ISO 9241-
210 because they are the main privacy regulation and human-centered software development
process in the EU, respectively. Using these standards mitigates the issues of non-compliance
and non-user-centric implementations. We also use the OWASP Top 10 2021, de-facto standard,
to identify vulnerabilities. One unique aspect of this framework is the ability to traverse between
entry points using privacy patterns, allowing stakeholders to easily identify PDPs that apply to
different phases of development or specific vulnerabilities. In forward engineering, PDPs are
proposed to comply with GDPR articles, as well as for each ISO 9241-210 phase; in backward
engineering, PDPs are proposed for each vulnerability found during the static analysis of existing
code.

To guide stakeholders in selecting the right PDPs for GDPR compliance, the authors of [4]
systematically mapped the 72 privacy patterns and the GDPR articles. Two researchers, who
are experts in both GDPR and PDPs, independently conducted the mapping phase, which took
around 40 hours each. To increase robustness and reduce biases, the mapping was performed
starting from each PDP towards the GDPR articles and vice versa. The researchers then
compared their results and reached full agreement on the remaining mappings, resulting in
different relationships between each privacy pattern and 14 different articles of the GDPR. The
mapping result is reported as a Web page available at http://90.147.170.155/mapping.html.
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The mapping between vulnerabilities and PDPs aligns with the study reported by Baldassarre
et al. [5]. We performed the same mapping but considered the updated OWASP Top 10 2021
instead of the OWASP Top 10 2017 used in the existing mapping. The mapping is achieved by
first associating the vulnerabilities with the Privacy by Design (PbD) principles, which are then
mapped with privacy design strategy, and finally with the PDPs.

Finally, a mapping between the ISO 9241-210 process phases and each PDP is also performed
to identify when stakeholders should consider implementing a particular pattern during the
development process [6, 7]. This helps ensure that security is considered a process throughout
the whole software development life cycle (SDLC). The ISO 9241-210 process is iterative and
divided into five phases, and the mapping helps to identify which PDPs should be implemented
during each phase. This helps to ease the secure implementation of the system.

All the resulting PDPs and the above-mentioned mappings have been implemented in a web
platform that simplifies the selection of appropriate PDPs in the software development lifecycle,
thereby improving software quality. The design of the platform followed a Human-Centered
Design process. The requirements were collected during an elicitation study performed in the
forms of interviews and involving 3 project managers, 1 analyst, and 5 developers. The resulting
requirements drove the design of the web platform, which was then evaluated during a user
test. This paper focuses on the details of the platform while further details of the HCD process
and of all the mappings will be reported in a longer version of this study and presented during
the workshop.

The platform comprises two principal sections: the Knowledge Base section and the Project
section. The former allows users to explore the various entry points of the framework and their
corresponding mappings. The latter allows users to select and track the PDPs to be implemented
and provides an overview of each phase of the ISO 9241-210 lifecycle and the GDPR articles
to which the implementation of the PDPs corresponds. Additionally, an example project is
available to each user to familiarize them with the platform’s functionalities.

When a new project is created, the user is prompted to complete a questionnaire to assist
them in selecting the PDPs to be implemented based on the requirements of the software being
analyzed, as shown in Figure 1. After completing the questionnaire, the user is presented with
an overview tab on the left side displaying the different PDPs tracked in the project and their
implementation details, including the practical application of the patterns (see Figure 2). An
info tooltip explains to the user why a PDP was added to the project, such as a positive response
to a question or manual addition. A “GDPR” tab highlights the GDPR articles covered by the
implementation of each PDP, while the “ISO9241-210” tab indicates the phase in which each
PDP should be considered and implemented. Users can add or remove any PDP to the project
by searching the knowledge base for patterns that match the system requirements.

3. Conclusion and Future Work

In this paper, we presented MATERIALIST, a web platform designed to support user-centric,
secure, and privacy-aware software engineering processes both forward and backward. This
tool facilitates the selection of Privacy Design Patterns (PDPs) using different starting points,
such as GDPR articles, code vulnerabilities, or ISO 9241-210 phases.
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Figure 1: The questionnaire proposed by the platform
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Figure 2: Project overview

To enhance the selection of PDP, we are also working on defining intermediate layers that will
help guide PDP selection from any entry point. We are also exploring heuristic and metric-based
approaches to recommend appropriate PDPs based on contextual factors. Furthermore, we
plan to further expand the PDPs catalog by defining architectural patterns and User Interface
patterns for each one to better assist designers and developers during software development
activities such as coding and design.
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