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Abstract  
The quantum computing-based threats call for a critical information infrastructure to modify widely 

used cryptographic algorithms to ones that are quantum-safe (QS). Yet, little scholarly research has 

been undertaken to study QS transition, and the guidance to prepare for socio-technical 

predicaments of the transition falls short. To address the gaps, the paper aims to determine the 

contextual interaction between QS transition challenges and classify these challenges into driving 

power and dependency power. In doing so, we use an integrated Interpretive Structural Modelling 

(ISM)-Matrice d’Impacts Croisés Multiplication Appliqués à un Classement (MICMAC) approach. 

The results of ISM-MICMAC analysis indicate that the dominant challenges that organizations need 

to prioritize are establishing a clear QS transition governance and collaborations in the ecosystem. 

The findings show that it is crucial for organizations to understand the ecosystem making up the 

critical information infrastructure they are operating in and collaboratively navigate the action 

approaches for the QS transition. This also implies that preparation for the QS transition not only 

includes developing QS solution standards but also requires well-defined roles and responsibilities 

for various actors in the ecosystem. 
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1 Introduction 

We now live in a world in which nearly everything is connected to everything else [1, 2]. Information 

has become the most important building block of our societies, and maintaining the secure transaction 

of information has become a necessity. Likewise, critical information infrastructure for governments 

plays an important role in maintaining vital public services for individuals and organizations. The secure 

functioning of critical information infrastructure not only forms the backbone of a nation’s security but 

also maintains public safety [3, 4].  

While many of these services provided by critical information infrastructure depend on today’s 

widely used cryptographic algorithms, we are now entering an era where the infrastructure may no 

longer be protected. The computation power of quantum computers can potentially break the entire 

foundational cryptographic layers that information architectures depend on [5, 6]. Although there is no 

large-scale quantum computer available at the time of writing, information that requires long-term 

security can still be harvested, stored now, and decrypted later [7-9].  

The topic of Quantum-safe (QS) transition is relatively new in the field of Information Systems. 

In order to safeguard the critical information infrastructure, current cryptographic algorithms need to 

be modified with ones that are quantum-safe (QS).  The National Institute for Standards and Technology 

(NIST) is currently standardizing QS algorithms using Post Quantum Cryptography (PQC) [7, 10, 11]. 

Although the development has been ongoing since 2016, substituting these QS algorithms in the current 

infrastructures with a simple drop-in approach may not be feasible [12, 13]. 

Due to various use cases and multiple actors involved in critical information infrastructure, QS 

transition remains complex, and organizations may need to consider all aspects of social-technical 

predicaments [7, 14-20]. However, there is a void in the literature about the relationship between QS 
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transition challenges and how significant they may be to each other in realizing QS transition. To 

address the gaps in the literature, a research question has been formulated:  

 

RQ. What are the relationships between challenges toward QS transition?  

 

Understanding the relationship between challenges will help us to identify which challenges should 

be tackled first to transition toward QS. We use the list of QS transition challenges obtained from both 

literature and expert opinions as input for an Integrated Interpretive Structural Modelling (ISM)-Matrice 

d’Impacts Croisés Multiplication Appliqués à un Classement (MICMAC) approach. The paper provides 

the following contribution: i) to discover contextual relationships between QS transition challenges, ii) 

to develop a hierarchical structural model of QS transition challenges, iii) to identify QS transition 

challenges that can be tackled first, and iv) to suggest areas for further research.  

The paper is structured as follows: section two provides background information on Public Key 

Infrastructure (PKI) ecosystem and a list of QS transition challenges. Section three discusses the 

research methodology and provides an overview of the integrated Interpretive Structural Modelling 

(ISM)-Matrice d’Impacts Croisés Multiplication Appliqués à un Classement (MICMAC) approach. 

Section four presents data analysis and results of the integrated ISM-MICMAC approach, followed by 

discussions in section five. The paper concludes in section six with an overview of limitations and 

directions for future research.  

2 Background 

2.1 Public Key Infrastructure Ecosystem 

Critical information infrastructure plays an important role in providing digital transactions and 

communication [3, 4]. Notably, Public Key Infrastructure (PKI) ensures the security of these services 

and also supports platforms of other critical infrastructure, including yet not limited to, finance, 

healthcare, defense, or national government. By managing identities of users and encryption of 

information over networks, the security framework of PKI provides a secure environment for 

individuals, businesses, and government agencies to access information on applications and connected 

devices [21-23]. 

Although this paper does not rush to classify the theoretical stands of the term ecosystem, we use the 

definition of ecosystem proposed by Adner [24] to describe the interdependencies in the PKI.  The term 

is defined as “the alignment structure of the multilateral set of partners that need to interact in order 

for a focal value proposition to materialize”[24]. The following definition meets the description of the 

PKI ecosystem in four ways: 1. Multilateral set of actors have roles they play in the PKI 2. Actors need 

to interact with each other to perform configuration of activities underlying technical interdependencies 

of PKI  3. Cryptographic algorithms that are used in PKI need to maintain interoperability and backward 

compatibility, and 4. The security framework of PKIs has a value proposition to deliver secure digital 

transactions to its users.  

In the context of the Dutch government, governmental PKIs authenticate the identities of users, 

secure web access and information sharing, and allow digital communications [25]. One of the largest 

information communication technology (ICT) service providers for the government called SSC-ICT 

ensures digital means of public services via emails, websites, and other data exchanges [25, 26]. Aside 

from SSC-ICT maintaining the security of the national government across seven ministries, one of the 

PKIs in the public sector known as PKIoverheid manages electronic identities of users with PKIo 

certificates for data exchange systems (e.g. eHerkenning, MedMij, Digikoppeling, and Digipoort) [25]. 

The Ministry of the Interior and Kingdom Relations (BZK) makes decisions regarding policy and 

strategy for PKIoverheid, and Logius acts as Policy Authority (PA) managing the infrastructure [27-

29]. The external organizations that provide PKIoverheid-related services and products are in 

compliance with international and EU regulations as well as the Programme of Requirement (PoR) [28]. 

The standardization bodies such as the National Institute of Standards and Technology (NIST), and 

European Standard Organizations (ESOs) also have an influence on PKI standards [28]. The user of 



such governmental PKIs includes Tax Authority, Customs, Food, and Consumer Product Safety 

Authority, the Dutch Bank, and other ministries [25].  

For QS transition, modifying the cryptographic primitives in governmental PKIs is complex and 

may need to consider both socio-technical predicaments [15, 19]. PKI is considered as installed system 

with a set of roles, security policies, encryption mechanisms and procedures [7, 30, 31, 27, 28]. From 

standardization bodies, regulatory bodies, PKI users to external experts that include service providers, 

software companies and hardware vendors, many levels of actors that are involved in facilitating PKI 

systems and delivering PKI-managed services may need to be part of the transition [14-16, 19, 20]. 

While QS solutions continue to remain undecided, guidance to prepare for the transition falls short and 

organizations are left with unclear steps for QS transition. 

 

2.2 List of QS Transition Challenges 

The QS Transition Challenges are categorized into three different contexts: Technological, 

Organizational, and Ecosystem Context [32, 33]. Although Technology-Organization-Environment 

(TOE) framework has been initially used to cluster the QS transition challenges, the term environment 

has been revised with the term ecosystem to better address challenges that may arise in the context of 

QS transition. Error! Reference source not found. provides an overview of QS transition challenges that 

have been used as input for ISM-MICMAC approach. 

3 Research Methodology 

3.1 ISM-MICMAC 

In order to examine the contextual relationships among QS transition challenges, we chose an integrated 

Interpretive Structural Modelling (ISM)-Matrice d’Impacts Croisés Multiplication Appliqués à un 

Classement (MICMAC) approach. The ISM is a methodology of systemic structuring modelling 

introduced by Warfield [34], which can be applied when identifying relationships among factors [34]. 

A set of factors in complex issues are structured into a comprehensive systemic hierarchical model [35, 

36]. The MICMAC analysis validates the results obtained from ISM and is introduced by Godet [37] to 

illustrate the relationship between the factors according to their driving power and dependence power 

using four categories: autonomous, dependent, linkage, and independent [38, 39, 37, 35]. While ISM 

can analyze the interrelationships between the factors that influence the system, the MICMAC classifies 

factors based on driving power and dependence power.  

3.2 Expert Opinion 

Semi-structured Interviews: The aim of the interviews was to refine the list of QS transition 

challenges that were previously identified in the literature, Challenges in the Transition towards a 

Quantum-safe Government [15]. The interviews were conducted in the form of semi-structured 

interviews with experts from industry and government. The selected experts were contacted via emails, 

and all experts had relevant work experience with PKI systems and had prior knowledge of 

organizational and/or technical challenges on QS transition. After 12 expert interviews, the list of 15 

QS transition challenges was derived as an input for ISM-MICMAC approach. Table 1 shows the list 

of experts that participated in the interviews. 
 

Workshop: In order to collect the data for Structural Self-Interaction Matrix (SSIM), a workshop was 

organized in January 2023. Since the workshop provides an opportunity for practitioners to examine 

the context of the study and share their insights, we invited an expert who maintains the security of 

critical information infrastructure across Dutch ministries. The selected expert has a prior technical 

background and holds relevant knowledge and experience from both industry and government. The 

expert is also familiar with the topic of QS transition and the challenges regarding security strategy, 

policy, and regulations. Due to the decentralized nature of IT infrastructure in the Dutch government, 



we saw that inviting expert who is affiliated with the government PKIs among ministries would help us 

understand the QS transition challenges among ministries. 

 
Table 1. List of Experts 

Expert # Role Organization 

1 Chief Architect Government Agency 

2 Information Sharing Architect Bank 

3 Change Manager Government Agency 

4 Policy Officer Government Agency 

5 Strategic Advisor Research Institute 

6 Chief Technology Officer Service Provider 

7 Architect Tax Office 

8 Cryptographer Research Institute 

9 Policy Coordinator Government Agency 

10 General Manager Software Company 

11 Software Developer Software Company 

12 Vice President of Operations Service Provider 

4 Data Analysis and Results of ISM-MICMAC 

This section explains the detailed process of data analysis and the results of the ISM-MICMAC 

approach. 

4.1 Data Analysis of ISM-MICMAC 

The steps used in the data analysis of ISM-MICMAC are described below in relation to the topic of this 

paper. 
 

Step 1: Identify and finalize the list of factors that will be used as input for the ISM-MICMAC 

approach. The list of QS transition challenges generated by the literature review and expert interviews 

is shown in Appendix 1. 

 

Step 2: Develop Structural Self-Interaction Matrix (SSIM) to collect data on contextual relationships 

between the list of QS transition challenges.  

 

Step 3: Examine the contextual relationship between any two factors (i and j) and fill out the SSIM. 

Start from a yellow box (C1, C2) and indicate one of the four symbols below to represent the 

relationship between factors.  

 
V: Challenge i will influence Challenge j 

A: Challenge j will influence Challenge i  

X: Challenge i and Challenge j will influence each other 

O: Challenge i and Challenge j are not related 

 

Step 4: Establish Initial Reachability Matrix (IRM) from the SSIM matrix. IRM is a binary matrix 

with 0’s and 1’s that is derived in accordance to four symbols following the rules for the substitution. 

 
If the (i,j) in the SSIM is V, then (i,j) in the reachability matrix becomes 1 and the (j,i) becomes 0 

If the (i,j) in the SSIM is A, then (i,j) in the reachability matrix becomes 0 and the (j,i) becomes 1 

If the (i,j) in the SSIM is X, then (i,j) in the reachability matrix becomes 1 and the (j,i) becomes 1 

If the (i,j) in the SSIM is O, then (i,j) in the reachability matrix becomes 0 and the (j,i) becomes 0 

 

Step 5: Test the IRM for transitivity and derive the Final Reachability Matrix (FRM). The transitivity 

is incorporated to fill the gap and 1* entries are indicated to show the changed relationships for the final 

reachability matrix. Table 2 shows the FRM that is revised from the IRM in accordance with the 

transitivity. The changes are highlighted in grey boxes and are indicated with 1* entries 

 



Concept of Transitivity: If factor A influences factor B, and factor B influences factor C, then factor A also influences factor 

C. If there was no initial relationship between factor A and factor C in IRM, then the concept of transitivity is achieved between 

factor A and factor C, and 1* entry is indicated in the FRM. 

 
Table 2. Final Reachability Matrix 

 
 

Step 7: Obtain a reachability matrix with reachability set and antecedent set from the entries in rows 

and columns in FRM. E.g. In the reachability set, factors in the row that are affected by factor C1 are 

identified. In the antecedent set, factors in the column that are affecting factor C1 are identified. After 

the reachability set and antecedent set are determined, the intersection set is derived from the list of 

factors from the intersection of these sets. 

 

Step 8: Once the reachability matrix is determined in Step 7, Step 8 is taken to determine the level 

of each QS transition challenge. Partition the reachability matrix and classify the FRM into various 

levels. The top-level factors (L1) include those factors that will be led by other factors in the lower level 

(L2, L3.. etc.). Once the top-level factor is identified, it is removed from consideration. Then, the same 

process is repeated to find out the factors in the next level. This process continues until the level of each 

factor is found. Table 3 shows different levels for QS transition challenges.  

 
Table 3. Levels for QS Transition Challenges 

 



 

Step 9: Organize the ISM-based hierarchy factors using different levels of a partition obtained in 

Step 7. Develop a visual representation of the ISM-based hierarchy model. The result of the ISM-based 

hierarchy for QS transition is shown in Figure 2. 

 

Step 10: Analyze the FRM obtained in Step 5 and calculate the summation of rows and columns 

based on their driving and dependence power. Table 4 shows the summation of driving power and 

dependence power of QS transition challenges. 

 
Table 4. Summation of Driving Power & Dependence Power 

 
 

Step 11: Classify the factors in a driving and dependence power diagram in accordance with the 

summation of driving power and dependence power obtained in Step 9. Find out which of the four 

quadrants each factor belongs to. There are four quadrants in the driving and dependence power 

diagram: 

 
Autonomous: Factors that have weak drive power and weak dependence power.  

Dependent: Factors that have weak drive power but strong dependence power. 

Linkage: Factors that have strong drive power as well as strong dependence power.  

Independent: Factors that have strong drive power but weak dependence power.  

 

The result of the MICMAC analysis for QS transition is shown in the driving and dependence power diagram in 

Figure 1. 

4.2 Driving and Dependence Power Diagram for QS Transition 

After obtaining the driving power and dependence power of each QS transition challenge, the challenge 

is placed in one of the four quadrants in the power diagram (autonomous, dependent, linkage, and 

independent). Figure 1 shows the categorization of QS transition challenges in four quadrants based on 

the MICMAC approach, and the results are discussed below. 

 

Autonomous: A set of challenges in this quadrant has weak driving power and weak dependence 

power, which signals that the challenges are relatively disconnected from the context. For the QS 

transition, no transition challenges were placed in an autonomous quadrant. Having no challenge 

belonging to the autonomous set indicates that all 15 QS transition challenges have a significant 

influence on the QS transition.  

 



Dependent: A set of challenges in this quadrant has weak driving power and strong dependence power. 

The challenges with strong dependence power would require all other QS transition challenges to 

address the QS transition. For the QS transition, no transition challenges were placed in a dependent 

quadrant. This indicates that no QS transition challenges have weak driving power and strong 

dependence power.  

 

Linkage: A set of challenges in this quadrant has strong driving power and strong dependence power. 

Having both strong driving power and dependence power signals that addressing change regarding the 

challenge will impact other challenges and have impact on themselves. For the QS transition, all 15 QS 

transition challenges were placed in the linkage quadrant. This indicates that all the QS transition 

challenges are interrelated and they impact each other. 

 

Independent: A set of challenges in this quadrant has strong driving power and weak dependence 

power. These factors are also known as key factors falling into the quadrant of independent or linkage. 

The challenges with strong driving power can impact other challenges, which should be given priority. 

For QS transition, no transition challenges were placed in an independent quadrant and this indicates 

that key factors for QS may still need to be identified. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

             

4.3 ISM-based Hierarchy for QS Transition 

 

The result of ISM-based hierarchy for QS transition shows that there are four levels of hierarchy. While 

the top level (Level 1) consists of challenges that have weak driving power, the lower level of the 

hierarchy consists of challenges that have stronger driving power. Thus, challenges in the lowest level 

(Level 4) have the strongest driving power among the QS transition challenges. Figure 2 shows the 

ISM-based hierarchical model of QS transition challenges. 

In Level 4, there are two challenges which include: Unclear QS Governance in the Ecosystem (C12) 

and a Lack of Collaboration in the Ecosystem (C13). In Level 3, there are eight challenges which 

include: No Availability of QS Standardization (C2), No QS Standards & Selection (C3), No Reliable 

& Secure QS Solutions (C4), No Availability of QS Hardware & Software (C5), No Business Case for 

Figure 1. Driving Power and Dependence Power Diagram 



Organizations (C8), Lack of Urgency in the Ecosystem (C11), Lack of Policy & Regulations for QS 

Solutions (C14) and Complex Technological Interdependency in the Ecosystem (C15). In Level 2, there 

are three challenges which include: Knowledge Needs within Organizations (C6), Lack of Urgency 

within Organizations (C7), and Lack of Technical Skills & Qualified Personnel (C9). In Level 1, there 

are two challenges which include: Legacy System Constraints (C1) and Unclear QS Governance within 

Organizations (C10). 

The result of QS transition challenges in the ISM-based hierarchy concludes that two challenges in 

the organizational context such as Legacy System Constraints (C1) and Unclear QS Governance within 

Organizations (C10) have the weak driving power and are influenced a whole range of other challenges 

in the lower hierarchy (Level 2-4). At first glance, making changes in the legacy systems and 

establishing the QS governance within organizations do not seem complex due to the scope of change 

being within organizations. However, the results show that addressing the QS transition within 

organizations is much more complicated. Since QS transition challenges are interdependent, challenges 

that exist at the lower hierarchy may first need to be addressed before the challenges at the top hierarchy 

are addressed. 

 
Figure 2. ISM-based Hierarchy for QS Transition 

5 Discussion 

This section provides discussions on data analysis and results of the ISM-MICMAC approach. The 

Driving and Dependence Power Diagram in Figure 1 shows that all QS transition challenges were 

placed in the linkage quadrant. While QS transition challenges are interrelated, it also indicates that the 

QS transition is complex and not stable in nature. If there is a delay in one challenge, it can result in 

delays in other challenges. This implies that the QS transition is still at an early stage, and organizations 

may need to navigate the transition through a constantly changing environment. Also, there is a non-

occurrence of autonomous, dependent, and independent challenges. While this indicates that the list of 

challenges used in the workshop is all relevant to the topic of QS transition, having no independent 

challenges with strong driving power and weak dependence power also signals that there is no single 

challenge that can act as a key factor for the QS transition.  

Moreover, the ISM-based hierarchy in Figure 2 provides an overview of QS transition challenges. 

Since establishing QS governance and collaboration in the ecosystem have the highest driving power 

among the QS transition challenges, addressing these challenges can influence other challenges in the 



higher hierarchy (e.g. Levels 1-3). This highlights that the QS transition cannot be single-handled by 

one organization and require multiple actors in the PKI ecosystem to be part of the transition. However, 

there is a clear institutional void for the QS transition, and many actors in the decentralized nature of 

Dutch government PKIs require well-defined roles and responsibilities for the QS transition. Thus, 

achieving collective action in the PKI ecosystem is viewed as a priority, and establishing QS 

governance. There are various actors in the PKI ecosystem, and public sector is viewed very 

decentralized. Thus, addressing collaboration may further crystalize uncertainties in both technological 

and ecosystem context.  

In addition, there are many challenges positioned in Level 3, and these include challenges that 

require external decisions. While four of these challenges are from the technological context (e.g. QS 

standardization, QS standards & selection, secure QS solutions, and QS hardware & software), the other 

three challenges are from the ecosystem context (e.g. urgency, policy & regulations for QS solutions 

and complex technological interdependencies). Only one challenge belongs to an organizational context 

(e.g. having QS transition business cases). This indicates that an external influence is needed across 

ministries to proceed with the transition and having business case in organizations may need to align 

with the PKI ecosystem they are in. Also, multiple challenges may need to be addressed synchronously 

in this level. If everyone is just waiting for each other, delays in one challenge can eventually create a 

Catch-22 loop scenario which may lead to a deadlock for the QS transition. 

Furthermore, the challenges in Level 2 and Level 1 relate to the organizational context. Having 

urgency within organizations can address knowledge needs and getting technical skills & qualified 

personnel within organizations. Although the organizations require external pressures from the lower 

hierarchy (e.g. Level 3-4), if organizations already know their cryptographic assets and the impact of 

quantum threats in their inventories, it may be possible to raise the level of urgency within 

organizations. In Level 1, establishing QS governance within organizations and making changes to 

legacy system constraints will only be addressed once many of the technological uncertainties are 

discussed and decisions are made in the PKI ecosystem. This also highlights that multiple actors in the 

PKI ecosystem may be involved in the different timelines of the QS transition. While some actors may 

be involved in making external decisions in the ecosystem, other actors may wait for those decisions 

and follow the lead. 

6 Conclusion 

The PKI not only provides digital communication and information sharing but also supports the security 

of other critical infrastructures across the national government. With ever-increasing dependency on 

PKIs and the possible obsolescence of such infrastructure against quantum threats raises the need to 

become quantum-safe. This paper takes a closer look at the QS transition challenges in governmental 

PKIs and provides more in-depth understanding of QS transition. While this paper is the first to present 

the views of QS transition across governmental PKIs, it is also the first to use a systemic approach to 

examine the contextual relationship between QS transition challenges. 

The findings of the paper suggest that QS transition challenges in the ecosystem context and 

technological context must be addressed synchronously. Surprisingly, the analyses show that all the QS 

transition challenges are interrelated and will impact each other. Nonetheless, QS transition for the 

government PKIs cannot be addressed by a single organization and requires decisions to be discussed 

across ministries. By prioritizing the QS governance and collaboration in the ecosystem, other important 

actors in the ecosystem may be included, and it would set the scene for discussions that is necessary for 

the QS transition. While the nature of the QS transition challenges is volatile, if uncertainties 

surrounding the technological context and ecosystem context are not addressed in time, it would be 

much more challenging for organizations to navigate the transition.   

Although the results of ISM-based hierarchy and MICMAC analysis provide a directional structure 

for the QS transition, the analysis also shows that it is a complex problem in which QS transition 

challenges are heavily related to one another and actors in the governmental PKIs are interdependent. 

While the results indicate that the QS transition is still at its early stage, it shows that there is no single 

solution that can address the QS transition, and it is crucial to address both socio-technical 

predicaments. Going forth, since legacy system constraints and QS governance within organizations 



can be influenced by challenges in the lower hierarchy (Level 2-4), other actions may be needed for 

organizations that are looking to become frontrunners for the QS transition. 

Moreover, the paper also found that there are still many more QS transition research opportunities 

left to be conducted. While this paper provides the starting point to understand the QS transition and 

the dynamics between QS transition challenges, it would also be important to validate the findings with 

other experts in the PKI ecosystem to understand different perspectives of QS transition challenges. 

Perhaps, the workshops can also be conducted with different actors in different PKI ecosystems other 

than governmental PKIs to understand the directions that organizations need to prioritize. Furthermore, 

it would be worthwhile to identify what needs to be included in the discussion among different actors 

in the PKI ecosystem and further examine some in-between steps that are considered important in 

addressing the QS transition challenges. 
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Appendix 1. List of QS Transition Challenges 

 

 

 

 

 

 

 
 

Technological Challenges Code Description 

Legacy System Constraints 

 

 

 

 

C1 

 

 

 

 

The existing system is rigid and only supports a handful of algorithms. The existing system 

may need changes in the hardware and/ or software depending on the compatibility of new QS 

solutions. 

No Availability of QS Standardization 

 

 

 

C2 

 

 

 

NIST is currently selecting practical standards and guidelines for QS solutions. Thus, stardards 

for QS cryptographic algorithms are not yet available. 

 

No QS Standards & Selection 

 

 

 

 

 

C3 

 

 

 

 

 

Organization has not yet selected which QS solutions will be used and whether or not to have a 

full substitution of  QS solution or a hybrid solution. The selection criteria for QS solutions are 

not clear. Trade-offs in the performance outcomes and usage context of QS solutions may need 

to be examined. 

 

 

No Reliable & Secure QS Solutions 

 

C4 

 

The QS solutions have not been tested and currently, there is no testing is available to prove the 

security of QS solutions.  

No Availability of Certified QS Hardware &  

Software 

C5 

 

 

 

The suppliers of the current technology are not yet ready to provide the certified technology 

compartments for the replacement technology. e.g. HSM and certificate issuance software for 

QS solutions. 

 

Organizational Challenges Code Description 

Knowledge Needs within Organizations 

 

 

C6 

 

 

There is a lack of knowledge on quantum computing-based threats, and risks associated with 

the technology in organizational assets e.g. cryptographic assets, and vulnerabilities etc. 

Lack of Urgency within Organizations 

 

 

C7 

 

 

 

The arrival of a large-scale quantum computer is perceived to be decades away, and there is a 

lack of urgency for QS transition in organizations. 

No Business Case for Organizations 

 

 

C8 

 

 

Organization finds it difficult to enter long-term QS transition commitments without clear 

business benefits and opportunities. 

Lack of Technical Skills & Qualified  

Personnel 

 

C9 

 

 

 

There is a lack of qualified personnel who can understand QS solutions and make decisions on 

the implementation process. 

Unclear QS Governance within Organizations 

 

 

C10 

 

 

Organization does not have transition plans and they do not know what to prioritize for QS 

transition. 

Ecosystem Challenges Code Description 

Lack of Urgency in the Ecosystem 

 

 

C11 

 

 

 

There is a lack of collective sense of urgency and it is difficult to achieve inter-agency 

coordination and collaborations with multiple stakeholders. 

Unclear QS Governance in the Ecosystem 

 

 

 

C12 

 

 

 

Organization does not know which organizations are in the lead and who takes responsibility 

for what.  

 

 

Lack of Collaboration in the Ecosystem 

 

 

 

C13 

 

 

 

The varying levels of interests, needs and expectations contribute to duplication of efforts, 

limited knowledge sharing and fragmented decision making within the ecosystem. 

Lack of Policy & Regulations for  

QS Solutions 

 

 

C14 

 

 

 

There is a lack of policy and legal implications for the QS transition, and compliances for QS 

solutions need to be updated. 

Complex Technological Interdependency  

in the Ecosystem 

 

 

 

C15 

 

 

 

 

Changes in the existing system cannot occur in isolation due to its chain of interdependencies 

including governing bodies, standards bodies, hardware providers, third-party software 

providers etc. e.g. A software developer that creates software using new QS standards is 

needed for end users, and impact on end users is just as important as the impact on Trust 

Service Providers etc. 


