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Abstract  
While governmental tracing apps received special attention by research and the media during 

the Covid-19 pandemic, the surge in new work surveil-lance technologies went almost 

unnoticed. New organizational infrastruc-tures based on Internet-of-things (IoT) technology 

have emerged at both, public and private sector organizations, promising a safe return to the 

workplace but equally threatening the privacy of employees. The goal of this paper is to take a 

closer look at a technology with ambivalent use by conducting a meta-synthesis of extant IoT 

studies. We classify the literature into four use cases with their implementation options: 

physical health monitoring, mental health monitoring, environmental health monitoring, and 

connected workplace. We also discuss main challenges emerging from privacy concerns along 

the IoT data lifecycle for occupational health initia-tives in the office context. Based on that, 

we propose normative guidelines to assist employers interested in implementing privacy 

preserving IoT solu-tions for health and safety at work. 
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1. Introduction 

Employees’ productivity and efficiency are of central consideration in the public administration. 

Creating an adequate working environment for employees, or providing “digital ergonomics” is, 

therefore, the aim of employers wanting to be attractive for skilled workers and to improve the cognitive 

and emotional aspects of work [1]. As the public administration primarily unfolds in an office setting, 

the lack of physical activity caused by desk-based sedentary work contributes to an increased risk of 

obesity, diabetes, cancer, and cardiovascular diseases [2]. Also, excessive stress at work has been 

proven to lower work efficiency and, in some cases, lead to negative emotions and illnesses [3]. The 

exposure to an unhealthy indoor environment at work equally affects the employee’s working 

performance, comfort, and health [4]. Consequently, employers have been continuously investing in 

digital solutions and interventions, such as, wearables or sensor networks for measuring movement, 

body temperature, heart rate, and other parameters for quantifying employees’ well-being or detecting 

health and safety risks [5, 6].  

The COVID-19 pandemic brought additional health challenges and required changes to the 

workplace. With increased number of cases worldwide, public and private organizations were obliged 
to shift work from office buildings to the home office and social distancing became the new norm to 

avoid the transmission of the virus. With the pandemic seemingly coming to an end, the demands of 

getting back to “normal” got louder and employers were required to take necessary measures and deploy 

tools to allow a safe return to work [7]. In addition to context-aware services that can ensure the respect 

of social distancing, the use of IoT is key for achieving such a cause. Chamola et al. [8] explain the role 

of wearables in COVID-19 impact management through detecting temperature, vital signals, and 
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abnormal respiratory behavior. Also, Fitbit Care Ready for Work is one solution proposed to help 

employees make an informed decision about their return to the workplace through measuring key health 

metrics and temperature logging. This wearable aims at supporting their emotional and physical well-

being through this global pandemic. Similarly, Mumtaz, et al. [9] have proposed an indoor air quality 

monitoring solution based on a sensor network to measure indoor contaminants to protect the health of 

employees from possible COVID-19 infection once they are back in the workplace. 

Although the objective of IoT solutions is maintaining occupational health and safety, they are 

accompanied by privacy reservations from users, particularly employees [10, 11]. Employees fear that 

personal data from wearables is processed by the employer for other purposes, such as, performance 

appraisals or lay-off decisions [12]. Hence, employers are often faced with resistance and the lack of 

employee engagement. IoT initiatives require high investments in terms of technology and integration, 

and possibly a change of workplace design, which could result in negative return on investment if not 

accepted by employees [13]. A major obstacle is the knowledge gap among employers and employees 

about their essential rights and obligations concerning data collection and use [14]. Insufficient or 

unclear awareness about what is allowed or not allowed in data collection and processing often creates 

misunderstandings and ethical problems which can even lead to court disputes between employees and 
their employers.  

With the number of IoT-enabled workplace health and safety initiatives raising, there is an urgent 

call for better understanding how such connected workplaces function. We, therefore, investigate the 

following questions: What are use cases of IoT technology implementation for occupational health and 

safety in office settings? and What are the challenges from a health data lifecycle perspective that these 

connected workplaces need to overcome? In answering these questions, we aim to provide an overview 

and propose guidelines for the implementation of IoT for occupational health that address main 

challenges discussed in the management of employee health data in the workplace. Through reviewing 

IoT initiatives aiming at improving office workplaces, we contribute to research in the IS field through 

theoretical knowledge on the meta-requirements for privacy preserving IoT design in occupational 

settings. For practice, we assist employers by providing an account of existing technologies and 

realization options as well as guidelines that respect the privacy of employees for successful 

implementations. 

2. Background 
2.1. Health Risks in the Workplace 

The World Health Organization (WHO) emphasizes that the health of employees and workers are 

essential prerequisites for economic development [16]. Health risks at the workplace can cause 

occupational diseases that lead to reduced productivity and increased absenteeism, which negatively 

affect the business performance. To address the different possible health issues in today’s workplace, 

WHO urges companies to develop workplace health initiatives that allow them to monitor employees’ 

health and provide the necessary services [16].  

In the specific case of office workers, previous research has highlighted several risks associated with 

the working behavior and environmental conditions for facility management that can affect the 

employees’ productivity. Office workers spend a prolonged period sitting at their desks, which is the 

main cause of occupational health problems [17]. Sedentary behavior and physical inactivity can 

increase mortality as well as the risk of certain diseases including diabetes, obesity, high blood pressure, 

and cardiovascular diseases [18]. Moreover, wrong seating postures lead to musculoskeletal disorders 

such as neck and lower back pains that can affect an employee’s health [19, 20]. While employees 

spend 90% of their time indoors, the environmental conditions in the workplace critically affect the 

employees’ well-being and productivity [21]. Sun et al. [4] explain that indoor air quality has a 

significant impact on the person’s health, comfort, and performance. Also, environmental conditions 

such as thermal comfort and noise can impact the individual’s blood pressure and stress levels, which 

affects concentration and productivity [21, 22].  

Work stress and mental health are also important topics when it comes to occupational health. Not 

only because of the work arrangements but also with the increased pressure due to the fast-paced 

business environment [23]. Schneider and Kokshagina [24] explain that the digital workplace creates a 



pressure of constant connectivity and availability, which can result in technostress. Tamers et al. [25] 

illustrate that the blurred boundaries between work and personal life and constant preoccupation with 

work has become a major factor for work-family conflicts leading to stress and poor sleep practices. 

Moreover, Han et al. [3] emphasize that heavy stress might lead to depression and other health 

problems, such as cardiovascular diseases and musculoskeletal disorders. 

2.2. IoT for Occupational Health 

The technology landscape, to address the above-mentioned risks, is evolving rapidly. IoT technology 

provides solutions for monitoring behavior and environmental settings to improve occupational health 

and safety. Among the different IoT implementation options, wearables frequently represent the favored 

option of organizations [26]. These devices, including accessories (e.g., smart watch and sociometric 

badges) and smart clothing can record physiological and environmental parameters in real-time, 

perform analysis to the data, provide insights to the users and allow for immediate interventions as 

preventive measures for the targeted health issues such as physical inactivity [27]. Moreover, sensor 

networks are commonly used to detect and monitor ambient conditions for achieving quality of the 

working environment and allowing remedial actions [22, 28].  

Yassaee et al. [29] identify opportunities for IoT technology in the workplace through the affordance 

lens, they explain that such initiatives can help in detecting and preventing root causes for certain health 

issues, and in mitigating health risks. They also mention that introducing IoT into the workplace can 

help employees be more conscious about their health and proactive in terms of actions. However, the 

implementation of health initiatives in the workplace remains challenging. First, integrating IoT 

solutions requires considerable investments in technology and personnel [13], which increases its 

criticality. Second, the use of IoT technology is always accompanied by privacy concerns as it often 

trespasses the boundary between monitoring online and offline behavior during work time but also 

outside working hours (e.g., while commuting or at home). The use of wearable devices and sensor 

networks for continuously tracking and monitoring employees is considered to be a major privacy 

concern [11, 30]. Due to the sensitive nature of health data, many employees have serious doubts about 

participating in company-sponsored (or mandated) health and well-being initiatives. 

3. Methodology 

Meta-synthesis is a novel method that is becoming more popular in research areas outside medicine 

[31]. It allows the combination of results from qualitative studies to synthesize theoretical knowledge 

on a specific domain of research. Based on Siau and Long [32], the general procedure of the meta-

synthesis involves: First, selecting a group of studies related to a defined research problem. This 

includes the definition of the research question(s) and the relevant literature to be synthesized. Second, 

synthesizing translations of the studies. This includes reviewing the literature, identifying relationships 

and patterns within the collection of studies. Finally, expressing the overarching synthesis through 

classifications or categorization to postulate or advance theoretical knowledge for further development 

in a research domain. Accordingly, we perform a meta-synthesis of the existing studies on IoT 

initiatives for occupational health in office settings. This approach allows us to have an overview of the 

domain to understand the existing implementation scenarios and associated challenges. Based on that, 

it enables us to build reference knowledge on the topic from a design perspective and support successful 

future implementations in practice. More specifically, we aim to summarize the existing knowledge on 

IoT initiatives for occupational health and safety by formulating a set of use cases, which explain 

different implementation scenarios. We then identify associated challenges in the data management 

process generated with IoT solutions and suggest relevant guidelines for privacy-preserving future 

implementations.  



 
Figure 1: Systematic approach for studying the extant literature.  
 

To identify and select relevant studies, we performed an electronic search in the AIS Electronic 

Library, EBSCOHost, ScienceDirect, and SpringerLink. We then performed a search in Google Scholar 

to identify missing papers from different fields. The search criteria were based on the following 

keywords: (“IoT” OR “Internet-of-Things”) AND “occupational health” AND “workplace” AND 

“privacy” AND “design”. The literature search, using backward and forward search, resulted in 1104 

articles (Fig 1). After removing duplicates and screening the meta-information including title, abstract, 

and keywords, 78 publications remained. After reading the full text, we eliminated 46 publications that 

were not concerned with office environments but with the general workplace context including factories 

and construction sites. We also eliminated publications that do not demonstrate the design of an IoT 

solution, but rather discuss the user perceptions on such initiatives in the workplace as a predictor for 

intentions to use. The final list includes 19 articles on the different IoT initiatives for occupational health 

and safety in office environments. 

In the second stage, we reviewed the literature to identify relationships and synthesize findings. For 

that, we performed qualitative content analysis [33]. To classify the use cases on IoT technology in 

office settings, we followed an inductive approach. We coded the literature based on the following 

elements: the purpose of IoT initiative, devices used, and data types collected. This allowed us to 

categorize a study in a defined use case or to develop a new use case if new coding schemes were 

detected. We followed a deductive approach to analyze the existing challenges associated with the 

implementation of IoT initiatives. Our main focus here was the data management process of employee 

data. As IoT data is considered to be part of the big data realm, we opted for an analysis framework that 

targets big data management to detect challenges related to the four stages of the data lifecycle, that is, 

data collection phase, data storage phase, data processing and analysis, and knowledge creation [34]. 

Our analysis provides information on the challenges specific to the IoT context in an organizational 

setting. These challenges are the basis for developing recommendations for the successful 

implementation of the IoT solution. We, thus, used the synthesis of existing studies for formulating 

guidelines that should assist organizations interested in implementing IoT for health and safety reasons 

in doing it in a reasonable, efficient, and ethical manner. 

4. Use Cases of IoT in the Context of Occupational Health and Safety 
4.1. Physical Health Monitoring 

Physical health and well-being are important for improved office worker productivity. The majority 

of the studies (10) focus on physical health monitoring of the employees, either through addressing 

physical inactivity/sedentary behavior or wrong postures that cause musculoskeletal disorders. For 
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these types of studies, most implementation scenarios rely on wearables attached to the employee’s 

body.  

In the sub-category of physical inactivity and sedentary behavior, the aim is to measure employee’s 

activity in the workplace to detect prolonged sitting times on the desk, which is a major cause for 

chronic diseases. For that purpose, pedometers [2] or accelerometers [13] are typically used to count 

steps or measure speed of motion to assess activity data and suggest corrective actions. Gorm and 

Shklovski [2] and Glance et al. [35] suggest a workplace physical activity intervention through the use 

of activity trackers for well-being. In a similar manner, Nair et al. [18], Gomez-Carmona and Casado-

Mansilla [36] as well as Huang et al. [13] propose to use activity trackers to reduce sitting time. Synnott 

et al. [37] suggest an alternative solution for detecting physical inactivity by means of using sensor 

networks (e.g., a thermal sensor above the employee’s workstation to sense presence or absence) instead 

of activity trackers.  

The second sub-category aims at assessing posture for protection against musculoskeletal disorders 

that affect the employee’s productivity. For that, wearable correction sensors are used to detect wrong 

postures for neck, head and back movements [19, 20, 38]. Another implementation scenario involves 

the use of smart furniture for detecting posture discomfort [17]. Such devices allow a tactile feedback 
signal (e.g., vibration) as an intervention mechanism for correcting posture. 

4.2. Emotional Health Monitoring 

Besides physical well-being, mental and emotional health are an important area of concern for 

occupational health initiative using IoT. Emotional health monitoring is crucial for detecting 

occupational stress or burnouts that can affect the health of employees and compromise the quality of 

work in the long run. For that purpose, wearable devices are distributed among employees that enable 

the measurement of biomedical data including heart rate and body temperature for estimation of 

emotional levels. Han et al. [3], Zenonos et al. [39] and Stepanovic et al. [40] illustrate how wearable 

wrist bands can help in supporting emotional health by measuring physiological indicators for mood 

recognition or for detecting stress.  

Another sub-category for this use case is the monitoring of the emotional and psychological state of 

employees for a healthier lifestyle. For this purpose, Fugini et al. [41] illustrate a scenario of a sensor 

network linked with a video camera for capturing facial expressions and processing posture and hand 

gestures as well as audio sensors for speech recognition to assess the employee’s state and provide 

suggestions for healthier habits based on the analyzed data. 

4.3. Environmental Health Monitoring 

Another use case of IoT technology in the workplace is environmental health monitoring. Providing 

optimal environmental conditions in an office setting is important to achieve thermal comfort. This is 

necessary to have a well-suited ambient environment that allows focusing and productive work. 

Rabbani and Keshav [42], van der Valk et al. [43], and Nižetić et al. [44] all focus on measuring ambient 

conditions including temperature and humidity sensors for detecting abnormalities and optimal settings. 

There is also a possibility in such implementations to use wearables [43, 44] to obtain a metabolic 

reaction to detected discomfort and provide insights on corrective measures as supporting evidence. 

However, the focus here remains the monitoring of the work environment. 

4.4. Connected Workplace 

The previous use cases target specific purposes and employ defined technologies for measuring 

certain data points to achieve their goal. The “connected workplace” use case is a combination of all 

the different use cases that enable monitoring of physical, emotional, and environmental health at work. 

This use case relies on a combination of technology options including wearables and sensor networks 

for this purpose. Bhatia and Sood [45] and Benhamida et al. [46] envision the connected workplace as 

a smart office with hybrid technology involving wearables and an inclusive sensor network to combine 



multiple information on the physical, emotional and environmental conditions to promote a holistic 

approach to well-being and safety at work. Thus, addressing physical activity and sedentary behavior, 

avoiding wrong postures, stress detection and environmental comfort based on the type of data to be 

processed. 

 

Table 1: Overview of Use Cases of IoT for Occupational Health and Safety in Office Settings. 
Use Case Purpose  Study  Device Data collected 

Physical 
Health 
Monitoring 
  
  
  

Physical 
Inactivity/ 
Sedentary 
Behavior 
 

[36] Wearables Pedometer (Steps count) 
Distance 

[2] Wearables Pedometer (Steps count) 

[35] Wearables Pedometer (Steps count) 

[13] Wearables Accelerometer 

[18] Wearables Accelerometer 

[37] Sensor network Thermal sensor 

Posture/ 
Musculoskeleta
l disorders  
 

[20] Wearables Neck movement 

[38] Wearables Low-back movement 

[19] Wearables Head movement 
Neck movement 

[17] Smart chair Seat surface sensor, backrest sensors 

Emotional 
Health 
Monitoring 
  

Stress 
detection 

[39] Wearables Heart rat, skin temperature, acceleration 
[3] Wearables ECG sensor: impedance pneumography, accelerometer, 

body temperature sensor, photoplethysmography sensor 

[40] Wearables Heart rate, blood oxygenation, skin temperature, skin 
blood perfusion, respiration rate, heart rate variability, 
blood pulse wave  

Emotional and 
psychological 
state 

[41] Sensor network Frontal face camera, profile face camera, speech and 
voice body pose (images), hand gestures (images) 

Environmental 
Health 
Monitoring 

Thermal  
comfort 

[42] Sensor network Temperature, occupancy 

[44] Sensor network + 
Wearables 

Metabolic rate, air temperature, relative humidity, level 
of carbon dioxide  

[43] Sensor network + 
Wearables 

Metabolic rate, air temperature, mean radiant 
temperature 
air speed, humidity 

Connected 
workplace 

Multiple [46] Sensor network + 
Wearables 

Ambient light intensity, background noise, amount of 
phone calls, computer built-in camera (e.g., eye gaze), 
smart devices 

[45] Sensor network + 
Wearables 

Data about health (temperature, blood pressure, heart 
rate, vital signs), data about environment (cleanliness, 
room temperature, noise, oxygen level, toxic waste), data 
about meals (nutritional value, quantity), data about 
movement (pedometer, accelerometer) 

5. Implementation of IoT Technology in Occupational Settings 

Through our analysis of the different IoT solutions in office settings, we were able to determine a 

set of challenges that employers face in their implementation. These challenges stem from the 

employees’ privacy concerns related to “big brother” work surveillance practices that aim to collect, 

store, and process their data [47]. This data-based management ideology can result in excessive data 

collection and an illusionary sense of control, which ultimately leads to a climate of distrust, fear, and 

cynical employee attitudes [26]. As shown in Fig. 2, we will now proceed to analyze each phase of the 
data lifecycle: data collection, data storage, data analytics, and knowledge creation. This will be our 

basis for proposing guidelines (derived from our synthesis of the different use cases) in response to each 

data-related challenge identified. 



 

Figure 2: Data-related challenges and corresponding normative guidelines.  
 

5.1. Data Collection 

The use of IoT technology in the workplace involves the collection of data from different sources. 

IoT devices allow companies to collect data about online behavior (e.g., screen time) and offline 

behavior (e.g., location). Sensitive data collection is of major concern when implementing IoT 

initiatives at work. In fact, IoT generates a large volume of data and allows collecting personal data, 

which is frequently not work-related. Solutions for physical and emotional health monitoring involving 

data collection from wearable devices, where the individual can be identified, are considered the most 

critical. Data collected indicate health information that might be problematic in certain situations and 

are considered private. Gorm and Shklovski [2] explicitly explain that activity tracking and collection 

of health information has been a matter of concern for privacy advocates. In their study, they highlight 

that employees chose not to participate in health initiatives involving the use of wearable devices since 

they understood this information to be private and feared that organizations scrutinized the behavior 

and outcomes of their work activity in ways they do not want to. Moreover, emotional health data on 

stress levels and mood are strictly sensitive information. Therefore, employers should pay attention to 

the privacy management of all the data collected from sensors used for emotional health purposes [3, 

40]. On the other hand, data about environmental conditions collected from temperature or thermal 

sensors could be considered less problematic [42, 43].  

As a response to the data collection concerns, we suggest solutions that minimize individual data 

collection. While the type of data and its sensitivity are critical aspects, the most convenient option 

involves data anonymization and aggregation as observed in most studies. This guarantees that the data 

collected is not identifiable of the individual employees and is used in anonymous matter. Due to its 

importance to users, Stepanovic et al. [40] derive meta-requirements for data visualizations of wearable 

solutions to add a new level of granularity that captures group levels in the specific case of stress 

detection. They illustrate how new indicators could be derived at an aggregated level to communicate 

generic information that can be useful in devising corrective instructions for the workforce. In addition, 

certain studies promote alternative design options for specific design objectives that require less 

interactions and collection of sensitive data. These studies suggest using IoT solutions that can be 

considered less intrusive and are specific to the workplace context only. For example, Synnott et al. 

[37] suggest the use of thermal sensors for detecting movement and detecting physical inactivity in 

contrast to the common use of wearable devices that entail the collection of sensitive and personal 

information for the same purpose [2, 35]. Also, Lo Presti et al. [20] and Zaltieri et al. [38] promote the 

use of novel wearable devices in the workplace that embed fiber grating sensors for posture correction 

and could be also used for measuring vital signs to detect physical activity or potentially stress levels. 

In addition, Roossien et al. [17] provide a comprehensive solution that is relevant to the workplace 

context using connected but fixed sensor devices instead of wearable sensors, in that case a connected 
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chair that enables the detection of sedentary behavior and wrong posture. These studies demonstrate 

alternative objective design options that could be safely used to meet the desired objectives of health 

initiatives and address the different concerns associated. 

5.2. Data Storage 

Once the data is collected, it is stored for further preparation and processing. A major topic when 

we discuss this phase in an IoT initiative is data ownership. Who owns the data collected? Is it the 

employee (as the data object and owner)? Is it the employer? Or is it also the manufacturer or service 

provider of the technology used? Does an informed consent from an employee qualify for exploiting 

the data in all possible ways? These are important questions that the enterprise should be able to answer. 

This is especially the case when we have scenarios with off-the-shelf wearable devices [2]. While some 

companies would provide the devices to their employees, other companies might ask their employees 

to use their own private devices (e.g., smartwatches or Fitbits). Once the owner is identified, the data 

treatment and management practices are identified. That is, the data transfer protocols use, storage and 

access. In fact, the regulations that will be applied greatly rely on this piece of information. In addition, 

with the blurred lines between the use of wearable devices in private and professional lives, the 

ownership of this data remains a dilemma. Stepanovic et al. [40] raise an important issue with the use 

of wearable devices, where there exist measurements done outside of working days. In their study on 

work-related stress, the elimination of these data points sounds logical. While the type of data collected 

from wearables (including activity data, physiolytics and location) can be considered sensitive, entities 

in possession of this data have an advantage and can eventually process it in combination with other 

personal data to create user profiles for different purposes – whether occupational or commercial. 

Once data is collected by the IoT device, the employer should plan for an appropriate technical 

architecture that is trustworthy and that guarantees the safety and integrity of data. It is critical then to 

aim for a sound choice of technology. Previous studies emphasize the importance of using validated 

(certified) sensor technologies and wearables (e.g.[38], [42]). The devices should be tested for security 

and privacy, and the algorithms used should be compared against benchmark algorithms that ensure 

privacy management of the collected data [3]. Whether these devices are owned by the company or the 

employees, the employer should only allow devices from providers that function in compliance with 

the data privacy regulations to ensure proper data management and treatment [41]. This means, they 

should provide secure options for data transfer and storage, as well as guaranteed encryption as a rule 

for individual privacy. A promising technology choice was suggested by Bhatia and Sood [45] and 

Benhamida et al. [46] for the connected workplace, the Fog-Cloud. It is described as a “highly 

virtualized platform that provides compute, storage, and networking services between end devices and 

traditional Cloud” [45]. It is specifically relevant to the IoT scenario as it relies on edge decision 

mechanism, that is, the data is processed at the edge of the network where it is collected. Thus, the user 

has the option to filter and transform the data before sending it to the Cloud, which ensures privacy of 

user data and eliminates ownership concerns. 

5.3. Data Analytics 

Following the collection and storage of IoT data, analytics are applied to generate insights. While 

the main purpose of IoT initiatives is supposed to improve the health and well-being of employees, the 

possibility of the data misuse or being used for other purposes than initially agreed upon is a matter of 

concern for both, employees (e.g., worried by possible measures their employer can introduce against 

them) and employers (e.g., fearing improper re-use and data breaches of device manufacturers). As a 

result, data misuse is often perceived to be a major concern in this phase. The large volume of data 

generated by IoT devices entails different types including sensitive data that is not necessarily related 

to the use case. Fugini et al. [41] explain that the use of IoT technology in the workplace has the potential 

to capture the employee’s behavior. As mentioned earlier, activity tracking data could infer certain work 
behavior not only for health purposes, including absence/presence and working time at desk. Sensor 

networks can additionally be used for facial expression detection, voice recognition, and vital signals, 

which can be indicators of actual and mental workloads. As shown by Synnott et al. [37], collecting 



data about occupancy can be considered problematic as it can also infer absence/presence at work. In 

short, there exist legitimate concerns that these technologies are extended and used for surveillance 

purposes rather than for improving health and well-being only.  

The most important aspect when we discuss IoT initiatives is transparency in managing the data and 

analytics generated from it due to potential risks. The objectives for using the IoT technology in the 

workplace should be clearly stated and communicated by the employers. Therefore, the scenario or the 

purpose of using IoT for occupational health should be transparent. We have discussed earlier a list of 

use cases and their IoT implementation options, which can be helpful in designing the future workplace. 

It is critical to note here that the technology put in place should aim to provide insights and improve the 

work life of the employees rather than monitoring and preventing unwanted behavior. Through 

achieving that, employers can ensure the employees’ compliance and use of the system invested in. 

Transparency is also a method for establishing a trust relationship among employers and employees, to 

minimize concerns of data misuse. Based on that, we have observed in the literature that involving 

stakeholders in the design of the IoT initiative or system can be beneficial in achieving this trust. For 

instance, Huang et al. [13] derive meta-requirements for a suggested IoT solution to avoid sedentary 

behavior. Their results are based on participatory design through involving different stakeholders. Also, 
having group challenges is one way to promote health initiatives as suggested by Glance et al. [35]. 

These types of initiatives require the participation of a large group of people to achieve desired goals, 

which are identified at the beginning of the challenge. The use of such approach can mitigate the privacy 

concerns of individual users as they are voluntarily signed-up and the objectives are clearly 

communicated to participants. 

5.4. Knowledge Creation 

Analytics applied on IoT data generate knowledge that is important in taking precautions and 

counteractions for protecting the health of employees on different levels. However, the exposure of 

health information and work behavior are facilitators for employers and third-party discrimination acts. 

As mentioned above, data can be potentially misused for performance monitoring to justify dismissals, 

salary negotiations and promotions [11]. Accordingly, behavioral control becomes a critical topic in 

this last phase of the data lifecycle. Although these initiatives can be useful in improving health and 

safety [18, 35, 36], it can be seen as a pathway to behavioral control through nudging and interventions 

imposed on the employees who somehow lose their freedom and do not have the choice anymore to 

decide on their reactions to certain events. All these considerations become more and more critical with 

the discussion of the connected workplace where data is collected in an integrated manner and for the 

different purposes [45, 46], as discussed previously.  

Finally, a critical aspect in the implementation of IoT initiatives is the feedback mechanism provided 

to employees as a result to the knowledge created from the data analytics. Our analysis of the studies 

resulted in a final guideline which suggests minimizing work interruptions as much as possible. This 

proposition is closely related to the previous two when it comes to data collection. Benhamida et al. 

[46] promote the use of non-intrusive designs that do not affect the employee’s routine. These designs 

combine passive data collection using technologies surrounding the employee such as sensor networks 

or connected digital devices. This is an important point in determining how users interact with the 

system and how their concerns are formed based on this interaction. In terms of feedback, studies have 

focused on the necessity for automated tailored feedback through adaptive interventions that are also 

non-intrusive to the work routine. These interventions should provide information to the employee 

regarding his state and recommend improvements and deliver useful feedback without controlling the 

employee’s behavior. The employee is then left with the choice to react without pressure from the 

employer or fear of discrimination. Stepanovic et al. [40] demonstrate the role of individual data 

visualizations in providing informative feedback that can be used for corrective behavior. Other studies, 

such as Huang et al. [13], derive meta-requirements for the feedback process and illustrate the 

importance of visual feedback that is non-intrusive and that provides flexibility for reaction. Gomez-

Carmona and Casado-Mansilla [36], and in accordance with Huang et al.’s requirement for social 

comparison, demonstrate how social recognition and gamification can play a role in user acceptance 



and participation. Their initiative comprised a feedback mechanism that is accessible to all employees 

in the form of a smart mirror, which proved to be an effective solution for engagement. 

6. Conclusion 

Our meta-synthesis provides an overview of the implementation options as use cases of IoT 

technology in office settings. Based on the analysis of major concerns along the data lifecycle, we derive 

guidelines that can support the implementation of future scenarios. Our guidelines aim at addressing 

these challenges through normative knowledge. They target the data practices and use concerning the 

implementation of IoT initiatives. Companies need to take a responsible and active role in reflecting 

about what is reasonable and ethical when implementing IoT-enabled occupational health initiatives. 

Instead of reacting in case of problems, proactive behavior and reducing unnecessary risks would lead 

to less resistance. While we highlight different implementation options for the same purpose, we 

conclude that there exist alternative designs that minimize the collection of individual data for each use 

case. These options should be considered and further tested to assess their reliability. We also emphasize 

that technology choice is a critical aspect as it controls the consequent data treatment process and can 

mitigate data ownership concerns. In fact, there exists a triarchy of roles with respect to data 

management for the discussed use cases involving employees, employers, and service providers. The 

responsibility and rights of each role should be clearly specified and further discussed for future 

implementations. Moreover, we highlight the importance of transparency through clear objectives and 

data management practices in establishing a trust relationship in the workplace among employees and 

employers.  

7. Acknowledgements 

This research has been supported by the Swiss National Science Foundation (grant no. 187429). 

8. References 

[1] Köffer, S.: Designing the Digital Workplace of the Future – What Scholars Recommend to 

Practitioners. In: Proceedigs of the 35th International Conference on Information Systems. Fort 

Worth, Texas, USA (2015). 

[2] Gorm, N., Shklovski, I.: Sharing Steps in the Workplace: Changing Privacy Concerns over Time. 

In: Proceedings of the 2016 CHI Conference on Human Factors in Computing Systems, pp. 4315-

4319. San Jose, CA, USA (2016). 

[3] Han, L., Zhang, Q., Chen, X., Zhan, Q., Yang, T., Zhao, Z.: Detecting Work-Related Stress with a 

Wearable Device. Computers in Industry 90, 42-49 (2017). 

[4] Sun, S., Zheng, X., Villalba-Díez, J., Ordieres-Meré, J.: Indoor Air-Quality Data-Monitoring 

System: Long-Term Monitoring Benefits. Sensors 19, 4157 (2019). 

[5] Asadzadeh, A., Arashpour, M., Li, H., Ngo, T., Bab-Hadiashar, A., Rashidi, A.: Sensor-Based 

Safety Management. Automation in Construction 113, 103128 (2020). 

[6] Bernal, G., Colombo, S., Al Ai Baky, M., Casalegno, F.: Safety++ Designing Iot and Wearable 

Systems for Industrial Safety through a User Centered Design Approach. In: Proceedings of the 

10th International Conference on Pervasive Technologies Related to Assistive Environments, pp. 

163-170. Island of Rhodes, Greece (2017). 

[7] Putzier, K., Cutter, C.: Welcome Back to the Office. Your Every Move Will Be Watched.  Wall 

Street Journal, (2020). 

[8] Chamola, V., Hassija, V., Gupta, V., Guizani, M.: A Comprehensive Review of the Covid-19 

Pandemic and the Role of Iot, Drones, Ai, Blockchain, and 5g in Managing Its Impact. IEEE 

Access 8, 90225-90265 (2020). 

[9] Mumtaz, R., Zaidi, S.M.H., Shakir, M.Z., Shafi, U., Malik, M.M., Haque, A., Mumtaz, S., Zaidi, 

S.A.R.: Internet of Things (Iot) Based Indoor Air Quality Sensing and Predictive Analytic—a 

Covid-19 Perspective. Electronics 10, 184 (2021). 



[10] Datta, P., Namin, A.S., Chatterjee, M.: A Survey of Privacy Concerns in Wearable Devices. In: 

Proceedings of the IEEE International Conference on Big Data, pp. 4549-4553. Seattle, WA, USA 

(2018). 

[11] Oesterle, S., Trübenbach, B., Buck, C.: Intent and the Use of Wearables in the Workplace – a 

Model Development. In: Proceedings of the 14th International Conference on 

Wirtschaftsinformatik, pp. 972-986. Siegen, Germany (2019). 

[12] Ajunwa, I.: Algorithms at Work: Productivity Monitoring Applications and Wearable Technology 

as the New Data-Centric Research Agenda for Employment and Labor Law. St. Louis University 

Law Journal 63, 21 (2018). 

[13] Huang, Y., Price, D., Benford, S., Patel, R., Blake, H.: Internet of Things-Enabled Sedentary 

Behavior Change in Office Workers: Design and Development of the Workmyway Intervention. 

JMIR mHealth and uHealth 8, (2020). 

[14] Fietkiewicz, K.J., Henkel, M.: Privacy Protecting Fitness Trackers: An Oxymoron or Soon to Be 

Reality? In: Proceedings of the International Conference on Social Computing and Social Media, 

pp. 431-444. Las Vegas, NV, USA (2018). 

[15] Opinions, U.S.C.: Arias V. Intermex Wire Transfer [Online]. United States District Court Eastern 
District of California (2015). 

[16] World Health Organization, https://www.who.int/news-room/fact-sheets/detail/protecting-

workers'-health, last accessed January 23, 2023. 

[17] Roossien, C.C., Stegenga, J., Hodselmans, A.P., Spook, S.M., Koolhaas, W., Brouwer, S., 

Verkerke, G.J., Reneman, M.F.: Can a Smart Chair Improve the Sitting Behavior of Office 

Workers? Applied Ergonomics 65, 355-361 (2017). 

[18] Nair, N.G., Saeed, A., Biswas, M.I., Abu-Tair, M., Chouhan, P.K., Cleland, I., Rafferty, J., Nugent, 

C., Morrow, P., Zoualfaghari, M.H.: Evaluation of an Iot Framework for a Workplace Wellbeing 

Application. In: Proceedings of the IEEE SmartWorld, Ubiquitous Intelligence & Computing, 

Advanced & Trusted Computing, Scalable Computing & Communications, Cloud & Big Data 

Computing, Internet of People and Smart City Innovation pp. 1783-1788 Leicester, UK (2019). 

[19] Ailneni, R.C., Syamala, K.R., Kim, I.-S., Hwang, J.: Influence of the Wearable Posture Correction 

Sensor on Head and Neck Posture: Sitting and Standing Workstations. Work 62, 27-35 (2019). 

[20] Lo Presti, D., Carnevale, A., D’Abbraccio, J., Massari, L., Massaroni, C., Sabbadini, R., Zaltieri, 

M., Di Tocco, J., Bravi, M., Miccinilli, S.: A Multi-Parametric Wearable System to Monitor Neck 

Movements and Respiratory Frequency of Computer Workers. Sensors 20, 536 (2020). 

[21] Marques, G., Pitarma, R.: A Real-Time Noise Monitoring System Based on Internet of Things for 

Enhanced Acoustic Comfort and Occupational Health. IEEE Access 8, 139741-139755 (2020). 

[22] Saini, J., Dutta, M., Marques, G.: A Comprehensive Review on Indoor Air Quality Monitoring 

Systems for Enhanced Public Health. Sustainable Environment Research 30, 6 (2020). 

[23] Giorgi, G., Arcangeli, G., Ariza-Montes, A., Rapisarda, V., Mucci, N.: Work-Related Stress in the 

Italian Banking Population and Its Association with Recovery Experience. International Journal of 

Occupational Medicine and Environmental Health 32, 255-265 (2019). 

[24] Schneider, S., Kokshagina, O.: Digital Technologies in the Workplace: A Ne(S)T of Paradoxes. 

In: Proceedings of the 41st International Conference on Information Systems. India (2020). 

[25] Tamers, S.L., Streit, J., Pana‐Cryan, R., Ray, T., Syron, L., Flynn, M.A., Castillo, D., Roth, G., 

Geraci, C., Guerin, R.: Envisioning the Future of Work to Safeguard the Safety, Health, and Well‐

Being of the Workforce: A Perspective from the Cdc's National Institute for Occupational Safety 

and Health. American Journal of Industrial Medicine 63, 1065-1084 (2020). 

[26] Mettler, T., Wulf, J.: Physiolytics at the Workplace: Affordances and Constraints of Wearables 

Use from an Employee's Perspective. Information Systems Journal 29, 245-273 (2019). 

[27] Fdez-Arroyabe, P., Fernández, D.S., Andrés, J.B.: Chapter 6 - Work Environment and Healthcare: 

A Biometeorological Approach Based on Wearables. In: Dey, N., Ashour, A.S., James Fong, S., 

Bhatt, C. (eds.) Wearable and Implantable Medical Devices, vol. 7, pp. 141-161. Academic Press 

(2020). 

[28] Afolaranmi, S.O., Ramis Ferrer, B., Martinez Lastra, J.L.: Technology Review: Prototyping 

Platforms for Monitoring Ambient Conditions. International Journal of Environmental Health 

Research 28, 253-279 (2018). 



[29] Yassaee, M., Mettler, T., Winter, R.: Principles for the Design of Digital Occupational Health 

Systems (2019). 

[30] Kao, Y.-S., Nawata, K., Huang, C.-Y.: An Exploration and Confirmation of the Factors Influencing 

Adoption of Iot-Based Wearable Fitness Trackers. International Journal of Environmental 

Research and Public Health 16, 3227 (2019). 

[31] Stafford, T.F., Farshadkah, S.: A Method for Interpretively Synthesizing Qualitative Research 

Findings. Communications of the Association for Information Systems 46, 6 (2020). 

[32] Siau, K., Long, Y.: Synthesizing E‐Government Stage Models – a Meta‐Synthesis Based on Meta‐

Ethnography Approach. Industrial Management & Data Systems 105, 443-458 (2005). 

[33] Mayring, P.: Qualitative Content Analysis: Theoretical Foundation, Basic Procedures and 

Software Solution. SSOAR (2014). 

[34] Alshboul, Y., Nepali, R., Wang, Y.: Big Data Lifecycle: Threats and Security Model. In: 

Proceedings of the 2015 Americas Conference on Information Systems. Puerto Rico (2015). 

[35] Glance, D.G., Ooi, E., Berman, Y.e., Glance, C.F., Barrett, H.R.: Impact of a Digital Activity 

Tracker-Based Workplace Activity Program on Health and Wellbeing. In: Proceedings of the 6th 

International Conference on Digital Health Conference, pp. 37-41. Montréal, QC, Canada. (2016). 
[36] Gomez-Carmona, O., Casado-Mansilla, D.: Smiwork: An Interactive Smart Mirror Platform for 

Workplace Health Promotion. In: Proceedings of the 2nd International Multidisciplinary 

Conference on Computer and Energy Science, pp. 1-6. Split, Croatia (2017). 

[37] Synnott, J., Rafferty, J., Nugent, C.D.: Detection of Workplace Sedentary Behavior Using Thermal 

Sensors. In: Proceedings of the 38th Annual International Conference of the IEEE Engineering in 

Medicine and Biology Society (EMBC), pp. 5413-5416 (2016). 

[38] Zaltieri, M., Massaroni, C., Lo Presti, D., Bravi, M., Sabbadini, R., Miccinilli, S., Sterzi, S., 

Formica, D., Schena, E.: A Wearable Device Based on a Fiber Bragg Grating Sensor for Low Back 

Movements Monitoring. Sensors 20, 3825 (2020). 

[39] Zenonos, A., Khan, A., Kalogridis, G., Vatsikas, S., Lewis, T., Sooriyabandara, M.: Healthyoffice: 

Mood Recognition at Work Using Smartphones and Wearable Sensors. In: Proceedings of the 

IEEE International Conference on Pervasive Computing and Communication Workshops (PerCom 

Workshops), pp. 1-6. (2016). 

[40] Stepanovic, S., Mozgovoy, V., Mettler, T.: Designing Visualizations for Workplace Stress 

Management: Results of a Pilot Study at a Swiss Municipality. In: Proceedings of the International 

Conference on Electronic Government, pp. 94-104. (2019). 

[41] Fugini, M., Barenghi, A., Comai, S., Pelosi, G., Tedesco, R., van Gasteren, M., Catalina, C.A., 

Arribas Leal, E., Losada Durán, R., Martins de Almeida, R.M.: Workingage: Providing 

Occupational Safety through Pervasive Sensing and Data Driven Behavior Modeling. In: 

Proceedings of the 30th European Safety and Reliability Conference, pp. 1-8. Venice, Italy (2020). 

[42] Rabbani, A., Keshav, S.: The Spot* Personal Thermal Comfort System. In: Proceedings of the 3rd 

ACM International Conference on Systems for Energy-Efficient Built Environments, pp. 75-84. 

Palo Alto, CA, USA (2016). 

[43] van der Valk, S., Myers, T., Atkinson, I., Mohring, K.: Sensor Networks in Workplaces: 

Correlating Comfort and Productivity. In: Proceedings of the 10th International Conference on 

Intelligent Sensors, Sensor Networks and Information Processing (ISSNIP), pp. 1-6. (2015). 

[44] Nižetić, S., Pivac, N., Zanki, V., Papadopoulos, A.M.: Application of Smart Wearable Sensors in 

Office Buildings for Modelling of Occupants’ Metabolic Responses. Energy and Buildings 226, 

110399 (2020). 

[45] Bhatia, M., Sood, S.K.: Exploring Temporal Analytics in Fog-Cloud Architecture for Smart Office 

Healthcare. Mobile Networks and Applications 24, 1392-1410 (2019). 

[46] Benhamida, F.-Z., Navarro, J., Gómez-Carmona, O., Casado-Mansilla, D., López-de-Ipiña, D., 

Zaballos, A.: Smartworkplace: A Privacy-Based Fog Computing Approach to Boost Energy 

Efficiency and Wellness in Digital Workspaces. In: Proceedings of the 1st Workshop on Cyber-

Physical Social Systems (CPSS2019), pp. 9-15. Bilbao, Spain (2019). 


	Paper3549_final
	1. Introduction
	2. Background
	2.1. Health Risks in the Workplace
	2.2. IoT for Occupational Health

	3. Methodology
	4. Use Cases of IoT in the Context of Occupational Health and Safety
	4.1. Physical Health Monitoring
	4.2. Emotional Health Monitoring
	4.3. Environmental Health Monitoring
	4.4. Connected Workplace

	5. Implementation of IoT Technology in Occupational Settings
	5.1. Data Collection
	5.2. Data Storage
	5.3. Data Analytics
	5.4. Knowledge Creation

	6. Conclusion
	7. Acknowledgements
	8. References

	Author-agreement-Paper3549

