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Abstract
The cybersecurity landscape evolves rapidly and poses threats to organizations. To enhance resilience, one needs to track the
latest developments and trends in the domain. For this purpose, we use large language models (LLMs) to extract relevant
knowledge entities from cybersecurity-related texts. We use a subset of arXiv preprints on cybersecurity as our data and
compare different LLMs in terms of entity recognition (ER) and relevance. The results suggest that LLMs do not produce
good knowledge entities that reflect the cybersecurity context.
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Secure and reliable information systems have become
a central requirement for the operational continuity of
the vast majority of goods and services providers [1].
However, securing information systems in a fast-paced
ecosystem of technological changes and innovations is
hard [2]. New technologies in cybersecurity have short
life cycles and constantly evolve [3]. This exposes in-
formation systems to attacks that exploit vulnerabilities
and security gaps [2]. Hence, cybersecurity practitioners
and researchers need to stay updated on the latest de-
velopments and trends to prevent incidents and increase
resilience [4].

A common approach to gather, cure and synthe-
size information about such developments is to apply
bibliometrics-based knowledge entity extraction and
comparison through embedding similarity [5, 6, 7] – re-
cently boosted by the availability of entity extractors
based on large language models (LLMs) [8, 9]. However,
it is unclear how appropriate this approach is for the
cybersecurity literature. We address this by emulating
such an entity extraction and comparison pipeline and
using a variety of common LLM-based entity extractors
to evaluate the relevance of extracted entities to docu-
ment understanding tasks, using as a proxy the relevance
of arXiv to cybersecurity (https://arxiv.org)

While LLMs burst into public attention in late 2022,
in large part thanks to public trials of conversationally
fine-tuned LLMs [10, 11, 12], modern large language
models pre-trained on large amounts of data trace their
roots back to ELMo LLM, first released in 2018 [13]. The
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LLM term emerged to refer to > 100M parameters and
pretrained on > 1B tokens [14, 15], such as BERT or
RoBERTa [16, 17]. Smaller LLMs have proven to provide
a valuable insight into the behavior and capabilities of
larger ones [18, 19, 20], presenting both a weaker version
of larger model capabilities, but also milder version of
larger model failure modes [21]. In this paper, we fo-
cus on such smaller LLMs, ranging from 110M to 350M
parameters and fine-tuned for entity extraction tasks,
both to evaluate them and gain insight into larger LLMs
behavior.

We show that despite the apparent abundance of avail-
able models, LLM-based entity extractors perform ex-
tremely similarly due to base models and fine-tuning
datasets re-use. We then show that such models are ill-
suited for bibliometrics tasks not only in cybersecurity-
related topics but in computer science research in general,
which we argue is related to the nature of fine-tuning
datasets. We then show that even if we assume the rele-
vance of extracted terms, their downstream automated
processing remains a challenging task, given that it is
highly sensitive to the embedding choice.

1. Methods
The complete code to replicate the results pre-
sented here with instructions is available at
https://github.com/technometrics-lab/0_LLM-based_
entity_extraction_CySec.

The dataset used is a copy of arXiv preprints up until
late 2022, initially collected by [22]. We focused on the
cs category, specifically on the cs.CR and cs.NI listings
- Cryptography and Security and Network and Internet
Architecture, as most relevant to cybersecurity. In ad-
dition to them, we added 6 additional unrelated listings
(cs.CC, cs.LO, cs.DS, cs.IT, cs.CL, and cs.AI) as compari-
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Model Name Refs Entities/Doc Type

spaCy Large* [23] 99.3 ± 6.93 Noun
ExtractorspaCy Transformer [23] 99.3 ± 6.97

Yake* [24] 19.9 ± 1.97

Keyphrase
Extractor

KeyBERT [25] 99.3 ± 7.25
KBIR kpcrowd [26, 27] 96.9 ± 14.6
KBIR inspec [26, 28] 76.4 ± 27.7
BERT-base-uncased [16] 44.7 ± 24.0
BERT-base-uncased [16] 43.3 ± 23.3 NER+CON R
XLM-RoBERTa-base Onconotes 5 [29, 30] 36.4 ± 23.4 NER+NUM
ELECTRA-base conll03 [31, 32] 39.9 ± 25.0

NER

BERT-large-cased conll03 [16, 32] 41.7 ± 24.9
BERT-large-uncased conll03 [16, 32] 33.5 ± 23.3
DistilBERT-base-uncased conll03 [15, 32] 37.7 ± 24.8
RoBERTa-large conll03 [17, 32] 28.7 ± 21.1
XLM-RoBERTa-large conll03 [33, 32] 26.0 ± 19.5
BERT COCA-docusco [16, 34] 99.6 ± 6.11 TokC

Table 1
Entity extractors analyzed. Models marked * are non-LLM based. Ent./Doc. is mean ± std.

Figure 1: Similarity matrix of extracted terms, using cosine similarity in spaCy embedding.

son domains. The selected listings represented 5000 to
20000 preprints each.

For each of the preprints in the listings, all documents
with < 1000 words and not in English were removed.
To achieve the latter, we used an XLM-Roberta model

fine-tuned on a language identification dataset, avail-
able at https://huggingface.co/papluca/xlm-roberta-base-
language-detection. Following that, the preamble of the
preprint prior to the ”Abstract” keyword and the bibliog-
raphy following the ”References” keyword were removed.
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Figure 2: 2D projection with UMAP of spaCy embeddings of extracted entities.

Following that, we applied models described in Ta-
ble 1 to the documents. Specifically, four major classes
of models were used: Noun Extractrs (NnE), Keyphrase
Extractors (KPE), Named Entity Recognition (NER), and
Token Classification (TokC). Two NER models were aug-
mented: number recognition (NER + NUM) and concept
recognition (NER + CON R). Exact model names and
sources are available in the code repository.

For LLM models, documents were segmented to fit the
attention window. If the number of extracted entities ex-
ceeded 100, only 100 entities with the highest activations
were retained. Samples of extracted entities are available
in the code repository.

We compare the similarity of extractors’ outputs on all
documents by embedding entities extracted from each
document with spaCy and calculating the average cosine
similarity between extractors. A hierarchical clustering
on cosine similarity was then used to create Fig. 1.

To visualize connections between the extracted en-
tities from different listings, we used common embed-
dings (spaCy [23], GloVe [35], BERT-Large [16], GPT-
2 [36], Fasttext [37], and word2vec [38]) and four low-
dimensional projection algorithms (linear, spectral, t-SNE
[39], UMAP [40]) to investigate if the entities extracted

from preprints would allow arXiv listing identification.
To allow the interpretation of the results, we subsampled
100 papers from each listing and, due to high processing
time, excluded spaCy Transformer (cf Figs. 2, 3; addi-
tional figures in the code repository).

2. Results and Discussion
Ourfirst result is that in computer science bibliometrics,
a variety of entity extraction models perform similarly,
with performance being mostly defined by their base
architecture, task, and dataset used to fine-tune them
(Fig. 1. Given that base architectures are predominantly
BERT and RoBERTa [16, 17] and fine-tuning datasets are
general texts, notably Conll03 newswire [32], we should
not expect general LLM-based entity extraction models
to perform well on scientific articles. LLM fine-tunes
are sensitive to the training data, and only KBIR-inspec
was fine-tuned using a scientific dataset, consisting of
annotated 1998-2002 article abstracts from Computers
and Control and Information Technology journal [41, 28].
Given the pace of the evolution of computer science, such
fine-tunes are unlikely to still be relevant today, which
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Figure 3: 2D projection with UMAP of GloVe embeddings of extracted entities.

is supported by the lack of thematic clusters in entities
extracted by it (Fig. 2 ; NER organized structures are non-
informative) suggest that they are indeed not relevant
anymore. We hence hypothesize that non-LLM-based
Yake [24] and spaCy [23] keywords and nouns extractors
could be essential for addressing these issues, especially
given that they already give radically different results
compared to LLM-based extractors.

Our second result is that similarity of embedding of
LLM-extracted entities does not performwell for concept-
oriented bibliometrics in computer science. Even 2D
projection algorithms known for their tendency to overfit
local clusters, t-SNE, and UMAP [42], fail to separate
different listings (Fig. 2, 3), with the exception of NERs
in spaCy and GPT2 embeddings due to shared theorem
names and chapter annotations. We provide interactive
2d projection plots in the code repository for readers to
validate this claim.

Our third result is that cosine similarity is highly
dependent on the embedding used to infer entity related-
ness (Figs. 2, 3). While present here only UMAP 2d projec-
tion with spaCy and GloVe, the embedding-dependence
of similarity is present across embeddings, which we
present in the code repository. We also validate that this

is not due to 2d projection algorithms by calculating clus-
tering coefficients (intergroup dispersion vs. intra-group
dispersion) across listings in each embedding. Hence,
attention is warranted when using word embeddings in
entity extraction and analysis pipelines.
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