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Abstract
Blockchain and Distributed Ledger Technologies (DLT) are accelerating in deployment and increasingly
being used to securely store digital assets. As the world digitises, there will be an acceleration of asset
tokenisation with new marketplaces created for fractionalised tokenised digital assets. Blockchain and
DLT systems using ECDSA signatures are vulnerable to a quantum adversary. The NIST post-quantum
cryptography competition and the NIST stateful hash-based signature recommendations were used to
determine the impact of using any of the proposed NIST finalist quantum-safe digital signature schemes.
We examined the impact on both block sizes and block interval times that would be required if today’s
ECDSA signatures were replaced by a NIST post-quantum signature scheme. We observed that the
increased cost of adopting a cryptographic scheme has a significant negative impact on blockchain storage
and communications costs. This research illustrates the need for smaller, more efficient cryptographic
signature schemes that are closer to the size of the currently deployed ECDSA signatures and supports
the adoption of layer-2 blockchain and layer-2 rollup protocols to mitigate the cost and increase the
transaction throughput of the post-quantum blockchain or DLT system.
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1. Motivation and contribution

Blockchain and Distributed Ledger Technologies (DLT) are accelerating in deployment and are
increasingly being used to securely store digital assets. As the world digitises, it is increasingly
tokenising these assets, and new marketplaces are being created for fractionalised tokenised
digital assets. Assets under blockchain management are accelerating and the value of these
tokenised assets is growing rapidly.

The technology of blockchains and DLT systems has evolved over time. However, the core
security of any blockchain and DLT system is the strength of the digital signature that is used
to ensure that only the person with the secret key to generate a signature that matches a public
key for a transaction message can unlock and execute the transaction.

Today’s blockchain and DLT signature schemes are vulnerable to a quantum adversary[1, 2] .
Shor’s algorithm [3] can recover the secret key from a public key used in the message signature,
undermining the security of any existing blockchain or DLT system using today’s ECDSA
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signature schemes. The underlying risk is the need to disclose the public key at the time of
submitting a transaction to the blockchain. The public key is secure on the blockchain itself
because only the hash of the public key is transmitted and stored on the blockchain, which
makes this aspect quantum-safe. The danger occurs when a transaction is submitted to the
blockchain. A quantum adversary, using Shor’s algorithm, can derive the secret key from the
public key in the transaction and sign a front-running transaction to steal an asset. Once the
transaction is finalised on the blockchain, when finality is reached, the transaction is protected
from a quantum adversary.

Our contribution is an analysis of the impact on both block sizes and number of transactions
per block that would be required if today’s ECDSA signatures were replaced by a post-quantum
signature scheme. Our overall finding after replaying existing transactions with post-quantum
signatures is that the number of transactions per block is a factor of 2 to 32 times smaller with
the same block size. We note that blockchains and DLT systems are fine-tuned systems and
the transaction message sizes, block sizes, and block interval times have been incrementally
optimised over time. Our research highlights the significant additional cost of adopting a post-
quantum signatures scheme and illustrates the need for smaller, more efficient post-quantum
signature schemes for blockchain and DLT systems. We note that, for some blockchains, it is
possible to simply decrease the block interval time. However, for other blockchains, this is not
practical. For example, bitcoin’s block interval time is 10 minutes, so you could simply change
this to one minute. However, most modern blockchains and DLT systems have block interval
times of around 15 seconds, so changing the block interval time will not be a practical solution
for most blockchains. This supports increased adoption of layer-2 protocols, such as roll-ups,
that batch transactions off-chain and commit roll-ups on-chain to layer-1 native blockchains,
scaling transaction throughput, and reducing costs. However, both layer-1 native blockchains
and layer-2 roll-up protocols need to be post-quantum secure.

2. Analysis of post-quantum signature impacts on blockchain

We examined the post-quantum cryptography finalist signature schemes from the NIST post-
quantum cryptography competition and the NIST stateful hash-based signature recommenda-
tions to determine the impact of upgrading from today’s non-quantum-safe signature schemes.
The proposed post-quantum signatures lack a couple of features that the blockchain takes
for granted today. Namely, there is no equivalent functionality for ECRECOVER that is used
today in blockchain to recover the public key from a signature without the need to send the
public key in order to reduce message sizes. All proposed NIST post-quantum finalists lack the
ability to create threshold based signatures [4] which is commonly used in blockchain to enable
delegation of signing authority to multiple parties where a threshold number of signatures is
required to execute a transaction, for example, 3 out of 5 signatures required.

2.1. Post-quantum signatures

The finalist candidate signature schemes from the US National Institute of Standards and
Technology (NIST) [5, 6, 7] Post Quantum Cryptography competition all have one thing in



common. That is, signatures larger than the current elliptic-curve ECDSA signature schemes
used by the current blockchain and DLT systems.

The NIST security levels for each post-quantum algorithm are specified in table These, in turn,
impact the size of the parameters input to each algorithm to meet the security requirements,
which, in turn, impacts key sizes and signature sizes.

NIST have standardised 3 stateless signatures schemes and 2 stateful hash based signature
schemes in 2020. The NIST standards for stateless signatures specify 3 algorithms: Dilithium,
Falcon and Sphincs. The NIST standards for stateful signatures specifies two algorithms that
can be used to generate a digital signature, both of which are stateful hash-based signature
schemes: the Leighton-Micali Signature (LMS) system and the eXtended Merkle Signature
Scheme (XMSS), along with their multi-tree variants, the Hierarchical Signature System (HSS)
and multi-tree XMSS (XMSS𝑀𝑇 ).

Table 1
NIST PQC signature finalists level 1 security and NIST stateful hash-based signatures
Signature scheme Underpinning technology State Private Key (bytes) Public Key (bytes) Signature (bytes)

ECDSA (today’s blockchain) Elliptic curves Stateless 32 32 32
Crystals - Dilithium2 [8] Lattice-based (MLWE/MSIS) Stateless 1,312 2,528 2,420
FALCON512 [9] Lattice-based (NTRU) Stateless 897 1,281 690
Sphincs+ SHA256-256f Simple [10] Hash Based Stateless 32 64 17,088
Leighton-Micali Signature (LMS)[6] 𝑤 = 16, 𝑝 = 67, 220 max signatures Hash Based Stateful 32 (𝑛) 56 (24 + 𝑛) 2,828 (12 + 𝑛(𝑝 + ℎ + 1))

eXtended Merkle Signature Scheme (XMSS)[6] 𝑤 = 16, 𝑝 = 67, 220 max signatures Hash Based Stateful 32 (𝑛) 68 (4+2𝑛) 2,820 (4+n(p+h+1))

Hierarchical Signature System (HSS)[6] 240 max signatures (2 levels) Hash Based Stateful 32 (𝑛) 60 (28+𝑛) 5,716 ((36𝑑 + 2𝑛𝑑 − 𝑛 − 20) + 𝑛(
∑︀

𝑝 +
∑︀

ℎ))

multi-tree XMSS (XMSS𝑀𝑇 )[6] 240 max signatures (2 levels) Hash Based Stateful 32 (𝑛) 68 (4+2𝑛) 5,605 [
∑︀

ℎ/8] + 𝑛(
∑︀

𝑝 +
∑︀

ℎ + 1)

Impact of migrating to NIST PQC candidate signature schemes

We examined the finalist NIST PQC candidate signatures [5] and NIST recommended stateful
Hash-based signatures [6] and used the key sizes and signature sizes at level 1 security to apply
to existing bitcoin transactions to determine the impact of replacing today’s ECDSA signatures
with a NIST signature candidate.

Impact of block size on blockchain performance

The impact of the block size and associated transaction size has been a constant debacle for most
blockchain developers. A larger block size will require a longer transmission time, as compared
to a smaller block size. A smaller block size will require a longer block composition time to clear
all transactions compared to a larger block size. Both performance factors are contradictory
to each other, implying that if one value increases, then the other value decreases, and vice
versa. In order to improve the performance of the network, a suitable/or optimal number of
transactions should be kept in each block (block size) so that transmission time and block
composition time are minimised. Singh et al. [11] identify a set of mathematical descriptions
of the task and that these are not single objectives but conflicting multiple objectives and use
multiple objective optimisation (MOO) techniques to solve these for a specific blockchain and
determine the optimal block size.



Impact of signature private key size

The size of the private key for digital signatures on the blockchain affects a blockchain or DLT
system in two important ways. The digital private signing key needs to be stored securely
off-chain, and this has traditionally been achieved by using a secure wallet. The private key
should never leave the wallet and should only be used to sign a blockchain or DLT transaction.
Hardware wallets are typically off-line storage devices with a Hardware Security Module (HSM)
and do not have large memories or large processing capacity. Consequently, this would require
much larger memory for wallets and limit the number of transactions a wallet could hold.
Stateful hash-based signatures can reconstruct the private key from a seed and rely on the
strength of the Pseudo-Random number generator available to the wallet.

Impact of signature public key size

The size of the public key for the digital signatures of the blockchain affects a blockchain or
DLT system in two important ways. Every blockchain or DLT transaction contains the public
key and needs to be transmitted as an unprocessed transaction to all blockchain mining nodes
and stored on the blockchain within a block. The identity of a wallet is the public key, and this
is stored as a hash of the public key on a blockchain and DLT system; consequently, the size of
the public key does not directly impact the blockchain identity. In our model we have changed
the hash function form a 256bit output to a 384bit output in line with NIST recommendations
for post-quantum hash algorithms. Unprocessed transactions will grow in size and impact
the bandwidth and speed of unprocessed transactions delivery. The transaction itself will be
recorded on the blockchain and consequently affect the amount of storage required in the block
it is placed in. The size of the public key is only relevant when a transaction is sent to the
blockchain. Otherwise, the hash of the public key is stored on the blockchain, therefore, not
impacting storage on the blockchain.

Impact of signature size

The size of the signature impacts both the size of the unprocessed transaction and the storage
size of the transaction placed on the blockchain in a block. The signature is used to sign a
transaction to prove that the author of the transaction has access to the signing private key
associated with the public key, enabling the assets contained in the public key (blockchain
address) to be opened and the transaction accepted for processing. Signatures, along with public
keys, are stored on the blockchain as part of the transaction record.

Table 2
Comparison of blockchain maximum block sizes
Blockchain/DLT Comment Max block size (MB)

Bitcoin [12] Started at 1MB increased over time 4
Bitcoin Cash [12] Designed for 32MB 32
Ethereum [13] Limit of block size set by Max gas consumption for a transaction and gas price total gas limit for all transactions in a block is 30 million gas 0.91844 (Maximum block size) August 21 2021
CORDA [14] maxTransactionSize specifies the maximum size for a LedgerTransaction (i.e. fully-resolved transaction including attachments). 4
Hyperledger [15] No hard limit but performance degrades with block size No limit



Combined impact of public key and signature size

The biggest impact of the combined size of the public key size and the signature size is the space
required for a transaction in a block. The space in a block is precious and the size of the block
impacts the overall performance of the system. Block sizes are carefully crafted to maximise
the performance of a blockchain or DLT system.

Proof of Stake

This research focusses on he impact of changing the signatures scheme on a blockchain. One
area we note but have not explored to date is the impact of moving to a Proof of Stake consensus
mechanism, where staking requires quantum safe signatures. This will add an additional
post-quantum signature requirement.

Grover’s impact on hash security

The impact of Grover’s algorithm effectively halves the security of the hash output length.
NIST have recommended move to SHA384 to ensure post-quantum security. We took this into
account for the transactions and pay to public key hash storage in a block. However, the move
to SHA384 requires a major upgrade to the blockchain addressing scheme and if a Proof of
Work (POW) consensus is used, a migration from today’s SHA256 to SHA384.

2.2. Retreading bitcoin transactions with NIST PQC signatures

To determine the impact of use of NIST post-quantum signature finalist algorithms, we examined
three years of bitcoin transactions and block sizes. This information is readily available from a
bitcoin block explorer web application and in this case Bitcoin.org data from dowaloading a full
node and calculating these raw data for the following:

• The average block size over the past 24 hours in megabytes.
• Average number of transactions per block over the past 24 hours.

From these two data points, we can calculate the average transaction size per block. Given
that there are a number of different transaction types, we can examine the impact of updating
the signature scheme from today’s ECDSA to a NIST PQC finalist signature scheme. In order
to unlock and "spend" a bitcoin, you need to provide the public key of the user owning the
bitcoin and sign the transaction with the private key tied to the public key. Addresses sent are
public-key hashes to protect the public-key address on the blockchain. We note that this is the
best-case scenario with the underlying assumption that all transactions are single signatures.
Many transactions will be multisignature transactions and if we were to implement these today,
we would use the taproot approach of Shnörr signatures [16, 17] to eliminate the need to store
multiple signatures in a block.



𝑖 = 𝑏𝑙𝑜𝑐𝑘 𝑛𝑢𝑚𝑏𝑒𝑟𝑠𝑡𝑎𝑟𝑡 𝑜𝑓 𝑑𝑎𝑦 (1)

𝑗 = 𝑏𝑙𝑜𝑐𝑘 𝑛𝑢𝑚𝑏𝑒𝑟𝑒𝑛𝑑 𝑜𝑓 𝑑𝑎𝑦 (2)

𝑑𝑎𝑖𝑙𝑦 𝑏𝑙𝑜𝑐𝑘 𝑠𝑖𝑧𝑒 =
∑︀

𝑖..𝑗 𝑠𝑖𝑧𝑒(𝑏𝑙𝑜𝑐𝑘𝑥) (3)

𝑑𝑎𝑖𝑙𝑦 𝑏𝑙𝑜𝑐𝑘𝑠 = 𝑗 − 𝑖 (4)

𝑏𝑙𝑜𝑐𝑘 ℎ𝑒𝑎𝑑𝑒𝑟 𝑠𝑖𝑧𝑒 = 80 (5)

𝑑𝑎𝑖𝑙𝑦 𝑎𝑣𝑒𝑟𝑎𝑔𝑒 𝑏𝑙𝑜𝑐𝑘 𝑠𝑖𝑧𝑒 =
(︁
𝑑𝑎𝑖𝑙𝑦 𝑏𝑙𝑜𝑐𝑘 𝑠𝑖𝑧𝑒

𝑑𝑎𝑖𝑙𝑦𝑏𝑙𝑜𝑐𝑘𝑠

)︁
− 𝑏𝑙𝑜𝑐𝑘 ℎ𝑒𝑎𝑑𝑒𝑟 𝑠𝑖𝑧𝑒 (6)

𝑑𝑎𝑖𝑙𝑦 𝑎𝑣𝑒𝑟𝑎𝑔𝑒 𝑡𝑟𝑎𝑛𝑠𝑎𝑐𝑡𝑖𝑜𝑛 𝑠𝑖𝑧𝑒 =
(︁

𝑑𝑎𝑖𝑙𝑦 𝑎𝑣𝑒𝑟𝑎𝑔𝑒 𝑏𝑙𝑜𝑐𝑘 𝑠𝑖𝑧𝑒
𝑎𝑣𝑒𝑟𝑎𝑔𝑒 𝑡𝑟𝑎𝑛𝑠𝑎𝑐𝑡𝑖𝑜𝑛𝑠 𝑝𝑒𝑟 𝑏𝑙𝑜𝑐𝑘

)︁
(7)

We recalculated the average daily block size by calculating the average size of a transaction
by dividing the average blocksize minus the block header size (80 bytes) by the average number
of transactions per block. Then given the average transaction size, we can recalculate the
transaction size based upon the revised size of both the post-quantum signature public key
and the signature size. We note that only FALCON has a block size less than 4MB. In 2017,
Bitcoin’s block size limit was replaced by a block weight limit of 4 million “weight units.” This
changed how data in blocks is “counted”: some data weighs more than other data. Represented
an effective block size limit increase: Bitcoin blocks now have a theoretical maximum size of 4
megabytes and a more realistic maximum size of 2 megabytes. This limitation means that even
FALCON has larger than 2MB block sizes for the same number of transactions.

We subtract the number of bytes for the ECDSA public key (32 bytes) and also subtract the
number of bytes from the ECDSA signature (32 bytes) and replace them with the addition of the
SHA384 hash of the PQC public key (bytes) and the PQC signature (bytes). This then gives a
view of the revised average transaction sizes (see Figure 1). Note Sphincs+ SHA256-256f simple
was excluded from the graph because it produced an infeasibly large transaction size for the
blockchain. We note that all NIST currently proposed replacement post-quantum signatures
do not support threshold signatures. If we were to include multi-signature transactions (i.e.
require multiple signatures for a transaction), then this would further reduce the number of
transactions possible in a given target block size. From the average transaction size (adjusted
for the PQC signature finalist), we can recalculate the average block size per 24 hours (Figure 2).

Table 3
Summary comparison of post-quantum signatures

Bitcoin Dilithium FALCON Sphincs256 LMS XMSS HSS XMSS𝑀𝑇

Average txn size (Bytes) 552 2956 1154 17624 3364 3356 6252 6140
1x 5x 2x 32x 6x 6x 11x 11x

Average re-calculated 1.165 5.88 2.284 35.108 6.688 6.672 12.45 12.223
block size (MB) 1x 5x 2x 30x 6x 6x 11x 11x

Number of transactions 1993 365 939 60 321 322 172 175
fitting into existing block 1x 0.18x 0.47x 0.03x 0.16x 0.16x 0.08x 0.08x

To maintain the same level of performance based on the same block size as bitcoin, we can
restrict the size of the block to the block size shown on average over each 24 hour period;
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Figure 1: Signature impact on average transaction size
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Figure 2: Signature impact on block size (MB)

see Figure 3. This illustrates the relative gap in transactions per block based on the adopted
signature scheme. We summarise this in Table 1, which shows the comparison of post-quantum
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Figure 3: Number of transactions per 1MB block

signatures and the relative sizes of transactions, block size and number of transactions that fit
into a 1 MB block.

For bitcoin, it is possible to reduce the block interval time (current target 10 minutes) to
adapt to reduced transactions in a block. However, for other blockchains, with smaller block
interval times, this option is not a practical solution. Ethereum, for example, has a 15 second
block interval time target. Reducing this by a factor of 3 would make a target block interval
time of 5 seconds, which would cause additional stresses on the performance of the blockchain.

3. Conclusion and further research

We have shown that the cost of using any of the NIST post-quantum finalist signature scheme
candidates has a significantly negative effect on blockchain storage and communications costs.
The FALCON stateless signature scheme offers the smallest signature scheme although it should
be noted that the FALCON team are currently changing the scheme to address side channel
attacks and the signature size is expected to increase. Stateful hash-based signatures offers
smaller signatures and more transactions in a block and thus offer the most practical upgrade
path at the cost of managing state in a dedicated wallet. Increasing the size of the block
will improve the number of transactions per block. However, there are practical trade-offs in
performance. For some blockchains, reducing the block interval time will be a possible solution.
However, the best approach would be a new signature scheme that has characteristics similar
to those of the current ECDSA signature scheme. NIST are currently running a competition for



smaller, more efficient signature schemes [19] and this research illustrates the need for such a
scheme for blockchain and DLT systems.

We observe that the increased cost of adopting post-quantum signatures in blockchain and
DLT systems supports the adoption of post-quantum layer-2 platforms to mitigate the cost and
increase the transaction throughput of the blockchain and DLT system. However, most of the
level-2 off-chain roll-up protocols today are not post-quantum safe, and both native layer-1
blockchain and layer-2 roll-up protocols will need to be post-quantum secure. As more valuable
digital assets are tokenised, we also observe that it is likely that the security level requirement
will increase. The NIST post-quantum signatures can offer higher security levels than today but
at a significant additional cost in terms of signature sizes and signature key sizes impacting
more negatively on the cost and performance for a blockchain or DLT system.
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