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Abstract  
The results of the presented researches dial with the software design study methods relatively 
to the industrial process control network-system on field level. Configuration and 
programming stages for base elements are investigated and substantiated. Students obtaining a 
bachelor’s or master’s degree do not have the opportunity to acquire knowledge in a structured 
manner precisely on the issue of assembling distributed automatic systems. It would be strange 
if it weren’t true, but the knowledge of networked distributed automation systems still needs 
structuring and generalization. We developed a methodology concept to structure and 
generalize knowledge regarding the construction of distributed network automated control 
systems based on an industrial field network for information exchange. Only a systematic 
approach in the organization of education in the field of distributed network automation 
systems can guarantee quality education for future engineers. This article presents an attempt 
to structure the necessary educational material. Representation of the ultimate learning goal in 
the form of a universal networked automation system that has the ability to be distributed 
thanks to industrial field network protocols. In the article, we analyzed a variety of material on 
certain aspects of the development of a distributed network automation system, systematized 
this material and summarized it, thereby forming the structure of educational content for 
textbooks on industrial automation.  
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1. Introduction 

The practical implementation of control systems based on modern approaches makes it a problem 
for developers or system integrators to deal with choosing the software and hardware architecture of 
the future system. Thus, during the training of specialists in automation and computer-integrated 
technologies, the presentation of the most important stages of synthesis of a process control system that 
uses modern programming languages, special methods of debugging, network management, 
involvement of configuration characteristics of individual system elements are required. As already 
mentioned above, today there are no concrete educational and methodical materials or textbooks that 
would summarize the process of creating distributed network automation systems. There are only 
separate user instructions for a limited group of narrow specialists. Whereas the educational process 
requires a systematic approach to solving the issues of structuring educational material. Instrumental 
structuring is present in production conditions, but this has not yet been reflected in the educational 
process. Creating a final educational product is relevant today: textbooks, methodological guidelines, 
curricula, programs of laboratory workshops or industrial practices, which is not possible without 
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researching the set of issues that need to be presented to the applicant. The developer of the educational 
product should be guided by the recommendations developed in this article, and the acquirer of the 
educational product should receive a high-quality modern level of education, in accordance with the 
requirements of the labor market and the needs of Industry 4.0. 

2. Literature review 

Today, the leading manufacturers of industry equipment are focusing on expanding the range of 
universal and interchangeable element base of automatic devices as a response to customer needs in 
control and management usability [1], [2], [3]. In paper [1] it is indicated that the research and 
development in the field of automation includes programmable logic control (PLC), robotics, 
distributed control system (DCS), computerized numerical control machine (CNC), radio frequency 
identification (RFID). The design of intelligent systems for scheduling and manufacturing the product 
such as flexible manufacturing systems (FMS), computer aided manufacturing (CAM), computer 
integrated manufacturing (CIM), lean manufacturing and green manufacturing are considered as well. 
Paper [2] discusses the practical use context of HMIs in smart factories and offers HMI 
recommendations for users, designers, and researchers. In work [3], a device named IoT-PLC is 
designed and prototyped, in an effort to generate a PLC tailored for the Industry 4.0 revolution. The 
proposed IoT-PLC operates as a containerized piece of equipment, with each functionality packaged 
within a separate container. It uses a virtual device model that works as an abstraction method to 
represent real entities, so that IoT-PLC applications can interact transparently and with straightforward 
compatibility with upper cloud layers.  

The main attention today is focused on the hardware compatibility of particular elements of 
automation systems. The manuscripts [4-5] address improvements for PLC network availability by 
using correct data slicing at the application level along a tuned transmission rate in accordance with the 
noise levels of the power grid. Successful communications, even at low rates, mean that no manual 
interaction from energy supplier operators is needed to reduce the maintenance costs for both the energy 
companies as well as for the end user. 

On papers [6], [7] are describing the so-called enabling technologies and systems over the 
manufacturing environment. Providing the possibility of creating many hardware structures, 
manufacturers particularly avoid the question of creating methods for synthesizing the software of 
automated control systems, their full composition, open for further research.  

The results of recent applied and theoretical research [8] in the development of methods for the 
synthesis of distributed automated control systems contain mostly classification of future expected 
properties, network architecture, remote control, a list of modern communication technologies and 
software components that can be used for synthesis.   

Previously, the field of automation and management had to be provided only with terminological 
support, regulations of forms and order of document circulation. It is typical that the stages of automated 
control systems creation are still supported, however, only by the organizational and general tips of the 
engineers of automation implementation.  Thus, the issue of developing educational methods for the 
synthesis of software for automated control systems with a modern component base has not been 
studied. 

Without a systematic approach to this problem, sustainable development of the engineering 
education system [9] is impossible. The relevance of the chosen topic is also confirmed by the opinion 
of experts, who believe that the lack of necessary elements in the education of a future engineer critically 
affects social development in general, including the development of industrial capabilities of modern 
society [10], [11]. Moreover, the lack of attention to at least one educational component leads not to the 
stagnation of the process of industrial development, but even to the degradation of industry and a decline 
in the economy. Finally, there is a consensus that engineering education needs to be developed to 
support sustainable development [12], [13]. 

3. Methodology 

The only methodological approach in finding ways to improve learning in the field of distributed 



network systems of automatic control is, in our opinion, the way of analysis, generalization and 
construction of the structure. This is supported by a cohort of specialists in the educational field that 
prepares future automation engineers [14], [15], [16], and distributed network systems also researched 
in [17], [18], [19], [20]. 

Regarding the analysis, the following actions were performed: we analyzed the results of specialized 
google-search-request, such as “(study OR learn OR education) materials ( automatic control  OR 
automatic system) AND industrial networks site:*.edu”, especially concerning educational resources. 
It was revealed that there is almost no engineering educational literature on the methods of building 
automatic control systems based on industrial networks in such a way that the knowledge obtained in 
this way could be used precisely in engineering practice in industry, or in the practice of educational 
projects. 

Regarding the generalization. The structural elements that should be in the educational content are 
highlighted.  First of all, attention was paid to components that are missing or that are considered 
inaccurately. This mainly concerns the elements of learning to create visualization, network connection, 
interaction in a multi-component industrial network, creation of concrete software modules with 
network capabilities, the unity of the entire network system as a single workspace, including the 
capabilities of interaction with the equipment operator. 

Regarding the structuring. Here there is a need to repeatedly revise the order of submission of 
educational material. Finally, it is necessary to try to transfer production experience to elements of 
training. Introduce an element of development into the learning process. There is a need to emphasize 
the universality of the educational content, with the help of which a future engineering student could 
design a certain variety of automation systems with network connections. 

4. Results 
4.1. Proposed work 

Before initializing the educational process or any educational course around the field level of modern 
distributed control systems it is necessary to plan the main stages, to take in mind what device-structure 
could be involved in laboratory sets. And, as a result, the strict requirement is to evaluate hardware and 
software obstacles that can appear in laboratory activity.  All of these are far described. 

Defining hardware requirements 
The content of the software debugging process of the distributed control system is determined by 

the architecture composition model. A typical set of modern automation equipment designed to control 
technological processes can be presented into the following basic components (see figure 1): 

1. techniques of measuring the parameters of the technological process according to various 
sensors with analog, discrete or digital output; 
2. techniques of storage and execution of control programs according to programmable logic 
controllers (PLC); 
3. techniques of collecting and processing of raw data to technological parameters according to 
modules of input/output analog and discrete signals; 
4. tools that provide human-machine interface (HMI) according to graphic and text panels of the 
operator; 
5. techniques of communication according to industrial field buses, local and global Internet; 
6. techniques of setting the configuration and creating the software part of the automated process 
control system according to programming environment of controllers, visualization, SCADA-
system, various software configurators, OPC and WEB servers; 
7. special purpose power equipment, which presents as an object to control or is designed to 
provide certain modes of actuators and drives operation. There are power devices controlled by 
standard levels of analog and discrete control signals: drives, power variators and starters. 
The experience of system synthesis on the basis of the presented components shows that the most 

efficient design in productivity means and control systems fast development will be achieved in case of 
use of components group 2-5 from one manufacturer. This fact is connected with the still particularly 
unresolved issue of absolutely guaranteeing the compatibility among automated control system 
elements of different manufacturers according to the standards of industrial field buses. 



 
Figure 1: The common structure of the automated control network system 

 
Definition of software requirements 

Modern industrial automation concept definitely needs software support. Software systems must be 
developed as tools such as computer aided software engineering (CASE) and must support the 
generalized international standards IEC 61131-3, which allows their systematic study and use as an 
integral part of the theoretical representation of the automated control systems synthesis. The CASE 
provides a set of software development tools with elements of computer support such as templates, 
standard blocks, standard functions, automatic code verification, code and program interface blanks. 
IEC 61131-3 is an industry standard that defines five programming languages for PLCs. 

Definition of requirements for stages of automated control system synthesis 
In case of modern equipment use, the creation of a process control system involves the following 

initial stages (figure 2): 
1. the stage of direct design of the system (the equipment selection and combine at the physical 

level); 
2. the stage of setting the configuration of the interfaces of individual devices, in order to further 
connect them at the software level; 
3. the stage of programming of the control devices of the automated control system. 

 
Figure 2: The common stages of the automated control network system synthesis 

 



Definition of the content of the interface configuration and programming stages  
At the stage of programming and configuration, the system is already mounted and the devices are 

already connected to the network lines. However, in time of accessing devices from a computer to set 
certain device parameters, a conflict may occur because the network configuration of the devices has 
not yet been set and the devices may have the same network addresses. Which may cause a network 
conflict. Therefore, to avoid this case would be rather to turn off the power of one of the conflicting 
devices, or disconnect all conflicting devices from the network and, connecting them in certain order, 
set the configuration settings or download the control program. 

 

 
 

Figure 3: The algorithm of configuration and programming of the automated control network system 
 
According to the list of selected equipment, the algorithm for software debugging of the system 

elements can be represented as follows (see figure 3): 
1. Set the parameters of the PC-PLC connection via Ethernet or via other alternative connection 
(requires the involvement of a software product according to programming environment, creating a 
project in it for the controller program). 
2. Set the value of the minimum and maximum PLC cycle-time (also performed in the 
programming environment). 
3. Configure the network input PLC tags for operation by ModBus, Profibus, CAN and physical 
ports RS-485, Industrial Ethernet for communication with external modules and sensors. 
4. Configure the network output PLC tags for operation by ModBus, Profibus, CAN and physical 
ports RS-485, Industrial Ethernet for communication with external modules and sensors. 



5. Configure the network input/output PLC tags to work by industrial field bus to communicate 
with HMI devices (tags will pass values to the HMI panel for display on the screen, other variables 
will read values from the status registers of control buttons and digital input fields on the HMI 
screen). 
6. Use the tools of standard libraries to compile a program in one of the IEC61131-3 languages to 
control the parameters of the technological process. 
7. With the help of configurator programs of external input modules to set the configuration 
parameters of physical outputs, determine their names and network addresses in industrial field 
buses. 
8. With the help of configurator programs of external output modules to set the configuration 
parameters of physical outputs, determine their names and network addresses in industrial field 
buses. 
9. Use the HMI panel configurator program to create a control process visualization form. Create 
links between display elements/values and program PLC tags. Setting up the HMI panel to work in 
the field bus with the appropriate field protocol. 
The specificity of typical network systems of field-level automation is that the equipment is uplinked 

during the operation over Modbus, Profibus, CAN. The panel, PLC, I/O modules have RS-485 ports 
and, with a simple two-wire connection, create a digital network which can operate without external 
control. The connection takes place using network tags in each device and under the control of a master 
device, such as a PLC. However, if the enterprise network case is considered with remote control from 
SCADA, the PLC and the SCADA-installed computer are connected to Ethernet. A connection 
established between them involves setting configuration parameters of network devices. If the 
connection is established, the interaction with the process flows through special variables in the PLC 
and OPC server, which is software connected to SCADA by tags. 

4.2. Experiment 

Experiments in education can be provided in groups of students that are getting qualification in the 
field of automation. The standard ways to involve proposed methods in the study process are accepted. 
There were such approaches: applied the proposed system of study material to academic disciplines of 
the last year and year before the bachelor degree achievement was completed (2020-2021, 2021-2022 
academic year). The brief description of some parts of study sequences that were learned in and out of 
the classroom and performed by students in the laboratory practices as well as a brief description of the 
laboratory hardware array are presented below. 

Description of basic equipment 
To perform educational experiments, a branch was developed on the basis of laboratories equipment 

of the Department of Automation and Computer-Integrated Technologies of Zhytomyr Polytechnic 
State University. CoDeSys-compatible industrial PLC was used. Analog/discrete input/output is 
realized by PLC-compatible individual modules. The controller is located distantly from the power 
equipment. The control signals will be transmitted via the Modbus industrial network from the 
controller to the analog output module, and the signals from the sensors will be transmitted in the same 
network via the analog input module. Only I/O modules allocated nearby PLC. A modern HMI with 
color display, touch control capability and advanced program for interface creation are used. The HMI 
programming system which provides typical operations is also connected to the field network via the 
Modbus protocol. USB/RS-485 and USB/RS-232 interface converters are used to ensure PC versatility 
with system modules. We will consider the automated control system, where the PLC will play the role 
of PID controller with input and output signals, which will be implemented through network I/O 
modules. 

Setting the configuration according to proposed method 
Several step to realize experiment are shown as follow: 
1. Setting the PLC connection parameters over the Ethernet network (requires the involve- ment of 

the CoDeSys software product and the creation of a project for the controller program): 
• Run CoDeSys IDE and start a new project / set PLC model / create Program Organization Unit 
(POU), type of POU set to Program; choose language of POU save the project to the local PC disk. 



• The PLC must have its own IP in the local network. To download the program to the controller, 
communication is established with the PLC via Ethernet: Login Communication parameters New 
TCP/IP (level 2): select IP address and port (sometimes standard IP and controller port set by the 
manufacturer are offered). After that the connection to the controller is created (Login Login). It is 
now possible to download the program to the controller when it is ready. At this stage, it is still 
recommended to try to connect to the PLC to check the communication channel. 

If the connection does not work, it is possible for the following reasons: 
Reason 1: If access to the local network is not allowed to devices with an unregistered MAC address, 
you must contact the network administrator to provide a fixed IP to the controller with a specific 
MAC address. 
Reason 2: After connecting to the controller, in case the controller IP is not fixed, it is possible to 
specify a new IP address for the controller. In our case, this can be done with the SetIP command, 
via the so-called PLC Browser. In other cases, it may be stored in hardware configuration tabs. It is 
important not to forget to enter the new IP in the parameters to the Communication parameters set, 
because after changing the IP, the connection to the old IP will be immediately terminated. 
Reason 3: The IP should be chosen so that the computer and the controller are working on the same 
subnet. Therefore, if there is no connection, it is still possible to establish it via Ethernet by installing 
another IP of the computer itself. Configure computer network settings needs to open the properties 
of the current LAN - Ether- net connection and to set the additional IP address of the computer in 
the properties of the TCP/IP protocol in the settings of the Windows network environment. 
2. Setting the values of the minimum and maximum PLC cycle times (performed in the CoDeSys 

IDE). Typical cycle limits for PLC can be MinCycleLength, ms = 15, MaxCycle- Length, ms = 100. 
3. Specify the configuration of the network input tags of the PLC to work in the field bus to 

communicate with the network sensor input module. In our case it is ModBus. 
The setting is to set the protocol status parameters when the PLC is running in the Modbus network 

(master/slave). By default, the Append Subelement parameter is selected as Modbus (Master) (see 
figure 4, a).  

 
Figure 4: The structure of the menu of configuration of network interaction modules between PLCs 
and devices in the Modbus network: a) adding a network module directly; b) connecting the module 
to the PLC port; c) determining the parameters of network exchange. 

 
That is, our PLC will act as the connection manager. For Modbus (Master) mode, add a software 

module with physical interface parameters (e.g. RS-485 [SLOT] (see figure 4, b)). Next it is needed to 
configure the physical interface settings. At this stage, the recommended values of network exchange 
parameters are determined (see figure 4, c). Here it is necessary to take into account the parameters of 



the network interfaces of those remote modules, I / O modules, to which we will try to connect. For 
example, for some network devices, the recommended connection speed is 9600 bits per second. Next 
you need to determine the type of Modbus protocol: RTU, ASCII. Other parameters can be left 
unchanged, leaving the recommended values for them. The default value of such a parameter as parity 
check is left as NO PARITY CHECK, for the parameter number of data bits (Data bits) we leave value 
8 bits, stop bits (Stop length) - One stop bit, Framing time - 0 ms . 

The feature of further configuration is to add a sub-element (Append Subelement ->Universal 
Modbus Device) (see figure 5, a) connection to each remote module and adjust the sub-elements 
parameters. In fact, we are adding a virtual remote Modbus device. The main parameter is the Modbus 
network address parameter of the module (remote device) to which we establish a connection 
(ModuleSlaveAddress). Other parameters are usually left unchanged (Work mode, Polling time, 
Visibility, Amount repeat, Byte sequence). 

The parameters Module IP, TCP Port, Net Mode are important (see figure 5, b). These parameters 
are set for the application of the Modbus network via Ethernet, i.e. the Modbus protocol built into the 
TCP protocol. This concept is called Modbus TCP, then each module additionally receives its own IP 
addresses. 

 
Figure 5: The structure of the menu for adding to the network interaction modules (between the PLC 
and the devices in the Modbus network) the unit of the network device to which the access will take 
place: a) the menu for adding the device unit; b) the window of network parameters of the added 
device. 

 
Then the variables (registers) that need to be polled directly from this device are added to the network 

Modbus sub-element (actually a virtual remote Modbus device), and communication parameters are set 
for each of them. As the input module is configured, the corresponding configuration must be added as 
a separate sub-element (Real input module) (see figure 6, a). Next, specify the address of the register to 
read, which is assigned to register in the remote module (Register Address). At this address, our PLC 
will read the value to the input of the PID controller. The next important step is to define Modbus special 
actions, ie Modbus commands. Since the reading will take place, it is needed to use the commands 
"0x03" (read of one or more (up to 125 at a time) holding registers) or "0x04" (read of one or more (up 
to 125 at a time) internal registers) (see figure 6, b). It is also possible to use the command "0x02" (read 
of one or more (up to 2000 at a time) input coils), if there is a reading of discrete signals such as "on / 
off". 

Finally, our register is now a full-fledged tag (variable) that we can use in a PLC program. The 
setting process must be completed by giving the register a name (for example, "pv_value", which under 
the form of a TAG will be connected to the input of the FBD block of the PID controller in the PLC 
program). Reading values from the remote module will take place without the direct involving of the 
PLC program, i.e. automatically. 

 



 
Figure 6: The structure of the menu for adding network interaction variables (between PLCs and 
devices in the Modbus network) to the network device block: a) menu for adding variables; b) the 
window of network parameters of the variable. 

 
4. Setting the configuration of the PLC network output tags for operation in the field network, with 

aim that is communication with the network module for outputting control signals to power supply 
devices or flow control devices. 

Here it can be used the already added network configuration element Modbus (Master) (see above). 
The only difference is that it is needed to write the data to a remote register now. So another Universal 
Modbus device is added. Similarly, it is set to Modbus address (ModuleSlaveAddress), and 
communication parameters (Work mode, Polling time, Visibility, Amount repeat, Byte sequence). 

Next, it is necessary to add to the module the tag (register) in which our PLC will write data on the 
network. In fact, these are the physical outputs of the remote network signal output module. Therefore, 
guided by the already described above method, a separate sub-element is added - the register for writing 
values (Register output module). Similarly, the register is given the internal hardware address that it 
has in the remote network output module. The Modbus command is also selected to write the value to 
this register. Use the "0x10" command (Preset / Write Multiple Registers) or the "0x06" command 
(Preset / Write Single Register). It can also be the command "0x05" (Preset / Write Single Coil), or the 
command "0x0F" (Preset / Write Multiple Coils), if the control of digital output type "on / off". The 
configuration should be completed by providing a register name in order to use it as a tag (variable) in 
the PLC program (for example, change "pwm_mk", which will output the FBD block of the PID 
controller). 

5. Configure the network input / output tags (variables) in the PLC program to work in the field 
network as a master to communicate with the HMI device. The tags created in this step will transfer the 
values from the PLC program to the HMI panel for display on the screen, other tags will read the values 
from the status registers of the control buttons and digital input fields on the panel screen and transfer 
them to the PLC program. 

• The simplest configuration of the HMI panel starts with assigning register addresses that will 
store numeric values involved in the visualization form (they are usually set arbitrarily within the 
panel memory areas: volatile bit register memory - PSB, volatile double byte memory PSW , non-
volatile PFW memory, or retentive registers, etc.). Bit registers are usually assigned to save the status 
of buttons, indicators, marks confirming the actions of the operator - the standard function of 
acknowledge. Byte registers are used to store numerical values of settings, measured values of 
technological parameters. Byte register sets - to store text notifications and data sets for graphic 
trends and logs. 
• Next, in the programming environment of the operator panel, a new project of the presentation 
visual form is created, which will serve as the operator’s work panel. 
• Given that the panel will work in the field network in slave mode, it‘s not need to set special 
functions for the selected HMI registers. All it must be is set the slave mode, the network address of 
the HMI device in the HMI project settings, and write down the assignments and addresses of the 
selected registers operating inside the panel itself. 
• Based on the data on the internal addresses of the HMI registers, it is need to return to the PLC 
programming environment (CoDeSys in our case), and create a network module in the main program 
(in our case, the network configuration element Modbus (Master)), which will communicate with 



HMI, and for which it is need to specify the network address of the HMI. The next step is to add the 
appropriate network sub-elements (Register output module, Register input module) to the network 
configuration. Each subunit that is created must be configured to the internal HMI address of the 
register and the name of the corresponding tag for the PLC program. These sub-elements will be for 
reading or writing data using field network functions (for Modbus these are the functions: "0x02", 
"0x03", "0x04", "0x05", "0x06", "0x05", "0x06", "0x10", "0x0F"). For each of them specific HMI 
registers exist. This methodological stage is described more fully in the previous. For example, if a 
visual form of elementary PID controller configuration via the Modbus network had been created , 
the following tags and their processing are enabled: controller output power / tag name "pwm" / 
HMI address = PSW300 / PLC Modbus write function = 0x06; the current value of the technological 
parameter (stabilized by the regulator) / "pv_value" / "PSW301" / 0x03; the value of the PID-
regulator setting point / "cur_sp" / "PSW302" / 0x03; bit of auto-adjustment status of the PID-
regulator / "anr_state" / "PSB300" / 0x01. 
6. Using the tools of standard libraries for a PLC-controller program creation. 

Typically, PLC manufacturers provide well-designed software elements that perform standard 
control functions: a variety of relay-regulators, PID-regulators, signal processing units, analytical 
units. All this is delivered to the user in the form of software libraries for the PLC programming 
environment. In our case, the PID_Regulators library is among the list of CoDeSys libraries 
available for the project. Depending on the language of the IEC61131 standard, the PLC program 
will be created, the library software elements will be presented in proper form. This can be a 
representation in the form of FBD blocks, functions of the ST language, functions of the IL language, 
and so on. 

Also in our case when the creation of the program is being it is considered that results of 
measurement of technological parameter should arrive in the software block of the PID-regulator 
from the external measuring device - the network input module, and control signals from the PID-
regulator will be transferred to the external output module. These values can be received and 
transmitted using the network tags already defined previously. 

The example of an FBD program for a PLC that performs PID control is shown in figure 7. 
 

 
Figure 7: The example of the structure of PLC program that performs the functions of a remote 

network PID-regulator 
 



Analysis of the residual level of knowledge 
Analyses of the knowledge level in the area of field level were performed and could be shown by 

table 1 and diagrams on figure 8 and 9. 
 
Table 1 
Distribution of knowledge about the field level of automation systems between students of different 
years and transfer of knowledge between years of study 

Academic year --> 2020-2021 2021-2022 

Categories --> 
last year 

 of bachelor's 
degree 

year before 
bachelor's 

degree 

last year 
 of bachelor's 

degree 
The qualification works with the 
mentioned “industrial network 

based automation system” 
40% — 70% 

The individual projects works with 
the mentioned “industrial network 

based automation system” 
60% 40% 50% 

Tests successful results at the 
defined field of knowledge  90% 70% 90% 

Tests quality level results at the 
defined field of knowledge 

high: 40% 
middle: 50% 

high: 50% 
middle: 20% 

high: 60% 
middle: 30% 

Region needs for professionals in a 
certain field of knowledge on the 

labor market 

greater than  
30 persons 

greater than 
50 persons 

greater than  
50 persons 

Successful professional 
implementation of bachelors in the 

labor market 
30% — 40% 

 
 
 

 
 
Figure 8: Of the graduate year students’ tests quality level results (a transfer of knowledge between 

years of study and a decent assessment of residual knowledge for students that are studying 
automation) 



 
Figure 9: Successful professional implementation of bachelors in the labor market 

5. Discussion 

Achieved experimental results prove that implementation of a complex approach in early stages of 
the automatic systems study (that include field level of automation systems) can be realized into 
improvement of the professional knowledge perception skills on the later stages of study. This process 
can be defined as transfer of knowledge between years of study. Fair to point out that the students, who 
got special knowledge in the early stages, became understand the employers’ requirements much early 
and, thus, have a good motivation in studying.  The materials presented in the main part undoubtedly 
expand the view on the organization of training of future students of engineering specialties related to 
the development and implementation of automation systems at distributed facilities. The 
methodological basis embedded in this cluster of educational material is a "skeleton" that will allow 
building up structured parts clarifying certain aspects of concrete practical issues regarding the 
development of distributed network systems of automatic control.  

The material, which until now was represented by scattered pieces of technical recommendations, 
instructions, user guides, and references for specialist engineers, has now been presented as a single 
unit, parts of which are structured, a selective sequence of teaching has been made, and new connecting 
parts have been added to this material. Now this set of educational content can be considered the basis 
for further expansion and addition of the educational methodology of distributed automation systems 
engineering. Although the presented methodology is open for revision and is not the last resort. 

In the experimental section, an example of educational design is given, where we can clearly trace 
the relationship between all technical (hardware and software) elements of the system. The 
inseparability of the flow of information, which the student must learn to organize and configure, is 
shown. It is important that no component can be removed from the educational process, otherwise it 
will not be possible to teach how to build a complete system of automation, the feature of which is its 
networking and distribution of functions and components. 

6. Conclusions 

The materials presented in the article can be used to apply research of the empirical level of the 
studying process of automatics engineers and professionals everyday practice. The results of research 
consist of a systematic learning process of the configuration and software design for automated control 
systems on field-level technological processes with a typical hardware structure. The areas of 
knowledge that need to be used to perform the main stages of the synthesis of the control system are 
described. This list of requirements is proposed as a separate input stage of the synthesis. The 
recommended general structure of elements and connections of the modern control system is offered, 
which according to the list of components and performed functions can be applied to the small and 
medium complexity automated systems. The stage of interface configuration and programming is 
represented by the developed list of benefit stages of synthesis of the software part of the control system. 



Specific and detailed implementation of recommendations have been developed for each stage. The 
confirmed experimental results of technique application for basic elements of a system are archived in 
educational laboratories. The experimental results are also general and fully relate to the work on the 
creation of any automated control systems.  

Approbation of the methodology of the sequence of presentation of the material and its content 
showed a good effect of knowledge transfer between years of study and a decent assessment of residual 
knowledge for students studying automation. The proposed methods, techniques and approaches can 
be used to improve teaching methods and STEM tools for students who are mastering in automation 
and computer-integrated technologies at the bachelor’s and master’s levels.  In addition, a survey of 
employers shows a confident increase in demand for field-level automation system specialists.  

Finally, note, the methodology leads to the specification of skills and abilities acquired by students, 
future specialists in the field of automation and machinery building, focusing on working and improving 
the performance and functionality of existing automated process control systems based on network 
technologies and PLCs, including in the context of Industry 4.0. 

It is likely that the role of specialists in field-level automation systems will continue to grow, which 
will pose new challenges to the technical and engineering education system in today's global world. 
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