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Abstract  
We propose and consider models and methods of user authentication based on their 
handwritten signature. Identification of users accessing confidential information is a critical 
and unresolved issue in information security. Traditional password protection methods have 
several drawbacks. Therefore, biometric identification of users is being considered as an 
alternative or addition to password systems. Biometric identifiers are closely associated with 
individual users, making it difficult to gain unauthorized access. The authentication decision 
in biometric authentication systems is determined by comparing the user's biometric etalon 
with the biometric data provided during the authentication attempt (login). The user's biometric 
etalon is created by studying specific individual characteristics of the user. These 
characteristics are reflecting the user's dynamic behavioral traits. A possible biometric 
characteristic that can be utilized for user authentication is the handwritten signature. 
Handwritten signatures are legally and socially recognized as a form of biometric 
authentication that is commonly used for human identification purposes. One major drawback 
of handwritten authentication systems is their high cost due to the need for specialized 
equipment installation. We propose a model for implementing a computer data protection 
system against unauthorized access based on handwritten signatures, utilizing mobile devices 
with the Android operating system as signature input devices. This approach aims to provide 
an affordable solution for biometric authentication, making it more accessible for a wider range 
of users. Functional structural and logic models of user authentication based on their 
handwritten signature are proposed. As part of the research, copyright registration certificates 
were obtained for the software applications that were developed to support the proposed model 
for user authentication based on handwritten signatures.  
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1. Introduction 

An important and still unsolved problem of information protection is the effective identification of 
the user who gets access to it. There are several drawbacks associated with relying on traditional 
password protection. [1, 2]. For example, in case of violation of the confidentiality of the password, 
which can often remain unnoticed by its owner, the protection of all information to which he has access 
is immediately violated. Biometric identification can be viewed as a viable replacement for or 
supplement to traditional password-based authentication [3, 4]. Biometric identification and 
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authentication technologies have a number of advantages over traditional ones and are increasingly 
used in computer systems. 

Biometric identification methods are broadly categorized into two groups: static methods, which 
rely on the physical characteristics of a person, and dynamic methods, which utilize behavioral patterns 
or subconscious movements during the performance of an action. Both static and dynamic biometric 
identification methods are complementary areas of research. However, dynamic methods, which are 
based on subconscious movements during action, offer stronger security than static methods. 
Nonetheless, these methods have certain drawbacks, including a higher likelihood of authentication 
errors and false positives, as well as a longer learning process compared to static methods [4]. Dynamic 
methods commonly involve the analysis of the user's voice or handwriting dynamics, both on paper and 
on a keyboard. 

The handwritten signature is a biometric characteristic that is widely recognized for its legal and 
social significance in authenticating individuals. Therefore, it is relevant to consider its use in computer-
based user authentication systems.  

The complex and detailed structure of handwritten signatures poses a challenge for employing 
mathematical methods for authentication and identification, which often results in significant 
computational costs. 

Handwritten signature recognition and verification systems can be classified into two types based 
on static and dynamic characteristics, respectively. 

Static characteristics based systems analyze only a static image of a handwritten signature, without 
considering any additional attributes. That is, the graphic drawing obtained during the signature is 
evaluated. Most often, such systems are based on the use of neural networks, which are actually used 
as a decision-making algorithm [5]. Such recognition systems have one important advantage – they do 
not require access to additional input processing devices. 

The main disadvantage of static signature recognition systems is the ease of compromising. For this, 
it is enough to have the author's signature and practice reproducing it, or simply encircle it [6, 7]. 

In dynamic characteristics based systems, during signing, additionally collected information about 
the dynamic features of the signing process. According to sources [6, 8], dynamic information can 
encompass the following characteristics: 

• spatial coordinates of the pen tip; 
• pressure exerted by the pen tip on the tablet; 
• azimuthal angle of the pen; 
• angle of the pen. 
Dynamic features enable the creation of various biometric vectors and decision-making algorithms, 

such as statistical methods and neural networks, for improved user authentication based on handwritten 
signatures.  

Dynamic signature recognition systems offer the advantage of incorporating dynamic 
characteristics, which renders it nearly impossible for an attacker to replicate the victim's signature [8]. 
However, the primary disadvantage of these systems is that they necessitate the installation of 
specialized equipment for signature implementation, making them a costly option for regular 
authentication purposes. 

The presence today of mobile devices of almost all users, prompted the idea of using them in 
authentication systems. This may allow to replace specialized hardware by mobile devices.  

A user authentication model based on handwritten signature recognition using mobile devices is 
proposed [12]. The peculiarity of this model is the presence in it of two components: stationary (server 
part) and mobile (client part). 

2. Methods used across model 

The proposed model involves several methods, including the method of establishing a secure 
connection, the method of forming the user's handwritten signature time characteristics vector, the 
method of forming the user's handwritten signature biometric characteristics vector, the method of 
forming the user's handwritten signature biometric etalon, and the user authenticity verification method 
based on the Hamming metric [12-14]. Let's briefly consider each of these methods. 
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2.1. Method  of  establishing  a  secure  connection  between  a  mobile  and 
stationary component 

Method of establishing a secure connection was considered in [12]. Its essence is the use of an 
SSL/TLS socket, which provides encryption of data transmitted between the client and the server [15]. 

To establish a secure connection, the stationary component compiles a list of necessary data, 
including the server's IP address, port, seed (random number), connection method label (LAN, WAN, 
server as access point), SSID, and wireless password (if applicable). The component then generates a 
QR code with the aforementioned data, which is displayed on the screen. The mobile component scans 
the QR code to initiate the SSL/TLS socket opening procedure (Fig. 1). 

 

 
Figure 1: Secure connection establishing schema 

 

2.2. Method  of  forming  user's  handwritten  signature  time  characteristics 
vector 

Method of forming user's handwritten signature time characteristics vector was considered in [12, 
13]. The proposed model employs the x and y coordinates of the pen tip at a specific moment in time t 
as the parameters of the time characteristics vector. However, the period t  after which the coordinates 
are collected must be both constant and sufficiently small to ensure the precision of calculations, in the 
system being developed 317 *10t s  . The following characteristics can be obtained through the 
touch screen of most all smartphone or tablet [16, 17]. Consequently, by inputting a signature, a vector 
of time characteristics v  can be obtained in the following format: 

1 1 2 2(( ;  ),  ( ;  ),  ...,  ( ;  )),   / ,N Nv x y x y x y N T t      (1) 

where N - the total number of points acquired during signature entry; 
 T - total time taken to input the signature. 

2.3. Method of forming user's handwritten signature biometric characteristics 
vector 

Method of forming user's handwritten signature biometric characteristics vector was considered  
in [12, 13]. When forming the biometric vector, the data of the time characteristics vector (1) are used. 
The entire signature is divided into a fixed number of intervals n of the same length /k N n . For the 
proposed model 40n   (determined experimentally [13]). It is proposed to determine the average speed 
of its entry is  and the inclination angle of the vector between beginning and end of the studied interval 

id  at each studied interval. It is proposed to calculate these values using the following formulas [18]: 
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Thus, the biometric vector will have the following form: 

1 2 1 2( , ,... , , ,... )n nv s s s d d d   (2) 

Let's introduce the general form of the biometric vector based on (2):  

1 2 1 2 2( , ,..., , , ,..., ),n n n nv P P P P P P    (3) 
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where iP  – parameter of the biometric vector defined by (4). 

2.4. Method of forming user's handwritten signature biometric etalon 

The method of forming a user's biometric etalon is closely related to the method of making a decision 
on user authentication. It is proposed to use the Hamming measure as the basis of the user recognition 
algorithm. In general, the Hamming measure (distance) is used for row (vectors) of the same length and 
serves as a metric of difference (a function that allows you to determine the distance in metric space) 
of objects of the same size [11]. 

In training mode, the authorized user provides L of his signatures (enters the signature L times). This 
will correspond to L realizations of the biometric characteristics vectors 1 2 3{ , , ,..., }LV v v v v . By 
analyzing the obtained matrix from L implementations of the user's time characteristics vector v , we 
can obtain the interval of change of each specific time parameter characteristic of a given user 

[min( ),max( )], 1,i iP P i N , which will later become the basis for forming user's biometric 
characteristics etalon. 

In order to determine the Hamming distance, it is proposed to determine whether each parameter iP 

of the biometric vector (3) falls within the limits of the confidence interval [min( ), max( )], 1,i iP P i N  
for this parameter. 

The confidence interval of the parameter is calculated as follows [19]:  
min( ) ( ) [ ,(1 )] ( )i i iP m P T L p P    ,  (5) 

max( ) ( ) [ ,(1 )] ( )i i iP m P T L p P    ,  (6) 

where ( )im P  – the mathematical expectation of the parameter iP; 

( )iP  –  mean square deviation of the parameter iP; 
L – the number of vectors used in training; 
p – set value of errors of the first type (probability of refusing authentication to real user); 

[ ,(1 )]T L p  – Student's coefficient. 
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The mean value and variance are calculated according to the following formulas [19]: 
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The threshold value pE can be determined using the mathematical expectation and the variance of 

the Hamming measure values for a registered user: 
( ) [ , (1 )] ( )p v vE m E C L p E    , 

where [ ,(1 )]C L p  – Student's coefficient, given based on the number of used examples L and the 
values of the probability of the error of the first type p. 

We form the final biometric etalon of the user. Its general form will have the following form: 

1 1 2 2 2 2(min( ),max( ), min( ),max( ),..., min( ), max( ), )e n n pv P P P P P P E   (7) 

Having adapted (7) to the form of the biometric vector (2), we will obtain a biometric etalon of the 
following form: 

1 1

1 1

(min( ),max( ),...,min( ),max( ),

min( ),max( ),...,min( ),max( ), ),
e n n

n n p

v s s s s

d d d d E
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where min( ),max( )i is s  – the minimum and maximum value of the confidence interval of the speed is  
on the interval i; 
 min( ),max( )i id d  – the minimum and maximum values of the confidence interval of the 

inclination angle id  of the vector between beginning and end of the interval i;  

 pE  – the threshold value of the Hamming measure; 

  n – the number of intervals at which the signature is examined. 

2.5. User authenticity verification method based on Hamming metric 

During the authentication stage, the user submits their signature, which corresponds to a specific 
biometric characteristic vector v .  

The provided biometric parameters vector is then analyzed to determine if it falls within the intervals 
defined by the user's biometric etalon ev , which is used for logging into the system. During this analysis, 

the system generates a vector 1 2 3( , , ,..., )NE e e e e .The parameters of the vector E are formed as 
follows: 

0,   P [min( ),  max( )]

1,   P [min( ),  max( )]
i i i

i
i i i

P P
e

P P


  

 

The resulting E represents the Hamming vector of the individual attempting to access the system. 
For a registered user, the E vector should contain mostly 0s, whereas an unregistered user with 
unreliable biometric data will have many 1s. The Hamming distance absolute value vE  from the 

presented biometric characteristics vector v to the biometric etalon ev  is calculated as the number of 
discrepancies with the biometric standard for the given parameters, which is the number of 1s in the 
Hamming vector. This distance vE  is always an integer and can range from 0 to N [11]. 

If v pE E , then the user is considered authenticated, and vice versa. 

3. Handwritten signature user authentication model 

3.1. Functional model 

Since the system consists of two components, it is advisable to depict the functional model for each 
of the components. Thus, considering one component, the other will be an actor for it and vice versa. 
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The functional model of handwritten signature authentication for stationary and mobile components is 
shown in Fig. 2 and fig. 3 respectively. 

So in Fig.2 mobile component act like an actor for stationary component, and in Fig. 3 stationary 
component act like actor for mobile component. 

 
Figure 2: Functional model of authentication by handwritten signature (stationary component) 

 

 
Figure 3: Functional model of authentication by handwritten signature (mobile component) 

 
The user is given the opportunity to register, with subsequent formation of a biometric etalon, update 

the existing etalon, and pass authentication by entering a password. The function of establishing a secure 
connection appears in both components. The function of forming a time characteristics vector is 
performed by the mobile component, accordingly, the user performs all actions related to entering a 
handwritten signature with it. 

3.2. Structural model 

The basis of the structural model (Fig. 4) is a diagram of components showing the interaction 
and dependence between its modules [12-14]. Implementation of the model requires a system interface 
for interaction with the display in the mobile component. It, in turn, is an interface for input data. The 
output data is a user authentication decision used to authorize this user in the system (granting or 
denying access to it).  

Communication between the components is carried out by the communication module, which is 
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present both in the stationary and in the mobile component. After that, all information exchange 
between components takes place via SSL/TLS socket in an encrypted form.  

 
Figure 4: Structural model of user authentication by handwritten signature 

3.3. Logic model 

 
Figure 5: Logical model of user authentication by handwritten signature 
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In fig. 5 shows the logical model. It is nothing but a set of methods, actions and operations laid out 
in a logical sequence to authenticate the user by his handwritten signature. It reflects the implementation 
of the described system using the methods described above. Thus, it can be used as a methodology of 
user authentication by handwritten signature. 

4. Evaluation of the proposed models’ efficiency 

To evaluate the efficiency of authentication systems, the concepts of errors of the first and second 
type are most often used. FRR (False Reject Rate) or error of the first type- the probability of false 
rejections to a registered user. FAR (False Accept Rate) or error of the second type - the probability of 
granting access to an unregistered user. They are calculated as follows [21, 22]: 

,
FN

FRR
FN TP




  (9) 

,
FP

FAR
FP TN




  (10) 

where FN (False Negative) – the number of times a registered user has been denied access; 
 TP (True Positive) – the number of times a registered user has been granted access; 
 FP (False Positive) – the number of times an unregistered user was granted access; 
 TN (True Negative) – the number of times an unregistered user was denied access. 

For this, a practical experiment was conducted, in which 5 users were involved. Its essence is to 
determine TP, TN, FP, FN for the proposed model. For this, a software application was created for 
collecting statistical material [20]. Each user tried to recreate the image of the given signature 150 times. 
As such image was the handwritten word "sign". In fig. 6 shows a screenshot of the application for 
collecting statistical material with the proposed image. 

 

 
Figure 6: Screenshot of the application signature input screen for collecting statistical material 
 

For each user, TP and FN were calculated using the biometric vector samples provided by them. To 
calculate TN and FP for each user, his biometric etalon was taken, and the biometric vectors of the other 
4 participants of the experiment were presented for verification. Statistical data are given 
in Table 1. 

 

Table 1 
Results of the experiment 

TP  FN  FP  TN 

671  79  122  2878 
 
In addition to error indicators of the first and second type, we will introduce the concepts of accuracy 

and balanced accuracy. Accuracy is the proportion of correctly determined results (granting and not 
granting access to registered and unregistered users, respectively) among the total number of examined 
cases [23]: 

TP TN
Accuracy

TP FN TN FP




  
  (11) 

Balanced precision BA is an indicator that is calculated in case the sample is not proportional, that 
is, a different number of observations in the classes [23]: 

(1 ) (1 )

2

FRR FAR
BA

  
   (12) 
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Using (9-12), we calculate errors of the 1st and 2nd type, as well as the accuracy of correctly 
determining the results. The results of the calculations are given in Table 2. 

 
Table 2 
Calculation results 

FRR  FAR  Accuracy  BA 

0,1053  0,0406  0,9464  0,9270 
 
We should note that when users input their own signature into the system, the calculated estimates 

obtained are typically higher. This is justified by the fact that the user "trains" to enter his own signature 
during everyday use, which makes the movements more subconscious, brought to automaticity. 

In addition, statistical material was accumulated with the help of the developed application. Based 
om it, the stability of the handwritten signature characteristics over a long period of time, in particular, 
about a year, was analyzed. According to this analysis, the probability of correct users’ recognition at a 
90% confidence interval [19] is in the range of 0.91-0.98 for a handwritten signature [13, 14]. 

In addition, the software applications developed during this work were granted copyright registration 
certificates [20]. 

5. Conclusions 

To sum up the results obtained, it is pertinent to observe that utilizing users' dynamic biometric 
characteristics for authentication is an efficient method for safeguarding information. The decision to 
authenticate a user in such systems is based on comparing their biometric etalon with the data provided 
during the authentication process. The etalon is formed based on the study of its selected individual 
characteristics. It is appropriate to consider systems based on the handwritten signatures recognition. 

We propose a model for user authentication based on dynamic biometric features extracted from 
handwritten signatures, along with a set of methods for its implementation. Within the framework of 
the proposed model, method of forming biometric characteristics vector have been developed. The 
speed of motion within specified intervals and the angle of inclination of the interval vector were 
selected as indicators for the handwritten signature. These indicators reflect the dynamic component of 
a handwritten signature and can be obtained without the use of specialized hardware. A method of 
establishing secure communication is proposed for safe interaction of devices within the model. 

The user recognition algorithm based on the Hamming distance was chosen to implement the 
proposed model due to its speed and ease of implementation, making it a practical choice for real-world 
applications. 

An efficiency analysis of the proposed model was conducted. Particularly, we calculated the 
probabilities of errors of the first and second type, along with the balanced accuracy. Balanced accuracy 
in this case is nothing more than the probability of making the right decision to grant or deny access to 
users. The values of errors of the first and second type were 0.1053 and 0.0406, respectively. Balanced 
accuracy for the proposed model was 0.92. 

The stability of the characteristics of the handwritten signature over the year was analyzed. The 
range of the probability of correct user recognition values was calculated with a confidence interval of 
90%, and was found to be between 0.91 and 0.98 for the proposed model. 

The obtained estimates demonstrate the effectiveness of the proposed model for user authentication, 
and suggest that it has significant potential for improving the measures of technical information 
protection. The software implementation of the proposed model will enhance the provision of 
identification and authentication services, particularly when used in conjunction with existing 
authentication systems. 
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