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Abstract 
Due to the growing prevalence of data breaches and the associated negative outcomes, data breaches 
pose a serious problem for companies. Since universal response strategies may not fully address diverse 
customer expectations, their effectiveness could be limited. As a result, understanding customer 
expectations serves as the cornerstone of a successful response strategy. By integrating prior data 
breach research with expectation confirmation theory, we examine individual customer expectations 
across a wide range of situations and business environments. Therefore, we conducted twelve 
qualitative interviews. Our findings enrich the body of research on data breaches by highlighting the 
individualized nature of customer expectations regarding data breach responses, which are shaped by 
numerous factors. We also discuss our contributions to the literature and the implications for managing 
data breach responses more effectively. 
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1. Introduction 

According to the Ponemon Institute [21] for 83% of the companies it is not a question of if, but 
when a data breach will happen. Companies that store large amounts of personal data face a high 
risk of data breaches [10, 14], which can have various negative effects. Companies affected by 
breaches must inform affected customers and regulatory authorities [23]. Therefore, the 
importance of a cost-effective communication and response strategy that meets customer 
expectations is increasing [16]. Such a strategy aims to minimize damage to the company [36] 
and mitigate the negative impact caused by disgruntled customers [18, 27]. Various response 
strategies have been analyzed in the literature as recovery actions. Compensation and apology 
have been identified as common practices in addressing data breaches [16, 18]. Although Goode 
et al. [16] and Hoehle et al. [18] have shown that the success of the company's response strategy 
strongly depends on customer expectations. Consequently, companies need to ascertain 
customer expectations and incorporate them into their respective response strategy to minimize 
the negative impacts of a data breach [16, 36]. However, current literature has yet to explore the 
diversity of customer expectations in a proactive and qualitative approach. The Expectation 
Confirmation Theory (ECT), proposed by Oliver [38], supports an understanding of the 
importance of aligning the response strategy with individual customer expectations, impacting 
overall satisfaction and trust in the company. Given this background, our study aims to answer 
the following research question (RQ):  

RQ: What are customers' expectations of a company's response to a data breach? 
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Drawing on previous research in data breach response expectations and ECT, we examine the 
alignment between companies' response strategies and individual customer expectations [16, 18, 
36].  

To answer the RQ, we conducted twelve qualitative interviews with affected or potentially 
impacted customers. These interviews explored various customer expectations that have not 
been previously studied. The identified expectations can be further examined for their 
effectiveness in response to data breaches. Additionally, these findings have practical 
implications as companies can optimize their data breach response strategy based on individual 
customer expectations. Thus, this study specifically targets company security management. 

2. Research Background 

2.1. Data Breaches 

A data breach refers to the unauthorized use, storage, processing, or disclosure of personal data 
in violation of data protection laws, which can cause harm to individuals, companies, or 
governments [37, 39]. Breaches can occur through various means, such as data loss or theft, 
hacking, unauthorized access, accidental disclosure, lack of security measures, or abuse of 
personal data [4, 24, 32, 52]. 

Data breaches have become a common and serious threat due to increased reliance on digital 
technology and the internet [35, 40]. Despite increased cybersecurity awareness and investment, 
companies continue to struggle with securing their networks and data, resulting in rising costs of 
data breaches [22]. No company is immune to attacks or breaches, whether intentional or due to 
human error [16, 49]. 

Data breaches pose significant threats to privacy and security, particularly when sensitive 
personal information is involved [31]. Laws and regulations have been enacted in many countries 
to protect personal data and hold companies accountable for breaches [23]. The impact of data 
breaches on affected customers can include identity theft and financial losses [43]. Customers 
may lose trust in the company that experienced the breach, leading to a decline in customer 
loyalty and a loss of business for the company [5, 34, 36]. Companies may face financial losses, 
legal penalties, reputation damage, and decline in sales [25, 47]. Recovering from a breach 
requires significant investments in IT infrastructure, employee training, and preventive 
measures [7, 13, 22]. Overall, the consequences of a data breach can be far-reaching and affect 
not only the company but also its customers. 

2.2. Review of Data Breach Response Strategies Research 

To prevent data subjects from being harmed due to improper data disclosure [31], laws are being 
enacted that require companies to notify affected customers in the event of a data breach [23]. In 
this context, it has been shown that the challenge is to adapt the company's response strategy to 
the affected customer expectations [16]. The majority of companies strategically employ 
apologies and compensation, which previous research on data breach response has found to have 
a positive impact on perceived service quality, customer loyalty, and repurchase intent, thus 
minimizing the damage done [16, 18]. Regardless, companies often experience a significant rate 
of customer attrition due to the discrepancy between their response strategy and customers' 
expectations [16, 18]. Additionally, many companies opt to initiate external disclosure of a data 
breach only after they have gained a sufficient understanding of the breach and conducted a 
thorough investigation [28]. Regrettably, delays caused by a lack of response plans can result in 
ineffective and prolonged communication with customers, leading to decreased customer 
satisfaction [48]. Although companies may provide financial compensation, such as free products 
or services, discounts, or credit monitoring, to customers affected by a data breach, as well as 
communicate with them about the incident, offer an apology, and provide details on the breach 
and how to protect oneself [17], there is uncertainty about how to properly align compensation 
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levels with customer expectations [15]. Determining the appropriate level of compensation is a 
challenging and costly process [18]. Any deviation from customer expectations, whether 
exceeding or falling short, may result in reduced satisfaction and repurchase intentions [16]. 
Moreover, the severity of a data breach can vary [35, 42], affecting customer reactions and 
expectations differently, which necessitates a careful balance between compensation and 
severity to meet customer expectations without overcompensating. In conclusion, managers 
must strive to match compensation with customer expectations to ensure future customer 
retention in the event of a data breach [16, 36]. Consequently, there is a growing need to expand 
research aimed at meeting customer expectations. Focusing on these issues can help companies 
mitigate the negative impact of data breaches and strengthen their relationships with customers. 

2.3. Expectation Confirmation Theory 

The expectation confirmation theory (ECT) is a widely studied theoretical model in the field of 
consumer behavior and was originally proposed by Oliver [38] to explore the concept of customer 
satisfaction. Based on this theory, individuals pre-establish their expectations regarding a 
product or service before engaging with it, and subsequently assess their level of satisfaction 
based on the degree to which the product or service meets or surpasses those initial expectations 
[1, 38]. If a product or service satisfies or surpasses predetermined expectations, the individual 
experiences confirmation, resulting in positive satisfaction. Conversely, if the product or service 
fails to meet predetermined expectations, the individual experiences disappointment, leading to 
negative satisfaction [3]. Furthermore, the theory posits that post-consumption behavior is 
influenced by cognitive dissonance, a psychological state of mental discomfort that arises when 
individuals hold conflicting beliefs or values. A significant discrepancy between an individual's 
expectations and their actual experience with a product or service is likely to result in cognitive 
dissonance [38]. Research has demonstrated that ECT can be applied to multiple domains, 
including product repurchase [44], healthcare [8] and e-commerce [33]. Given the demonstrated 
predictive power of ECT in the various domains, we believe it is appropriate to use ECT to 
examine customer behavior on a company's data breach response strategy. In the course of a data 
breach, preserving customer loyalty is a crucial factor in a company's long-term costs [36], 
making it essential for companies to meet consumer expectations regarding their response to the 
breach. Nonetheless, there remains a paucity of research regarding the customer's viewpoint of 
response strategies and their expectations in this regard. According to ECT, companies should 
conduct a thorough exploration of customer expectations to align their response strategy and 
meet customer expectations following a data breach. This proactive approach can provide a 
useful way for companies to gain detailed insights into customer expectations, enabling them to 
adjust their response strategies and mitigate potential negative impacts on customer satisfaction, 
retention, and churn [16, 36]. Furthermore, this approach can assist companies in adapting their 
response strategies according to the diverse levels of severity inherent in various data breaches, 
as well as in gaining a comprehensive understanding of customers' distinctive expectations 
associated with each type of breach. To identify and gain an overview of these diverse and 
individual expectations regarding response strategies, we are conducting a qualitative study. 

3. Research Methodology 

Qualitative research places a significant emphasis on the lifeworld of individuals, aiming to 
comprehend specific perspectives [12]. This approach focuses on the subjective experiences of 
those involved [2]. Qualitative research describes social phenomena in detail and depth, allowing 
for a more nuanced understanding of human experience and behavior [26]. Since this research 
focuses on a user-centered view of data breach response expectations, qualitative research is 
appropriate for conducting this project. Therefore, the framework of Kuckartz & Rädiker [29] will 
be used in this thesis as it focuses on conducting a qualitative content analysis based on 
interviews. Fundamentally, it is about subjectivity, as Flick [11] points out, and the related 
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elicitation of the experiences and perceptions of those affected [2]. This can be achieved through 
qualitative social research. 

3.1. Data Collection 

In order to capture the user-centered view of expectations in response to data breaches, the 
problem-centered interview according to Witzel [50] was chosen. The problem-centered 
interview is a semi-structured open questioning method that focuses on a problem yet still allows 
the interviewees to express their personal viewpoints relatively freely [19]. The problem-
centered interview is well-suited to the project of this study, which focuses on a user-centered 
view of expectations in response to data breaches. This topic represents a significant social 
problem of the modern age that affects both customers and companies. As previously noted, 
current measures such as compensation and apology often fail to meet customers' expectations 
of an appropriate response strategy and are insufficient in terms of recovery compared to service 
failures. Consequently, these measures cannot be fully applied in response to data breaches, and 
they do not necessarily provide full compensation for any damage incurred [9, 18]. Thus, it is 
crucial to identify a suitable response strategy that better meets customer expectations and 
strengthens the relationship between company and customer. Given the complexity of this topic, 
guiding the interviewer through targeted and follow-up questions during the problem-centered 
interview can yield the most nuanced and comprehensive data possible. For these reasons, the 
problem-centered interview was chosen. First, a short questionnaire was created using Qualtrics 
software to capture the socioeconomic background of the respondents, as suggested by Witzel 
[50]. This information also serves to enable the interviewer to prepare appropriately for the 
interview. Participants are asked about the frequency and companies involved in any past data 
breaches they have experienced, in order to address these cases specifically during the interview. 
If participants have not experienced a data breach, they were asked to provide the social media 
platforms they use and the health insurance company they are insured with, so that a 
representative fictional scenario can be presented to them. Furthermore, an interview guide was 
developed to serve as a frame of reference, incorporating pre-written questions that cover 
various topics [50]. The questions are designed to assess customer expectations following a data 
breach and are thus tailored to answer the research question. If the participants have not 
experienced a data breach, the guide includes a personalized scenario based on the information 
provided in the questionnaire. This approach is intended to ensure that all participants can best 
empathize with the case that they are affected by a data breach. On the other hand, if the 
participants have already been affected by a data breach, actual cases are addressed during the 
interview. This reference to real cases should allow to obtain valuable information about the 
expectations and the actual reaction of the companies. A total of twelve participants were 
recruited for the interviews. The demographics of the participants (age, gender, education level) 
were considered to ensure a diverse sample. The questionnaire revealed that four participants 
had experienced a data breach, five were unaware, and three had not yet encountered such an 
incident. The interviews lasted an average of 25 minutes, ranging from 14 to 39 minutes and were 
conducted between January and February 2023. The data collection process was concluded when 
it was determined that no new significant information was being revealed, thus achieving 
theoretical saturation, and ensuring that no additional properties or dimensions would emerge 
during the analysis [45]. All interviews were recorded and transcribed, following the 
transcription guidelines set forth by Kuckartz & Rädiker [29]. The transcription process resulted 
in a total of 99 pages of material. 

3.2. Data Analysis 

Since the content-structuring qualitative content analysis according to Kuckartz & Rädiker [29] 
is used in this work, the following explanations should make transparent how the results of this 
study were obtained.  
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Phase 1 - Initiating text work, memos, case summaries: The text was reviewed for components 
essential to answering the research question, and comments and notes were added. 

Phase 2 - Develop main categories: The focus in this phase is on developing the main 
categories. During this phase, "Customer Expectations of the Company’s Respond" could be 
identified as the first central main category. 

Phase 3 - Coding data of the main categories (1st coding process): Any text passages with 
expectations were assigned the main category "Customer Expectations of the Company’s 
Response" accordingly. If new main categories could be identified, they were included in addition 
to this one. It should be noted that text passages or individual sentences need not be assigned to 
a single category exclusively. A passage can pertain to several categories if multiple topics are 
addressed. The data were coded by two researchers. To ensure consistency, the coding results 
were reviewed and discussed together after every three interviews analyzed. 

Phase 4 - Forming inductive subcategories: The next phase in the content analysis process is 
the differentiation of main categories into more specific subcategories. In this step, the 
expectations and thus the main category "Expectation of the company" were transferred into the 
concrete expectations. 

Phase 5 - Coding data with subcategories (2nd coding process): In a second coding process, all 
text passages previously identified only as an expectation were coded with the appropriate 
subcategory and thus with the specific expectation. Analogous to the procedure in phase 3, 
further subcategories were included if they were identified. 

Phase 6 - Simple and complex analyses: The sixth phase of this process involves preparing the 
presentation of the research results. Thus, all categories were examined, and interrelationships 
were explored in order to answer the research question and, beyond that, to possibly arrive at 
further findings. 

Phase 7 - Writing down results and documenting procedures: This step reflects the elaboration 
of the present study. 

4. Findings 

4.1. Customer Expectations of the Company's Response 

In terms of the RQ, customers' expectations of company response form the main category of this 
research. Table 1 illustrates how respondents' statements were assigned to each subcategory. 
This includes the various expectations that respondents have expressed regarding the company 
response because of the data breach (see Appendix, Table 4). To ensure anonymization of 
respondents, ID's B1 through B12 are used in the following. 
 
Table 1 
Categories of customers' expectations of the company's response 

Category Category definition Example Coding Rule 

Compensation 
N = 10 

The category 
compensation includes 
all customer 
expectations of 
compensation from the 
company as a result of a 
data breach. 

“With the negligence 
one, there definitely, I do 
expect compensation at 
the end.” 

Applies if respondents 
expect compensation, 
even if it is not explicitly 
stated in what form this 
compensation is 
expected. 

Notification 
N = 12 

Includes all statements 
in which customers want 
to be informed about the 
incident. 

“[I] would also want to 
know how it came about 
now.” 

Applies in the case that 
the respondents should 
be informed about the 
data breach. 
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Table 2 
Categories of customers' expectations of the company's response (continued) 

Category Category definition Example Coding Rule 

Follow-up 
Notification 
N = 5 

Contains all statements 
in which further funding 
was expected from the 
company beyond initial 
information. 

“I would always like to be 
informed about the next 
steps and that we might 
be able to talk a bit about 
this.” 

Applies when 
respondents want to be 
kept informed and want 
to know what happened 
with the data breach. 
Also, if this is mentioned 
in a different context. 

Fast reaction 
of the 
company 
N = 6 

Includes all statements 
that expect the company 
to respond quickly as a 
result of a data breach. 

“Act as fast as possible, 
certainly, and contact 
affected parties and get it 
fixed as soon as 
possible.” 

Applies when 
respondents' statements 
call for or expect the 
company to respond 
quickly. 

Transparency 
N = 5 

Includes all statements in 
which companies are 
expected to be 
transparent in their 
dealings with data 
subjects. 

“The more sensitive the 
data becomes, the more 
important it is (...) that 
companies are 
transparent (...)” 

Applies if in the 
statements of the 
respondents a 
transparent handling of 
the data breach of the 
companies with the 
customers is expected. 

Apology 
N = 9 

The apology category 
includes all statements in 
which an apology was 
expected or requested. 

“A company can also 
apologize here only I 
think in writing 
personally to one.” 

Applies when 
respondents expect an 
apology from the 
company. 

Empathy 
N = 5 

Includes all statements in 
which respondents 
expected empathy in 
communicating, 
apologizing, or 
communicating with the 
company. 

“As long as (…) an 
empathic apology comes 
for it.” 

Applies when 
respondents expect 
empathy from the 
company. 

Measures 
N = 12 

Includes all statements in 
which respondents 
expected the company to 
take measures as a result 
of the data breach. 

“That they'll make sure it 
never happens again.” 

Applies if the statements 
contain concrete 
suggestions for 
improving safety or refer 
to the fact that the 
problem will be 
remedied, and this will 
no longer occur. 

Support 
N = 8 

Includes all statements in 
which assistance is 
expected to be provided 
to affected individuals in 
dealing with a data 
breach. 

“What consequences, 
what I could have to fear, 
how you would advise 
me, how I should best 
proceed regarding my 
data breaches.” 

Applies when the 
company is expected to 
take a collaborative 
approach to assist in 
dealing with the incident 
and to provide 
information about 
possible consequences 
and risks following a data 
breach. 
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Table 3 
Categories of customers' expectations of the company's response (continued) 

Category Category definition Example Coding Rule 

Participation 
in the 
decision-
making 
process 
N = 6 

Includes all statements 
where affected 
individuals want to be 
involved in the company's 
response process. 

“I would like to find a way 
to satisfy both parties (...) 
[and] would like to 
participate in the 
decision-making 
process.” 

Applies when 
respondents want to be 
involved in the solution 
and decision-making 
process and can actively 
contribute their opinions. 

 
Compensation: Ten out of twelve respondents expressed the expectation of compensation. 

The interviewees have different expectations and demands regarding the format and amount of 
compensation. In addition, it was also mentioned that there are different factors that influence 
the expectation of compensation as a response. In addition, two central subcategories of 
compensation were identified: Financial compensation and free/discounted services. 
Interviewee B3 stated that companies are only expected to pay compensation if the data breach 
has caused damage to the customer. If no harm has occurred, compensation is not necessarily 
expected, but is still perceived as positive.  Furthermore, B5 has additionally mentioned that 
compensation is explicitly expected if the company has acted negligently. Connecting to this, B10 
said that high compensation is expected in particular if sensitive data has been published. If the 
Severity of the data breach is less, compensation is also expected to be less. In addition to the 
general expectation of compensation, the expectation of financial compensation was also 
identified during the interviews. This category is defined by the explicit expectation of financial 
compensation expressed by the interviewees. In total, the expectation of financial compensation 
was expressed by eight interviewees. Within the financial compensation, this reveals that the 
expectation of financial compensation is influenced by the severity of the data breach. To this, it 
was also expressed by B4 that financial compensation is expected when damage has occurred to 
the respondents. In addition to the severity of the damage, B3 said that the type of data is a factor 
influencing the expectation of financial compensation, especially when sensitive data is involved. 
One further subcategory of compensation is the expectation of free/discounted services. This 
subcategory includes paragraphs in which the expectation of free or discounted services was 
mentioned. Free/discounted services were expressed by two interviewees. It was mentioned by 
B1 that the service should be suitable for the company and a service offered should be free or at 
a reduced price. 

Notification: Interviewee B11 primarily expect to be notified about the breach and receive an 
explanation of how it happened and its potential causes. In addition, Respondent B5 and B8 
suggested providing regular updates on the investigation's status, which should include 
information on the cause, scope, and impact of the breach, as well as which data was stolen and 
the extent of individual impact. 

Follow-up Notification: Five out of twelve participants expressed a desire for follow-up 
notifications in addition to the initial notification. They seek information on the details of the data 
breach, the measures being taken, and preventive measures for future incidents. For example, 
B10 would like to be informed about the outcome of the data breach. 

Fast Reaction of the Company: Half of the interviewees mentioned that they expect prompt 
action from the company in response to a data breach. This expectation is addressed on the one 
hand to the notification of this incident, and on the other hand to the measures that should be 
made in consequence, as B1 noted. Respondent B4 also expressed this expectation in the event of 
a data breach being reported through the media before being acknowledged by the company. In 
addition, B6 expressed that timely notification is expected especially when sensitive data is 
involved (see Type of data).  

Transparency: Transparency describes the extent to which information is visible and 
accessible [51]. Five respondents expect companies to be transparent in their dealings with 
customers. In the case of sensitive data, respondent B3 expects increased transparency regarding 
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the whereabouts of the data and the company’s-initiated measures. Furthermore, B5 expected 
continuous updates from companies during longer investigations, which should include the 
status of the investigations and future measures or precautions to be taken, as well as final results 
or findings. In addition, B5 mentioned the reduction of uncertainties and fears as a possible 
consequence of increased transparency. 

Apology: Within the interviews, nine out of twelve interviewees expressed the expectation of 
an apology. In this context, different conditions were expressed when an apology is expected. For 
instance, Respondent B4 stated that an apology is only expected if the company is responsible for 
causing the data breach (see Company fault). Additionally, negative reactions may occur if the 
company does not apologize and does not meet expectations, as B7 stated in this context. B5, in 
turn, expects an apology regardless of whether the company is to blame for the data breach. 
However, in addition to the terms of when compensation is expected, there are also different 
expectations in which manner the apology should be delivered. In this context B1, expressed that 
a written apology was expected. 

Empathy: The category of empathy is characterized by respondents' expectation of empathy 
in communication with the company as a result of a data breach. During the interviews, five 
interviewees said the expectation of empathy when communicating, apologizing, or 
communicating with the company. Thus, B7 expressed that empathy in the communication 
increases customer’s forbearance as long as an empathetic apology is provided. Furthermore, it 
was added that the increased use of empathy is perceived positively and increases the customer's 
comprehension. Complementing this, B7 additionally specified that an empathic apology is 
expected. 

Measures: All interviewees expected the company to perform measures in consequence of the 
data breach. In this context, this refers to all statements that contain specific suggestions for 
improving security or refer to the fact that the problem will be remedied. As several participants, 
including B4, noted, the measures should ensure that data breaches do not recur (see). A wide 
variety of possibilities are mentioned for companies to avoid such incidents as well as to minimize 
the damage afterwards. Specific ways to realize this expectation and avoid incidents of this nature 
were explained by B2 and B4. B8 additionally states that depending on the type of data, a higher 
level of data protection is expected.  

Support: B10 expects support in dealing with a data breach and that the company will take a 
collaborative approach and provide information about possible consequences and risks following 
a data breach. Furthermore, the respondents also mentioned that they would like to receive 
preventive and protective measures or a possible guide on what to do or recommendations for 
action as noted by B4. This is supported by B8 and B9. 

Participation in the Decision-making Process: When involving affected individuals in the 
company's response process to data breaches, half of the respondents expect to be included in 
the decision-making and solution-finding processes of the company's response. This is 
exemplified by B1's statement. Furthermore, B4 suggested that companies should offer different 
compensation options. Nevertheless, the opinion and input of affected individuals should be given 
room to maneuver, as B2 pointed out. 

4.2. Influencing Factors of Customer Expectation 

In addition to customer expectations, the interviews also identified various factors that influence 
customer expectations. Table 2 illustrates how respondents' statements were assigned to each 
subcategory. Although these have already been mentioned in the category of expectations, they 
are presented in their entirety in the following category (see Appendix, Table 5). 
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Table 2 
Categories of influencing factors of customer expectation 

Category Category definition Example Coding Rule 

Severity of 
the data 
breach 
N = 12 

Includes all statements in 
which the severity of the 
data breach had an 
impact on the 
expectation. 

“(...) and depending on 
the severity, of course, 
you would have to see 
whether financial 
compensation or 
compensation in kind 
would come into 
question.” 

Applies if the 
expectations regarding 
the severity of the data 
breach change. The same 
applies if they do not 
change and this factor is 
explicitly mentioned in 
this context. 

Type of 
company 
N = 9 

The type of company as a 
subcategory describes 
the influence of the type 
of company on the 
customer's expectation 
of the company's 
response as a 
consequence of a data 
breach. 

“Because of the size of 
the company, I would 
definitely expect them to 
be more transparent 
about it, to follow up 
when a data breach 
happens.” 

Applies when the type of 
company had an impact 
on expectations 

Type of Data 
N = 12 

This category is 
characterized by 
respondents having 
different expectations for 
different types of data. 

“Yes, if more sensitive 
data is affected, I expect 
fast notification.” 

Applies when the type of 
data has an impact on 
expectations. 

Personal 
responsibility 
of the 
customer 
N = 4 

This influencing factor 
affects expectations 
when customers 
themselves are 
responsible for what data 
and information they 
share. 

“If it's kind of your own 
fault that something like 
that happens, that you 
change passwords more 
often or email addresses 
or something.” 

Applies when personal 
responsibility has had an 
impact on expectations. 

Company 
fault 
N = 4 

This category is defined 
by the fact that fault by 
the company affects 
expectations. 

“Yes, so if I clicked on 
some phishing email and 
then my data was stolen, 
then of course I don't 
expect compensation 
from the company. (...) 
So if it's clear that the 
company has nothing to 
do with it, then I don't 
expect an apology.” 

Applies when 
expectations change, 
when the company is at 
fault or the not at fault. 

 
Severity of the Data Breach: The respondents stated that the severity of the abuse, especially 

due to the type of data (see Type of data) and potential consequences, has an impact on their 
expectations of the company and customer reactions. B1 and B10 consider categorizing sensitive 
data as more severe and leaving an company in the event of far-reaching consequences. 
Furthermore, B3 mentioned that with increasing severity of the data breach, higher transparency, 
and more information from the company regarding the violation are expected. 



 

28 
 

Type of Company: The type of company describes the influence of the type of company on the 
customer's expectation of the company's response as a consequence of a data breach. In this 
context, nine of the twelve respondents expressed that the type of company had an influence on 
their expectations. In this regard, expectations are higher for companies that collect sensitive data 
than for companies with less sensitive data, as B7 said in this regard. In addition, interviewees B4 
described that they have higher expectations regarding transparency and notification for data 
breach response at larger companies. It is also described that at smaller companies there is a 
higher level of understanding when a data breach occurs, as also noted by B4. 

Type of Data: All respondents expressed that the type of data has an influence on their 
expectations towards the company. Firstly, it was expressed by B11 that the breach of sensitive 
data, especially health data is perceived as more significant. Furthermore, interviewees stated an 
expectation of compensation, in particular for sensitive data (see Compensation). In addition to 
compensation, more transparency in the handling of data breach was expected, especially for 
sensitive data (see Transparency). In addition, B6 expected rapid notification and response from 
the company. In addition, it was expressed by B11 that there is a higher expectation of protective 
measures by the company for sensitive data. On the other hand, B2 and B3 mentioned that for 
less sensitive data, compensation in the same way is sufficient regardless of the severity of the 
data breach (see Severity of data breach), as long as no personal or irreversible damage occurs. 

Personal Responsibility of the Customer: In the context of this research, personal 
responsibility of the customers could be identified as an influencing factor. For four participants, 
this category influences expectations as a result of a data breach. It affects expectations if 
customers themselves are responsible for what data and information they share, as B7 notes. In 
addition to lower expectations to the company, the customer reaction is also influenced. This is 
changed by customers taking personal responsibility to protect themselves by taking measures, 
B4 commented. 

Company Fault: The company fault is another factor influencing expectations. It was said by 
B4 that no compensation or apology is expected if the company is not at fault. If the company is 
at fault, then the company is expected to approach the customer with an optimal solution and 
participation in the decision-making process is therefore rejected, as B5 noted. As B5 also said, 
expectations are higher when the company is at fault, and in that case expects notification, 
information about what measures will be taken, an apology, and compensation. In addition, 
financial compensation in this context is seen as positive by B2. 

4.3. Meeting the Customer Expectations 

In connection with the expectations, we were able to identify various statements in the interviews 
that provide information about the reaction to meeting or not meeting the customer expectations. 
This category therefore shows, the perception of the customers, the impact on their attitude 
towards the company and what steps they would adopt in these cases. Table 3 illustrates how 
respondents' statements were assigned to this category. All respondents in this category 
indicated that not meeting expectations has negative consequences for the customer- company 
relationship (see Appendix, Table 6).  
 
Table 3 
Meeting the customer expectation  

Category Category definition Example Coding Rule 

Meeting the 
customer 
expectation 
N = 7 

The category contains all 
statements about what 
happens if expectations 
are met or not met. 

“Because you're 
disappointed, simply. 
You had expectations, 
they are not fulfilled or 
just destroyed. And yes, 
then I am sad and that is 
normal.” 

Applies when 
respondents gave their 
assessments of meeting 
and not meeting 
expectations. 
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B6 expressed disappointment in this regard. If expectations are not met, the majority of 
respondents indicate that they would leave the company or potentially switch to another one, 
such as B2 stated. If expectations are met, however, respondents indicate that their opinion and 
intention to enter into a business relationship with the company is reinforced, as B2 also stated. 
In addition, B8 stated that meeting expectations can strengthen the relationship and trust with 
the company. Respondents did not indicate whether they would also consider failure to meet 
expectations, in the sense of exceeding expectations, to be negative. 

5. Discussion 

Based on literature-based knowledge, twelve qualitative interviews were conducted under 
consideration of the ECT to gain an overview of the strongly individualized expectations [18, 36] 
and needs of customers in different situational and company contexts. The interviews conducted 
in this study enabled the interviewees to express their expectations of companies' response 
strategies in the event of a data breach. 

5.1. Contribution to Literature 

Our study contributes to the literature on data breaches and service failure in multiple ways, 
advancing existing research. This study employs a proactive and qualitative methodology to 
gather and analyze data on customer expectations and influencing factors before the occurrence 
of a data breach. We present valuable insights into individualized expectations of different 
demographic groups and contribute to the security literature by presenting unique data and 
theoretical perspectives, enabling companies to develop adjustments and novel approaches to 
meet customer expectations following a data breach. In doing so, our findings support and extend 
the current research of Goode et al. [16] and Hoehle et al. [18], which emphasize that companies 
should align their actions with customer expectations. Consistent with previous findings from the 
literature and research on the expectation of apology [6, 36] and compensation [16, 18, 30], 
respondents in our interviews also expressed this expectation. Additionally, they expressed a 
desire for companies to involve affected parties in the response process, which supports the 
earlier research findings of Diesterhöft et al. [9].  In addition to corroborating expectations 
derived from existing literature, this study yielded novel findings. These include new 
expectations as well as associated influencing factors. While our findings confirm previous 
research indicating that customer trust and loyalty are significantly impacted by a data breach, 
we found that a well-tailored response strategy that meets customer expectations can mitigate 
the loss of trust and loyalty. Moreover, the results of the interviews indicate that those affected 
expect greater empathy, transparency, and follow-up notifications from the company. These 
findings are consistent with crisis management research, which advocates open and continuous 
communication for companies [20, 46]. Another aspect of our study encompasses the 
identification of diverse factors influencing customer expectations pertaining to a company's 
response strategy in the context of data breaches. These factors include the type of data affected, 
the company's characteristics, the extent of the customer's culpability, the degree of the 
company's responsibility, and the severity or scope of the data breach incident. Our study 
partially contradicts existing literature and shows that affected individuals expect 
communicative interactions, such as follow-up notifications regarding the current status or 
updates, in order to stay informed. This insight introduces a novel approach wherein active, 
continuous communication in data breach response should be considered more as an ongoing 
process. This perspective carries implications for prior experiments and research designs, 
potentially leading to a reevaluation of response strategy effects on customers, subsequently 
altering their responses and perceptions. 
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5.2. Implications for the Management of Data Breach Responses 

In addition to the theoretical implications, the results of this work also provide practical 
implications for companies to potentially improve the management of data breach responses. 
First, we were able to identify various customer expectations that concern how companies 
communicate with customers. These can be implemented as part of the legal notification of the 
data breach to optimize it in terms of customer expectations [23]. Specifically, when sensitive 
data is breached, respondents expect the company to communicate as soon as possible, as well as 
transparency in communication and handling of the data breach. In this context, interviewees 
also expect the company to keep the customer informed of the further progress of the data breach 
by means of follow-up notifications. In addition, our research provides new insights for the 
practical implementation of apology, which have not been previously considered in the literature 
[16, 18]. Our research suggests that apologies are particularly expected when the company is 
definitely at fault for the occurrence of the data breach. Moreover, in the context of 
communicating the data breach, it was also expressed that empathy is expected. This insight can 
be adopted by companies in the context of apology and notification in order to increase customer 
satisfaction and reduce the negative consequences of a data breach. Second, our research extends 
the outcomes-based approach of compensation [16]. Our research suggests that there are 
different expectations regarding the sensitivity of data and the severity of individual 
consequences related to compensation. For these cases, the majority of respondents indicated 
higher expectations for the level of compensation. Therefore, companies must manage data 
breach response in a situation-specific manner, considering the individual customer's 
expectations. Third, the interviews indicate several actions that respondents expect to take as a 
result of a data breach to address the problem. In particular, companies that hold sensitive data 
are expected to take preventive measures to minimize the likelihood of data breaches so that the 
company is better protected in the future. 

5.3. Limitations and Future Research Directions 

It is important to acknowledge that the findings of our study are subject to certain limitations 
stemming from the reliance on information and insights derived from the participants' 
experiences, opinions, and attitudes. Consequently, generalization of the results may not be 
feasible. First, it must be considered that only four of the twelve interviewees had previously been 
affected by a data breach. Thus, the expectations were only expressed in the context of a fictional 
scenario. As a result, it may not always match the actual response and expectations of a real data 
breach [16]. Second, the interviewees who were already affected by a data breach did not express 
their expectations immediately after the incident of the breach, but rather after the breach had 
occurred. Thus, their expectations could be biased by the time gap. Conducting interviews with 
affected parties immediately after the incidence of a data breach can increase representativeness. 
Third, it is crucial to examine the limitations associated with the experiment, particularly 
concerning the sample size and representativeness of the participants. In cases where the sample 
size is small, the results may lack generalizability and make it difficult to detect general trends or 
patterns in the results. Therefore, in future research also the sample size should be increased to 
achieve higher representativeness. Notwithstanding these limitations, qualitative research 
employing interviews can prove to be an invaluable method for delving into the experiences, 
opinions, and attitudes of the participants. It is of utmost importance to acknowledge the 
limitations, while appropriately interpreting and presenting the results to ensure the credibility 
and reliability of the study's conclusions. To strengthen our findings, future research could use a 
quantitative methodology. In the context of influencing factors, prospective research could be 
conducted. This would allow an analysis of customer expectations regarding the level of 
compensation and avoid the associated uncertainty as to how these can be reconciled [15].  
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6. Conclusion 

Building upon prior research on data breaches and ECT, this study aims to investigate the 
expectations customers hold regarding a company's response to a data breach. We conducted 
problem-centric interviews within a qualitative study (n=12) to obtain an overview of individual 
customer expectations. Our research implies that customer expectations are highly personalized 
and influenced by various factors. In this regard, we lay the groundwork for future research to 
quantitatively examine additional expectations and consider influencing factors in the study 
design. Consequently, our research offers novel insights that should be taken into consideration 
when designing future research experiments. Moreover, we contribute valuable knowledge to 
practitioners by emphasizing the importance for companies to understand and be aware of 
customer expectations. Companies should tailor their data breach response to the specific 
situation, taking into account the expectations of individual customers. This highlights that the 
research area possesses additional gaps that warrant exploration in future studies. By examining 
the diverse and individual expectations of affected parties concerning the response strategies 
employed by companies during a data breach, the findings of this study have already made a 
substantial contribution in addressing these gaps.  
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Appendix 

Table 4 
Statements of customers' expectations of the company's response 

Category Respondent Statement 

Compensation B3 “If something had really happened, that someone had debited 
money from my account, then yes. But if I don't have any other 
obvious damage, then I don't think they have to give me anything 
back. That would be nice, but I don't think it's that important.” 

 B5 “With the negligence one, there definitely, I do expect 
compensation at the end.” 

 B10 “I expect a high level of compensation if personal data is 
published that is problematic or has far-reaching consequences 
for my working life. That means, for example, if I explain my 
relationships with some colleagues or bosses or whatever, and 
this is published, and as a result I have restrictions within my job: 
I am somehow removed because they have read how I think 
about some things or things like that, then I definitely expect a 
high level of compensation. But if it just comes out where I'm 
going to spend the next summer vacation, the compensation can 
definitely be lower.” 

 B4 “If I had suffered any financial loss, I would have definitely 
expected something like [a compensation]” 

 B3 “It is much more sensitive data, my expectations are then already 
higher and also compensation” 

 B1 “There is the possibility of the health insurance to receive services 
that are beneficial to your health, such as in the form of fitness 
programs, cures or much more, which must be taken over by each 
health insurance patient or each patient with to some extent, 
which they could then perhaps provide free of charge.” 

Notification B11 “[I] would also want to know how it came about now.” 
 B5 “If the investigation drags on, [I] expect to receive updates on its 

progress.” 
 B8 “I would like to know exactly what data was misused and to what 

extent.” 
Follow-up 
Notification 

B10 “I would always like to be informed about the next steps and that 
we might be able to talk a bit about this.” 

Fast Reaction 
of the 
Company 

B1 “Act as fast as possible, certainly, and contact affected parties and 
get it fixed as soon as possible.” 

 B4 “By the time it comes out through the media, it's actually too 
late.” 

 B6 “If more sensitive data is involved, I expect to be notified in a 
timely manner.” 

Transparency B3 “The more sensitive the data becomes, the more important it is 
(...) that companies are transparent (...)” 

 B5 “If it drags on for a long time, I definitely also expect to be told in 
between how it looks and definitely at the end the result, the 
conclusion (...).” 
“[Transparency] is simply much more important. That you really 
get the feeling that you are not so much in danger.” 
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Table 4 
Statements of customers' expectations of the company's response (continued) 

Category Respondent Statement 

Apology B4 “If it is obvious that the company has nothing to do with it, then I 
don't expect an apology.” 

 B7 “I would actually also consider whether I change the health 
insurance company then.” 

 B5 “I expect on both points that they contact me, give me info on 
how they want to proceed and apologize that it happened. So 
that's what I expect in both cases, even though it's not their fault.” 

 B1 “A company can also apologize here only I think in writing 
personally to one.” 

Empathy B7 “The more empathetic at this point, the better. If you come back 
to it in the mail or letter and say, we've tried our best, we've 
implemented the possible security standards, and the attacker 
still succeeded, I think I have a little more understanding.” 

 B7 “As long as (…) an empathic apology comes for it.” 
Measures B4 “That they'll make sure it never happens again.” 
 B2 “A general information or such a preventive screening to (...) 

check the passwords that were used (...), check them against such 
a database of public passwords.” 

 B4 “There's also two-factor authentication or something like that, 
but Zalando doesn't have that, which makes it a bit more secure 
somehow (…).” 

 B8 “That it is ensured that this will definitely no longer occur in the 
future, because this is already very sensitive data, where I would 
also like to see a higher level of data protection than is currently 
the case with Instagram, for example.” 

Support B10 “What consequences, what I could have to fear, how you would 
advise me, how I should best proceed regarding my data 
breaches.” 

 B4 “That they may also give me advice on how I could improve the 
security.” 

 B8 “How one is informed preventively.” 
 B9 “Support from the company (…), how I can proceed further and 

what I can do against it, and what the possibilities are for me.” 
Participation 
in the 
Decision-
making 
Process 

B1 “I would like to find a way to satisfy both parties (...) [and] would 
like to participate in the decision-making process.” 

 B4 “In the decision-making process, they could provide me with 
more options (...) [such as] the option to receive a voucher, a 
special membership, or free shipping.” 

 B2 “[And offer] some flexibility and work with you to find a solution 
that suits you.” 
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Table 5 
Statements on the factors influencing customer expectations 

Category Respondent Statement 

Severity of the 
Data Breach 

B1 “Depending on the severity, [I would] (…) switch my health 
insurance company.” 

 B10 “If it has far-reaching consequences, I would really consider 
ending my relationship with the company.” 

 B3 “In the difficult case [I want to] get even more information about 
what was done to restore everything. So, in this case, I consider 
all the information even more important.” 

Type of 
Company 

B7 “Because this is already very sensitive data, where I would also 
like to see a higher level of data protection than now, for example, 
with Instagram. Exactly. So, my expectations of health insurance 
are significantly higher.” 

 B4 “Because of the size of the company, I would definitely expect 
them to deal with it in a transparent way, that they keep following 
up on the data breach.” 

 B4 “But if it's not such a large company (...) and if you compare it with 
a small or medium-sized company, then you might be a bit more 
understanding for such a data breach.” 

Type of Data B11 “Such data is of course very sensitive data and especially in 
relation to future employers, etc. It is of course difficult when 
such data is used. Of course, it is difficult when such data is made 
public.” 

 B6 “Yes, if more sensitive data is affected, I expect fast notification.” 
 B11 “Yes, because it is health data with which you can do a lot. And as 

I said, for example, that the employer might not consider you, I 
think that's definitely data where you should take very strong 
precautions and protective measures so that it doesn't get out to 
the public.” 

 B2 “If I don't have any other obvious damage, then they don't have 
to give me anything back. It would be nice, but I don't think it's 
that important [and] (…) if money should really be withdrawn, 
then (…) [I also want] the same amount of money back.” 

 B3 “The password was probably stolen and leaked at some point, but 
there was no intrusion by any third party trying to gain access to 
the account. That's why I wouldn't expect anything more based 
on my experience.” 

Personal 
Responsibility 
of the 
Customer 

B7 “And I also assume that it will be the case at some point. But since 
I myself am also to a certain extent to blame for the information 
and data that I share and that can also become public, and I also 
believe that Instagram itself can do little about it, I actually don't 
expect that much at all.” 

 B4 “If it's kind of your own fault that something like that happens, 
that you change passwords more often or email addresses or 
something.” 

Company 
Fault 

B4 “Yes, so if I clicked on some phishing email and then my data was 
stolen, then of course I don't expect compensation from the 
company. (...) So if it's clear that the company has nothing to do 
with it, then I don't expect an apology.” 
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Table 5 
Statements on the factors influencing customer expectations (continued) 

Category Respondent Statement 

Company 
Fault 

B5 “For example, I think I would prefer they already have a solution. 
I think that if there is a problem that was perhaps caused by them 
because they had a security gap, then I think they must also come 
up with the optimum solution for me afterwards. And that's 
where I tend not to want to be involved in the decision-making 
process because I don't want to be involved that much.” 

 B5 “So definitely, I would have much higher expectations if the 
company was negligent. So much higher. If I expect (...) that they 
contact me, give me information on how they want to proceed 
and apologize that it happened. (...) and with the negligence, 
there in any case, I already expect compensation in the end.” 

 B2 “So, I wouldn't expect it, I wouldn't take it for granted. I would 
definitely appreciate it. Especially if we don't necessarily take 
Coinbase as an example now, but any data breakdowns where it 
was really the fault of the company itself in the past, because 
someone screwed up.” 

 
 
Table 6 
Statements on meeting the customer expectation 

Category Respondent Statement 

Meeting the 
Customer 
Expectations 

B6 “Because you're disappointed, simply. You had expectations, they 
are not fulfilled or just destroyed. And yes, then I am sad and that 
is normal.” 

 B2 “Then you go to the competition. Simple as that,” 
 B2 “That would confirm me or at least confirm my opinion that I 

made the decision to become a customer of this company at the 
time.” 

 B8 “Then I would definitely be satisfied (…). My trust (…) would be 
greater than before. (…) [I] would not worry that something like 
this will happen again or look for alternatives.” 

 


