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Abstract

Data breaches pose a significant economic risk to companies in their daily business. To mitigate this risk,
organizations implement information security policies (ISPs) to guide their employee’s behavior.
However, employees often fail to comply with these policies. To address this issue and promote desired
behavior, the concept of nudging has emerged as a potential strategy. By leveraging insights from the
dual-process theory, which recognizes two distinct cognitive systems involved in decision-making, this
ongoing research aims to explore the effectiveness of nudging strategies through an online experiment.
Specifically, it investigates whether information security policy messages can nudge employees towards
adopting more secure behaviors by targeting their intuitive responses (System 1) or invoking critical
thinking (System 2). This research seeks to advance our understanding of behavioral interventions in
the context of information security and has the potential to provide valuable insights for designing
effective strategies to promote ISP compliance.
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1. Introduction

One of the most prominent threats to organizational information assets comes from employees
who have regular access to these resources [1, 2]. To mitigate the risks posed by insider threats,
organizations adapt their risk management by implementing ISPs as a crucial instrument to
reduce vulnerabilities and guide employee behavior. ISPs are a documented set of rules and
guidelines that outline how an organization protects its sensitive information and manages
information security risks [3]. It is a necessary tool as organizations face significant risks from
cyberattacks and data breaches targeting their internal information, resulting in substantial costs
for the affected company [4].

Research indicates that individuals often exhibit inappropriate and insecure behavior because
they often prioritize convenience over adhering to information security policies [5]. Prior studies
have examined various factors influencing employee compliance from a rational standpoint.
Recent studies looked at employee’s behavior by focusing on costs and benefits of compliance
based on rational choice theory [6], threat and coping assessment by utilizing protection
motivation theory [7, 8], and exerting pressure by using general deterrence theory including the
assessment of potential sanctions [9, 10, 11]. While these studies provide valuable insights, they
often focus on factors to explain certain behavior or to understand employees decision-making
processes in a work environment. For example, most studies in this field specifically focus on
employees' attitudes, knowledge, and intentions towards ISP compliance. They, furthermore,
often explore the role of individual factors, such as awareness, perception of risk, and
organizational support, in order to make the black-box of humans’ decision-making-processes
more transparent [12, 13]. While research has provided valuable insights into the factors that
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contribute to understanding security behavior, the question how to get employees towards the
desired behavior has not been investigated yet. Deterrence measures for example, like
punishment may effectively force employees towards the desired outcome [11]. Still, they also
provoke a work environment built on fear and dissatisfaction. Surprisingly and to the best of our
knowledge, no study has thought about the concept of nudging in this context i.e, how to
strategically nudge employees towards the desired behavior. A recent study by [14] has shown
that different types of employees react differently in their compliance behavior to certain
deterrents. Therefore, it is reasonable to assume that this could also be the case with different
nudge messages addressing different systems. In this context, nudging refers to the use of certain
design elements in a user interface to influence users' choices while using IS [15].

At the same time, most studies only focus on factors affecting employee compliance on both a
rational and deliberated level. Consequently, there is a need to delve deeper into the less-explored
dimensions of employee compliance, also considering non-rational and automated aspects that
may influence their behavior. This research aims to fill this gap by investigating the dual-process
nature of employees' cognitive responses to information security nudge messages. Therefore, this
study seeks to answer the research question (RQ):

RQ: How can information security policy (ISP) messages nudge employees towards a more
compliant behavior?

The aim of this research is to investigate whether and how information security policy
messages can effectively nudge employees towards enhanced compliance with ISPs as this is the
desired behavior from an organizational perspective. The study further seeks to uncover the
mechanisms through which these policy messages influence employees' cognitive processes,
specifically their gut reactions (System 1) and/or critical thinking (System 2). By unraveling the
impact of information security policy messages on employees' cognitive processes, the research
aims to contribute to the understanding of behavioral interventions in the context of information
security and provide insights for designing more effective strategies to promote ISP compliance.
The aim of this research in progress paper is to present a status quo of current undertakings and
to provide an outlook on further actions.

2. Theoretical Background

2.1.Dual-Process Theory

First The dual-process theory posits that human cognition and decision-making involve two
distinct cognitive processes: System 1 and System 2. System 1 thinking is automatic, intuitive, and
fast, driven by heuristics and immediate emotional responses. On the other hand, System 2
thinking is reflective, deliberate, and analytical, involving conscious reasoning and cognitive
effort [16, 17]. In the context of investigating information security policy compliance, the dual-
process theory provides a suitable theoretical lens for several reasons. In order to understand
employees' compliance behavior, it requires examining both, their automatic, intuitive responses
(System 1) and their reflective, deliberative processes (System 2). By considering the interplay
between these cognitive processes, insights into the factors influencing employees' decision-
making can be gained. For example, [18] found that presenting fact-checking results in a
combined approach targeting both systems, automatic cognition via symbols and deliberate
cognition via text phrases, was twice as effective in detecting fake news compared to settings
where only one system was primarily addressed. Additionally, the theory helps to explain why
employees may exhibit inconsistent compliance behavior. System 1 responses, driven by
heuristics and emotions, can lead to impulsive or careless actions that deviate from established
policies [19]. System 2 thinking, on the other hand, allows employees to engage in conscious
reasoning and critically evaluate the implications of their behavior in terms of information
security. The dual-process theory also highlights the potential conflicts and trade-offs between
System 1 and System 2 processes [20, 21]. Employees may face cognitive biases, such as cognitive
dissonance or anchoring, that influence their decision-making and adherence to security policies.
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Understanding these conflicts can provide valuable insights for designing effective nudging
strategies that target both automatic and reflective cognitive processes.

Overall, the dual-process theory provides a comprehensive framework for examining the
cognitive mechanisms underlying employees' compliance behavior and offers guidance for
designing interventions that effectively promote information security policy compliance.
paragraph in every section does not have first-line indent. Use only styles embedded in the
document.

2.2.Digital Nudging towards Desired Behavior

Digital nudging refers to the strategic use of subtle and non-intrusive digital interventions aimed
at guiding individuals' decision-making and influencing their behavior towards desired outcomes
[15]. Rooted in behavioral economics and psychology, digital nudging leverages principles of
choice architecture to shape decisions without resorting to strict regulations or mandates. In the
context of employees' compliance with ISPs, investigating nudging strategies becomes imperative
due to the persistent challenge of motivating employees to adhere to established security
protocols. Traditional approaches, such as training programs and enforcement measures, often
fall short in effectively modifying employees' behavior. By exploring the potential of digital
nudging techniques, organizations can harness the power of choice architecture to nudge
employees towards more secure behaviors.

This research endeavors to examine the efficacy of nudging strategies in the realm of ISP
compliance, aiming to provide valuable insights into the design of interventions that align with
employees' decision-making processes, thereby fostering a culture of enhanced information
security while respecting individuals' autonomy and decision-making agency. Nudging strategies
are applied in various contexts, such as public health decisions, consumer behavior, or tax
compliance [15, 22, 23]. While there is an upcoming trend of examining nudging in privacy and
security context, research primarily focuses on privacy settings, password creation or phishing
detection [24, 25, 26]. However, recent literature claims to further extend the design of nudges
to other scenarios in cybersecurity, such as protection of data [26].

3. Hypotheses Development and Research Model

The goal of an intervention aiming to influence cognitive functions in System 1 is to provide an
intuitively clear stimulus, according to [18]. Simple visual signs can be understood fast and with
less cognitive effort [21] making it a suitable nudge strategy, triggering heuristic and immediate
responses. Contrary to this, textual detailed information will more likely trigger System 2 as it
takes more time and effort to process the given information. Understanding text arguments and
connecting them to prior knowledge requires deliberate attention to detail, which is usually part
of System 2 cognition [17]. In their study, [24] revealed that a security nudge text-message can
increase users security behavior. Especially messages emphasizing the threat and the
corresponding coping behavior were most effective. Therefore, it is expected:

H1a: Employees' ISP compliance behavior with a System 1 nudge strategy is enhanced when
compared to decision settings in which no nudge is applied.

H1b: Employees' ISP compliance behavior with a System 2 nudge strategy is enhanced when
compared to decision settings in which no nudge is applied.

However, system 1 and system 2 cannot be strictly separated as both systems are considered
rather complements than substitutes [18]. An intervention that combines the two theories will
likely have a greater effect than the two single-interventions if they are both, primarily, acting
through one theoretical route. If both single interventions primarily act through one theoretical
route, then an intervention that combines the two strategies and triggers both systems
simultaneously will likely have a better effect than the single-interventions [15]. Therefore, it is
stated:
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H2: The combination of both nudging strategies is more effective than no nudge or a single
nudge applied.

Information security policy compliance is more likely to occur if employees believe their
managers, IT personnel, or peers expect them to comply [12]. However, work environments are
dynamic environments with arising situational characteristics such as demanding colleagues and
finding workarounds [27]. Conversely, if peers, IT personnel, or managers themselves do not
adhere to policies this, then employees might adapt this behavior. Moreover, if these peers put
colleagues into demanding situations this, can result in peer pressure which is defined as
influencing or urging individuals to do something, regardless of whether they personally want to
or not [28]. It can be argued that peers not following ISPs will cause other employees to break the
rules and diminish the effect of nudge messages towards ISP compliance, leading to the following
hypotheses:

H3: The perceived peer pressure from colleagues to deviate from the ISP will negatively
impact employees' ISP compliance behavior.

H4a: The perceived peer pressure from colleagues to deviate from the ISP will weaken the
impact of the System 1 nudge strategy on employees' ISP compliance.

H4b: The perceived peer pressure from colleagues to deviate from the ISP will weaken the
impact of the System 2 nudge strategy on employees' ISP compliance.

H5: The perceived peer pressure from colleagues to deviate from the ISP will weaken the
impact of the combined nudge strategy on employees' ISP compliance.

Figure 1 presents the proposed research model.

Perceived Peer
Pressure

ISP Nudging Strategy H3 ()
System | Policy H5 ()
Message ‘
System |1 Policy HIb (+) — | ISP éi?]r:ﬁgince
Message /
Combination H2 (+)

System | + System
Il Policy Message

Figure 1: Research Model

4. Methodology

To test the proposed model, a four-condition between-subjects design will be applied in an online
experiment where ISP compliance will be measured through an in-basket task. Participants will
be required to respond to incoming mails from fictive colleagues, assessing their compliance
behavior. An in-basket task with emails provides a realistic simulation of employees' work
environment, allowing researchers to assess compliance behavior in authentic scenarios [29].
Emails, being a common communication mode in organizations, offer a relevant context for
measuring ISP compliance. The design for this email task will follow [13], [30], [31]. For
evaluation, a binary coding scheme will be used, assigning a value of "0" for non-compliance and
"1" for compliance. The design of the ISP nudge messages is based on the approaches of [18], [32],
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[33] and will appear right before participants start with their task. Perceived peer pressure will
be assessed using a 7-point Likert scale ranging from 1="strongly disagree" to 7="strongly agree".
The specific items, as well as the complete in-basket task, are currently under development and
will be presented in a future research paper. A potential challenge in this study is the power of
the nudge message, which needs to be strong enough to interfere across multiple mails.
Therefore, a pilot study will be carried out first. To conduct data analysis and test the proposed
research model, Hla/b will be evaluated using unpaired t-tests while H2 will be assessed with a
one-way ANOVA. Hypotheses 3 to 5 will be tested using structural equation modelling (SEM) with
the software SmartPLS.
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* Confidential data (e.g,. your personal data, company-related data) should be handled
with the utmost care and not sent to private mail addresses
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into any device as this pose a significant threat of containing malware or
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Figure 2: Nudge Message Designs

5. Conclusion

In conclusion, this study aims to investigate the effectiveness of different nudging strategies in
enhancing employees' ISP compliance behavior. Building upon the dual-process theory, which
suggests that individuals' decision-making can be influenced by both intuitive (System 1) and
reflective (System 2) processes, the study explores the impact of System 1 and System 2 digital
nudge messages on employees' ISP compliance behavior. A potential challenge in this study is the
power of the nudge message, which needs to be strong enough to interfere across multiple mails.
By examining the individual and combined effects of visual and textual nudges, the study seeks to
provide insights into the mechanisms through which these nudges influence employees' cognitive
processes. The findings of this study will contribute to the understanding of behavioral
interventions in the context of information security. Ultimately, the study aims to advance
knowledge in the field and provide practical recommendations for organizations seeking to
improve their employees' adherence to information security policies.
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