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Abstract

At a time when information technology is growing faster than ever before, information security
management system (ISMS) assessment has become one of the most important aspects of most public
sector organisations. The dependency on technology for almost every single process in an organisation
has put ISMS at the top of the corporate agenda of public sector organisations. For public organisations
in particular, the NIS 2 Directive describes abstract requirements for the development of an ISMS. On
the other hand, only a few public administrations operate an ISMS. In this context, this paper analyses
the requirements of the NIS-2 Directive and complements them with the obstacles and reasons for
success in the introduction of ISMS in small public sector organisations (SPSO). At the same time,
minimum requirements should be defined that help municipal administration set up an information
security management system quickly and easily. This paper summarizes the different requirements and
generates a foundation for a rough procedural model, for implementing the upcoming requirements of
the NIS 2 Directive quickly and easily in local governments.
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1. Introduction

The dependency on technology for almost every single process in an organization has put
information security management systems (ISMS) and their success factors at the top of the
agenda. The growing number of malicious cyber-attacks and their severity receive more and
more attention in the public discussion. The information belonging to sensitive and critical
organizations must be secured. Malicious cyber activities mainly take the form of business
disruption, data and property destruction, and theft of financial or sensitive data [1, p. 261]. Risks
and threats that can impact information security, in general, affect the confidentiality, availability,
and integrity of corporate resources, causing difficulties for both large and small companies, and
especially the public sector [2, p. 710], [3, p- 148].

The focus of this paper is on ISMS for the public sector. The work presented is part of an
ongoing research project to develop procedural support for implementing information security
management in small organization units of the public sector (SPSO). Against this background, the
main obstacles to the implementation of an ISMS in SPSOs are gathered from the literature and a
foundation for the creation of a first approach of a procedural model is derived from this.

In many centralized governmental structures, there are guidelines, recommendations, or even
mandatory standards for setting up and operating an ISMS. However, in small federal
governmental structures, this is often not the case[4] which establishes the responsibility for
ISMS on the individual organisation. Furthermore, these organizations are heterogeneous in size,
structure, administrative tasks, responsibilities, and resource availability. Due to this diversity,
many general approaches for ISMS are not applicable. This also coincides with the author's
experience after more than 25 years in a leading position in ministerial administration. The goal
of our research is to identify the specifics of small public sector units and develop an ISMS
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approach tailored to their demands. The current requirements of the NIS-2 Directive [5]should
be considered.

Chapter "2 Methodology" describes the phases of the Design Science approach, which are
progressed through step by step. Chapter "3 Identifying the requirements for an adoption and
diffusion of an ISMS" is divided into 3 subsections. First, the identification of the requirements
that can be derived for the SPSO from the NIS-2 guideline. Second, a summary of the results of the
literature review conducted. This provides an overview of the barriers, which is also the basis for
further research. Thirdly, these two results are compared. These results were structured in a
further step in order to develop and describe a rough process model based on them. In the fourth
chapter, a rough process model is derived from the requirements and described. This process
model has already been successfully tested in an artificial environment. Currently, the procedure
model is being tested in a real environment with different test subjects.

2. Methodology

This work is part of a research project aiming at methodical and technological support for
information security management in small public sector organization units. The project follows
the paradigm of design science research (DSR) [6]. DSR is a research paradigm aiming at problem-
solving in organizational settings with a focus on developing valid and reliable knowledge for
designing the required solutions. DSR research projects typically consist of several phases and
require the use of different research methods depending on the DSR phase and intended design
solution. This paper concerns the phase requirements definition and design and development of
the design solution, i.e., the core artefact. Table 1 provides an overview of the research activities
performed in the different phases of the DSR process, the research methods used for these
activities, the results achieved and the sections of this paper providing information about the
results.

Table 1.
Research activities performed in DSR phases and their results
DSR Phase Research activity Result / Artefact
Problem Literature analysis to determine the | Inhibiting factors and critical success
Investigation state of research factors visible in literature and NIS2-
Directive
Define Argumentative-deductive work to | Summary of inhibiting and success
Requirements derive requirements from results of | factors
problem investigation List of requirements of NIS-2 Directive
Design and | Conceptual-deductive  work to | Rough procedural model
develop Artifact | design a Foundation of a procedural
model based on requirements
Demonstrate Not covered in this work
Evaluate Artifact Not covered in this work

First, we have primarily considered the requirements of the NIS-2 Directive in this document.
At the same time, we have identified further important requirements through a literature review.
We merged both lists of requirements to create an overarching list of requirements as a
foundation for the development of a rough procedural model.

3. Identifying the requirements for an adoption and diffusion of an
isms

3.1.Requirements from nis-2 directive



The Network and Information Systems Directive 2 (NIS-2) is a European directive that aims to
improve cybersecurity in critical infrastructures and digital services. It significantly expands the
scope and obligations of the previous Directive and thus provides for various measures to achieve
the objective of improved resilience, including:[7]
¢ Mandatory security requirements: Operators of critical infrastructure and digital services
must implement appropriate safeguards to identify and prevent threats.
e Security incident reporting: Operators must report security incidents to national
authorities and share information about these incidents to improve response capability.
¢ Establishment of CSIRTs: National authorities must establish Computer Security Incident
Response Teams (CSIRTSs) to respond to security incidents.
¢ Regular security audits: Operators must conduct regular security audits and review their
security measures to ensure they are adequate and in line with current threats.
¢ Cooperation between Member States: Member States need to work together and share
information to jointly combat threats and improve cybersecurity in Europe.

These measures are intended to ensure that critical infrastructures and digital services in
Europe, including Germany, are safe and secure, and that they can respond to threats and prevent
attacks. In practice, the development and sustainable establishment of an information security
management system (ISMS) form an essential foundation for the implementation of the NIS 2
Directive, as an ISMS helps to ensure the security of critical infrastructures and digital services
and to respond quickly and effectively to threats.[8] In Art. 21 of the NIS-2 Directive, four core
requirements are formulated that must be met by an ISMS.[7] These include:

e  Policies: Risk & Information Security Policies
Incident Management: Prevention, detection, and management of cyber incidents
Business Continuity: Business Continuity Management, Crisis Management
Supply Chain Management: Security in the supply chain — up to suppliers
Procurement: Security in the procurement of IT and network systems
Effectiveness: Requirements for measuring cyber and risk measures
Training: Cyber Security Hygiene of employees
Cryptography: Specifications for cryptography and, where possible, encryption
Staff: Human Resources Security
Physical access control
Asset Management (ISMS)

Authentication: Use of multi-factor authentication (MFA) and single sign-on (SSO)
Communication: Use of secure voice, video, and text communication
Emergency communication: Use of secure emergency communication systems

At this point, the NIS-2 Directive provides a simple framework. First and foremost, a strategy
must be formulated by the organisation. This is followed by the definition of requirements of the
context. The organisational and technical implementation of the requirements must be
coordinated by an appropriate organizational structure and flanked by appropriate guidelines.
However, descriptions of the concrete implementation of an ISMS remain open.[9, p. 824]

3.2.The requirements from literature research

To collect the relevant literature on the status quo of information security in the public sector and
especially in local government, a structured literature analysis based on Webster and Watson [3]
was carried out in the established electronic literature database SSOAR (administrative sciences),
EBSCO Econ Lit and WISO (public service) as well as Scopus (various disciplines). The literature
analysis was carried out based on a free-text search using the combination of the following terms:
"cybersecurity, public sector, information security, hindering factor, obstacles". In the first step,
the literature databases were searched with German search terms and then with English search
terms. The first search queries resulted in around 1,500 hits, whereby a search period of 15 years



was chosen. This search period was then successively restricted and ultimately limited to the
period from 2016. This reduced the number of hits to approx. 703 articles. After reviewing the
titles, 378 of the abstracts were read. This was followed by a full review of the text of 165 articles.
After assessing their relevance based on content, quality, and citation frequency, 92 articles were
filtered out of these, which were included in further analysis. The results of the search queries
can be summarized as follows (Table 2):

Table 2:
Result of the literature review

search string literature- hits relevance
join with AND database
isms, success, factor 269 26
isms, success-factor 172 17
isms, hindering, factor 16 4
cybersecurity, hindering, factor 6 1
- - - Scopus
cyber, security, hindering, factor 10 2
cybersecurity, municipal 20 8
information, security, municipal 412 23
information, security, success factors, isms 21 9
isms, success, factor 8 0
isms, success-factor 4 0
isms, hmde.rlng, factor EBSCO 0
cybersecurity . 151 5
. - — EconlLit
information, municipal 1 1
information, security, municipal 20 1
information, security, management, system 28 0
cybersecurity SSOAR 37 2
security, municipal 137 1
isms WISO 4 1
information security 24 1

Table 3 presents the results of a literature review. The publications identified with this
analysis were examined for factors inhibiting or supporting ISMS implementation. 60 inhibiting
factors or critical success factors were identified from the literature review. Behind each
hindering factor, the reference is listed in brackets [citation] (Table 3). On the one hand, this
summary serves as the basis of this paper in the sense of Design Science Research (DSR) an
overview of the disruptive factors of an ISMS. But also, at the same time as a foundation for further

research work. The determined requirements that are important for this paper are marked in
bold in Table 3.

Table 3:

Identified Hindering Factors resp. Critical Success Factors
Factor / Requirement

Change management [10]

Factor / Requirement
Incentives (Tariff Structure) [11]

Application Security [12]

Cybersecurity Architecture [13], [14], [15]

Audits [10], [11], [16], [17]

ISMS-Organization [10], [18]

Ny |w e

Risk Management [19], [17], [20]-[22], [18],
[15]

PO

Education Level of Employees [11], [23],
[24], [21], [25]

9. Awareness of Employees [10], [11], [26],
[27], [28]

10. Size of the Agency[29]




Factor / Requirement

Factor / Requirement

11.

Disaster Recovery Planning [12]

12. Document Revision [17]

13.

Self-Interest [20]

14. Achieved Level of Protection [30]

15.

Control Centre (SPoC) [13], [31]

16. Misjudgement of the Management Level
[19]

17.

Lack of qualified Employees [19], [26]

18. Definition of Roles / Responsibilities
and Communication [32], [10], [21]

19.

Definition of Measures and their
implementation [32]

20. Sanctions [11], [16] [26]

21.

Financial Resources [10], [33], [19], [26],
[29], [34]

22. Funding (Government) [35], [36]

23.

Room for manoeuvre [16]

24. Business Continuity [37]

25.

Outsourcing Quota [38]

26. Improvement process [39]

27.

Individual Attitude (Culture) [16], [27], [31]

28. Information Exchange regarding Security
Vulnerabilities [32], [13], [30], [40] and

Networking [13], [31]

29.

Obtaining Information on Cyber Topics
(OSINT) [41], [42], [21]

30. Government Interest [4]

31.

Communication [10]

32. Concrete Measures of Security Strategies

[30]

33.

Continuous Improvement [32], [39]

34. Loss of control [38], [36]

35.

Cultural Context [27], [31]

36. Leadership [20]

37.

Policies [10], [11], [26], [28], [32], [33], [43]-
(45]

38. Management attention [20], [28]

39.

Integration of the Management into the
Security Process [32], [31]

40. Measurements [20]

41.

Human Factors [11], [18], [27], [39], [46]

42.Level of the Critical Infrastructures [30]

43.

Emergency Planning [37]

44, Organizational Perspective [37]

45.

Process Management [20]

46. Productivity Loss due to cyberloafing

[16]

47.

Project Management [43]

48. Qualified Employees [18], [19], [26], [29],

[33]

49.

Legal Requirements [4], [13]

50. Review of the Implementation of

Measures [32]

51

. Risk Consciousness [21], [26]

52. Collaboration [10]

53

. Training Measures [10], [23], [33], [44], [45],
[24]

54, Security Culture [11], [16]

55

. Technical Equipment (Quality) [12], [26],
[44]

56. Technical Security Controls [11]

57

.Tools [20], [23], [31]

58. Behavioural Controls [11]

59

. Certification as Proof [19]

60. Maturity Models [47]

Various requirements for the development of an ISMS can be derived from the NIS-2 guidelines
as well as from the literature. The literature research carried out provides the following
overarching requirements: Management Attention, Strategy Requirements, Compliance and
Legal Requirements, Financial Requirements, Organisational Requirements, Effective Procedural

App

3.3.Merge of requirements from literature review and nis-2 directive

roach, Personnel and Financial Resources.




In addition to these overarching requirements, the requirements from the NIS-2 Directive can
be combined with the requirements from the literature research. Table 4 provides an overview
of the requirements (Table 4) from the NIS-2 Directive and the literature review.

Table 4:

Summary of Requirements
Requirement NIS-2 Directive | Literature Review
Asset Management
Authentication
Business Continuity
Communication
Cryptography
Effectiveness (Gap Analysis)
Emergency Communication
Incident Management
Internal Audit
Physical Access Control
Policies X
Policies and further Documents
Procurement X
Risk Management
Service Management
Staff X
Supply Chain Management
Training (Employees) X X

XX [X|X|[X|X|X|X

>

>

X | X[ X |[X|X

>
>

4. From requirements to a first approach of a procedural model

These requirements have been summarised as follows. At the top hierarchical level, the
requirements from the area of compliance must be met by an ISMS to be established. This is only
possible if there are appropriate financial conditions in the organization. Within the framework
of the organizational requirements, the prerequisites for management attention, organizational
structure and guidelines must be created. The sub-items Business Continuity, Continuous
Improvement and Audits are subsumed under the heading Strategy. In the area of human
requirements, training measures are essential to be implemented. This is followed by the largest
block of requirements. The technical requirements for application security, infrastructure, and
the associated implementation of measures. Risk management examines all requirements
individually or comprehensively to determine dependencies between the individual
requirements. Figure 1 summarises the results from Sections 3.1 and 3.2.

What are the requirements of the NIS 2 Directive on the one hand and what are the obstacles
on the other hand and how can they be implemented quickly and easily through a rough process
model in small and medium-sized municipal administrations?
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Figure 1: Structured Requirements for an ISMS as a foundation of the development of a
Procedural Model

In a further development step, these requirements for an ISMS were transferred into a
procedural model. The procedural model is supported by an appropriate software prototype. The
procedural model and the software support (Figure 2) with the help of 12 steps the requirements
of an ISMS and help fulfill the requirements of the NIS-2-Directive.

5. Summary and next steps

The requirements of the NIS-2 Directive are very abstract framework. Currently, there is a lack of
corresponding architectural concepts.[9, p. 824] Below this architecture, an ISMS must be
established and operated sustainably. At the same time, the listed requirements from the NIS-2
Directive meet in practice the obstacles to the introduction of an ISMS. Through a clear
identification of the requirements of the NIS-2 Directive, but also of the obstacles described from
Sections 3.1 and 3.2 an summarized in Figure 1, the foundations have been laid to create an
appropriate framework for the implementation of ISMS in SPSO. The current research project
focuses on the development of such a framework. The framework conditions listed above must
be considered in the development of a process model. Currently, there is a first framework
concept with the help of which the requirements are tested prototypically in practice. As part of
the research work, the presented procedural model was integrated into a software prototype
(Figure 2) and the usability was checked in an artificial environment and in the field test [48].
Since we follow the guidelines of the Design Science Research Approach (DSR) as an overarching
research design, the overall architecture (procedural model and software prototype) will be
evaluated in a further step within the framework of the ongoing research project. To this end, the
specifications of Hevner and Chatterjee [49] are to be implemented with the help of the
Framework for Evaluation Design Science (FEDS) [50].
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Figure 2: The Procedural Model integrated into a Software Prototype
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