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Abstract
In recent years, it has become evident that blockchain technologies are becoming more relevant, not just in the fintech
industry, but rather in other fields as well. Whereas Bitcoin and Ethereum blockchains focus mostly on cryptocurrency,
Hyperledger-based blockchains, or distributed ledger technologies (DLTs), focus on different use-cases, e.g. medicine, supply
chain management, and public sector. Furthermore, Hyperledger-based DLTs can be viewed as a suite of frameworks, each
designed to best fit into a certain purpose in terms of scalability, complexity, and security. Although similar, each DLT
supports different consensus mechanisms, one if the building blocks of a blockchain network.

In this paper, we analyze the security properties of the most popular Hyperledger DLTs’ consensus mechanisms, with
an emphasis on security and computational complexity. We focus on the similarities and differences between the DLTs,
comparing them to Bitcoin’s proof-of-work and Ethereum’s proof-of-stake, with the goal to find the most and least secure.
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1. Introduction
Even though initially used in cryptocurrencies like Bit-
coin and Ethereum, blockchain technologies (BCTs) have
long surpassed this use-case [1, 2]. Transactions that
form blocks which in turn form the chain are the key
aspect of all BCTs. However, we can differentiate be-
tween several methods of block formation, level of access
and, of course, consensus mechanism used. Hyperledger
represents an opensource code that is under the Linux
foundation. This collaboration initiative began as an idea
to promote and improve BCTs and expand the possibility
of its use in the business use-cases, for enterprise level
solutions. By using Hyperledger BCT, which encom-
passes multiple distributed ledger technologies (DLTs),
libraries and tools in the business processes, we can im-
prove transparency, enhance liability and trust between
business partners. However, for different BCT-based ap-
plications, depending on the need, some of the DLTs are
more suitable than others [3].

The aim of this paper is to examine the most popu-
lar Hyperledger projects: Fabric, Sawtooth, Iroha, Indy,
Burrow and Besu, in terms of security properties of the
consensus mechanisms used, and to make the compara-
tive analysis of the consensus mechanism vulnerabilities
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and possible solutions. In this review paper we wanted to
emphasize the key characteristics and differences regard-
ing the security aspects of consensus mechanism which
are used in all of the hyperledger Blockchains, with the
goal of answering the question of which consensus mech-
anism is the most secure.

This paper is organized as follows. After the Introduc-
tion, we examine the different variants of Hyperledger
DLTs. Afterwards, we analyze the consensus mecha-
nisms used in the DLTs. The results section focuses on
vulnerabilities of each mechanism and possible solutions
to overcome those vulnerabilities. Finally, we give some
concluding remarks.

2. Hyperledger distributed ledgers
Blockchain technologies represent a dramatic improve-
ment to the landscape of information collection, distri-
bution, and governance [4]. Blockchain technology was
originally the name given to the design that underpins the
operation of the digital currency Bitcoin. Bitcoin’s creator
never used the term "blockchain" in his whitepaper, and
reading it gives the distinct impression that the author
was not introducing a new technology in the traditional
sense, but rather a software design drawing on several
existing technologies to allow him to create a "purely
peer-to-peer version of electronic cash". The essence
of Bitcoin’s blockchain operation is that whenever two
network members interact through a transaction, they an-
nounce their transaction to all network members (nodes),
who record the transaction into a block with a limited
capacity. Once the block is full, nodes perform the so-
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called Proof-of-Work operations that are mathematically
difficult to solve, although with predictable results, i.e.
the correct solution is simple to verify. These mathemat-
ical operations have nothing to do with bitcoin trans-
actions, but they are critical to the system’s operation,
because they force verifying nodes to expend processing
power that would otherwise be wasted if they included
any fraudulent or invalid transactions. The first node
to correctly solve the Proof-of-Work problem broadcasts
the solution to all other nodes, along with the block of
transactions. Nodes can quickly and efficiently verify the
accuracy of transactions and solutions, and when 51%
of the network’s processing power votes to approve a
block, nodes start recording new transactions to a new,
amended block [5].

Blockchain imposes fundamental changes to the way
personal data are currently being processed, and can
improve current data security solutions. A Blockchain
is therefore a shared, append-only distributed ledger, in
which all transactions, which can describe events (e.g.
changes to bank accounts, updates to an electronic health
record, each step in a supply chain, etc.) are stored in
linked blocks [6].

The Hyperledger Project is a collaborative effort to
develop an open-source, enterprise-grade distributed
ledger framework and code base. It seeks to develop
blockchain technology by finding and implementing a
cross-industry open standard platform for distributed
ledgers that has the potential to change the way com-
mercial transactions are handled globally [7]. All Hyper-
ledger projects are open source and free to use. Except
for Hyperledger Indy which focuses on decentralized
identity, all Hyperledger projects focus on general pur-
pose applications. However, the consensus mechanism is
one of the fundamental differences between the projects.
Due to the wide range of blockchain usage needs, Hy-
perledger is developing a number of different consensus
mechanisms [3]. Table 1 shows a summary of the key sim-
ilarities and differences between Hyperledger projects
[3]. The purpose of Hyperledger is to therefore provide
efficient and robust blockchain systems and distributed
ledgers for the creation of distributed services, i.e., sys-
tems in which all nodes in a network have the same
copy of a ledger that can be read and edited indepen-
dently by individual nodes. Hyperledger presently hosts
sixteen projects, which are organized into four macro-
categories: Distributed Ledgers, Libraries, Tools, and
Domain-Specific. The six frameworks described below
are the main strengths of Hyperledger [8].

2.1. Key Hyperledger Projects
Hyperledger Besu is an Ethereum client that is intended
for enterprise use in both public and private permissioned
networks. It can also be tested on Rinkeby, Ropsten, and

Gorli test networks. Hyperledger Besu includes several
consensus algorithms such as Proof-of-Work (PoW) and
Proof-of-Assignment (PoA). Its comprehensive permis-
sioning schemes are designed specifically for use in a
consortium environment [8].

In terms of usage, potential, and efficiency, Hyper-
ledger Fabric is one of Hyperledger’s leading projects.
Fabric’s architecture is highly modular and configurable,
allowing for innovation, versatility, and optimization
across a wide range of use cases, including banking, fi-
nance, insurance, healthcare, human resources, supply
chains, and even digital music distribution. Fabric is in-
tended to serve as a foundation for developing modular
applications or solutions. It allows components, such as
consensus and membership services, to be plug and-play.
It also provides a unique approach to consensus that en-
ables performance at scale while maintaining privacy
[8].

Hyperledger Indy focuses on Decentralized Digital
Identities (DIDs) and intends to help those application
domains where DIDs play an important and vital role.
As a result, it offers tools, frameworks, and reusable com-
ponents to make digital identities based on blockchains
or other distributed ledgers compatible across admin-
istrative domains, apps, and any other silo. Indy is in-
teroperable with various blockchains and may be used
independently to power identity decentralization. With
its unique consensus and ordering service algorithms,
comprehensive role-based permission model, and multi-
signature support, Hyperledger Iroha is an easy-to-use
modular distributed blockchain platform [8].

With its unique consensus and ordering service algo-
rithms, comprehensive role-based permission model, and
multi-signature support, Hyperledger Iroha is an easy-to-
use modular distributed blockchain platform [8]. Hyper-
ledger Iroha concentrates on the evolution of applications
of mobile in combination with client libraries for both
iOS and Android. This is a well-organized set of libraries
and components. The synchronization and storage of
data are performed off-device, and default network-wide
repudiation system is done to verify validated nodes [9].

Hyperledger Sawtooth provides a flexible and modu-
lar architecture that separates the core system from the
application domain, allowing smart contracts to express
business rules for applications without needing to know
the underlying core system design. It supports a vari-
ety of consensus algorithms, such as Practical Byzantine
Fault Tolerance (PBFT) and Proof of Elapsed Time (POT)
(PoET) [8]. Hyperledger Sawtooth is an open source
distributed ledger designed for the modern enterprise.
Unlike many popular blockchains, Sawtooth is not built
for cryptocurrency, but instead for business supply chain
management. To enhance performance, Sawtooth exe-
cutes transactions in parallel instead of serially over a
REST API. Sawtooth currently supports four alternative



Table 1
key similarities and differences between various Hyperledger projects [3].

Project Sawtooth Fabric Indy Burrow Iroha Besu

Advantages Distributed
state agree-
ment,
Adapters
for transac-
tion logic,
Versatility,
Scalability,
Trans-
action
families

Enterprise
backing,
Relative
maturity,
Private
channels,
Modular
architec-
ture, Smart
contracts

Identity
manage-
ment

Lower
barrier
to entry,
Use of the
Ethereum
Virtual
Machine
(EVM)

Mobile
libraries

Network
client vari-
ety, Plugins,
Monitoring
on Besu

Consensus mechanism Proof of
Elapsed
Time,
Practical
Byzantine
Fault Toler-
ance, Raft,
Devmode

Kafka, Raft,
Solo

Redundant
Byzan-
tine Fault
Tolerance
(RBFT)

Tendermint Sumeragi PoW, and
PoA (IBFT,
IBFT 2.0,
Etherhash,
and Clique)

Smart contract technology Transaction
Families

Chaincode None Smart
contract
application
engine

Chaincode

Smart contract type On-chain
and In-
stalled

Installed None On-chain On-chain

Smart contract language C++,
Go, Java,
JavaScript,
Python,
Rust, or
Solidity
(through
Seth)

Go, Java,
Javascript,
Solidity

None Native lan-
guage code

Native lan-
guage code

Java

State storage Central
lmdb
database

CouchDB
or leveldb

RocksDB Google’s
Protocol
Buffers

Kura RocksDB

consensus algorithms. There really are four of them: Dev
mode, PoET, PoET-Simulator, and RAFT [10].

Developers and architects can use Hyperledger Bur-
row to design an Ethereum virtual machine environment
within the context of their Fabric and Sawtooth networks.
It is a solution for combining Ethereum functionality
with Hyperledger functionality [8]. Monax created Hy-
perledger Burrow, which Intel guarantees [9]. Burrow is
a permissioned blockchain in which nodes, similar to the
EVM, carry out smart contracts. Hyperledger Burrow is
designed for multichain environments with application
specifc contracts but coordinating a different domain.

Palma et al. [8] presented a summary utility tree of

the most important technological decisions behind the
architectural features of the Hyperledger frameworks
implementations that may be able to cope with user re-
quirements, as showed in Fig. 1. The symbol [*] means
”every ledger” considered in [8].

3. Consensus mechanisms analysis
A consensus mechanism is a protocol in place to ensure
that all participants in the blockchain network follow
the agreed-upon rules [4, 11]. It assures that the trans-
actions come from a legitimate source by requiring that



Figure 1: Summary utility tree of the most important technological decisions behind the architectural features of the
Hyperledger frameworks implementations that may be able to cope with user requirements [8].

every participant agree to the status of the distributed
ledger. The public blockchain is a decentralized technol-
ogy, and there is no centralized authority to control the
required act. As a result, the network requires autho-

rizations from network participants for the verification
and authentication of all blockchain network activity.
The entire process is based on network participants con-
sensus, which makes blockchain a trustless, secure, and



dependable platform for digital transactions [12]. There
are several well-established methods by which different
nodes in a blockchain network can reach consensus over
a new block [13].

Proof of Elapsed Time (PoET) is an Intel-proposed con-
sensus mechanism that operates similarly to PoW but
consumes substantially less energy. Miners must solve
a hash problem similar to PoWin this manner. Instead
of a competition among miners to solve the next block,
the winning miner is chosen at random based on a ran-
dom wait time. The miner whose timer runs out first is
the winner [13]. Its core mechanism is based on Intel’s
Software Guard Extensions (SGX) technology [14] that
has the ability to digitally attest that some code has been
correctly set up in aso called “Trusted Execution Environ-
ment” [15]. In PoET, this code is a function that generates
a random time period that must be waited out by each
node [16]. PoET is a scalable and efficient mechanism,
particularly for permissioned networks. It generates a
randomized model for picking block producers that does
not require resource-intensive processing as in PoW sys-
tems or sophisticated calculations for deciding miners
as in PoS and PoI consensus processes. PoET, on the
other hand, is significantly reliant on Intel’s specialized,
third-party hardware to function, which increases en-
trance barriers for participants who do not have access
to the SGX technology. It is also feasible that nodes with
greater hardware available will have a better chance of
being chosen, although such nodes will almost certainly
be refused access to the permissioned network [16].

To solve the Byzantine generals problem, Practical
Byzantine Fault Tolerance (PBFT) is applied. To work
normally, PBFT can accept malicious behavior from up
to one-third of all nodes. For example, in a system with
one malicious node, at least four nodes are required to
reach a proper consensus. Otherwise, consensus is not
reached. When compared to proof of work, this method
achieves consensus faster and more cheaply [13].

The Tendermint protocol is based on the PBFT con-
sensus method. To select validators as participants, the
protocol uses a voting method. Validators verify that
adding blocks to the chain structure is done correctly.
This ensures less number of nodes act as Validators and
solves the computational complexity of PoW in energy-
constrained environments [17]. A designated delegate
will reach consensus in the RAFT protocol, and he will
also be responsible for duplicating the logs whenever a
new user joins the network. The heartbeat message will
serve as an interrupt signal in this case, signalling the
presence of the leader. If they do not receive the message
before it expires, all nodes have a timeout mechanism in
place. Then, unless the timer is reset, they will begin the
process of electing a new leader. This protocol is more
compatible with permissioned and private networks [17].

Proof of Work (PoW) was the first prominent

blockchain mining mechanism presented in the liter-
ature used by the Bitcoin blockchain [1] and later it
was adopted by the other cryptocurrencies like Lite-
coin, Ethereum, Monerocoin, and Dogecoin. It involves
high algorithm cost with an open quorum structure [17].
The computationally expensive problem is crucial to the
PoW mechanism: it must be difficult enough to solve to
disincentivize attackers who want to contaminate the
blockchain due to the high costs of obtaining a solution.
Similarly, validating the suggested solution must be easy
so that it may be easily accepted by other nodes and the
correctness of the solution is transparent to the network,
regardless of the computational power of any network
node. Bitcoin’s difficulty is to determine a value known
as a "nonce." This nonce is generated by merging the
proposed block’s content to generate a new hash output
that falls within a target range, such as a target hash
prefixed with a number of 0’s. The desirable output of
a nonce can only be determined by brute force due to
the nature of hashing algorithms. As a result, it is highly
unexpected which node will successfully mine the next
block, protecting validated transactions from tampering.
PoW has effectively sustained and protected the oper-
ations of two of the most popular public blockchains,
Bitcoin and Ethereum, by requiring expensive compu-
tational power and information transparency [16]. By
establishing a large number of malicious nodes, the Sybil
attack can successfully exploit the PoW. The balancing
attack can be used against the Ethereum protocol and
private blockchains. Furthermore, DDoS attacks and BGP
hijacking can be used to interrupt the regular flow of this
consensus mechanism [12].

Proof of Authority (PoA) is designed to optimize the
PoS mechanism and be used in permissioned networks.
Instead of selecting block miners based on their stakes
in cryptocurrency tokens, PoA selects a small group of
authorities as transaction validators based on their net-
work identification or reputation [18]. A PoA-based sys-
tem also rewards authorities for certifying and ordering
transactions to incentivize honest behavior in provid-
ing service and moderating the network [16]. PoA does
not necessitate intensive processing to execute difficult
tasks and depends on a limited number of validators to
obtain consensus. When compared to PoW and PoS-
based systems, these features help improve transaction
throughput and energy efficiency. PoA, on the other
hand, avoids decentralization by concentrating mining
power among a handful of trusted authorities. As a result,
this paradigm has the potential to introduce censorship
into the public network, with one or more authorities
blacklisting or denying all transactions from a specific
user. On the other hand, a permissioned network built
between multiple businesses or major institutions might
profit from PoA since it offers a faster transaction pro-
cessing speed and the identity-at-stake model aligns well



with business operations that value trustworthiness and
reputation [16].

Apache Kafka is a distributed streaming platform,
based on a commit log that started as an internal
LinkedIn project designed to provide a low-latency, high-
throughput platform for manipulating real-time data
feeds [19]. The typical Bitcoin system takes roughly
10 minutes to build blocks. As a result, we simplified
the standard blockchain’s consensus algorithm and used
Kafka distributed message processing instead of PoW,
PoS, and other consensus mechanisms to provide record
verification and backup on the block alone. Kafka consen-
sus selects several fixed nodes to implement the Kafka
cluster to maintain partition logs, and the remaining
nodes are used as transaction production and consumers
to manage messages in the queue. The Kafka consensus
has the advantage of having high throughput and low
latency. The disadvantage is that it can only tolerate 1/2
of the maximum node failure, and cannot tolerate the
existence of malicious nodes [20].

Sumeragi is the name of the Byzantine fault tolerant
distributed consensus algorithm used by Hyperledger
Iroha. Most of the algorithm is based on the B-Chain con-
sensus algorithm. In Sumeragi, consensus is performed
on individual transactions and the global state resulting
from all transactions [21].

4. Security properties of consensus
mechanisms

The well know cryptocurrency, Bitcoin, utilizes a permis-
sionless public blockchain framework. Being permission-
less, it allows any node to participate in the consensus
protocol and mine blocks without any permission. It
uses PoW as the method for consensus which has a high
latency about 10 minutes, making it ineffective for IoT
networks. However, it is worth exploring if it can still be
used with eased proof of work to reach a consensus in
a short time [13]. Bitcoin’s PoW mechanism consumes
massive power. It is estimated that power consumption
of Bitcoin per transaction is around 545 KWh [22].

Ethereum is a permissionless public blockchain frame-
work developed using solidity which is a contractori-
ented, high-level language for implementing smart con-
tracts . All the nodes are required to participate in the
consensus process. This method is significantly less
computational-intensive than the original PoW. This
blockchain can be customized and adopted for a vari-
ety of applications because of its intrinsic characteristics
that enable smart contracts. Its block generation process
takes between 10 to 20 seconds which is much less than
bitcoin’s latency [13]. It is estimated that power con-
sumption of Ethereum per transaction is around 49 KWh
[22].

The most common vulnerabilities and attacks on BCTs
and DLTs based on consensus are DDoS attacks, 51%
attacks, long range attacks, 𝑃 + 𝜖 attacks, and Sybil at-
tacks. DDoS attacks on a blockchain focus on the protocol
layer, with the biggest threat to blockchains being trans-
action flooding, when spam and false transactions flood
the blockchain. The attacker can hence compromise the
availability for original users and undesirable have other
impacts on the network. The vulnerable mechanisms are
PoW, Delegated PoS, RAF and PoA. A possible solution
for these attacks are transaction filtering.

The next vulnerability is the 51% attack. The 51% at-
tack is committed when a miner or group of miners gains
control of more than 50% of a network’s blockchain. This
threat is targeted to cryptocurrencies, and in most sit-
uations, it cannot be detectable until it’s too late. The
vulnerable mechanisms are RAFT, PoW, PoS, and dele-
gated PoS. Although a possible solution for this attack
does not exist, the larger the network, this type of attack
is less likely to happen.

Similar to the 51% attack, long range attacks can occur
when a false chain takes over the correct chain, rendering
the previous chain invalid. The only mechanism that
is vulnerable to this type of attack is PoS due to small
intervals of block generation. Possible solutions include
bootstrap nodes, checkpoint, or adding a range a blocks
to always be considered true.

The next type of attack is the so-called 𝑃 + 𝜖 attack,
where a malicious node, i.e. the attacker, is influencing
other nodes that get incentives from the blockchain. The
attacker promises to pay 𝑃 + 𝜖 to all voters who vote
for attacker’s option, if the majority votes for attacker’s
option. Distributed PoS and PoW mechanisms are vul-
nerable to this attack; however, this type of attack is very
hard to implement.

Finally, Sybil attacks occur when a single node makes
many fake identities (called Sybil identities) simultane-
ously. All mechanisms are theoretically vulnerable to
Sybil attacks. More effort on authentication, such as
Two-Factor Authentication (2FA) or node propagation
modeling could be possible solutions to these attacks.

A summary of the vulnerabilities is given in Table 2.

5. Conclusion
In this paper, we have analyzed the most common Hy-
perledger project DLTs used, with emphasis on their
consensus mechanisms used and the security properties
of each. While some mechanisms are more resilient than
others, all consensus mechanisms is at least vulnerable
to at least one kind of threat or attack. As far as attacks
are concerned, the majority of them are focused on cryp-
tocurrency BCTs, while enterprise DLTs are less likely
to be a target of an attack.



Table 2
Types of most common attacks/vulnerabilities on BCTs/DLTs based on consensus.

Vulnerability/Attack Vulnerable mechanisms Possible solution

DDoS blockchain attacks PoW, PoS, DPoS, RAFT, PoA Transaction filtering

51% attacks RAFT, PoW, PoS, DPoS Hard to implement the attack

Long range attakcs PoS Bootstrap nodes, Checkpoints, Range of
blocks to always be considered true

𝑃 + 𝜖 attacks PoW, DPoS None; Hard to implement the attack

Sybil attacks All mechanisms 2FA, Node propagation modeling

Currently, all BCTs/DLTs use one form of consensus
mechanism, and a possible solution for added security
could be to combine two or more consensus mechanisms
for a future DLT implementation. Furthermore, poli-
cies such as node segregation, node addition “cost”, and
node behavior monitoring can be implemented to secure
public BCTs. We can conclude that the use of private
blockchains/distributed ledgers is so far a better choice
in terms of security, and future work will focus on im-
proving existing mechanisms.
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