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Abstract  
The article discusses various types of attacks on the DHCP protocol and the tools that can 
be used to implement them. Using modeling, the primary network vulnerabilities 
associated with dynamic address allocation were identified and methods to prevent or 
mitigate them were proposed. A network design close to the real one was built in the 
GNS3 environment. A Cisco router was used as a DHCP server. Specialized tools such as 
Yersinia and Ettercap were used to carry out the DHCP Starvation and Rogue DHCP server 
attacks. The simulation of attacks will be equally effective for different types of DHCP 
servers and network equipment from other companies. 
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1. Introduction 

Network security issues are becoming 
increasingly relevant in today’s digital 
environment, given its constant evolution. The 
number of cyberattacks is constantly growing, 
which, in the absence of their constant study 
and identification of countermeasures, can 
lead to problems with network availability and 
its safe operation. The Dynamic Host 
Configuration Protocol (DHCP) protocol is one 
of the key protocols for establishing network 
communication, as it provides devices with IP 
addresses and other network parameters. 
Therefore, it is important to know how attacks 
on this protocol are carried out and to identify 
methods of securing against them to take all 
the necessary steps to prevent attacks and 
ensure uninterrupted communication when 
administering the network. 
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1.1. Theoretical Background 

An analysis of research on this topic has shown 
that there are many ways to conduct various 
cyberattacks on network protocols using 
specialized software products. 

In particular, in the article [1], the GNS3 
emulator was used to perform a DDoS attack 
and it was determined that parameters such as 
web server settings and security modules 
affect server performance during an attack and 
are not available in other simulators such as 
OPNET, NS3, and others. The study found that 
GNS3 provides a very realistic approach to 
creating network simulations, allowing you to 
configure a full set of parameters that are 
available in real computer networks. Among 
the disadvantages noted by the authors are the 
use of hardware resources to simulate the 
operation of all devices, limited scalability 

mailto:liza.bailiuk@gmail.com
mailto:a.a.polish4uk@gmail.com
mailto:v.osadchyi@kubg.edu.ua


210 

within the topology, and support for a small 
number of simulated equipment. 

The paper [2] examined the DHCP 
Starvation attack in a wireless network and 
highlighted the experimental difficulties in its 
implementation. The authors demonstrated an 
easier-to-create and covert attack in this type 
of network using ARP Spoofing, and analyzed 
current methods for detecting and mitigating 
such threats, noting that the attack was not 
detected. The paper also describes a scenario 
using IPv6 addressing, in which similar attacks 
can lead to the depletion of the address pool. 
The review concludes with a discussion of an 
anomaly-based detection method for timely 
recognition of DHCP Starvation attacks and 
similar threats. 

Research [3] includes the development of 
solutions to ensure network security against 
attacks on the DHCP protocol. It is noted that 
the presented methods should be used for all 
enterprises and organizations that use internal 
networks to minimize attacks on the network 
via DHCP. As a result of the study, it is 
determined that to prevent attacks on DHCP in 
the network, at least network switches must 
support the settings presented in the article. 
The presented solutions and methods can be 
considered based on the cost and scalability of 
the network. 

Paper [4] identified the main types of 
attacks on the DHCP protocol and studied the 
process of detecting them using Python scripts. 
The authors used Python, Scapy, and GNS3 to 
model a real network architecture and study 
the impact of DHCP flooding and Rouge DHCP 
attacks. This article proposes a method for 
detecting the DHCP Starvation attack using the 
Offer packet of the DHCP protocol itself. 

The study [5] analyzed the vulnerabilities of 
the DHCP protocol that can be used in various 
attacks, including Rogue DHCP server, DHCP 
starvation, and others. The authors also 
summarize the existing countermeasures to 
neutralize or mitigate them and identify the 
advantages and disadvantages of each of them. 

The article [6] describes a new method of 
implementing the DHCP starvation attack, 
which is effective in both wired and wireless 
networks. The authors note that it uses a pre-
query performed by a DHCP server, as 
described in RFC 2131, and checks the IP 
address offered for exploitation for accidental 
use by other network clients. The research 

demonstrates that an attacker can send fake 
responses to these requests to implement 
address exhaustion in different types of 
networks. 

In [7] analyze the types of attacks on the 
network, including Rogue DHCP Server, DHCP 
starvation, MAC-spoofing, ARP Spoofing, and 
DOS. The authors also consider ways to secure 
against each of them. 

The study [8] presented a method for 
detecting and neutralizing potential DHCP 
Rogue Servers attacks. This paper focuses on 
developing a method to provide active security 
for a node running the GNU/Linux operating 
system. Unauthorized DHCP servers can be 
located on the same local network as the main 
one, and thus have the ability to intercept 
network information and send incorrect 
routing information to devices. Therefore, the 
purpose of the study is to prevent this situation 
by identifying unreliable DHCP servers. 

During the analysis of publications on this 
topic, it was found that they pay little attention 
to the tools themselves for implementing 
threats to the DHCP protocol, which is an 
important element in security networks from 
attacks. This article, in addition to analyzing 
the vulnerabilities of the DHCP protocol, 
provides a step-by-step implementation of the 
DHCP Starvation and Rogue DHCP Server 
attacks in a simulated network and 
demonstrates the reactions of devices before 
and after their implementation, which makes it 
possible to understand the weaknesses of the 
network and choose the right method to 
eliminate them. 

The purpose of the article is to study 
different types of DHCP vulnerabilities and to 
simulate DHCP Starvation and Rogue DHCP 
Server attacks on a network created in the 
GNS3 environment using specialized tools 
Yersinia and Ettercap. 

1.2. Methods 

To achieve this goal, we chose the methods of 
analysis and simulation. The analysis was used 
to identify the vulnerabilities of the DHCP 
protocol and their possible consequences. In 
addition, attacks were simulated using tools 
such as Yersinia and Ettercap in the GNS3 
environment, which allowed us to conduct 
practical research in a network similar to a real 
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one, determine the impact on it and, using the 
results obtained, choose a method of security. 
The object of research is the DHCP protocol 
and its vulnerabilities to attacks. The subject of 
research is methods and tools for modeling 
attacks on the DHCP protocol in the GNS3 
simulation/emulation environment. 

2. Results 

The DHCP plays a key role in a network 
because it provides efficient and automated 
configuration of network settings for 
connected devices. DHCP allows you to 
automatically allocate unique IP addresses, 
which simplifies network management, 
especially if you have a large number of 
connected devices and manual configuration is 
impractical. 

When configuring a DHCP server, 
administrators can easily manage and make 
changes to the network configurations of 
devices, not only desktop PCs, but also mobile 
phones, tablets, and guest devices on the 
network [9]. 

In Internet of Things environments, DHCP 
attacks can play an important role in remotely 
gaining network access or even affecting the 
functioning of physical devices [10]. 

DHCP is an integral part of the network 
infrastructure, so the growing number of 
threats in the field of network security 
necessitates a detailed study of attacks on this 
protocol and the identification of methods to 
detect, eliminate, or prevent them. 

Potential vulnerabilities that can be 
exploited by attackers to disrupt the normal 
operation of the network in which the DHCP 
server operates include the following: 

1. DHCP Starvation is an attack that 
consists of the attacker sending many 
more requests for new IP addresses than 
the DHCP server can process. As a result, 
the server is overloaded, and legitimate 
clients connecting to the network cannot 
receive network parameters. The main 
goal of the attacker is to overwhelm the 
server with requests and prevent the 
normal assignment of IP addresses. 

2. DHCP Flood—an attack in which an 
excessive number of requests (ICMP, 
UDP, TCP, etc.) are sent to the server to 
occupy all its resources and prevent it 

from processing legitimate requests. As a 
result, the server may respond with 
long-time delays or even be unavailable 
for proper processing. This type of attack 
can cause a Denial of Service (DoS). 

3. Rogue DHCP server—an attack that is 
implemented by installing a malicious 
DHCP server in the network without the 
knowledge and permission of the 
administrator to assign its IP addresses 
to unauthorized devices and perform 
various malicious actions (DNS spoofing, 
man-in-the-middle attack) [11]. 

4. Disclosure or confidential information—
During the exchange of data between the 
client and the DHCP server, confidential 
information such as IP addresses, 
hostnames, etc. may be disclosed. If this 
data falls into the hands of an attacker, it 
can create privacy and security issues. 

These threats are especially dangerous in 
corporate networks that need to run smoothly 
and be secure at all times. Therefore, it is 
important to understand all the stages of these 
attacks to see what the impact of such actions 
will be on the network and determine what 
needs to be done to secure it [12]. 

Among the specialized programs and 
utilities that can be used to implement attacks 
on the DHCP protocol are the following: 
Yersinia, Ettercap, DHCPig, dhcpstarv, 
DHCPwn, and others. They have different 
functionality and purpose and support 
different operating systems and protocols. The 
choice of a particular tool depends on what 
kind of attack is planned to be implemented 
and for what purpose [13]. Table 1 shows a 
comparison of the above-mentioned tools by 
their main characteristics and capabilities. All 
tools are free and open source. 

In this study, the Yersinia and Ettercap 
programs were chosen to carry out the DHCP 
Starvation and Rogue DHCP Server attacks, as 
they allow working with both Linux and 
Windows operating systems, although the 
latter has some limitations. 

The next step is to choose a modeling 
environment. Several options are suitable for 
the task at hand: Graphical Network 
Simulator-3 (GNS3), Cisco Packet Tracer, ns-3, 
OMNeT++. After analyzing the advantages and 
disadvantages of these simulators/emulators, 
it was decided to choose GNS3. 
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Table 1 
Main characteristics of tools for implementing 
attacks on the DHCP protocol 

Program 
Functionality 

and usage  
OS 

support  
Protocol 
support  

Yersinia 

• Emulation of 
attacks on 
network 
protocols 

• Vulnerability 
demonstration 
and analysis 

• Pentesting 

Windows 
Linux 

DHCP, 
ARP, 

ICMP, 
CDP, 

HSRP, 
STP 

Ettercap 
• Network traffic 

analysis 
• MITM attack on 

Windows 
Linux 

DHCP, 
ARP, 
DNS 

DHCPig 

• Generating 
DHCP requests 
to overload the 
server 

• DoS testing 
• vulnerability 

analysis 

Linux 
DHCP 

 

dhcpstarv 

• Simulation of 
the DHCP 
Starvation 
attack 

• training and 
demonstration 

Linux DHCP 

DHCPwn 

• Generating 
attacks on the 
DHCP protocol 

• Pentesting, 
testing DoS 

Linux DHCP 

Hyenae 

• Emulation of 
network 
protocol 
attacks (DoS) 

• Testing 
resistance to 
attack 

• network traffic 
analysis 

Linux 

DHCP, 
ICMP, 
UDP, 
ARP, 
DNS, 
TCP  

Gobbler 

• DHCP and ARP 
request 
generation 

• DoS testing 
• vulnerability 

analysis 

Linux 
DHCP, 
ARP 

 

GNS3 is a network modeling tool that allows 
you to create virtual network topologies and 
emulate the operation of switches, routers, 
servers, and other devices. An important factor 
in choosing this environment was its ability to 
use real operating system images, which 
allows us to recreate the most realistic 
network operation possible. 

To simulate attacks on the DHCP protocol, a 
real network topology will be created in GNS3, 
network devices will be added, their operation 
will be configured, and Yersinia and Ettercap 
will be used to launch DHCP starvation and 
Rogue DHCP Server. The next step is to observe 
their impact on the network and determine 
security methods [14–15]. 

To demonstrate this, it is enough to build a 
small network consisting of a Cisco router that 
acts as a DHCP server, a switch, a DNS server, 
and three workstations: two legitimate ones 
running Windows and Linux, and one 
malicious one with tools for carrying out 
attacks (Fig. 1). 

 
Figure 1: Design of the built network 

Set up a DHCP server on the router with 
addresses from the 192.168.1.1-192.168.1.252 
pool. The last address in the range will be 
assigned to the router interface to which the 
switch is connected and excluded from the 
distribution. The test shows that the three 
workstations have successfully received IP 
addresses dynamically (Fig.  2). The diagnostic 
command on the router confirms that the server 
only issued three addresses to these particular 
workstations, which is confirmed by the MAC 
addresses of their network adapters (Fig. 3). 
Let’s start with the DHCP Starvation attack. The 
main idea of this attack is to deplete the pool of 
addresses provided by the DHCP server by 
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sending a large number of DHCPDISCOVER 
packets to obtain an IP address with different 
sender MAC addresses. To do this, launch 

Yersinia, select the DHCP protocol, and specify 
“sending DISCOVER packet”. This will result in 
sending false requests to the server (Fig. 4).

   
a) b) c) 

Figure 2: Dynamic address retrieval by workstations

 
Figure 3: List of addresses issued by the DHCP 
server 

 
a) 

 
b) 

Figure 4: Launching a DHCP Starvation attack 
with Yersinia’s help

Let’s check how many addresses the DHCP 
server issued in response to the false requests 
generated by the attacker. As you can see, all 
free addresses in the range were reserved 
(Fig. 5). As long as this activity continues, i.e. as 
long as DHCPDISCOVER packets are received 
from the attacker’s workstation, new clients 
will not be able to receive addressing 
parameters and will not have access to the 
network. 

To confirm the effectiveness of the attack, 
let’s try to connect a new workstation and get 
an IP address for it. The existing workstations 
will retain the addresses they were originally 
assigned since the minimum lease time was set 
to 1 day when the DHCP server was configured. 

A new user will not receive an address upon 
request (Fig. 6a). If, after the attack is stopped, 
the new user makes another request to the 
DHCP server from the same workstation after 
some time, the addressing parameters will be 
successfully received (Fig. 6b). As you can see, 
for an attacker to obtain a successful result, the 
attack must be carried out continuously. 

 
Figure 5: List of addresses issued by the 
DHCP server after a DHCP Starvation attack 
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a) 

 
b) 

Figure 6: Attempting to obtain an address 
during the attack(a) and after the attack(s) 
have ceased(b) 

The next attack to be simulated is the Rogue 
DHCP server. It can be performed either with 
Yersinia or with Ettercap. Let’s try both 
options. The main goal of this attack is to create 
a malicious DHCP server that will issue fake 
addressing parameters to clients. For address 
requests to be sent to the offender's server, and 
not the main one, it is enough to simply cause a 
DoS by overloading it with artificial requests.  

For our study, we will statically assign the 
attacker’s workstation the address 
200.1.1.1/24. Next, let’s run Yersinia (Fig. 7) 
and Ettercap (Fig. 8), and configure the 
parameters of the fake DHCP server of the 
network, on behalf of which offers with IP 
addresses will be sent to devices. 

 
a) 

 
b) 

Figure 7: Creating a fake DHCP server in Yersinia 

Confirm the settings wait for the first device to 
connect and send an address request. In the 
first case, the interface of the new router will 
receive a fake address, and in the second—a 
new workstation (Fig. 9). 

 
a) 
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b) 

Figure 8: Creating a fake DHCP server in 
Ettercap 

 
a) 

 
b) 

Figure 9: Receiving fake addresses from fake 
servers created using Yersinia and Ettercap 

 
After the above steps, the attacker can carry 
out a Man-in-the-Middle attack or other 
violations using these fake addresses. For 
example, it is possible to distribute malware 
among devices in the network or use fake 
addresses to intercept network traffic 
containing confidential data. 

Having modeled attacks on the DHCP 
protocol, it is determined that their 
consequences can be DoS and network 
unavailability due to excessive server load, 
security breaches, and loss of control, opening 

up a potential opportunity for a Man-in-the-
Middle attack. 

Knowing the vulnerabilities of your 
network, you can take the following steps to 
help improve network security: 

1. Enable DHCP Snooping on the switches, 
which allows you to check the legitimacy 
of DHCP requests and responses in the 
network. 

2. Limit the number of DHCP requests from 
a single device and configure the DHCP 
server to allocate addresses only to 
legitimate clients (for example, by 
filtering MAC addresses). 

3. Install a network monitoring system to 
detect unusual activity from DHCP 
servers and a firewall to control Traffic 
between different parts of the network. 

4. Use authentication to prevent untrusted 
clients from connecting and set up static 
addressing for important devices. 

5. Perform regular updates and install 
patches to security against known 
vulnerabilities. 

Following these simple recommendations 
will minimize the possibility of attacks on the 
DHCP protocol and create a more secure 
network infrastructure. 

3. Conclusion 

As a result of detailed modeling of attacks on 
the DHCP protocol using Yersinia and Ettercap, 
it was found that the built network has certain 
vulnerabilities related to insufficient control 
and security of the internal network 
infrastructure, and it can be easily accessed by 
unauthorized persons [16]. Having the ability 
to connect to the network, an attacker can 
cause disruption of the legitimate DHCP server 
or even become a new DHCP server itself and 
then perform malicious actions. Therefore, to 
avoid the threat of unauthorized access, you 
should consider the above recommendations 
both when building a network and before 
implementing any changes to network 
settings. The choice of additional methods 
depends on the existing network 
infrastructure and available equipment. 

Prospects for further research include a 
more in-depth analysis of network 
vulnerabilities related to other protocols and 
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the development of effective methods of 
security against them. 
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