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Abstract

Due to the absence of proper security measures, a huge number of wireless input devices are
susceptible to keystroke injection attacks. This makes them an attractive target for attackers.
During such an attack, the attacker can mimic a remote keyboard and send any desired text
string to the victim machine. This can result in a fast and covert compromise of the system.
Antivirus software will not detect the attack, as the keyboard, even if it is remote, is not
inherently malicious and is always considered trustworthy. It is very interesting to create the
corresponding methodology during the penetration test. The paper illustrates the vulnerability
of the wireless input devices, their exploitation methodology, analysis of the possible attacks
and payloads. The paper offers the methodology of using the vulnerabilities of wireless input
devices during the penetration test.

Keywords
Wireless security, Mousejack, penetration testing, vulnerability

1. Introduction

As the time goes, more and more enterprises and small businesses start utilizing wireless input
devices, such as keyboards and mice, which is logical, as these devices require no wires and can be
utilized to achieve better user experience. The receiver USB dongle is being connected to the device
(PC, Laptop, etc.) and receives the keystrokes from the keyboard. In a lot of cases, the communication
between these devices is encrypted, but, often, the receiver dongle can be tricked into reading and
executing the unencrypted commands sent by the attacker. Though the eavesdropping is not possible,
an attacker can still act as a remote keyboard and send malicious commands to the receiver USB dongle.
As a result, this can lead to quick compromise of the victim device, utilizing the vulnerable receiver
dongle [1]. Antivirus software is unable to detect the attack, as the payload is being sent in a form of
keyboard commands, and no keyboard is being treated like a malicious device. It can be told about the
“RubberDucky”. The process is illustrated on figure 1.
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Figure 1. Keystroke injection
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The goal of the paper is offer the methodology of using keystroke injection attacks during the
penetration test. For this, the paper offers the study of the keystroke injection attacks, and the analysis
of the hardware vulnerable to these attacks.

2. Mouselack Vulnerability

Announced by Bastille in 2016, Mousejack is a class of vulnerabilities affecting the majority of
wireless non-bluetooth mice and keyboards. USB receivers use 2.4 GHz frequency for the
communication and are often built with the nRF24L series transceivers. Using the “CrazyRadio PA”
device, it is possible to capture the communication between the keyboard and the receiver [2-4]. After
that, the data is being collected and fuzzed. As the receiver security mechanisms of each vendor differ,
there are a lot of discovered vulnerabilities, but all of them can be divided in the following categories:

2.1. Keystroke injection, spoofing a mouse

When processing the received packets, some receiver dongles don’t verify if the type of packet
received matches the type of device that transmitted it. Usually, a mouse will only transmit
clicks/movement to the dongle, and a keyboard will only transmit keypresses. If the dongle doesn’t
verify that the packet type and transmitting device type match, there is a possibility for an attacker to
spoof the mouse, but transmit a keypress packet. The dongle is not expecting packets coming from a
mouse to be encrypted, as a result, it accepts the keypress packet, giving the attacker the opportunity to
type arbitrary commands on the victim’s computer [5,6]. The process is shown on Figure 2.
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Figure 2. Packet exchange

2.2. Keystroke injection, spoofing a keyboard

The majority of the tested keyboards have to encrypt data before sending it wirelessly to the dongle,
but not all of the dongles require encryption to be in place. This creates an opportunity for an attacker
to pretend to be a keyboard, and transmit unencrypted keyboard packets to the dongle. This technique
bypasses the encryption which is normally used by the keyboard, allowing an attacker to inject arbitrary
commands on the victim’s dongle [7-10].

2.3. Forced pairing

When the wireless mouse or keyboard is created, it is paired with a dongle. This means that it has
the information about the wireless address of the dongle, and in the case of a keyboard, the encryption
key to encrypt the transmitted data. Luckily for attackers, some vendors include the ability to pair an



existing keyboard or mouse with a new dongle or pair new devices with a dongle. For example, if a
user has the dongle lost, it means that he only needs to buy a new dongle and an entirely new set of
keyboard and mouse [11-14].

In order to prevent unauthorized devices from pairing with a dongle, it will only accept new devices
when placed into a pairing mode, which has to be performed by the user, which lasts for 30-60 seconds.

There is a possibility to bypass this pairing mode on some of the dongles and pair a new device
without user interaction. In the case of a victim only having a mouse, but using a dongle vulnerable to
keystroke injection by spoofing a keyboard, an attacker can pair a fake keyboard with the dongle,
resulting in using it to inject arbitrary commands on the victim’s receiver dongle.

In order to perform the attack, attacker has to have a “CrazyRadio PA” (or any other dongle with
the same capabilities) and a software to control the process. Example software can be “JackIt”. An
attacker can launch the attack within the 100 meters, but, attaching the directed antenna to the
“CrazyRadio PA” dongle can increase the distance.

3. The offered methodology

The mousejack can be used in physical assessments as and additional, unexpected attack vector. As
the wireless input devices are commonly used and have a wide spread, this vector has a high rate of
success and is rather fruitful.

After organizing the survey of 100 organizations 28 of them had the mousejack vulnerability. This
number is rather big. Therefore, using this vulnerability could be the good approach for the penetration
test.

We think to offer the automatic tool, which will test the devices for mousejack vulnerability. It the
vulnerability is found the corresponding attack must be occurred.

After the attack is performed, the tool will provide the following actions:

= Network enumeration
»  Wi-Fi network password extraction
» ARP scan
» Routing table information
» Some manual activities
= Pivoting, giving us a lot of opportunities. The manual intervention can be needed during
the process.

Even if enterprise we are assessing utilizes IDS/IPS mechanisms, firewalls and physical security,
one single vulnerable dongle would be enough for the “red team” to get the foothold on the network.

As the attacker acts as a keyboard, this attack is stealthy and cannot be detected by the
Antivirus/Antimalware/IDS/Firewall software. After gaining the code execution, attacker could open
the “cmd” as administrator (UAC bypass is performed by simply sending the “left arrow”, “enter” keys
sequence), download the “netcat” and launch a reverse shell. This action is not likely to be spotted by
the system protecting software. Another approach could be triggering a cloud payload with the

following powershell command:

powershell IEX (New-Object Net.WebClient).DownloadString(“<URL containing the
malicious .ps1 script>")

or the attacker can utilize the reverse shell one-liner:

$client = New-Object System.Net.Sockets. TCPClient("'<Attacker IP>"" <Attacker
PORT>);$stream = $client.GetStream();[byte[]]$bytes = 0..65535|%{0};while(($i =
$stream.Read($bytes, 0, $bytes.Length)) -ne 0){;$data = (New-Obiject -TypeName
System.Text. ASCIIEncoding).GetString($bytes,0, $i);$sendback = (iex $data 2>&1 | Out-
String );$sendback?2 = $sendback + "'PS " + (pwd).Path + "> ";$sendbyte =
([text.encoding]::ASCII).GetBytes($sendback?); $stream.Write($sendbyte,0,$sendbyte.Lengt
h);$stream.Flush()};$client.Close()



The approach is illustrated on Figure 3.
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Figure 3. PowerShell attack

Obtaining the reverse shell or extracting information from the victim machine can be performed in

a lot of different ways and is only limited by the attacker’s knowledge, skill, experience and
imagination. Here is a list of possible attacks:

= Keylogger installation

= Backdoor/Trojan Installation

= (C2 Beacon Installation

= NTLM Hashes extraction

= Website sessions extraction

= Add anew admin user

= Enable the RDP

All of these attacks vectors should be tried during the penetration test. These attacks are illustrated
on Figure 4.
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Figure 4. Attacks vectors

4. Impact

The “black hats” could also take a huge advantage of this vulnerability. By default, the reach range
of the attack is 10-50 meters, but, if the attacker uses the directed antenna, this range can be amplified
to 100 meters and beyond. Let’s imagine the datacenter employee using the vulnerable keyboard dongle
and the attacker with the directed antenna. This might result in the massive breach and the compromise
of the datacenter. All user’s information might be lost. The attack is illustrated on figure 5.



fr

Directed Antenna

100 - 300 meters

S

Victim Attacker

Figure 5. The “black hats” attack

Therefore, the mentioned attack vector must be added to the penetration process.

5. Relevance

The mousejack is not a vulnerability of the single device. It is the class of vulnerabilities and even
if it was discovered 6 years ago and major vendors like Logitech patched the flaw, there are still a lot
of other popular vendors like trust or defender which may suffer from this bug, which means that
mousejack is relevant even today. Also, the amount of already produced vulnerable hardware Is huge
and even if there were firmware patches produced, it’s really unlikely that any of users would update
the firmware on their keyboard or mice dongle. The integration of the methodology offered by us, can
prompt the organizations about such vulnerability. Also our method can help us to check the network
for the different attacks vectors.

6. Advantages and disadvantages of the offered methodology

The keystroke injection can never be spotted by the antivirus software. The attacker is spoofing the
keyboard and the keyboard is always a trusted device. To use the keystroke injection, the attacker does
not have to be on the same local network. The only requirement is a close physical proximity.

Users often run their systems as the high privilege users, and using the keystroke injection we can
run any command as the user they are logged in. So, in the most cases we will not need to escalate our
privileges.

However, it must be mentioned that the red team has to guess the operating system. When
performing the keystroke injection, the only information you see about your victim is the MAC address
of their USB dongle. Another disadvantage is the reach range of the attack, which is not great by default,
but this can be mitigated by using the directed antennas. Therefore, the direct antennas must be used
the penetration testing process.

7. Experiments

We have carried out several experiments, involving the attacker notebook with the “Ubuntu 20.04”
operating system and “JackIt” software. The notebook was equipped with the “CrazyRadio PA” dongle.
The victim machine was using the Logitech C-U0007 receiver and the K360 keyboard. Attack was
successful, and the full system compromise was achieved with no antivirus software being triggered.

We have checked our methodology during 5 penetration tests. The part of the team did not use the
offered methodology and another part of the team used. The group who used the offered methodology
had much better report.

In 2 reports the penetration testers, which did not use the offered methodology could not get the root
access to the system and in other 3 reports the penetration, which did not use the offered methodology
did not find 10-15% of the vulnerabilities.



8. Further research goals

As for the future, we plan to investigate less known, but not uncommon vendors (Defender, trust,
etc.) for the mousejack vulnerability and assemble the toolkit for their exploitation.
We also plan to create the fully automate tool using the offered methodology.
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