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Abstract
It is well-known that Information Security Risk Management (ISRM) activities can be challenging to
perform and that tool support could provide support in different ways, for example, by automating
tasks, guiding the user, or helping with documentation. Despite the need for tools, there is a lack of
studies investigating ISRM tool usage. This paper contributes by presenting the results from one of the
first studies targeting information classification and ISRM tool usage in practice. The study is based
on a survey sent to government agencies in Sweden and was answered by 139 respondents (67%). The
survey targeted the type of tools used and the perceptions of those tools. Findings include a list of tools
perceived to contribute to performing ISRM activities, such as information classification, the reasons
why the tools were selected, and how well they fulfil their needs. More specifically, we found that
spreadsheets and document templates are the most common tools used – despite not being perceived as
fulfilling the needs. We also found that taking on an even more holistic view might be needed when
considering functionality in ISRM tools.
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1. Introduction

Information assets are crucial to most organisations, and much effort and money are spent
to secure them. Information Security Risk Management (ISRM) can be applied to do so in
a structured way. There is a plethora of ISRM methods to choose from, and they can be
quantitative, qualitative, or semi-quantitative [1] and have a different focus, e.g., on the public
sector or small and medium-sized enterprises (SMEs) [2]. Regardless of the ISRM method, the
goal is similar: to describe a continuous process to identify and mitigate risks toward critical
information assets [3]. Before performing a risk analysis (RA), we need to know what assets
exist in the organisation and how valuable they are. This activity is commonly referred to as
information classification. As the result of the information classification serves as input to the
RA [4, 5], the classification quality is critical and has been described as essential for the success
of RA [6]. Despite being an important activity that is even compulsory for many organisations
[5], information classification has been described as an understudied area [7, 8], especially the
aspects of how information classification is practised in organisations [9, 10].
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Tools can support the ISRM work in various ways, for example, by automating tasks [2],
creating a more straightforward path between activities and reducing manual work that can
generate errors [11]. Unfortunately, there is quite little literature on tool support for ISRM and its
activities. Therefore, in this paper, we provide insights on tool usage in practice by investigating
what tools are used to support the ISRM activity information classification and, in addition, the
overall ISRM work in ISO/IEC 27001/27002-based organisations. The reason for focusing on
tool support in such organisations is that no specific tools are provided with the standards and
that the standards are mandated to be used by many organisations. Moreover, we investigate
why the tools have been selected and how well the tools fulfilled the needs. In the literature, it
is not evident to what extent there is a clear need for overall ISRM tool support and to what
extent there is a need to support specific ISRM activities separately. Such understandings are
important because we still lack insights into how organisations protect themselves in practice
[12]. Therefore, we focus on both tool support for information classification and the overall
ISRM work despite information classification being a part of ISRM.

This paper is organized as follows; the next section discusses ISRM and information classifi-
cation and how tools support ISRM and the information classification activity. The following
section introduces the study approach, followed by the results. The next section discusses the
results, while the last section concludes the study.

2. Background

This section focuses primarily on ISRM and information classification and how tools can support
the work.

2.1. ISRM and information classification

Several risk-based standards and methods exist that help organisations identify and value assets
and select security controls to protect those assets [13]. Shameli-Sendi et al. [14] have identified
over 30 such methods and standards published by professional organisations and researchers.
Examples include the Central Computer and Telecommunications Agency Risk Analysis and
Management Method (CRAMM), Operationally Critical Threat, Asset, and Vulnerability Evalu-
ation (OCTAVE), and NIST 800-30. It can be difficult for organisations to choose among the
methods, and it is an important choice as it can affect the end result [15]. However, organisations
might not have many alternatives in practice as they may be mandated to follow international
standards, e.g., for getting government contracts [16]. Hence, for many organisations, there are
only the ISO/IEC standards to choose from, and even if they use another standard, they might
need to consider them to be compliant.

The differences between ISRM methods have been described as minor [17], and here we
consider the general ISRM process to consist of the activities information classification, risk
analysis, and the selection of security controls. After the selection of security controls, there is
a feedback operation to the classification to review the classification and thereby continuously
improve the controls. The exact tasks performed in the activities could differ, but what is
covered in the process is similar [3].
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In this work, we focus on information classification as it has not attracted as much attention
as other ISRM activities [7], especially from a practice perspective [10]. Shedden et al. [8]
concluded in their study that most ISRM methods were limited regarding asset management
and classification, suggesting that less attention has been directed towards this topic compared
to other ISRM activities. According to ISO/IEC 27002 [18], information classification has
the purpose to ”ensure identification and understanding of protection needs of information in
accordance with its importance to the organization” [18, p.23]. The literature has identified
several challenges related to information classification, including subjective judgement [19],
what and how to document [10, 20], and what security aspects to consider [21, 22], all of which
tool support could have the potential to alleviate.

2.2. ISRM and information classification tool support

It is not precisely clear what tool support implies in an ISRM context, and we have kept an
inclusive approach to what it could be. A broad description of a tool is ”something that helps
you to do a particular activity” [23]. In an ISRM context, that implies tool support can be either
a dedicated tool or something more rudimentary, such as spreadsheets, document templates
or other supplementary support that helps the practitioner in their work [2, 15, 24]. There are
few overviews of tools, but The European Union Agency for Cybersecurity (ENISA) maintains
an inventory of over 30 Risk Management/Risk Assessment tools [25]. In addition, a recent
report from ENISA [26] contains information on whether tool support is available as part of
around 30 identified Risk Management methods. In addition, they present an additional eight
tools that support risk management, but these tools are not evaluated or investigated in any
detail. Common for the tools in the inventory is that they are developed to support specific
standards and methods, and the activities performed are specified as a set of steps to follow [2],
which implies that the activities are static rather than dynamic. There is some evidence in the
literature that the activities are not as rational and sequential in practice [10, 27] and could, for
example, be performed in parallel or in a different order [28]. Such aspects can contribute to
limiting tool alternatives for organisations using the ISO/IEC 27000 family of standards as they
do not provide a specific tool with the standards. This is perhaps extra troubling as we know
that turning standards into practice is difficult [29, 30, 31]. A study by Bernsmed et al. [32] in
the Air Traffic Management (ATM) domain confirms this situation. There, organisations use an
adapted version of ISO/IEC 27005 [33] that is accompanied by additional documentation to fill
the gaps in the standard [32] and a Microsoft Excel spreadsheet [34] was used as tool support
by some of the investigated organisations. The spreadsheet users found several issues related
to limited functionality, and among the organisations that did not use the spreadsheet, the lack
of tool support was a significant issue [32].

Gritzalis et al. [2] have developed a method for selecting an appropriate risk assessment
method based on criteria and also compared ten popular methods in their study. In their
comparison, tool support is considered, and most investigated methods support or contain
tools. They describe simpler tools such as spreadsheets as providing limited functionality and
being restrictive and disadvantageous compared to dedicated software. However, even the more
advanced tools had drawbacks, such as predefined tables for information classification and
input limitations regarding what can be entered during documentation [2].
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Literature also mentions other issues with both standards and tools; that they generally fail to
answer fundamental questions regarding tasks performed in ISRM activities, for example, how
to separate critical and non-critical resources and how to calculate the likelihood of a threat
[14], and the order to perform tasks [15].

There is very little literature on tool support for information classification [35], regardless
if the perspective is a dedicated tool for classification or if the classification functionality is
included in a more encompassing ISRM tool. Asaf et al. [36] identified eight tools for automatic
document classification, which could be seen as a subset of information classification in their
study. All of the identified tools had limitations. Also worth mentioning is that the focus of
such tools is the classification of individual documents (i.e. a high granularity approach) rather
than the classification of processes or systems, which is the standard approach in classification
[10]. There is also a study [37] on using one classification tool, but this study focuses on stress
among novice ISRM practitioners. Nonetheless, are there some interesting findings from a tool
perspective. Tools were perceived as helpful because the tool provided suggestions on security
controls. There were also some issues. There were problems with the flexibility of the tool, e.g.
when workflow and terminology in the tool differed from organisational practice and with the
documentation of the classification.

3. Method

In order to capture tool usage and the perception of using the tools, a survey was selected as
the method. The survey was constructed in two parts, one part focusing on the information
classification activity and one part focusing on the overall ISRM work. Each part had a set of
questions targeting both quantitative and qualitative data. We wanted to find out what tools
are used for supporting the information classification and overall ISRM work and how common
those respective tools are. Because the study is explorative and we knew beforehand that
respondents could interpret what a tool is differently, we clarified the questions by explicitly
mentioning that, for example, spreadsheets count as tool support. We did, however, not mention
any specific product to lead the respondents. In addition, did we also want to investigate the
perception of those tools, i.e., why the tools were selected and how well they fulfilled their
needs. Finally, if no tools were used in their classification or ISRM work, we asked why they
chose not to use any.

It is well-known that it is a hard challenge to collect data in the information security field [12,
38]. To get a high response rate, we undertook several measures. Firstly (1), we targeted Swedish
public sector organisations, and since they fall under the principle of public access to official
records, the internal policies and practices are more accessible than in private organisations. In
addition is there a regulation [39] that demands the public sector to work systematically and
risk-based and to follow the ISO/IEC 27001 [40] and ISO/IEC 27002 [18] standards. However,
there is no required practice in implementing or using them, leading to a situation where the
public sector has adopted different practices based on the ISO/IEC standards [10]. Secondly (2),
we sent the survey as plain text in an email and asked them to answer by replying to the email
rather than using any of the established online survey tools. Such an approach creates extra
work, but we believe many CISOs would not click on links, especially since they probably tell
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colleagues about phishing risks. Lastly (3), we used reminders for an extended period. The first
request was sent out in the spring of 2022, and the last data was collected at the beginning of
2023.

All answers from the survey were collected in a large spreadsheet, and the statistics on tool
usage supporting information classification (see results in 4.1.1) and ISRM (see 4.2.1) were put
together. In order to get a better understanding of the tools, all collected tools were investigated
by visiting the respective software developer’s web page. The free-text answers were separated
per question and divided into groups based on whether or not Microsoft Excel was used as a
tool. The questions on the reasons for selecting the tools (see 4.1.2 for information classification
tools and 4.2.2 for ISRM tools) were thematically analysed [41], and the coding revealed eight
categories. For the question of how well the classification tool fulfils their needs (see 4.1.3), all
answers were divided into three groups (not acceptable, marginal and acceptable) inspired by the
system usability scale (SUS) [42]. Finally, the survey was constructed so that if the respondents
did not use any tool to support their classification or ISRM work, they could explain why they
had chosen not to. Four themes emerged after a thematic analysis [41] of the responses (see
4.3).

4. Results

The survey was sent to 255 governmental agencies. Out of those, 48 were excluded as they
lacked their own administration (most had zero employees), or their information security work
was performed through another agency, leaving the group in focus at 207 agencies. Out of
those, 139 answered the survey (67%).

The result section is divided into three parts: tools supporting information classification,
tools supporting the overall ISRM work, and finally, one section on why organisations had
chosen not to use tool support.

4.1. Information classification tool support

This section presents an overview of the tool support for information classification.

4.1.1. What tools supporting information classification are used?

As can be seen in Table 1, the survey revealed the usage of 18 tools supporting classification.
Microsoft Excel is the most common tool, and Microsoft Word is the second most used. Twenty-
six organisations used a combination of tools, i.e., several tools were mentioned in their response,
such as spreadsheets combined with a document management system.

Based on the description of the respective tools’ websites, we can see that most of the tools
are not specifically developed for the information classification activity. Of the 18 different
tools, only four were related to information classification. Apart from the traditional office suite
tools, two main categories of tools were mentioned: tools that support process management
and document management tools.
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Table 1
Overview of the tools used to support information classification. The type of tool column describes how
the developer describes the tool.

Developer - Tool Users Link to the web page of the
tool/note

Type of tool

Microsoft – Excel 75 https://www.microsoft.com Spreadsheet
Microsoft – Word 26 https://www.microsoft.com Word processor
VisAlfa – VisAlfa 8 https://www.visalfa.se Process-based information

identification and manage-
ment

The Swedish Civil
Contingencies Agency -
Infosäkkollen [Infosec
check]

4 https://www.msb.se/infosakkollen Follow-up and comparison
with other similar organisa-
tions (related to baselining)

Atlassian – Confluence 2 https://www.atlassian.com Wiki (knowledge manage-
ment, collaboration)

Microsoft – Sharepoint 2 https://www.microsoft.com Content management sys-
tem

Omegapoint – Ciso 2 https://ciso.se ISMS support
2c8 – 2c8 Apps 1 https://www.2c8.com Process mapping and mod-

elling
Addsystems – ADD 1 https://www.addsystems.com Management system sup-

port (e.g., document, case
and process management)

Own development 1
One agency has developed
its own tool Case management and reg-

istration
Formpipe Software –
Platina

1 https://www.formpipe.com Document management sys-
tem and registration

Ida Infront - iipax case 1 https://idainfront.se Case management and
archiving

Microsoft – PowerPoint 1 https://www.microsoft.com Presentation
Microsoft – Visio 1 https://www.microsoft.com Diagramming
OpenText – Documen-
tum D2

1 https://www.opentext.com Enterprise content manage-
ment

Software AG – ARIS En-
terprise

1 https://www.softwareag.com Enterprise management sys-
tem

Stratsys – GRC manage-
ment

1 https://www.stratsys.com GRC (Governance, Risk
management, and Compli-
ance) management

Swedish Association of
Local Authorities and Re-
gions – Klassa [Classify]

1 https://klassa-info.skr.se Information classification
and GAP analysis

4.1.2. Why were the information classification tools selected?

Seventy-five respondents answered the survey question on why they selected their classification
tool. Following a thematic analysis, eight themes emerged, as seen in Table 2.

Themost common reason had to dowith user-friendliness or ease of use. A common argument
among Microsoft Excel users was that it has a familiar interface that most recognize and can
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Table 2
Overview of why the tools used to support information classification were selected.

Reasons Count

User-friendly/easy to use 25
Readily available/format 13
Good enough 11
No viable alternatives 10
Inheritance/recommendation 8
Coherent/structured 7
Flexible/adaptable 7
Inexpensive 2

use. The second most mentioned reason (all by Microsoft Excel users) was that the tool was
available for most users. Several in this group also mentioned that it was a file format that was
accessible to many. Next came a group of users claiming they selected the tool because it was
good enough. It helped them to solve the task. Eight organisations either inherited their tool or
got a recommendation (from consultants or colleagues in other organisations) to use it. One
group selected the tool because it provided structure and contributed to a more coherent ISMS
process. In this group, only two used spreadsheets. Finally, one group chose their tool because
of the flexibility to adapt the structure and content in spreadsheets, and one group referred to
the low cost of using an already installed tool.

4.1.3. How well do the information classification tools fulfil their needs?

One free-text question was asked to investigate how well the classification tool fulfils their
needs. Sixty-five answers were given, and in the analysis, we divided the responses into three
groups (not acceptable, marginal, and acceptable) based on a scale inspired by SUS (Brooke,
1996). An overview of the result can be seen in Fig. 1.

The not acceptable group (examples of adjectives used: bad, poor, not well) (n=23) contained
many reasons why their tool did not fulfil their needs. Common causes of why the tool support
was not perceived as fulfilling their needs included that it was not easy to use, not mature
enough, lacked a central repository for classified assets, and was not created for classification.
Some also reflected that the tool didn’t support the classification itself or, as they put it: “The
support works well for documenting the classification, but not for the classification activity.”

0% 20% 40% 60% 80% 100%
Not acceptable Marginal Acceptable

Figure 1: An overview of how the respondents perceive the tool to fulfil their needs.
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The marginal group (examples of adjectives used: ok, well enough, satisfactory) was the
largest (n=31) and a relatively homogenous group. Several respondents reflected that the tool
was satisfactory, but they would prefer even more support. The Microsoft Excel users mainly
reflected that the tool was not developed specifically to support classification. Also, mentions of
having tools supporting more activities than just the classification decreased the tool perception.

The acceptable group (examples of adjectives used: good, excellent, very well) (n=13) was
the smallest group and the group that provided the shortest answers. The few reasons given
included the possibilities to adapt the tool.

4.2. ISRM tool support

This section presents an overview of tool support for the overall ISRM work.

4.2.1. What tools supporting ISRM are used?

Table 3 presents an overview of 14 tools mentioned to support the overall ISRM work. Fifteen
organisations said they used a combination of two or more tools to support their ISRM. Similarly
to information classification, Microsoft Excel, followed byMicrosoftWord, was themost common
tool support. As with information classification support, the risk analysis activity wasmentioned
to be based on spreadsheet-based templates. Six of the tools are specifically information security-
related software.

4.2.2. Why were the ISRM tools selected?

Forty-nine respondents answered the survey question on why they selected their classification
tool. The eight themes identified for classification tools were used to classify the results for
ISRM tools. Table 4 shows an overview of the results.

Similarly to the classification tool support analysis, user-friendliness is the main reason for
the tool selection. The other two top three reasons were that the tool was readily available for
most or all users and good enough for the activities.

4.3. Why are some organisations not using tools to support information
classification or ISRM?

In total, 43 free-text answers were given to this question. Four themes emerged during the
thematic analysis of the responses. The most common reason (16 answers) for not using any tool
support was that the organisation had not started classifying their information or systematically
started their ISRM work yet. A typical response was: “unfortunately, we are far behind with the
information classification work largely due to a lack of resources. We have had problems recruiting
staff.” Ten respondents felt manual work was sufficient and did not need tool support. Eight
respondents answered that they wanted to use a tool but could not find one that fulfilled their
requirements. The reasons for this varied, but six lacked a tool that supported and incorporated
the entire information security management system with its associated activities. Two of the
respondents were in the process of developing their own tool support, and five respondents
could not give a reason.
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Table 3
Overview of the tools used to support the overall ISRM work. The type of tool column describes how
the developer describes the tool.

Developer - Tool Users Link to the web page of the tool Type of tool

Microsoft – Excel 47 https://www.microsoft.com Spreadsheet
Microsoft – Word 16 https://www.microsoft.com Word processor
The Swedish Civil
Contingencies Agency–
Infosäkkollen [Infosec
check]

5 https://www.msb.se/infosakkollen Follow-up and comparison
with other similar organisa-
tions (related to baselining).

Stratsys – GRC Manage-
ment

4 https://www.stratsys.com GRC management

2c8 – 2c8 Apps 1 https://www.2c8.com Process mapping and mod-
elling

Addsystems – ADD 1 https://www.addsystems.com Management system sup-
port (e.g., document, case
and process management)

Atlassian – Confluence 1 https://www.atlassian.com Wiki (knowledge manage-
ment, collaboration)

iFACTS 1 https://www.ifacts.se GRC management
Microsoft – Sharepoint 1 https://www.microsoft.com Content management sys-

tem
Microsoft – Visio 1 https://www.microsoft.com Diagramming
Omegapoint – Ciso 1 https://ciso.se ISMS support
Mural – Mural 1 https://www.mural.co Digital whiteboard (visual-

ization of processes, work-
flow, mindmaps)

Swedish Association of
Local Authorities and Re-
gions – Klassa [Classify]

1 https://klassa-info.skr.se Information classification
and GAP analysis

Visma Draftit – Draftit
DPIA

1 https://www.visma.se Data Protection Impact As-
sessment

Table 4
Overview of why the tools used to support the overall ISRM work were selected.

Reasons Count

User-friendly/easy to use 16
Good enough 12
Readily available/format 9
Coherent/structured 6
No viable alternatives 5
Flexible/adaptable 3
Inheritance/recommendation 2
Inexpensive 1
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5. Discussion

The results have several interesting findings regarding the tools used to support classification
and ISRM. First and foremost, Microsoft Excel was found to be the most well-used tool. It is
unsurprising as Microsoft Office-based templates are available at a national site [27], giving
practical advice for working systematically with information security. The intention is to
help turn standards into practice, which has been described as extra difficult for information
classification [43]. The fact that Microsoft Office is the dominant software in most countries
and the file formats are possible to use in other office software makes it a natural choice for
distributing templates.

When looking at the most common reasons why the tools were selected, most respondents
stated that they picked them because they were user-friendly, easy to use, readily available, and
good enough. All these reasons indicate a positive experience that at least gets the job done. On
the other hand, when we questioned how well the tool fulfils their needs, less than 20% used
positive adjectives such as good and excellent. In addition, a large group uses their tool because
there are no viable alternatives, and some non-tool users do manual work because they do not
find a tool that supports them. These results suggest that there is indeed a need for tools, but
the tools used do not deliver what is needed from an organisational perspective for most users.
The reasons for this could include limitations in the available tools.

Several tools were neither dedicated ISRM tools nor office suite tools, and those tools helped
organisations in other ways. Based on the type of tools mentioned and responses in the free-text
questions, it is possible to point towards some needs. There is a need to support the whole life
cycle of information classification and ISRM. The input to information classification is often a
process, and if the process mapping/modelling and process management are in another tool,
that tool also supports the classification. That could explain the usage of process management
software. Similarly, after a classification, you will have a filled spreadsheet or another document
containing documentation that must be stored somewhere. Hence, respondents mentioning case
management systems, document management systems, and archiving software point towards
a documentation support need. To have a broader lifecycle perspective for classification is
not a new belief [9], but how it is enacted in practice is still not evident. For ISRM tools, the
situation is similar, but a few more references to dedicated ISRM software were found among
the responses.

6. Conclusions

This study is one of the first studies presenting an overview of what tools are used to support
information classification and the overall ISRM work in practice. This paper shows that most
investigated organisations use Microsoft Office products to support their classification or other
ISRM activities. The rest of the tools used are a mix of dedicated ISRM tools and other tools. A
number of reasons for tool selection were found, but at the same time, we could conclude that,
in general, the users perceived the tools did not fulfil their needs. We recommend that future
studies focus more on the underlying reasons, perhaps using interviews or another approach
that could shed more light on the underlying motivations for ISRM tool selection. We have also
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seen a need to narrow down the requirements for tools supporting ISRM and its activities, such
as information classification. This is especially important since we investigated the need among
organisations using the ISO/IEC standards that come without dedicated tool support or specific
tool recommendations.

It would also be interesting to investigate why many organisations perceive that there are
no viable tool alternatives to support their ISRM. Are there tool requirements that make some
of the existing tools impossible to use in the public sector? Is it a communication issue or
something else? One can also reflect on the situation where spreadsheets of document templates
are given as examples, e.g., as described previously in the example from the ATM domain or as
seen in this study. If templates are given, do the organisations perceive them as an example,
or do they believe they provide enough support to complete the task rather than exemplify it?
There is an obvious risk that the availability of templates and rudimentary tools that rather
exemplify functionality is seen as a full-fledged tool that inhibits the use of dedicated ISRM tools.
Here, we cannot provide any definitive answer, and future studies are suggested, especially as
spreadsheets are used in other domains as support for turning standards into practice or for
providing tool support.

Finally, it is evident that there is a need to not see the activities in ISRM as isolated activities
that individually need tool support, but rather a holistic approach with a more encompassing
tool would be preferred. Exactly where the limitations should be drawn is unclear from this
study, and it is suggested for future researchers to help identify. However, this study indicates
that tools should support process management and document management, i.e., a bit wider
view than the traditional lifecycle view.
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