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Abstract

Cybersecurity is a socio-technical discipline which is dependent on the interplay between users and
devices, and the organizations where this interplay takes place. Previous research has shown that the
interplay between users and devices is highly affected by the cognitive abilities of users. This is prominent
in cybersecurity, which requires users to make security-aware decisions when, for instance, reading
emails and decide which emails are legitimate and which emails constitute phishing. Research further
suggests that decision-making is dependent on memory ability, which is the focus of this research. In
this study, we investigate the impact of short-term memory on phishing detection ability and password
behaviour. A web survey was used to collect quantitative data from a large sample of respondents. The
survey was distributed on social media platforms and 93 participants completed the survey. The results
indicate a positive correlation between short-term memory scores and both password detection ability
and password behavior.
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1. Introduction

OECD describes that the world is becoming more digital at a rapid pace [1]. As a natural
consequence, cybercrime continues to steadily increase [2]. Consequently, individuals and
organizations must find ways to protect themselves from cybercriminals. Such protection
involves both technical, organizational, and user-oriented methods, called controls. Technical
controls include firewalls and authentication procedures that control what devices and control
what users can and cannot do. Organizational controls include policies and strategies, and
user-oriented controls aim to support users towards secure behavior through, for instance,
training. The present research focuses on user-oriented cybersecurity, and the rationale is that
the current research reflects that user behavior is extensively exploited by cybercriminals [3, 4].
One example is phishing where an attacker attempts to trick users into doing something users
should not do using email. Phishing can be used to trick a user into installing ransomware,

The 9th International Conference on Socio-Technical Perspectives in IS (STPIS’23) 27.-28.10. Portsmouth, UK
*Corresponding author.

& joakim kavrestad@ju.se (J. Kivrestad); muhammad.abbas.khan.abbasi@his.se (M. A. K. Abbasi);
tarczal. marton@gmail.com (M. Tarczal); marcus.nohlberg@his.se (M. Nohlberg)

@ 0000-0001-5962-9995 (M. Nohlberg)

© 2023 Copyright for this paper by its authors. Use permitted under Creative Commons License Attribution 4.0 International (CC BY 4.0).

[ —== CEUR Workshop Proceedings (CEUR-WS.org)

CEUR-WS.org/Vol-3598/paperld.pdf

CEUR
_- ceuvwsmql
EWorkShOD ISSN 1613-0073
Proceedings

160


mailto:joakim.kavrestad@ju.se
mailto:muhammad.abbas.khan.abbasi@his.se
mailto:tarczal.marton@gmail.com
mailto:marcus.nohlberg@his.se
https://orcid.org/0000-0001-5962-9995
https://creativecommons.org/licenses/by/4.0
https://ceur-ws.org
https://ceur-ws.org

giving up sensitive information, etc. Another example is exploiting poor password habits to
gain access to a system. This can include, for example, guessing user passwords in hope that a
user selected a weak password.

Cybersecurity can be seen as a sociotechnical system that is dependent on technology, users,
and the organization. As described by Mumford (2006), a socio-technical approach does not
only assume that a system consists of technology, users and an organization, but emphasizes
that the interplay between those entities is crucial for the success of the system [5]. In the
context of cybersecurity, it is crucial to have a strategic plan, supported by relevant technology
and based on the needs of users and organizations. Consider, for instance, user authentication,
which is paramount to ensure that only authorized users can access digital resources [6]. An
effective authentication system needs to ensure that users can access the resources they need
and nothing more, in a timely manner. This requires a strategic plan that outlines the resources
that should be made available and to what user groups. Then, technical measures to realize
the plan are needed. Finally, users should be educated on how and why to efficiently use the
system. For the system to be successful, all those parts must be aligned. Should the plan be too
vague, technical implementation becomes difficult. If the technical implementation is difficult
to use, the user will struggle to use it correctly [7]. Indeed, a socio-technical approach is argued
to lead to increased stakeholder value and user acceptance of technology [8].

The management teams or IT departments are usually in charge of the technical and orga-
nizational security aspects, while the users are expected to take on a large responsibility by
selecting secure passwords, avoiding phishing, etc. It is well-known that it is difficult to get
users to use tools, features, and procedures designed to ensure cybersecurity. Consequently, the
usability of such tools has been the focus of much research, and it is evident that the usability of
tools, features, and procedures is a factor that determines which tools and features users decide
to adopt or not [9, 10, 11, 12]. Furthermore, recent studies describe cognitive workload and
fatigue as possible inhibitors of secure behavior [13, 14]. The rationale is that activities such
as password creation or phishing detection require reasoning, planning, memory, etc., which
demands cognitive resources from the user. When these resources are depleted, users’ ability to
engage in secure behavior is reduced [15].

The purpose of the present study is to investigate how the ability of users to detect phishing
and adopt strong passwords is impacted by short-term memory capacity. Short-term memory
is, in this paper, defined as a persons ability to recall information recently presented to them.
Phishing and password, while only a subset of user responsibilities were selected in this research,
as they are exploited very frequently by cybercriminals [16]. Although different cognitive
functions have been discussed in the cybersecurity domain [3], this research is focused on
short-term memory. The rationale is that short-term memory has been found to influence
decision making, which is believed to be important for cybersecurity behavior [17, 18]. The
purpose of this research is to be an initial study on how cybersecurity behavior is impacted by
cognitive abilities.

Data were obtained using an online survey that measured the participant’s ability to identify
phishing emails, password behavior, and short-term memory. The results indicate a positive
correlation between short-term memory scores and both phishing detection ability and password
behaviour. To the best of our knowledge, this is the first study that explicitly measures the
impact of short-term memory capacity on cybersecurity behavior. Although the sample size in
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this study (n = 93) is a limitation, it is a first step that researchers can build on in continued
investigations into how cybersecurity behavior is affected by cognitive abilities.

The next section will describe the research methodology used for this research. Then, the
results of the survey will be presented before they are discussed and concluded with suggestions
for future work.

2. Methodology

With the purpose of collecting quantitative data from a large sample of respondents, a web-based
survey was used. The following section will, in turn, discuss the hypotheses developed in this
research, describe how the survey was developed and distributed, and how the collected data
were analyzed.

2.1. Hypothesis development

Recent research describes password behavior and phishing as two key areas of user behavior
with respect to cybersecurity [19, 20]. Industry reports provide a similar view, where phishing
is commonly discussed as the most common cyberattack [16, 21, 22]. Likewise, exploiting
weak passwords is a common practice used by attackers seeking to gain unauthorized access
to computer systems [23, 24]. Consequently, password behavior and phishing are two critical
areas of investigation.

There are several previous studies which suggest that cognitive abilities have an impact on
cybersecurity behavior [13, 14]. Cognitive ability includes the ability of a person to reason,
plan, solve problems, etc. [25]. It also affects a person’s memory and ability to concentrate [26].
This research has chosen to focus on short-term memory with the motivation that it affects a
person’s memory [18].

Given the justification above, two sets of hypotheses were developed. The first hypothesis
and corresponding null hypothesis are:

H1: A person with higher memory ability will display a better ability to identify
phishing emails.
H1,,11: Memory ability is not associated with the ability to detect phishing emails.

The second hypothesis and corresponding null hypothesis are:
H2: A person with higher memory ability will display better password behavior.
H2,,,11: Memory ability is not associated with password behaviour.

2.2. Instrumentation

A survey was developed for this research and consisted of four blocks of questions each con-
taining five questions:

« Block 1: Questions about the participants’ background.
« Block 2: Questions measuring the participants’ ability to identify phishing.
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« Block 3: Questions measuring the participants’ password behavior.
+ Block 4: Question measuring the participants’ short-term memory.

The questions in block one, which intended to introduce the survey with a few demographic
questions, appeared to the participants in a fixed order. Blocks two to four were presented in
fixed order, but the question order within those blocks was randomized to minimize question
order bias [27].

In block 2, each question displayed an email and the participants were asked to decide if it
was legitimate or phishing. The survey was designed so that participants could hover over
links to display link targets and interact with the email as they would in a webmail client.
An example is provided in Figure 1. All emails were phishing and the five phishing scenarios
included an email regarding a SWEDBANK transaction alert redirecting to a malicious link, a
Netflix account-related email with a malicious link, an iCloud account storage issue email with
a malicious link, the University finance office email regarding payment of a fee containing a
malicious attachment, and a Firefox account login alert with a malicious link. Te were selected
to represent phishing of medium difficulty.

In Block 3, the questions were presented as account registration forms to the following five
websites:

« Citibank
+ Google

+ Instagram
« LinkedIn
« 7-eleven

For each question, participants were asked to pick the password that was closest to the one
they would personally create for the website in question. An example question is provided in
Figure 2. The participants could choose from the following passwords:

« 1YellowCatCrossedTheRoad?
o aZtG@497$/#

« KYbeR1&

« 1986March8!

« Password123!

The first two passwords are considered secure in this research since they are sufficiently long
and/or complex [28]. The other passwords are considered insecure because they are too short
or easy to guess.

Block four intended to measure the participants’ short-term memory by presenting five
questions about what the participants had experienced during block 3. This approach mimics
a free recall test which is a popular measurement of explicit memory [29]. The survey was
developed by the research team and validated in a pilot test intending to ensure that participants
interpreted the survey in the intended way and that all participants interpreted the survey in the
same way [30]. During the pilot, nine participants were asked to do the survey monitored by a
member of the research team and asked to speak out their thoughts. The survey was updated
following insights from the pilot.
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Resume later

Question 1

*In this scenaria, you received the following email from Netflix. Do you think that it is a phishing email?

Daniel Anderson, it's been 118 days. Wanna watch something? D iabor «

. Netflix

For Danlel Anderson
Now on Netflix

More TV programmes &
films to love.

We've recently added more TV programmes and films. For only
US§10, watch the most talked about TV shows and movies from
around the world. Last chance!

RENEW YOUR SUBSCRIPTION TODAY

© choose one of the fallowing answers

Made in LimeSurvey &

Figure 1: Example of a phishing scenario used in the survey.

2.3. Execution

The survey was anonymous and was preceded by an informed consent form. Ethical approval
was not necessary for this research according to Swedish regulations [31]. The online survey
platform Limesurvey was used to conduct the survey' The survey was distributed using social
media platforms.

2.4. Data Analysis

The gathered data was analyzed using SPSS version 27. Responses to demographic questions
are presented to provide an overview of the data sample. The questions in blocks two to four
are used to create index variables that are used for further analysis. Each question had correct

'https://www.limesurvey.org/
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Resume later

Question 6

*Please select the password from the list below that is most similar to a password that you would use when creating this
jobsite account:

Linked [
Make the most of your professional life

danielandersan@gmaccen

Agree & loin

or
e e G
G continue with Google

Already an Linkedin? Sign in

@ Choose one of the following answers
artGEdaTs#
1986Marchs!
Password123!
TYellowCatCrassed TheRoad?

K¥beR1&

Made in LimeSurvey O

Figure 2: Example of a password scenario used in the survey.

and incorrect response options. Each participants index variable was computed as the number
of correct answers within each block.

Index variables were used to test the established hypotheses using correlation tests. Correla-
tion tests measure the correlation between two variables and return a value between 1 and -1.
A positive value indicates a positive correlation, while a negative value indicates a negative
correlation [32]. Pearson’s rank correlation was used for variables with normal distribution, and
Spearman’s rho was used in other cases [32, 33]. Normality was assessed using the Shapiro-Wilk
test [34]. In this study, the conventional 5% significance level was used.
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3. Results and Analysis

A link to the survey was distributed on social media platforms and 93 participants completed
the survey. This section will provide an overview of the characteristics of the sample before
describing the responses to the questionnaire. It ends with testing of the established hypotheses.

3.1. Sample characteristics

Out of the 93 respondents 45 identified as female while 48 identified as male. 53 respondents
lived in Pakistan, 21 lived in Sweden, and the remaining 19 were spread between another ten
countries. As seen in Table 1, the age distribution in the sample is skewed toward younger
adults with only a handful of respondents over the age of 45.

Table 1
Age distribution among respondents

Age | Participants
18-24 34
25-34 28
35-44 21
45-54
55-64 2

65+ 2

Participants were asked to rate their own IT competence by selecting one of four levels of
competence. Most of the participants rate themselves as good IT users, as seen in Table 2 which
also presents the description of the levels as presented to the participants.

Table 2

IT competence among respondents
Skill level Participants
Below Average user - | always have problems with IT, and always seek 9
help from someone in IT matters
Average user - | often have problems with IT, and feel that | need help 25
with things that others can do on their own
Expert user - | use IT without any larger problems, but need help time- 31
to-time
Professional - Works within, has a degree within, or studies within IT 28

3.2. Descriptives

Following the demographic questions, the participants received five emails and asked if the email
was legitimate or not. The five phishing scenarios included an email regarding a SWEDBANK
transaction alert redirecting to a malicious link, a Netflix account-related email with a malicious
link, an iCloud account storage issue email with a malicious link, the University finance office
email regarding payment of a fee containing a malicious attachment, and a Firefox account
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25

20

Frequency

] 1 2 3 4 5

Correctly identified phishing emails

Figure 3: Participant scores for phishing email identification (out of five)

login alert with a malicious link. Table 3 shows how many participants who correctly identified
each email as phishing.

Table 3
Participant results for phishing questions
Phishing scenario Correct answers (count) | Correct answers(%)
Swedbank transaction alert 41 44%
Netflix account email 39 42%
iCloud storage issue 37 40%
University fee email 47 51%
Firefox login alert 47 51%

Furthermore, an index variable reflecting how many correct answers each participant had
was computed. As seen in Figure 3, only 10 (11%) participants correctly classified all emails as
phishing, and the median result was two correct responses.

The participants were then presented with different account registration pages and asked
to pick which password, out of five provided examples, most closely resembled one that they
would choose for a new account on the website in question. Two passwords were considered
strong and three were considered weak. Table 4 lists the included websites and the number of
participants who selected one of the strong passwords for each website.

An index variable was created and reflects the number of secure passwords each participant
selected. The median value was 2 and, as shown in Figure 4, the data demonstrate that a large
number of participants selected only good (n=19(20%)), or only bad (n=26(31%)). However,
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Table 4
Participant results for password questions

Website | Participants selecting strong passwords (count) | Strong passwords(%)
Citibank 45 48%
Google 42 45%
Instagram 38 41%
LinkedIn 39 42%
7-eleven 33 35%
Index_PW

30

20

Frequency

0 1 2 3 4 5

Number of strong passwords

Figure 4: Participant scores for password behaviour (out of five)

48 (52%) participants selected different passwords for different sites, suggesting that they are
selecting passwords based on how important they think it is to keep the respective accounts
secure.

Finally, participants were asked five questions about the previous questions in the survey.
The purpose of these questions was to see how much of the survey the participants remembered.
The number of correct responses was collected in an index variable that is the measure of the
short-term memory of the participants used in the remaining analysis. An overview of the
results is presented in Figure 5.

3.3. Hypothesis testing

The last step in the analysis was to test the hypotheses previously developed to test for correla-
tions between short-term memory and the ability to identify phishing and password behavior.
The index variables were subjected to Shapiro-Wilks normality test, which suggested that the
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Correctly answered memory questions

Figure 5: Overview of answers to memory questions (out of five)

data do not follow a normal distribution. Consequently, Pearson’s rank correlation was not
appropriate to use and Spearman’s rho was used instead.

The correlation between short-term memory and the ability to identify phishing was first
tested. Spearman’s rho returned a correlation coeflicient of .238, and a p-value of .022. Thus,
the tests show a statistically significant correlation between the variables and the following
hypothesis is supported by the data:

H1: A person with higher memory ability will display a better ability to identify
phishing emails.

The correlation between short-term memory and password behavior was then tested. Spear-
man’s rho returned a correlation coeflicient of .207, and a p-value of .046. Thus, the tests show
a statistically significant correlation between the variables and the following hypothesis is
supported by the data:

H2: A person with higher memory ability will display better password behavior

4. Conclusions and Future Work

This research aimed to investigate whether the ability of users to detect phishing and adopt
strong passwords is impacted by short-term memory capacity. Data was collected using an
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online survey, and subjected to statistical analysis that showed a correlation between the ability
of users to detect phishing and short-term memory capacity as well as password behavior
and short-term memory. It could be seen that the correlation coefficients, while significant,
were around 0.2 which signifies quite weak correlations [32]. In light of previous research, this
is quite unsurprising. Both phishing detection ability and password behavior are affected by
numerous factors such as previous training [35], the use of other security functions [36], and risk
perception [37]. However, this research suggests that short-term memory is a predictor of the
ability to identify phishing and password behavior. This information can, for example, be useful
in developing tailored cybersecurity awareness efforts and policies. For instance, care could be
taken to evaluate policies from a memory-requirement perspective. One could perhaps limit
how password behavior is impacted by memory by allowing for passphrases without complexity
requirements or implement multi-factor authentication and allow for simpler password. Such
an approach has been suggested to improve users password behaviour in previous research
[38].

In addition to the results discussed in the previous paragraph, this paper provides data about
users’ ability to detect phishing and password behavior. Looking at the participants’ ability to
detect phishing, presented in Figure 1, it can be seen that only ten out of 93 participants correctly
classified the five emails presented as phishing. In fact, the mean result was two correctly
identified phishing emails out of five, which means that the median participant was tricked in
three out of five attempts. Consequently, this paper adds to the existing body of research which
states that users struggle to correctly identify phishing [39]. A possible limitation, however, of
the study design is that the participants are presented with constructed phishing emails rather
than faced with actual phishing attempts as part of their daily life. In a real life situation, it
is likely that a lot of phishing is simply not relevant to the recipient and therefore discarded
as spam. In example, a user who is not a LinkedIn user would not be likely to be tricked by a
LinkedIn related phishing attempt. The results of this research reflects the participants ability
to detect phishing when forced to do that for every email included in the study and should be
interpreted as such.

The common approach to phishing detection has historically been training and awareness
[40]. Training does, however, only focus on improving one socio-technical dimension, the
user. A socio-technical approach to phishing detection should perhaps also consider how
organizational and technical aspects can be changed to help users detect phishing, possibly
with better results. Organizational culture has, fro instance, been associated with cybersecurity
behaviour in the past [41]. The results regarding password behavior suggest that there are three
groups of users; one group that always creates strong passwords, one group that never creates
strong passwords, and one group that uses different levels of password strength for different
accounts.

The purpose of this research was to be a first step in the investigation of how user cognitive
abilities impact cybersecurity behavior. The main limitation in this work comes from the data
sample, which was acquired using social media and was of a limited size (93 participants), and
the results should be interpreted with this in mind. The rationale for this sampling method
was that sampling using social media is easy and cost efficient. Nevertheless, the results in this
research motivate further research in the area. Such research could be survey-based and then
include larger samples gathered using non-probability sampling techniques. Future research
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could also look at other aspects of cybersecurity behavior and / or other cognitive abilities.
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