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Abstract

A protocol for agreement by user parties of secret keys-permutations of significant dimension
and their new isomorphic matrix representations is proposed. Features and advantages of such
representations are considered. The need to create such secret permutation keys to improve the
cryptographic stability of matrix affine-permutation ciphers and other cryptosystems of the
new matrix type is well-founded. The results of modeling the basic procedures of the proposed
key agreement protocol in the form of an isomorphic permutation of a significant dimension,
namely the processes of generating permutation matrices and their degrees, are given. Model
experiments of the protocol as a whole, including accelerated methods of raising permutations
to significant degrees, were performed. Such methods use sets of fixed permutation matrices,
which are degrees of the underlying permutation matrix, and all these matrices are given in
their isomorphic representations. The values of the fixed exponents correspond to the
corresponding weights of the digits of the binary or other code representations of the selected
random numbers. The results of simulation modeling demonstrated the adequacy and
advantages of isomorphic representations of the processes of functioning of matrix-algebraic
models of cryptographic transformations and the proposed secret key-permutation agreement
protocol.
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1. Introduction, overview and analysis of publications

Introduction. Generalization of known cryptosystems [1-14] with scalar-type data formats to the
cases of matrix-tensor formats, emergence and research of a new class of matrix-type cryptosystems
(MTC) [15-18] based on their matrix-algebraic models (MAM) of cryptographic transformations (CT)
2D (3D) - arrays, images (lIs), which have a number of significant advantages, contributed to the
intensification of MTC, MAM research and the demonstration of a number of new improvements and
applications [11-14, 16, 18, 19-21]. MAMs in their hardware implementations are more easily displayed
on matrix processors, have extended functionality, improved crypto-resistance, allow checking the
integrity of cryptograms of black and white, color images [16, 18-20], and the presence of distortions
in them [16], create block ones [17], parametric [18], multi-page [18] models with their significant
stability [16, 18]. Secret key generation protocols for known non-matrix type ciphers were considered
in [2, 6, 12, 22-29], and for matrix type ciphers were partially considered in our previous works,
including in works [30, 31], where some improved matrix modifications of known key matching
protocols were proposed. Generalized MAM, matrix affine and affine-permutation ciphers (MAPCs),
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their modifications were studied and used in the creation of blind and other improved digital signatures
in [18]. For CT in matrix models of permutations (MM_P), with their basic procedures of matrix
multiplication and some other element-by-element modulo operations on matrices, byte matrices
formed from rows, columns, vectors, which in unitary or other codes display symbols, codes, bytes,
must be multiplied by the permutation matrix (PM). Procedures for rearranging bits, bytes or their
groups are the most common and mandatory for almost all known and newly created algorithms and
ciphers. To increase the entropy of cryptograms images with their CT based on MM_P and change their
histograms, the decomposition of R, G, B components and their bit slices and several matrix keys (MKs)
of the PM type are necessary [16, 18, 21, 30]. A number of such pseudo-random (current, step-by-step,
frame-by-frame) MKs, which would meet the requirements and be quickly generated, is also needed
for masking, CT of video files or stream of blocks from files, images with their significant sizes.

Formulation of the problem. Thus, there is a need for the MAM to form a number of MKs of the
PM-type that would satisfy a number of requirements from the main MK. Since the issue of matching
the main MK (MMK) of a general type, but not the sequence of PMs, was considered in [30, 31], and
the methods of generating a stream of MKs-permutations from the main MK were partially considered
in [31], but only for bit MPs of small sizes (256*256), then the purpose of the work is to propose and
investigate a protocol for the coordination of a secret (main) MK in the form of an PM of significant
dimensions, i.e., an main PM (MPM), to improve and adapt the type and structure of a MPM of such
or even greater dimensions to the images format and to fast hardware solutions, to model this protocol
and the process of formation flow of PMs from such a MPM for MAM CT in MT systems. In addition,
the above review and analysis of publications allows to determine another important task, namely the
need to develop and model such MAM CTs, which would be best suited for implementation based on
vector-matrix multipliers (VMMs), as well as to determine the characteristics and indicators of such
models and implementations.

2. Presentation of the main material and research results.

An overview of MT ciphers, especially multifunctional parametric block ciphers [17], their analysis
shows that it is advisable to use isomorphism of various representations of permutations (matrices or
vectors) that act as a master key (MK) and block or step-by-step, round MKs to achieve the goal of PM-
type, i.e. sub-keys (SKs), which are matrices of permutations of P (its powers!) or vectors isomorphic
to them. It is known from the works [15, 16, 17, 18] that with CT based on the basis of matrix affine-
permutation ciphers (MAPCSs) and vector affine-permutation ciphers (VAPCSs), cryptograms for some
types of text-graphic documents (TGD) and images (1), especially for block-based MAMSs, when using
one personal computer (PC) for all blocks are insufficient in terms of stability, however, a number of
PCs created from MPM solve this problem. And that is why the aspect of coordinating the secret MPM
of the PM-type with a significant dimension is important. Let's consider the situation when for M blocks
with a length of 256*256 bytes, presented in the form of a matrix of a black and white image, it is
necessary to rearrange all bytes in accordance with PM. In this case, PM in the generally accepted form
should be square with N*N elements (0" or "1"), where N=2°=65536. The power of the set of possible
such PMs, i.e. their number, is estimated as N!=65536!, which gives colossal values for this N.

But each byte address of the block can be represented by two bytes indicating two coordinates (row
and column) of the block. This gives us the opportunity to represent any permutation with two blocks
(256*256 elements) of bytes, setting in each identical address of these blocks the corresponding senior
byte (in the first block) and junior byte (in the second block) coordinates of the new address of the byte
selected for permutation. The view of the software module in Mathcad for generating the basic (main)
MK (PM) and the view of its components KeyA and KeyB in the format of two black and white images
is shown in Fig. 1. Therefore, any PM can be uniquely represented by two matrices of size 256*256,
the elements of which take values from the range 0-255, with the peculiarity that each of their 256
gradations of intensity in each of these two matrices (images) is repeated exactly 256 times. The
histograms of KeyA and KeyB PM components are shown in Fig. 2 and have the form of horizontal
lines, as expected. We note that such an isomorphic representation of the PM in the form of two images
gives us the opportunity to use these components KeyA and KeyB as two secret MCs of a general type,
for example, as additive and multiplicative keys in the MAPCs or other MAMSs. This is evidenced by
the results of the simulation of the CT image (Im) of the MAPC using the proposed PM and its
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components, as keys, shown in Fig. 3 with the matrices of explicit image (Im), intermediates, its
cryptograms (Cmap) and verifiable images [31]. And the histograms of explicit image, its cryptograms
after each CT with affine components of this PM are shown in Fig. 2.

ACN:= |for q=0..1

for i=0.255

for 10..255

Ni<0

for je0..255
A «floor(rnd 256))
while Ny =1

A «floox(rnd236))

Na«l
AjjjeA

AA KeyA KeyB

Figure 1: Software module for generating the basic (main) MK (PM) and the view of KeyA and KeyB
components in the format of two black and white images (Mathcad window).
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Figure 2: Histograms H_KeyA and H_KeyB, respectively, of the components KeyA and KeyB of PM, the
histogram H_CD of explicit image, the corresponding histograms H_CDa and H_CDm of the
cryptogram of the image after additive and multiplicative affine transformations of this image using
the same KeyA and KeyB (Mathcad window).
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Figure 3: The results of the simulation of MAPC based on PM and its components, as additive and
multiplicative MKs. Top row, from left to right: explicit image, after transformations, cryptogram of
image after MAPC; bottom row: reconstructed, intermediate and difference (right) images of TGD.
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Figure 4: View (2D) of known generated PMs: top (forward), bottom (reverse) permutations.

Alisa_xc = 11

Ax P(Alisa x) = |p« 0
S < KeyA
while p < Alisa x
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Figure 5: Program modaules (copies from Mathcad) displaying the procedure of iterative permutations
of the initial permutation matrix PM, isomorphic to the elevation of the permutation matrix PM to
the required power (11 !) by side x (Alisa).

These model experiments confirmed that the CT MAPC with the existing 2 components of the PM
give high-quality cryptograms CD_ImAa and CD_ImAm, whose histograms H_CDa and H_CDm are
so close to the uniform distribution law that even for image (Im) with an entropy of 0.738, the entropy
of cryptograms differs from the theoretical maximum (8 bits) by just a fraction of a percent, going all
the way up to 7.99. The results of the simulation of the MAPC and multi-step MAPC for different cases,
when the components of affine transformations are first performed in a different sequence and with
different or one MK from the PM, and then permutation using the PM, or vice versa, also proved similar
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qualitative CTs, when applying the proposed representations of the PM. But for all modifications of the
MAM with such PMs, the power of the set of which is estimated by a significant value N! = (256*256)!,
the issue of agreeing the session secret MPM is paramount.

Here is an analogy with the Diffie-Hellman protocol. In Fig. 5-8 show the results of modeling these
two steps of the protocol for the agreement of the secret MC in Mathcad, and Fig. 9-10 shows the
obtained intermediate and resulting secret MPM in the isomorphic representation of images. The parties
do not know the degrees of the other party, but the MPs obtained by them are identical, which can be
seen from Fig. 10. In this way, raising MPMs (N*N binaries, where N=2 1) to a power is equivalently
replaced by fast permutations, which, moreover, can be even more accelerated for significant powers
due to the use of some basic set of fixed (fixed powers of MPM) and their specific sequence, which
provides significant advantages due to the acceleration of the calculation of degrees of MPM, the
simplicity of possible implementations and the reduction of costs.

Bob_yc = 17

Ay_P(Bob_y) = |p< 0

S « KevA

while p < Bob_v

S« | for 10255

for je 0. 255
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Figure 6: Program modules (copies from Mathcad) displaying the procedure of iterative
permutations of the initial permutation matrix PM, isomorphic to the elevation of the permutation
matrix PM to the required power (17 !) by side y (Bob).

In accordance with the MP protocol, values of significant dimensions must be multiplied many
times, that is, raised to a power. And the degrees to which the parties raise these isomorphically
presented MPs must be significant enough to ensure the necessary crypto-resistance against random
attacks. Therefore, taking into account the necessity and expediency of using the above-mentioned
accelerated methods of raising matrices to a power, we show an adequate isomorphic transformation of
this procedure into some sequence of fixed permutations.

Depending on the code in which the value of the degree is given, appropriate permutations are
selected from the formed set of fixed MPs, the degrees of which correspond to the corresponding
weights of the digits of the binary or other code representations of the selected random numbers: xc
(Alisa) and yc (Bob). The results of these simulations, the corresponding formulas, procedures, key
fragments are shown in Fig. 11-12. A comparison of matrix elements in Fig. 12 highlights their equality.

Using the developed functional parametric models of the CT with the help of a secret MK (PM),
agreed with the proposed protocol, shown above, a check of the correctness of their synthesis and
adequacy of the models was performed by means of direct and reverse CT image, which was shown in
Fig. 1-3. The results obtained by modeling in Mathcad confirm the correctness of the protocol, and the
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stability analysis, which will be presented in more detail in the report, shows the impossibility of attacks
due to the huge number of possible PMs.

Axy P(Alisa x) = |p< 0

S « Ay _P(Bob_vyc)

while p < Alisa_x

S« | for i=0.255
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Figure 7: Program modules (copies from Mathcad) reflecting the procedure of iterative permutations
in the new PM obtained from y, isomorphic to the elevation to the required power (11 !) by side x
(Alisa).
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Figure 8: Program modules (copies from Mathcad) reflecting the procedure of iterative
permutations in the new PM obtained from x, isomorphic to the elevation to the required power
(17 ) by side y (Bob).
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Ax_P(Alisa_xc) Bx_P(Alisa_xc) Ay

P(Bob_yc) By_P(Bob_vc)

Figure 9: New PMs received by the parties (each in the form of their two components) after the
first step of the protocol, those that are forwarded to the other party.

Axy_P(Alisa_xc) Bxy_P(Alisa_xc)
ErAxy = Axy_P(Alisa_xc) — Ayx_P(Bob_yc)
min(ErAxy) = 0 max(ErAxy) = 0

Ayx_P(Bob_vc) Byx_P(Bob_vyc)
ErBxy = Bxy_P(Alisa_xc) — Byx_P(Bob_yc)

min(ErBxy) = 0 max(ErBxy) = 0

Figure 10: The participants of the session received identical new PMs (each in the form of their
two components) after the second step of the protocol, i.e. essentially one secret PM.

Although the initial MPM is known to both parties, the protocol allows without knowledge of the
secret degrees being chosen sides, form a secret key, PM in a similar isomorphic form in a time
proportional to the number fixed permutations. In addition, stability analysis taking into account the
power of the set formed by this the protocol of the relevant PM of significant dimensions showed the

impossibility of carrying out attacks as a result of a huge set of possible MPs, which is estimated by the
value (2'%)!
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Figure 11: Formulas and procedures (copies from Mathcad windows) used for modeling isomorphic
formation accelerated processes of degrees of matrix permutations by sides.

Sxd=7 SdP = 162 x4 = 2158
012345678 ]9 01|23 ]4]55]6]|7]8]38
0 | 123| 61| 100 126| 185| 238 206] 19| 189| 99 0 | 123] 61| 100] 126 185| 238) 206) 19| 189] 99
1| 18| s8] 228| ar| 22a| 185| 183| 24| 73| 158 1 | 18| 58| 229| a7| 226| 18| 183| 24| 73| 158
2 | 96| 251 sof 242 28| 61| 67| 246 88| 95 2 | 96| 251| 50| 242| 38| 61| 67| 246 88 95
3 | 46| 210[ 155 228| 168] 50| 226] 147] 143] 129 3 | 46| 210( 155] 228 169| 50| 226] 147] 143] 129
4 | 230( 202 72| 177| 240 78| 227] 60| 157] 202 4 | 230] 202 72| 177 240 78] 227] e0| 157] 202
5 | 148| 219 es| 182| 45| 140 231] 104] 78] 90 5 | 148] 219 86| 182| 45] 140] 231 104] 78] 90
6 | 42| 200[ 151 186 154] 228 247 182] 138] 194 6 | 42| 200( 151| 186 154| 228] 247| 182] 138] 194
Ax P(SAP) =77 |7 193] 160| 72| 108] 72| 63| 166) 132| 25| 185| Ax KevAbT =3 1"193] 1g8| 72| 108| 72| 63| 166] 132| 25| 185
8 | 44| 205[ 102 212| 190] 248 19| 73] 124] @ 8 | 44| 205| 102] 212| 190] 248] 19| 73| 124] @2
9 | 186 10| 26| 29| 50| 138| 67| 128| 150| &5 9 | 186 10| 26| 20| 50| 138| 67| 128| 150| 65
10 | 134| 188 T| 136 60| 143| 26| 155| 138| 208 0| 134 188 7| 136 60| 140) 26| 155| 138| 208
11| 159 94| 33| 252| &2 0| 46| 197| 250 &4 1) 159 94| 33| 252| 82 0| 46| 197| 250| 64
12| 29| 99| 202| 1e0| 98| 56| 248 34| 90| 224 2| 2a| oo 202| 180| 98| 56| 249| 34| oo 224
13| 17| 0| 125 16| s3] 10z] 202] 137 212] 34 3| 17| of 125 18| 83| 102| 202] 137 212] 34
14| 248| 236| 62| 147| 245| 51| 73| 28] 4| 6 ‘4| 248] 236| 62| 147| 2a5| 51| 73| 210 4| 6
15 | 18| 206| 167| 108| 243| 00| 230] 143| z25] 5 5 | 168] 206| 167 108| 2a3] 190 230] 143 z25] 5
01 ]2 234567 8]e 01234567 [8]2s
o0 | 130] 208] 190] 17| 38| 35| 172] 99| 141] 194 0 | 130] 208| 190] 17| 3&| 25| 172] @o| 141] 194
1| 128( 217| 150 1w02| 238 91| 88| 215| 194] 129 1| 126] 217| 150| 102| 38| 91| 88| 215| 194] 129
2 | 172| 64| 195 24| 17a| &7 179] 204 89| 211 2 | 172] 64| 195] 24| 174 67| 179] 204] sa| 211
3 | 24| 41| 230 149 136] 126 48| 34| 47| 65 3 | 2a| 41| 230] 148 136] 126] 48| 24| 47| 65
4 | 196| 100| 181 Sa| sa| 21| z08] 190| s8] 199 4 | 196] 100| 161] 5| 84| 215| 08| 190| s8] 199
5| 64| 226 43| 161] 183] 4| 65| 239| 75| 233 5| 64| 226| 43| 161| 163] 4| 65| 23| 75| 233
6 | 32| 16| 252 124] 14| 210] 105] o1 o] 208 6 | 32| 16| 252] 124 14| 210] 108] @1| 9] 208
Bx P(SAF) =[ 7 | sa| 195 143] 102] 11 157] 248] 2] 23] 2m Ax KeyBb7 =7 | ga] 105( 143] 102 11| 157 248] @2 23] 2m
g | 191| 181] 190] 18| 150] 160 190] 75| 168] 148 g | 191] 81| 190 18| 150] 160] 190] 75| 168] 148
9 | 83| 81| e8| 166| 205] 61| 20| 162| 118] 102 9 | 8a| 81| 168] 166| 206 &1 20| 62| 118] 102
10| 206| 92| 186| 45| 27| 89| 9| 108 85 &1 0| 206] e2| 188| 45| 27| 89| 9| 08| 85| &1
11| 26| 200| 75| 65| 122| 69| 28| 42| 15| 139 1| 26| 208 75| 65| 122| ea| 38| 42| 15| 139
12 | 2a5| z12| as| 48| 217| 167] 152| 225 17| 28 12 | 235] ;12| as| 48| 217| 167 152| 225 177 28
13| 7| 88| 3| 10| 67| 237] 79| 146| 98] 254 3| 7| 18| 3| 10| 67| 237| 79| 146| o8| 254
14| 228| 34| 48| 152| 72| 137] e8] 147| 73| 237 4| 228] 34| 48| 152| 72| 137| 65| 147 73| 237
15| 84| 78| 166| 74| 248| 85| 116] 105| 230] 149 ‘5| B4 78| 166| 74| 248 85| 116] 105 230] 149

Figure 12: Fragments of the keys formed after the second step, which testify to the adequacy of
the accelerated algorithms of the isomorphic formation of degrees of matrix permutations by
sides.
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3. Conclusions

The relevance and necessity of creating secret permutation keys to increase the cryptographic
stability of matrix affine permutation ciphers and other cryptosystems of the new matrix type are
substantiated. A protocol for agreeing a secret key in the form of isomorphic representations of
permutation matrixs of significant dimensions was proposed, model experiments were performed that
confirmed the adequacy of the functioning of the models and the proposed protocol and methods of
permutation matrixs generation, their advantages. The models are simple, convenient, adaptable for
various format and color images, implemented by matrix processors, have high efficiency, stability, and
speed.
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