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Abstract

We present two families of new ciphers with the spaces of plaintexts of kind K7, K = F; or
K=Z, q=25 and the variety of active passwords of kind 4, (a; az ..a;)eK, (B
Bz,...0) € (K*), where A is a subset of cardinality r of the set {1, 2, .., [(n+2)/4]-1} car,
r<[(n+2)/4], even t<[n+5]/2]. It is proven that different active passwords produce distinct
ciphertexts from the same plaintext. If freely selected parameters r and t have size O (1) then
the execution speed of the cipher is O (n). These families of encryption maps are defined in
terms of well-known algebraic graphs D (n, K) which form a family of graphs of large girth
in the case when K is a finite field. The encryption map is defined as a combination of the
graph-based encryption and two polynomial transformations of (Zg) " d = 25*! preserving
(Z*4)»r and acting naturally on K. This trick does not allow to interpretation of the
encryption map as a multivariate transformation over some commutative ring. It prevents
linearization attacks by adversaries. We can change the defined above commutative rings
Fy and K = Z, for Boolean ring B; of size 2s and obtain the third stream cipher with similar

properties.
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1. Introduction

Everybody knows that each computation can
be defined in terms of finite automaton, a
roughly directed graph with labels on arrows,
various applications of automata theory to
cryptography are very hard to observe. So
Graph Based Cryptography is a natural
direction of research. It is used for the key
exchange, development of Multivariate Public
Keys, key-dependent message authentication
codes, and algorithms of Noncommutative
Cryptography [3-17].

Especially Graph theory is commonly used
as a tool for symmetric encryption. The first
cryptographical applications of Graph Theory
appeared in the areas of Symmetric
Cryptography and Network Security. The
monograph [1] and papers [2, 40] reflect some

results in the area of applications of families of
algebraic graphs of the large girth of Extremal
Graph Theory to the development of fast and
secure encryption tools to process Big Data
files. The vertices and edges of algebraic
graphs form algebraic varieties defined over
the field. The girth is the length of the minimal
cycle in the graph. This parameter defines the
size of the key space of the corresponding
cipher.

Several known ciphers based on algebraic
graphs have a multivariate nature. The space of
plaintexts is an affine variety K" defined over
finite commutative ring K. Bijective encryption
map F can be given by nonlinear multivariate
polynomials fi, f> .., fn from the multivariate
commutative ring K [x, X2, ..., xn]. It acts on the
affine space according to the rule (x;, xz ...,
Xn) = (f1(x1, Xz, ..., Xn), f2(X1, X2, <oy Xn), -y frX1, X2, ..,
Xp)), where f; are given via corresponding list of
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monomial terms. Trapdoor accelerator [41] is
a piece of information A such that the
knowledge of A allows us to compute the
reimage of F in time O (n?).

In ciphers based on algebraic graphs
correspondents Alice and Bob share file A (the
password) and encrypt according to the robust
procedure in time O(n) or O(n?). The adversary
does not have a password, he/she has to
intercept large amounts of pairs of
plaintext/corresponding ciphertext and try to
approximate multivariate maps F! and F. So
degree of F is an important parameter for the
cryptanalytical studies. The most important
(active) part of the password is the information
about the walk in the algebraic graph.

The first construction of graph-based
stream cipher of multivariate nature based on
algebraic approximations of g-regular tree or
forest where q is a prime power was presented
in [42] or [43]. The first implementation of
these algorithms appeared at the beginning of
2001 [44].

The discovery of g-regular forest
description in terms of an infinite system of
quadratic equations over a finite field F, had an
impact on the development of Graph-Based
Cryptography and various constructions of
robust stream ciphers. The family of algebraic
graphs D(n,K) defined over arbitrary
commutative ring K with unity already was
used for the development of some graph-based
ciphers. The survey of known D(n, K) based
stream ciphers reader can be found in [1-2] or
[40] where several encryption schemes of a
multivariate nature were described.

In this paper we construct the modification
of stream cipher suggested in [40] such that
the encryption map is the conjugation of kind
F = YXY-1 of multivariate map X defined on the
affine space V=K where K is Fz-1, Z»-1 or
Boolean ring Bs.; of size 251 and multivariate
map Y acting on affine space (Z,5) " of Eulerian
type. The map Y preserves the variety(Z*;s)n»
which can be identified with K" via the natural
bijection between these sets.

The encryption map F cannot be
interpreted as a multivariate map over a single
commutative  ring. Thus  multivariate
linearization attacks are not feasible.

The cipher has a large space of active
passwords such the different passwords
produce distinct ciphertexts from the chosen
plaintext.

In Section 2 we discuss the general schemes
of three stream ciphers in the different cases of
commutative ring.

Section 3 is dedicated to tame Eulerian
transformations which will be used as maps Y
in the above scheme.

In Section 4 we consider trapdoor
accelerators T of multivariate ciphers based on
linguistic graphs of type (1, 1, n-1) defined over
the commutative ring K. The map X = Xr can be
used in the composition YXY-L

Ciphers constructed in terms of linguistic
graphs D(n, K) and their connected
components are presented in section 5.

Section 6 is dedicated to combinations of
Eulerian tame transformations with the
ciphers defined in Section 5. We present the
evaluation of the execution speed of chosen
cases of implementations. Results of computer
simulations are presented in Tables 1 and 2
and Figs. 1 and 2.

Section 7 contains conclusive remarks and
suggestions of supporting protocols of
Noncommutative Cryptography (NC) suggested
in [45-46]. Of course, other postquantum
secure protocols of NC can be used. This area is
developing very fast [18-39].

2. General Schemes of Families of
Stream Ciphers

The idea to combine general bijective
multivariate map E of bounded degree with
Eulerian transformation 3 sending each
variable x; into the monomial term for getting
x—E({(x)) was considered in [47-48]. If the
restriction of ¥ onto (K*)" acts bijectively on
this set then the transformation E maps (K*)
to Kn injectively. So E can be used as an
encryption map with the space of plaintexts
(K*)n and the space of ciphertext K.

The case of K = Z»s is an interesting one. It is
easy to see that linear bijective maps H
satisfying condition H((K*)") = (K*)" exist. The
matrix M of H transfers (xi, Xz, ..., X») € (K*)" to
(x1, X2, ..., xi)M from (K*)n if and only if each
column of M contains an odd number of odd
residues modulo 2Zs. We can consider bijective
map G on (K*)n of kind yY:Hy,. If the matrix of H
has O(n?) nonzero entries and Eulerian
transformations y; i = 1, 2 have linear degrees
then G has linear degree and exponential



density (number of monomial terms in all
G(xi)) [46].

It means that if correspondents share
information on ¥; and H and know Eulerian
inverses (1;)-! then they can use G as an
encryption tool on the space (K*)». The
knowledge of the decomposition of G allows
them to encrypt. The complexity of encryption
and decryption is O(n?). We refer to this
encryption scheme as Double Eulerian cipher.

The highly nonlinear nature of G makes the
linearization attacks by adversaries impossible
to conduct.

Of course, we have to consider the change of
H on the nonlinear family of bijective
multivariate maps "F such that computation of
nF(p) and reimage of "F takes O(n) if some
trapdoor information is known. The problem is
the hardness of the investigation of the
condition n"F((K*)") = (K*)». To avoid this
complication we use the following alternative
approach.

We consider some computational relations
between Z5-1, Z*;5, and Fzs-L

Recall that Z*;s is the totality of odd residues
modulo 2s.

We consider the map 6 from Z»5-1 to Z*»s such
that 6(t mod 2s-1) is 2t+1 mod 2s. It is a bijection.
Let 6 be the inverse map from Z*;s to Z»s-1.

Notice that elements from Z;! can be
written as b = egte2+ez22+...+es.2252mod 251,
where e;€{0,1}. Element of the finite field F;, g=2=
1 can be written as g(x) = epterx+ex2+...+€5.x52
mod p(x) where p(x) is the irreducible
polynomial of degree s-1. Let m be the map such
that m(b) = g(x) and ! is the inverse map from
Fy q = 25-1 onto Z-1,

We consider the map A from F; onto (Fz)s!
sending g(x) to Boolean vector (ey, €, ..., €s-2)
which we identify with the element of Boolean
ring Bs_; of size 2s-1,

Let us consider the map S of (Z*»)" onto
(Zz-1)n which sends (xi, Xz ..., Xi) to (61(x1),
671(xz)), ..., 671(xn)). We define the map P of
(Z*2)" onto (F2s-1)n which sends (x3, x2, ..., Xa) to
(m(671(x1)), m(671(xz2)), ..., m(671(xy)). Let D be the
map of (Z*»5)" onto (Bs1)"

Sending (x1, Xz .., xn) to (A(m(671(x1))),
A(n(671(x2))),...., A(m(671(xn)))). We assume that
S$-1, P-1, and D1 are inverses of bijective maps S,
P, and D.

Let us consider several modifications of the
Double Eulerian cipher.

If K is a commutative ring and F is a map
from K7 to K. Let T be a piece of information
such that the knowledge of T allows us to
compute the value of F on the given element of
K and the reimage of F in time O(n2). We refer
to T as a symmetric trapdoor accelerator. We
say that pair (F, T) is a linear accelerator if it
allows us to compute the reimage of F in time
O(n).

We suggest the following encryption
schemes.

M1. Let K=21 and "F be the family of
polynomial maps of K" onto K», i. e "F(x;) is an
element of K[x;, xz, ..., Xo]. Assume that "F has a
trapdoor accelerator T.

Alice and Bob share ("F, T) and Eulerian
transformations ¥, i=1,2 defined on (Z:)n
with their Eulerian inverses (i;)-1 for which
Vi) (x) = x for x € (Z*z)".

Then they can work with the family of
ciphers with the space of plaintexts (Z*;s)» and
use the encryption function G = Y:S"F (§-1) ..
The knowledge of T and the decomposition of
G and G-!into ¥, "F, S, and their inverses allows
to encrypt and decrypt in time O(n2).

M2. Let K=Fz1 and "F be the family of
polynomial maps of K" onto K», i. e. "F(x;) is an
element of K[x;, X, ..., XnJ. Assume that "F has a
trapdoor accelerator T.

Alice and Bob share ("F, T) and Eulerian
transformations ;, i=1,2 defined on (Zx)
with their Eulerian inverses (;)-1 for which
Vi) (x) = x for x € (Z*25)".

Then they can work with the family of
ciphers with the space of plaintexts (Z*;)" and
use the encryption function G = Y;PF (P-1) ..
The knowledge of T and the decomposition of
G and G-?into i, "F, P, and their inverses allows
to encrypt and decrypt in time O(n?).

M3. Let K=Bs-; and "F be the family of
polynomial maps of K" onto K7, i. e "F(x;) is an
element of K [xi, Xz, ..., Xo]. Assume that "F has a
trapdoor accelerator T,

Alice and Bob share ("F, T) and Eulerian
transformations ¥, i=1,2 defined on (Z)n
with their Eulerian inverses (i;)-! for which
Yi(i) 1(x) = x for x € (Z*)".

Then they can work with the family of
ciphers with the space of plaintexts (Z*;5)" and
use the encryption function G = y;D"F (D-1) ..
The knowledge of T and the decomposition of
G and G-!into Y, "F, P, and their inverses allows
to encrypt and decrypt in time O(n?).



REMARK 1. In each of the described above
cases we can substitute "F with the trapdoor
accelerator for its affine deformation, i. e. the
map "F of kind L;"FL;, LieAGLy(K) which has a
trapdoor accelerator Ly, L, T.

REMARK 2. We can identify (Z*;)"with (Bs-1)"
and interpret the encryption function of Mi,
i=1,2, 3 as the Boolean maps.

Investigation of classes of these maps is an
interesting theoretical task.

REMARK 3. The Boolean functions defined
above are given via the following three
algebraic  operations. — They are the
multiplication of Z;s and the multiplication and
addition of one of the rings Z;-1, F»s-1, and Bs.1.
So the encryption is not defined as a
multivariate map. This fact eliminates
cryptanalytic studies in terms of multivariate
Cryptography such as linearisation attacks.

REMARK 4. The schemes M, i=1,2,3 are
defined as the obfuscation of Double Eulerian
cipher with the multivariate encryption map of
linear degree and exponential density. We
believe that this fact supports the conjecture
that the cryptanalytic task is a hard problem.

3. On Eulerian Semigroup and
Hard Computational Problem

Let K be a finite commutative ring with the
multiplicative group K* of regular elements of
the ring. We take Cartesian power "E(K) = (K*)n
and consider an Eulerian semigroup "ES(K) of
transformations of the kind

X1 = MiX1 a(1,1) X2 a(12) . Xm a[],n)’

Xz = MzX1 921 x5 a(22) ., X A(2), 0
Xm _)nnxl a(n,1) X2 a(n,2) e Xm a(n,n) ,

where a(j, j) are elements of arithmetic ring Z4,
d = [K*[, nieK*.

Let "EG(K) stand for the Eulerian group of
invertible transformations from "ES(K). A
simple example of an element from "EG(K) is a
written above transformation where a(ij) = 1
fori#jori=j=1,and a(jj)=2 for j2 2. It is
easy to see that the group of monomial linear
transformations M, is a subgroup of "EG(K). So
semigroup "ES(K) is a highly noncommutative
algebraic system. Each element from "ES(K)
can be considered as a transformation of a free
module K.

Let m and & be two permutations on the set
{1, 2, .., n}. Let K be a commutative ring with
unity which has nontrivial multiplicative group
K* of order d=/K*/>1 and n>1. We define
transformation 4JG(m, §) of the variety (K*)»,
where A is a triangular matrix with positive
integer entries 0 < a(i,j) < d, i 2 d defined by the
following closed formula.

V(1) = p1Xo1) Y

Yu(z2) = n2Xs(1)* 1) Xo2) %)

V() = pnXs()* ") Xo(2)(V2) ... Xsn)? ")
where

(a(1,1),d) =1, (a(2,2)d) = 1,..,(a(n,n),d) = 1.

We refer to 4JG(m,6) as Jordan
transformations Gauss multiplicative
transformation, or simply JG element. It is an
invertible element of "ES(K) with the inverse of
kind 8/G(6, m) such that a(i,i)b(i,i) = 1 (mod d).
Notice that in the case K = Z,, straightforward
process of computation the inverse of JG
element is connected with the factorization
problem of integer m. If n = 1 and mis a product
of two large primes p and q the complexity of
the problem is used in the RSA public key
algorithm. The idea to use the composition of
JG elements or their generalizations with
injective maps of K" into K» was used in [47]
(K =Zmn) and [48] (K = Fg).

We say that 7 is a tame Eulerian element
over the commutative ring K if it is a
composition of several Jordan Gauss
multiplicative maps over a commutative ring
or field respectively. It is clear that 7 sends
variable x; to a certain monomial term. The
decomposition 7into a product of Jordan
Gauss transformation allows us to find the

solution of equations 7(x) = b for x from (Z;)n

or (F*)m So tame Eulerian transformations
over Zn or F, are special elements of "EG(Zn) or
nEG(F,) respectively.

We refer to elements of "ES(K) as
multiplicative Cremona elements. Assume that
the order of K is constant. As it follows from the
definition the computation of the value of
element from "ES(K) on the given element of K»
is estimated by O(n?). The product of two
multiplicative Cremona elements can be
computed in time O(n3).

We are not discussing here the complexity
of computing the inverse for general element
ge "EG(K) on the Turing machine or Quantum



computer and the problem of finding the
inverse for tame Eulerian elements.

If G is a tame Eulerian transformation of
(K*)n, K = Z>s which is defined as a composition
of Jordan-Gauss transformations Ji, J2, ... Ji
k>1, k=0(1). Then G; = SGS, G, = PGP, and
Gz = DGD! are transformations of affine spaces
(Zzs~1)n, (F25-1)n and (Bm-1)". The decomposition
of Giinto S, P, D, and J; is a symmetric trapdoor
accelerator.

4. On Multivariate Transformations

Based on Linguistic Graphs and
Their Double Eulerisations

The families of graphs D(n, K), defined over
arbitrary commutative ring K are bipartite
linguistic graphs of type (1, 1, n-1) with
partition sets which are two copies of K" [42,
49-50], i.e. graphs with the incidence
I = I(K) = "I(K) between points (X3, Xz, ..., X») and
lines [y1, yz .., Ya] given by the system of
equations azxz—bzyz = f2(x1, y1), asxs—bzys = fo(x3,
X2, V1, Y2)yerer AnXn=bnyn = fo(X1, X2, vy Xn-1, Y1, V2, ovy
Vn-1) Where parameters az, a;, ..., dn-1 and by, bs,
..., bn-1 are taken from the multiplicative group
K* of the commutative ring K. Parameters p((xi,
Xz, .., Xn)) = X1 and p([y1, Yz, ..., Ya]) =y1 serve as
colors of the point and the line. The following
linguistic property holds. Each vertex of the
graph has a unique neighbor of the chosen
color.

Graph CD(n, K) defined in [42] after the
elimination = of computed recurrently
parameters also can be written as linguistic
graphs of type (1, 1, m-1) where m = [3/4n] + c.

Let us consider the general scheme of
creating the cipher based on the family of
linguistic graphs "I(K),n=2, 3, ....

Noteworthy that we can expand the defined
above I(K) to the infinite linguistic graph I(K[x;,
Xz, ..., Xn]) defined over the ring K[x;, x2, ..., Xn] of
all multivariate polynomials with coefficients
from K and the variables x;, i=1, 2, .., n. So
points and lines of this graph are X = (X1(x3, x2,
e Xn), Xo(X1, X2, <oy Xn)yey Xu(X1, X2, ..., Xn) and
Y=[Yi(xy, X2, ..., Xu), Y2(X1, X2, .0, Xn), ooy Ya(X1, X2,
.., XaJ]. The incidence of this bipartite graph is
given by equations az2Xz-b.Yz2=f2(X1, Y1),
a3X3—b3Y3=f2[X1, Xz, Y1, Yz), pery aan—bnYn =f2(X1,
Xz, .oy Xn-1, Y1, Yo, ..., Yuoq), where parameters az,
as.., Qn1, bz bz .. b1 and polynomials f
i=2,3, .., nwith coefficients from K are taken

from the equations in the definition of the
linguistic graph I(K).

We define the polynomial map F from K" to
Kn via the following scheme [1]. Take the
special point X = (x3, xz, ..., xn) of I(K[x1, X2, ..., Xn])
and consider the list of colours gi(x1), gz2(x1), ...,
gi(x1). We compute the path volvilv,...Iv. where
vo =X and v is the neighbour of v; with the
colour gi(x1),i=1,2, .., tand I = I[(K[x1, X2, ..., Xa]).
Then the destination point v; of this path can be
written as (g«(x1), Fz(xi, Xz2), ..., Fa(X1, X2, ..., Xu)).
The map F is given by the rule x;—g:(x1),
x2—=F(x1, x2), ..., xs=F(X1, X2, ..., Xu). It is easy to
see that F = F(g1, g2, .., g¢) is a bijective map if
and only if the equations of kind g(x:) = b have
unique solutions for unknown x; for each b
from K.

So family of linguistic graphs "I(K),
n=2,3, .. together with two families of affine
transformations 1L,eAGLny(K), 2Ln€AGL,(K), can
be used as a cipher with the space of plaintexts
Kn and the password gi(x), gz2(x), ..., g«{(x) and
the encryption map L.(F(g1, g2, .-, §c)?Ln.

Correspondents Alice and Bob share the
password given by gi gz .. g, and the
sequences of transformations 1L, 2L, n=2, 3, ...
We assume that inverse maps (iL,)-1,i = 1, 2 are
computed and presented explicitly. For the
encryption of potentially infinite plaintext
(p) = (p1, p2 ..., pn) they will use transformation
G =1L.F(g1, 92 --» gc)?Ls. One of them creates the
plaintext (pp’77p) and computes the ciphertext

1L,F(g1, 2 - 9¢)?Ln(p) = c recurrently. The
procedure is the sequence of the following
steps.

S1. He/she computes (L,)(py, pz, ..., pn) = (r(1),
r(2), .., r(n)) = (r)

S2. He/she computes
a(2) = gz(r1), .., a(t) = g(r1)

Ss. Let No(x1, X2 .., Xo) be the operator of
taking the neighbor of point (x;, xz, ..., x,) with
the color a in the linguistic graph "/(K) and
aN(y1, Y2 .., Yn) be an operator of taking the
neighbor of a line [y;, y3, ..., y»] with the color a.
He/she executes the following operation. The
computation of vi=Nuy(r), vz2=92N(vy),
V3= Nogz)(vz), va=9@N(v3), .., V1= Nag1)(Vi-z),
ve=aON(ve1) = u = (uy, uz, ..., Un)

S+. He/she computes ciphertext as 2L(u) = ¢

DECRYPTION PROCEDURE.

Assume that one of the correspondents
received the ciphertext c. He/she decrypts via
the following steps.

a(1) = ga(r),



D;. Computation of u as (?L,)-!(c) =u and
getting the solution x=r(1) of equation
9(x) = ux

Do. Computation of parameters
a(1) =gi(r(1)), a(2)=gz(r(1)), ... a(t-1)=
ge-1(r(1)) and the completion of the recurrent
procedure  Vii= Nop-1(U), Vez=9E2N(Veq),
Ve-3= Na@-3)(Ve-2), Vea=9N(ve3), ..., Vvi=Nam
(Vt_zj, r(UN(V4t_1] =T.

D;. Computation of the plaintext (p) as
(L) (r).

Let us assume that transformation G is
given in its standard form, i. e. via the list of
monomial terms G(x) ordered
lexicographically. Assume that multivariate
polynomials f; in the definition of I(K) and
polynomials gi(x) have densities O(1), and
parameter t has size O(n). Then equations in
the definition of /(K) and the sequence (g1, gz,...,
g¢) form the symmetric trapdoor accelerator of
multivariate map G. We denote it as T = [I(K),
L1, Lz, 91,92 ..., gt]

Assume that @ is some Eulerian
transformations defined over the commutative
ring K. It acts naturally on the sets (K*)» and K».
Assume that F is a multivariate map of K onto
Kn of density O(nd) where d is the constant.
Then Eulerisation E = F(i(x)) is well defined
and has density O(nd+1).

Some cryptographic applications of the
Eulerisation procedure for special multivariate
maps were considered in [47-48, 1].

In the special cases of K = Z»5-1, K = F»5-1, and
K = Bs-; we define procedures Mi, i=1,2, 3 to
modify the multivariate map F on K» with the
trapdoor accelerator T via the composition
with two tame Eulerian transformations s;
and > defined on the affine space (Z25)". In the
case of T=[I(K), L, L2, g1, 92, g¢] as a result of
double Eulerisation, we get a new
transformation of K» with the trapdoor
accelerator ¢, (Y;)-1,i=1,2,1(K), L1, L2, g1, g2, ...,
g

Noteworthy that some parts of the trapdoor
accelerator can be given to the public. In the
case of graph-based ciphers graph I[(K)
traditionally is known to the public.

In the next section, we apply double
Eulerisation to stream cipher defined in terms
of special induced subgraphs of the linguistic
graph D(n, K), K€ { Z55-1, F251, Bs_1}.

5. On Some Ciphers Based on
Graphs D(n, q), Their
Properties and Generalisations

All graphs we consider are simple, i.e.
undirected without loops and multiple edges.
Let V(T') and E(T’) denote the set of vertices and
the set of edges of I, respectively. The
parameter [V(T)] is called the order of I, and
|E(G)| is called the size of I'. A path in I" is called
simple if all its vertices are distinct. When it is
convenient we shall identify I' with the
corresponding antireflective binary relation on
V(T), i.e. E(T) is a subset of V(I')xV(T). The
length of a path is the number of its edges. The
girth of a graph I', denoted by g =g(T), is the
length of the shortest cycle in I'. Let k23 and
g23 be integers. The distance between vertices
vand u of the graph I' is a minimal length of the
path between them. The diameter of the graph
is the maximal distance between its vertices.

The graph is connected if its diameter is finite.
The graph is k-regular if each vertex of the graph
is incident exactly to k other vertexes. A tree is a
connected graph which does not contain cycles:

1. An infinite family of simple regular
graphs I of constant degree k and order
visuch that diam (T;)sc logk-1(vi), where ¢
is the independent of i constant and diam
(T;) is the diameter of I, is called a family
of small world graphs.

2. Recall that infinite families of simple
regular graphs I of constant degree k
and order v; such that g(I;)2c logk-1(vi),
where c is the independent of i constant
and g(T;) is a girth of I'; are called families
of graphs of large girth. Tree (g-regular
simple graph without cycles) in terms of
algebraic geometry over finite field F,

3. The projective limit of graphs [I7is well
defined and coincides with the g-regulate
tree Tq,

We refer to a family of graphs I’ satisfying
condition (iii) as tree approximation. We know
examples of the family satisfying conditions 1,
2,and 3.

The family X(p, q) formed Cayley graphs for
PSL;(p), where p and q are primes, had been
defined by G. Margulis [51] and investigated by
A. Lubotzky, Sarnak, and Phillips [52]. As it is
easy to see the projective limit of X(p, q) does
not exist.



Graphs D(n,q) which defines projective limit
D(q) with points (p) = (pos, p11, P12, P21, P22, P22,
v D'ty Diint, Pistip Printi+1 - ), lines [I] = [lzg, 111, L1z,
121, 122, 1'22, ey I'ii, Iii+1, Ii+1,i, l+i+1,i+1 ] and inCidEI‘lCE
relation given by equations

Li- Dii= L1o Di-1,i

Iy - p'ii =l Do1

Ii,i+1 — Dii+1 = Lii Do1

Liv1i — piesi = liop’ic
These four relations are defined for i1,
(p'11=p11, I'11= l11).

Historically graph D(q) is the first example
of a description of g-regular forest in terms of
Algebraic Geometry.

In [53] authors proved that D(n,q) defined
via first n-1equations of D(q) form a family of
graphs of large girth. The general pointand line
of these graphs are projections of (p) and [l]
onto the tuples of their first n coordinates.

Unexpectedly it was discovered that these
graphs are disconnected if n > 6. So forest D(q)
contains infinitely many trees and the
diameter is an infinity.

In 1994 it was found out how to describe
connected components CD(n, q) of graphs
D(n, q) in terms of equations [54-55. In the
case of families of graphs of large girth, we
would like to have “speed of growth” ¢ of the
girth “as large as it is possible”. P. Erdos proved
the existence of such a family with arbitrary
large but bounded degree k with ¢ = 1/4 by his
probabilistic method.

In the case of families X(p, q) and CD(n, q)
the constant ¢ is 4/3. There are essential
differences between the family of graphs X(p,
q) and tree approximations. Recall that the
projective limit of X(p, q) does not exist.

Cayley nature of X(p, q) does not allow to
use of these graphs in multivariate
cryptography. Various applications of graphs
D(n, q) and CD(n, q) have been known since
1998. Let us consider the system of equations
that defines linguistic graphs CD(n, K).

Let K stand for an arbitrary commutative
ring. Noteworthy that graphs D(n, K) are
defined over arbitrary commutative ring K
have been already presented.

To facilitate notation in the future results on
“connectivity invariants” of D(n, K), it will be
convenient for us to define p.o=1Ip.
1=p10=1lp1=0, poo=lo=-1, poo=loo=-1,
p1i=p’11, li1=I11 and to assume that our
equations are defined for i>0.

Graphs CD(k, K) with k > 6 were introduced
in [42, 49] as induced subgraphs of D(k, K) with
vertices u satisfying special equations
az(u) =0, as(u) =0, .., au) =0, t=[(k+2)/4],
where u = (Ue, U1, U1z, U21, .oy Ury, U'ry Ut ee1,Urred,
Uit ), 251St ae{(l,0) (0,1)}is a vertex of
D(k, K) and a,= ar(u] :Ziz(),r(uii u,r—i, r-i—Uii+1 Ur-jr-i-
1) for every r from the interval [2,t] for every r
from the interval [2,t].

We set a =a(u) = (az, as, .., a) and assume
that D(k, K) =CD(k, K) if k=2, 3,4, 5. As it was
proven in [49] graphs D(n, K) are edge
transitive. So their connected components are
isomorphic graphs. Let vCD(k, K) be a solution
set of system of equations a(u)=(vs; v3 ..,
v¢) = v for certain v € K*-1 It is proven that each
vCD(k, K) is the disjoint union of some
connected components of graph D(n, K).

It is easy to see that sets of vertices of
vCD(k, K), v € K1 form a partitions of the vertex
set of D(n, K). We consider more general
graphs vCD;(k, K) defined via subset J ={i(1),
i(2), ..., i(s)}, 1 ss<t-1of {2, 3, .., t} and tuple
(Vic1), Vigz), - Vigs)) formed by vertices u € K7 such
that ai(u) = vig), aiz(u) = Vi), -, aig(u) = vi:

We refer to vCDj(k, K) as the J-component of
D(n, K). We assume that equations ajz)= vz,
aiz) = Vigz),--»Aigs) = Vi) define J-component vCD)(K)
of D(K). Noteworthy that in the case of a finite
commutative ring vCD;(K) is a regular forest.

The concept of quasiprojective variety over
commutative ring K can be introduced via
simple substitution of K instead of field F. It
leads to concepts of homogeneous algebraic
graphs over K, forest and tree approximations,
and families of graphs of large girth over K. It
was proven that for the case of commutative
ring K with unity of odd characteristic graphs
CD(n, K) are connected. So graph
CD(n, q) = CD(n, F;) for odd q is a connected
component of D(n, q).

The following statement was proven in [49].

Proposition. For each commutative
integrity ring K the families of graphs D(n, K),
n=23 .., are forest approximations and
families of graphs of large girth.

Let us describe selected multivariate
algorithms based on algebraic graphs of large
girth.

To achieve linear speed O(n) of the
encryption described in Section 1 functions g,
i=1,2, ..t are selected in the form x;+c(i),
c(i) e K and the parameter t will be selected



within the interval [2, [(n+5)/2]) when
I(K) = D(n, K) or I(K) = CD(n, K).

Additionally we take parameters b(1), b(2),
.., b(k), a(1), a(2), .., a(k), k=t/2 from K* to
construct c(i) recurrently via the following
rules c(1) = b(1), c(2) = a(1), c(i) = c(i-2)+b(i) if
ii23isoddnandc(i) = c(i-2) = a(i) ifi,i 2 4 is
even.

We refer to the tuple (b(1), b(2), ..., b(k),
a(1), a(2), .., a(k)) as active password and
affine transformation T as passive password.

Our choice ensures that in the case of a
constant passive password, the single change
of a single character of an active password
leads to a change of the ciphertext produced
from the selected plaintext. We choose an
affine transformation L in the form of a linear
map given by the following rule

L(x1) = xi#m(1)xz2+...+m(n-1)Xu-1 where
m(i),i=1,2, .., n-1are elements of K* L(x;) = x;
fori=2,3, .. n So T (x1) = x;1-m(1)x;-m(2)x3-
wmm(n-1)x,. T (x;) =x;fori=2,3, .., n.

Recall that an explicit description of
linguistic graphs D(n, K) is given in the
previous section and the general encryption
algorithm is described in section 2. So, ciphers
L E(n, K) L1 and have a full description. In fact,
we take the case of L;=L and L;=L-L In the
case of graph CD(n, K) we will use in fact the
induced subgraph "CD(n, K), h = (hz, hs, ..., hy,
t=[(n+2)/4] of D(n, K) of all points and lines
U = (Ug U1z, Uz, U21, oy Urp, UWrr, Upte1 Urre, Urstr,
...) satisfying conditions a;(u) = h.

Linguistic graph "CD(n, K) can be thought as
bipartite graph with points (p) = (po1, p11, P12
D21, «o Diirty Pistip Pintintn), 1 = 2,3,..., t-1 and lines
[ =[lo iy, iz, Ly, Lae, b iv1, lisny Leiszien..],
i=23,..,t-1 of length n-t.

Their incidence is given by the following
system of equations

Iii—Pii =1l Di-1,i

Ljis1—piis1 = Lii po

Liv1i-pis1,i= Liop’iie

where p’2; is defined by the equation az(po;,
P11, P12, P21, P22, P22) = hz and can be written as
p22=az(poi, P11, Piz P2, P2z DP22)-
h1+P'22= bz(poz, P11, P12z P21, pzz], other
parameters are p'33 = a3(p01, D11, P12, P21, P22, p'22,
D23 D32 P33 P’33)-h3+p’33= b3(poi, P11, P12 P21,
P22, D22, P23, P32 D 33), «y D't = Qe(Po1, P11, P12, P21,
D22, p’ZZ, ey p't—I,t—I; Dt-1,6 Pt -1, Pt p't, t]—ht"'p't,t:
bt(Pm, P11, P12, P21, P22, p'zz, ey P't—1,t—1, Dt-1,6 Pt t-1,
Ds o).

The computation of symbolic expressions
p’ii recurrently and their explicit substitution
in the system of equations give us the
equations of the linguistic graph.

We assume that the corresponding cipher
has the space of plaintexts K=t We use active
passwords (b(1), b(2), .., b(k), a(1), a(2), ..,
a(k)) and linear transformations L of Knt
constructed via described above rules. We
assume that parameters hz hs .., h: will be
considered as part of the active password and
denote the cipher as LCE(n, K)L-!

Algorithms with the encryption map
TE(n, K)T independently on the choice of active
and passive passwords have multivariate
encryption and decryption functions of degree 3.
In [56] the linearisation attacks on these ciphers
with the interception of O(n3) pairs
plaintext/ciphertext are presented. They can be
executed in polynomial time O(n19).

The case LCE(n, K)L-! is principally different.
As it follows from the results of [57] the
encryption function corresponding to the
selected active password has degree
[(n+2)/4]+2. So the generation of a standard
form for the encryption function can not be
done in polynomial time.

So the directed linearisation attacks are
theoretically impossible.

We can use induced graphs vCD;(k, K) of
graphs D(n, K) which are J-components of them
where J=](n)={i(1), i(2), .., i(t(n))} is the
subset of {2, 3,.., [(n+2)/4]} = M(n) and tuples
(Vity, Vi), Vien)) are elements of Ktv,

Similarly to the case of CD(n, K) when
J(n)=M(n) we can find the equations for
vCDy(n, K) via the elimination of special symbolic
coordinates of general vertex <x> = <xj, X1,1, X2,
X21, X22, X22, X23, X32, X33 X'33, vy Xiiy Xiir1, Xitli+1,
X'is1it1,->, 351 s [(n+2)/4-1] (point or line) of
D(n, K) given by the list X’ig,im), k=2, 3, ..., t(n).
The variable X’ i) can be found from the
equation ajw(<x>)=vi(k). The substitution of
symbolic expressions of X, i into the
incidence conditions of D(n, K) gives us the
linguistic interpretation of vCDj(n, K). This
bipartite graph has sets of points and lines
isomorphic to the affine space K where I =n-
t(n).

We associate with the family of graphs
vCDj(n, K) the sequence of encryption maps
obtained by the following rules. We assume
that symbolic vertex <x> = (x) from K-t is a
point and the graph is given in its linguistic



interpretation. Let us rename the indexes of
points and lines of vCD;(k, K) by 1, 2, ..., n-k. So
X = (X1, X2, <y Xn-t(n))-

The nonlinear graph-based transformation
N is the following one.

We select parameter k and form tuples
ka = (q(1), a(2), ..., a(k)) and b = (B(1), B(2), ...,
B(k)) with the coordinates from the
multiplicative group K* of the commutative
ring K.

Let «N(u) be the operator of taking the
neighbor of u = (uy, uz, ..., un—¢) from the graph
vCDy(k, K) with the color of u;+qa. We consider
the sequence Iu=FUN(x), 2u=«DN(1u),
3y = BRN(2u), *u = «@N(3u), ..., 2k-1y = BN (2k-2y),
Zky = a®N(2k-1y) = (w1, wy, ..., wn-t). We set N(x;,
X2, vy Xn-t) = (W1, W2, ..., Wnt).

Let us investigate the multivariate nature of
the map N. We may assume that the
coordinates of a general point (x) are variables
X1, Xz, ..., Xn-r. We consider the multivariate ring
K[x1, X3, ..., Xxn-e] and the graph vCD;(K[x1, X, ..., Xn-t
]) with points and lines of kind <g;, gz,..., gn-t>,
gi€ K[xi, Xz, ..., Xn-e].

We already select parameter k and form
tuples *a = (q(1), a(2), .., a(k)) and kb = (B(1),
B(2),..., B(k)) with the coordinates from the
multiplicative group K* of the commutative
ring K.

We consider the walk in the graph with the
starting point up = (x), uy, uz, ..., uzxk where colors
ofu; = X1+ﬁ(1), uz= X1+q(1), u;= Lli.2+ﬁ(i), i=35,
pery 2k—1, u;= l,li_2+g(l')], i= 4, 6, vy 2k.

Let uze = (xi+a(1)+a(2)+...+q(k)), F2(x1, X2, ...,
Xn-t), F3(X1, X2, ..y Xn-t), -y FnoteX1, X2, ..y Xn-t). SO We
may treat N as multivariate transformation of
Kt to itself given by the rule
xi=>xi+a(1)+@(2)+...+a(k), x2—F2(X1, X2, ..., Xnt),
X3 F3(X1, X2, oy Xn-t)y oy Xn-t=Fne(X1, X2, ...y Xn-t).

As it follows from [57] the maximal degree
of Fiis t(n)+2.

As in the cases of ciphers based on graphs
D(n, K) and CD(n, K) the encryption map will be
conjugated  with  the special linear
transformation L given by the following rule.
L(x1) = xi+m(1)xz+...+#m(n-t-1)Xn-r-1 where
m(i),i=1,2, .., n-1are elements of K* L(x;) = x;
fori=2 3, .., n-t.

We denoted described below cipher as
kED¢(n, K). The map LNL-! has active password

(a(1), a(2), ..., a(k), B(1), B(2), -, BK)), Viay Viez)

oo Vie(n)-
Parameters m(1), m(2), .. m(n-t-1)

together with | ={i(1), i(2), ..., i((t(n)) form the

passive password. We assume that constants k
and t(n) =t can be agreed by correspondents
via an open channel. Under the described
above assumptions cipher has a linear speed
v(n) of size O(n). The slope of the v(n) is defined
by the value of the weight parameter
w =i(1)+i(2)+...+i(t).

The following important property holds.
The change of the active password leads to the
change of the ciphertext for the selected
plaintext. [t means that a brute force attack on
the cipher requires p?qt elementary
operations where p is the order of K* and q is
the size of the commutative ring K.

6. The Double Eulerisation of
Multivariate Ciphers ¥ED:(n, K)

Let K be one of the commutative rings Fz1,
Z»-1, and Bs-1. We consider the group "EG(Z;)
and select Jordan-Gauss transformation J of
kind

X1=X1XpA(Ux54(2),, X 1d(nt-1),

Xi—X; 1 =2, 3,.., n-t-1 where elements d(i)
are from Z-1.

The element J?! is given by the rule
X1-X1X2"MWx3-d(2), X, 17-t-1) x;—>x;, =2, 3, ...,
n-t-1.

Let us consider double Eulerisation *F(s-1,
n, t) of E=kEDyn, Fx»1) given by
transformation P-{JPEP-1J-1P and acting on the
space of plaintexts (Fzs1) .

Additionally, we consider double
Eulerisation *E(s-1, n, t) of E=EDy(n, Zs-1)
given by the transformation.

S-1JSES-1J-1S acting on the affine space
(ZZS_I)”_t.

Finally, we take double Eulerisation *B(s-1,
n, t) of E=kED(n, Bsi), given by the
transformation D-JDED-1J-1D acting on the
affine space (Bs-1)" .

Noteworthy that Double Eulerisations
kF(s-1, n, t), kE(s-1, n, t) and *B(s-1, n, t) have
the same active passwords with the
corresponding multivariate ciphers ¥EDy(n, ),
K= Fzs‘l, 751 and Bs_1.

For the description of the passive password
of new ciphers we need just simply add
parameters d(1), d(2), .., d(n-t-1) of | to the
passive password of the old cipher.

In the case of K=F»1 and K=7,1 it is
proven that different active passwords
produce distinct ciphertexts. It means that in



the case of fields brute force attack on the
cipher requires p?qt elementary operations
where p=2s1-1 1is the order of the
multiplicative group of the field and g = 2s-1.

In the case of arithmetical rings, we have to
change the parameter p = 25-1-1 for p = 252,

In the case of Boolean ring By its
multiplicative group is trivial. We simply take
tuples (a(1), @(2), ... a(k)) and (B(L), B(2), ..
B(k)) from (Bs.;)k. We conjecture that in this
case different active passwords also produce
different ciphertexts. Computer simulations
support this conjecture. In fact, we implement
all 3 cases in the case of s=9 and some
restricted parameters n, k, and t.

For the first two implementations, we select
the double Eulerisations of ciphers kED(m, K),
m = n-t with K = F256, and t = 128 with weights
w =213 and 216,

Core encryption map has a highly nonlinear
nature. Additionally, Eulerisation eliminates
the multivariate nature of the encryption and
decryption.

So the linearisation attacks by adversaries
are unfeasible. The bruit fourth attack requires
(21%)-255% where k = 21 is the chosen length of
the walk in the graph.

Our software is written in C++ programming
language and therefore it is portable and runs on
many platforms such as Unix/Windows. The
interface allows users to enter active and passive
passwords of selected length. The program is
supported by a key exchange protocol based on
Eulerian transformations from "ES(Zsiz) of Zsi2
[45-46]. It allows the elaboration of the tuple of
nonzero elements from Z*s;, of length n together
with the matrix of size n times n with entries
from Zs;2. This data can be used for the
construction of passive and active passwords.

Experimental Measurements. To evaluate
the performance of our algorithm, we use
different sizes of files. We denote by ¢ (k, L) the
time (in milliseconds) that is needed to encrypt
or decrypt (because of symmetry). The file size
is in kilobytes for passwords of length L. Then
the value of t(k L) can be represented by the
following matrices (Figs. 1 and 2).

10

L\k 3000 4000 5000 6000
4 1943.25 2609.5 2985.25 3605
8 3676 5098 5869.25 7055
12 5220 6983.5 8604.5 10290
16 6953.75 9229.5 11345 13507.5
20 8723.75 11524 14115.25 16785.5
18000
16000 -
g 14000 - =
% 12000 = —— - A
g 10000 — // S -—=2
= 2000 — — 12
e P L s — i
& e — 20
4000 —
0
3000 4000 S000 6000
Size of files (kb)
Figure 1: Run time for the System
L\k 3000 4000 5000 6000
4 2514.75 3377.25 3863 4665.5
8 4757.25 6599.5 7595.25 9129.75
12 6755.25 9037.25 11135 13316.5
16 8998.75 11944 14681.5 17480.5
20 11289.5 14913.5 18266.75 21722.5

25000

Runtime {msec)

3000

4000
Size of files (kb)
Figure 2 Run time for the System

5000 6000

In the implemented case the algorithm has nice
mixing properties. change of a single character
leads to the change of at least 98 percent of the
characters in the ciphertext.

7. Conclusions

In [42] the first stream cipher based on algebraic
graphs defined over the commutative ring K with
unity was suggested. The corresponding
bijective multivariate map acting on K" was a
cubical transformation as well as the inverse
map. It means that the cost of linearisation
attacks by an adversary is O(n’) under the
condition that the adversary intercepts O(n3)
distinct pairs of kind plaintext. For the
improvement of resistance of cipher against
linearisation attack, many modifications and
obfuscations of this algorithm were proposed.



Despite the various changes, all these
modifications use the encryption map of a
multivariate nature.

Our paper is the first attempt to construct a
symmetric cipher of hidden multivariate nature
of encryption and decryption procedures [46]
where this general idea is used for the
construction of asymmetrical cryptosystems.

In the case of K = Z,51, K = F»s-1, and Boolean
rind Bs.; of order 251 we use tame Eulerian
transformations ¥; and i, from the group "EG
(Z») sending variable x; to a monomial term.
Assume that IT and 2T are information about
corresponding decompositions of ; into
Jordan-Gauss transformations. We use the
bijection Bx between elements of the
multiplicative group Z*; of Z»s and elements of
the ring K.

Effectively computable examples of such
correspondences are presented above.

Let "B be the map sending tuple (x, x, ..., Xn)
to (BK[X1), B[((Xz),..., BK[Xn)) and "B-! is the
inverse map from K" to (Z*;s).

Assume that F is a multivariate map from K»
to K» and T its trapdoor accelerator. We can
consider map "E ="B-1 y; "B F nB-1 s, "B which

maps K" to K.,
If correspondents Alice and Bob share the
information on  symmetric  trapdoor

accelerators T, IT, and 2T then the family of
transformations "E can be used as stream
cipher. The encryption and decryption
procedures have complexity O(n?).

We use this scheme with sparse Eulerian
transformations {s;, Y2 and graph-based pair
(F, T) such that their reimages can be
computed in time O(n).

The D(n, K) graph description which is part
of information piece T can be given publicly.

In fact, the encryption procedure is given
via the walk w in the induced subgraph Dj(n, K)
which is the union of several connected
components of the D(n, K).

The transformation F is an affine
deformation of L;GL; of the D;(K)=Djq.(K)
based transformation G induced via the special
walk w(J, a) on the graph. The set ] of
cardinality r < t, t = [(n+2)/4]-1 is some subset
of {2, 3, .., t} and the tuple a=(ay, az, .., a;) is
formed by elements from K. So we have C7,-q",
q =251 nonintersecting induced subgraphs.
The transformation G is induced by the path
w=w(bi;, bz .., ba) of selected length 2k
depending on the parameters b;eK* if K = Z,5-1
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or K=F»1 and a;€ Bs.;—{0} in the remaining
case K= Bs.1.

Different pieces of information (J, (as, az, ...,
ar), (b, bz, ..., bzk)) form the active passwords of
the cipher.

Selected sparse linear transformation L; = L
which depends on the selected tuple (m;, m, ...,
Mpr-1) from (K-{0})»-1 n-r and L; = L- hide
the graph-based transformation.

Selected space Eulerian transformation G;
of the variety (Zz)"" depends on an element
from (Zz5)-r-1. G; is defined as the inverse of G:.
Eulerian transformations allow us to hide the
multivariate nature of the encryption map.

The following fact is important.

Different active passwords produce distinct
ciphertexts from the chosen plaintext.

If the length of tuples is O(1) then we obtain
three different secure stream ciphers with the
speed of encryption O(n). Correspondents can
govern the level of protection via a selection of
parameters r and k. We hope that the proposed
robust and secure families of stream ciphers
can serve various tasks of Big Data Protection.

We suggest supporting the stream cipher by
the key exchange protocol of Noncommutative
Cryptography implemented with the platform
of Eulerian transformation "ES(Z») defined
over the commutative ring Z»s[45-46]. Assume
that secure protocol allows Alice and Bob to
elaborate on the transformation of kind (1).

Then they share py, {2, ..., pn from Z*;s and n?
elements a(ij) from Zzs-1.

Correspondents can use the defined above
bijections between Z*;s, Z»-1, F»5-1, and Bs-; to
form the passive and active passwords of the
stream cipher.

The main result of the paper is a complex
cryptographical algorithm based on a highly
noncommutative  group  of  polynomial
transformations GA(n, K) of K, n = 2, 3, ... defined
over finite commutative ring K with a unity.

In the current postquantum reality the idea
to change the cyclic group of Diffie Hellman
protocol for a noncommutative group or
semigroup with several generators can lead to
safe protocols of Algebraic Postquantum
Cryptography (APQ).

We suggest using GA(m, K) for the safe
elaboration of collision polynomial map G of
degree 3 from K» to Km. G is written in its
standard form of Computer Algebra. We can
use O(m#) of its coefficients for the extraction
of some “seed” S of size s(m).



The protocol costs O(m!3) elementary
operations. The security rests on the
complexity of the known hard problem of APQ
to find the decomposition of G into given
generators from the affine Cremona group of
polynomial transformations of Km.

Correspondents can use a family of groups
GA(n, K) for simultaneous construction of
potentially infinite string R of characters from
Kn of length n with the complexity O(n).
Recovery of seed S is connected with the hard
APQ problem of solving of system of nonlinear
equations of unbounded degree.

Parts of R can be used as one-time pad keys,
passwords of symmetric stream ciphers, or in
key-dependent Message Authentication Codes.
We also presented new APQ stable MACs and
stream cipher to work with text of length t in
time O(t) defined in terms of graphs from the
family A(n, K).
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