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Abstract

Blockchain technology is rapidly integrating into various spheres of human activity. Private
companies, government agencies, and international organizations are gradually adapting
this technology to solve a wide range of tasks. The main areas of its use include financial
transactions, document management, digital identification, control of logistics links, and
tokenization of physical and classical financial assets. The more a technology develops, the
more it needs to be updated and improved. For blockchain, the chosen consensus algorithm
is very important. There is a need to ensure control over data and resources and their copies
on different nodes to avoid conflicts between nodes. After all, any conflict between nodes
can lead to inefficient and inconsistent data storage. As a blockchain is a specialized type of
database that stores this data by distributing it among several completely independent
nodes, i.e. computers or devices, blockchains allow data to be added to databases and make
it impossible to attempt to change or delete them. Therefore, this article is based on the
study of the criteria that can help in the selection of a consensus algorithm. Four main
criteria are identified, which in combination, allow us to select a consensus algorithm more
accurately. The main selection criteria are energy consumption, decentralization, security,
and bandwidth. Each feature of these criteria has been considered during the study and
highlighted in this article. It is very important to combine different criteria and their
parameters to choose the most successful consensus algorithm. Different approaches make
it possible to find the most optimal option. Based on the introduced criteria and the
proposed methodology, a program for selecting the optimal consensus algorithm has been
created using the Python programming language.
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1. Introduction

Blockchains are decentralized, meaning that
data can be distributed across multiple host
servers, which distinguishes them from
conventional databases. Decentralization is the
main feature of blockchain.

Since control over data or resources is
shared among several nodes simultaneously, it
makes it very difficult for an attacker to delete
or use resources. The process of changing data
or using resources can only take place with the

consent of the majority of nodes in the
blockchain if the blockchain is large and
contains sufficiently independent nodes, which
makes it impossible for an attacker [1].

Blockchain decentralization also comes
with a social and technical challenge, which is
maintaining consensus between nodes.
Consensus maintenance can ensure that all
participants agree with the decisions made by
the network [2, 3].

Consensus maintenance is very important
because, without it, copies of data on different
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nodes may conflict with each other, leading to
inefficient and inconsistent data storage.
Consensus also makes it possible to update the
underlying blockchain protocol, i.e. the rules
for node interaction and regulation of its
organization. If it became necessary to modify
the protocol due to security or performance
issues, all nodes would have to agree to accept
the change, as different nodes cannot use
different protocols in the same blockchain.

Because all nodes in a blockchain are
decentralized and work independently,
maintaining consensus creates a complex
problem, which different types of blockchains
have solved in different ways. Different
solutions for maintaining consensus between
nodes provide us with technical innovations
for further wupdates of algorithms for
blockchain technology.

2. Research Results

The first blockchain networks used the Proof-
of-Work (PoW) consensus mechanism, the
main disadvantages of which are high energy
costs, low network bandwidth, and high
transaction costs. Alternative mechanisms
have been developed to overcome these issues.
Currently, the most common replacement for
PoW is the Proof-of-Stake (PoS) consensus
mechanism.

The essence of this approach is that to
generate a new block, the holder of the
validator node must stake a certain number of
the native tokens and interact with other nodes
to reach a consensus on the chain. In case the
validator node engages in malicious activity, it
risks losing the blocked tokens partially or
completely.

This approach, inherently, has several
vulnerabilities; the main one is the possibility
of accumulating a significant number of tokens
with a small number of related holders, which
can lead to catastrophic consequences for the
entire network. This problem is called capital
centralization or oligopoly.

A typical solution to ensure the consensus
of PoS networks is a scheme for distributing
rewards and penalties to validator nodes.

The purpose of this paper is to analyze the
criteria and parameters of a blockchain
network to determine the optimal consensus
algorithm.

A successful consensus algorithm should help
a blockchain application achieve its goal. The
purpose of the blockchain is to provide a tool
for decentralized decision-making. The
complex nature of blockchain consensus stems
from its original goal of making decisions
without a central authority. Therefore, the
level of decentralization of the consensus
algorithm is included in the evaluation criteria.
A consensus algorithm with a higher level of
decentralization is considered good [4].

Decentralization plays a key role in a
blockchain network as it determines the level
of power and control distribution among
participants. Let’s consider several criteria
that can be taken into account when choosing
a consensus algorithm in terms of
decentralization:

e Level of equality (how equally the power is
distributed @ among the  network
participants, the fewer centralized control
points there are and, the more
decentralized is the system);

¢ Decentralized decision-making mechanisms
(how decisions are made about the
direction of the network development and
whether there are mechanisms, which
allow participants to contribute to the
decision-making process).

e Scalability of decentralization (how the
system decentralizes as the number of
participants and the volume of
transactions increase; and whether the
network can remain decentralized over
time and grow in scale).

e Fault tolerance to attacks (i.e. how the
system responds to attempts to hack into
the decentralized structure and whether
there are mechanisms to prevent
concentration of power or a controlled
attack).

e The number of nodes (the more nodes in
the network, the more decentralized the
system can be considered, but it is also
important to consider how these nodes
are selected and controlled).

e Sybil Resistance (how the system prevents
attacks in which an attacker can create
many artificial identities to gain control
over the network).

e Algorithmic implementation (how the
consensus algorithm promotes
decentralization) [5-11].
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Taking these criteria into account helps to
show that the chosen consensus algorithm
promotes the highest possible level of
decentralization in the blockchain network.

Another important criterion is whether the
consensus algorithm can fulfill its own goal,
which is to achieve consensus. In the context of
blockchain and cryptocurrencies, this can be
defined as the speed at which the algorithm
reaches consensus or the amount of
bandwidth. For example:

e Fastaction and number of transactions per
second (TPS) (i.e. how fast a particular
consensus algorithm can be processed and
how many transactions can be processed
in one second. This is especially important
for blockchain networks that have a high
transaction flow).

o Scalability (how well the algorithm scales
when the number of participants and the
flow of transactions increase).

e Processing multitasking (whether the
algorithm can efficiently process many
transactions simultaneously).

e Latency (how quickly transactions can be
confirmed in the network).

¢ Resource dependence (the system mustbe
efficient in terms of resource use).

e Network efficiency  (whether the
algorithm works well in a network with a
large number of participants and a large
amount of data).

e Protocol flexibility (the ability to adjust
algorithm parameters to achieve optimal
bandwidth in specific conditions) [12-19].

These criteria help to establish that the
selected consensus algorithm meets the
network capacity requirements and ensures
efficilent transaction processing in the
blockchain system.

The blockchain network criteria play an
important role in the selection of a consensus
algorithm and in the process of developing a
blockchain solution. Let’s consider, in detail,
the formulas for calculating the main
blockchain network metrics, which will allow
us to determine the optimal consensus
algorithm:

1. Transaction speed: This criterion
determines how quickly the network can
process and confirm transactions. It is
important for applications that require high

transaction speeds, such as payment systems
or micropayments.
Metrics: Number of Transactions Per
Second (TPS), transaction confirmation time.
The calculation of transaction speed in the

form of formulas can look like this:
n

Vr =7 (1)
where vy is the speed of transactions; n is the
number of transactions that have been
successfully processed over a certain period; t
is the time interval, during which the
transactions have been processed.

2. Scalability: Scalability determines how
easily the network can be increased in size and
load to serve more users and transactions
without losing performance.

Metrics: Infrastructure to scale up the
network, network bandwidth, horizontal and
vertical scalability.

The formula for calculating the scalability
coefficient:

p

M=2 2)
where M is the scalability coefficient; P is the
maximum number of transactions that the
network can process within one second; k is
the average number of active users in the
network.

3. Decentralisation: This criterion
indicates the degree of distributed control and
participation in the network. A higher level of
decentralization means greater independence
and security.

Metrics: Number of nodes, participating in
the consensus, concentration of power,
location of geographically different nodes.

To find the decentralization ratio, use the
following formula:

D=1-K, (3)
where D is the decentralization factor and K is
a value that determines the degree of
centralization of control in the network, it can
be a numerical value from 0 (full
decentralization) to 1 (full centralization).

4. Security: Security is defined as the level
of protection a network has against attacks and
misuse. The data must be securely protected
from unauthorized access.

Metrics: Level of cryptographic security,
resistance to 51% attack, protection against
double-spending, vulnerability detection, and
remediation.
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The formula for calculating the security factor:
S =Rs(1=Ry), (4)
where S is the security factor, R; is the level of
cryptographic security, i.e. an assessment of the
level of data protection in the network, which can
be a numerical value from 0 (no security) to 1
(high security); R, is the risk of attack, i.e. the
probability of an attack on the network.

5. Costs: Costs include the cost of operating
the network, including equipment, electricity,
and transaction fees. Low costs can be
important for maintaining network stability
and attracting users [20-24].

Metrics: Network maintenance costs,
transaction fees, block mining costs (in the
case of PoW).

The formula for calculating the cost ratio:

N;

N = mw (5)
where N is the cost coefficient; N; is the total
cost of network maintenance, the total cost of
maintaining and mining blocks in the network;
m is the number of transactions, the total
number of processed transactions in the
network.

Now consider the calculation of parameters
for two imaginary blockchain networks.

Network A (Proof of Work (PoW):

1. The number of miners: 1000.

2. Transactions flow per second (TPS): 100.

3. Blocksize: 1 MB.

4. Time between blocks: 10 minutes.

Network B (Proof of Stake—PoS):

1. Number of active master nodes: 500.

2. Transactions flow per second (TPS): 200.
3. Block size: 2 MB.

4. Time between blocks: 5 minutes.

Metric calculation—Transaction speed (TPS):
For Network A (PoW):
vy =(100%1,000)/600 = 166,67
For Network B (PoS):
vy = (200*500)/300 = 333,33

As can be seen, the “Transaction Rate” (TPS)
metric for network B (PoS) is higher than for
network A (PoW), which indicates that
network B can process more transactions per
second. According to this data, network B may
be more suitable for applications that require
high transaction speeds, while network A has

more miners and possibly more security due to
PoW.

Scaling Score:
For Network A (PoW):

M = (10 minutes/block)*(1 block/10
minutes) = 1 block/minute.

For Network B (PoS):

M = (5 minutes/block)*(1 block/5
minutes) = 1 block/minute.

Decentralization Index:

For Network A (PoW): Decentralisation is
difficult to calculate without up-to-date
concentration data.

For Network B (PoS):

D=1-09=0.1.

Security Score:

For Network A (PoW): The security level
will be high due to the powerful hash power.

For Network B (PoS): Security can be
determined based on the level of cryptographic
security and the risk of attack, which are
difficult to calculate without specific data.

Cost Index:

For Network A (PoW):

The cost of PoW includes the cost of
equipment and electricity to mine the blocks.
The number of transactions is also difficult to
estimate without specific data.

For Network B (PoS):

PoS costs include master node maintenance
and transaction fees.

A consensus algorithm is considered more
secure if it can protect against different types
of security threats.

Therefore, security is a critical aspect when
choosing a consensus algorithm in blockchain
technology. Here are some key security criteria:

e Attack resistance (how well the system
can resist various types of attacks, such as
double costs, white hat attacks, consensus
attacks, etc;).

e Decentralization (the gradient of
decentralization can determine how
difficult it is to carry out successful attacks
on the system, the more different
participants in the network, the more
difficult it is to interfere with the
consensus).

e Key protection methods (what methods
are used to store and protect the private
keys of network participants and the
security of the key storage system).
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o Fault tolerance (restoring the system after
errors or attacks is important for the
continuous operation of the network).

o Algorithmic strength (determining the
strength of the cryptographic algorithms,
which are used in the consensus
algorithm. For example, if a hash function
is used, how resistant it is to collisions and
attacks).

o Sybil Attack Resistance (how the system
prevents attacks in which one participant
can create many pseudo-identities to
dominate the network).

e Active cooperation (Byzantine Fault
Tolerance—BFT) (the requirement for the
network to be immune to attacks that may
lead to a discrepancy in information
between participants).

e Protocol upgrades and changes (how easy
it is to implement changes to the
consensus protocol, and how much this
can affect network security) [25-27].

Finally, one should not consider only
theoretical aspects. There is another criterion—
the energy consumption of the algorithm. If an
algorithm consumes too much energy, it should
be changed and more environmentally friendly
options should be considered.

The following energy consumption criteria
for choosing a consensus algorithm in
blockchain technology should be considered:

Proof of Work (PoW):

e Computational complexity (the more
difficult the task is for miners, the more
energy is consumed).

e Algorithm  efficiency (some  PoW
algorithms may be more energy efficient
than others).

1. Proof of Stake (PoS):

Selective efficiency (the less currency a
participant has, the less energy he uses).

e Methods for controlling misuse (it is
important to have mechanisms to prevent
concentration of power that may affect the
effectiveness of PoS).

2. Delegated Proof of Stake (DPoS):

e Chosen legitimacy (some participants may
spend more energy to obtain delegate
status).

¢ Flexibility of the voting policy (if the voting
system is not efficient, it can lead to an
incorrectdistribution of power and energy
costs).

3. Proof of Burn and other alternatives:

¢ Spending strategies (determining exactly
how currency is spent in the consensus
process and how this affects energy costs.

e Innovative  approaches  (alternative

methods such as Proof of Space (PoSpace)
or Proof of Time (PoT) may offer lower
energy costs).

However, the energy consumption criteria
must be balanced with other important aspects,
such as security, decentralization, and
bandwidth, when choosing a consensus
algorithm for blockchain technology.

Here is a comparative description of
consensus algorithms for different types of
cryptocurrencies (Table 1).

Table 1

Characteristics of consensus algorithms
Cryptocurrency Type Security Decentralisation Energy consumption Bandwidth
Dash Hibrid Medium Medium Medium OK
Peercoin Hibrid Medium Medium Low Not So Fast
Verus coin Hibrid Medium Medium Low OK
Decred Hibrid Hight Hight Medium OK
Stratis Hibrid Medium Medium Medium Fast
Bitcoin PoW Hight Hight Hight Not So Fast
Conflux PoW Hight Medium Low Very Fast
Ethereum Classic PoW Medium Medium Medium Fast
Monero PoW Hight Hight Medium OK
Dogecoin Litecoin PoW Medium Medium Medium OK
Ethereum PoS Medium Hight Low Fast
Polygon PoS Hight Medium Low Fast
TON coin PoS Medium Medium Low Fast
Solana PoS Hight Medium Hight Very Fast
Cardano PoS Hight Medium Low Fast
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Defining the requirements
for the blockchain metwork

!

Establishing criteria for
choosing a consensus
algorithm

!

Definition of the consensus
algorithm according to the
established criteria and
requirements for the
blockchain nebwork

¥

Development and
implementation of the
zelected consensus
algorithm in the blockchain
network

!

Testing the algorithm on a
real network

!

Update and analysis of the
zelected consensus
algorithm

Figure 1: Definition of the consensus algorithm

The main steps of determining the consensus
algorithm by the selected criteria are shown in
Fig. 1.

3. Discussion

The obtained results formed the basis of the
methodology for determining the consensus
algorithm for the blockchain network. Based
on the obtained data, a program for
determining the optimal algorithm has been
created in the Python programming language.
The program allows choosing one of the
available consensus algorithms by the
established criteria. The program can be
extended to take into account more metrics
and conditions for choosing an algorithm.

4. Conclusion

The criteria for helping to select a consensus
algorithm, by reviewing popular algorithms
and providing a solution in the form of a
decision tree have been presented in this

article. This solution is very useful for the
further selection of consensus algorithms and
the development of blockchain technology.

In general, the criteria, discussed in this
article, make it clear how important the
method of selecting a consensus algorithm is.
After all, a successfully selected consensus
increases the efficiency of blockchain
technology.

This study is limited in time. For the whole
population, the consensus algorithm may be
useful to study more algorithms and create a
larger decision tree, as they all have their
characteristics. Also, this article is an impulse
to dive deeper and compare performance
using benchmarking.

For any future work, it would be interesting
to have a study on the selection of a consensus
algorithm and it is possible to choose a wider
list of criteria or reduce it to a minimum. In
addition, the blockchain application industry is
developing rapidly and new algorithms are
being created that can quickly replace the old
ones on the market. There is always a need for
future research, so it is a necessity to keep up
to date with the latest developments in

consensus  algorithms and  blockchain
technology.
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