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Abstract 
The article proposes a study of the concepts of risk and safety by introducing semantic parameters and 
using semantic text analysis in automated document management systems to manage complex 
hierarchical systems. The author analyzes the cause-and-effect relationships of the occurrence of off-
design failures in complex technical objects in the process of managing hierarchical technogenic 
structures, on the basis of which it is proved that it is better to use preventive methods of detecting 
failures at the stage of their inception for technical objects, which allows avoiding emergencies and 
interruptions in the system operation. The proposed methods of building risk models for automated 
document management systems allow for control at all stages of the document life cycle, from their 
design, use, and archiving, which ensures increased efficiency and reliability of managing complex 
hierarchical structures. 
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1. Introduction

The use of semantic analysis in modeling protection systems and assessing the risk of 

emergencies allows for the study of the protection system of complex technical objects using 

text models. The basis of such approaches is the formalization of the process research area 

when developing a semantic dictionary for words and phrases, describing their interpretive 

extensions, implementing rules and certain restrictions in the field of interpretation. Each threat 

that can be used by an attacker to intrude into a security system or a technological object can be 

described in a semantic dictionary, which allows, based on its interpretive extensions, to 

perform a semantic analysis of the occurrence of risk situations for technological objects. This 

approach is especially relevant if automated document management systems are used to 

manage complex hierarchical structures, where documents are subject to various attacks 

related to confidentiality, modification and access to information. Given that documents contain 

information about the controlling actions of entities over the objects of the technological 

process, any external negative influences can lead to emergencies. The proposed methods for 

building risk models using information text models allow synthesizing them into the structures 
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of automated document management systems to control the risk of emergencies in the 

hierarchical structure management system. 

An analysis of the literature in this area of research shows certain gaps in this area. For 

example, while many scientific papers and studies in the field of security and management 

decision-making have been devoted to the development of risk assessment and management 

models, little attention has been paid to the semantic analysis of Ukrainian-language content in 

the course of information attacks and risky emergencies. Given the fact that the number of 

information cyberattacks is growing every day and that during information wars criminals 

focus on introducing disinformation into information flows, including documents, there is no 

doubt that the research problem is relevant. 

Investigating technological processes in hierarchical automated control systems under active 

threats and attacks, we can conclude that in addition to targeted attacks on document 

management systems and documents in particular, cyberattacks are also directed at complex 

technical objects of strategic importance. With the development of information network 

technologies, the number of successful attacks is also growing, which requires security 

professionals to implement new methods and means of protection and move from reactive to 

preventive actions to prevent external negative intrusions. 

Article [11] discusses the problem of detecting DDoS attacks, analyzes their nature and 

consequences. Based on the analysis of common types of DDoS attacks, new methods for 

detecting them based on machine learning, artificial neural networks, support vector machines, 

and decision trees are proposed. In [12], numerous intrusion detection methods are proposed 

to combat threats to the information security of technical objects, which can be classified into 

signature-based intrusion detection systems and anomaly-based intrusion detection systems. 

Paper [13] proposes new intelligent algorithms that can perform semantic analysis of text 

documents in a business environment for the Spanish language. The authors propose methods 

for processing natural and structured text, text mining to find the most relevant terms, and 

knowledge engineering to create an ontology to measure semantic similarity in business 

documents. In [14], computational methods for semantic analysis and quantification of the 

meaning of short scientific texts are investigated. Computational methods of semantic feature 

extraction are used to analyze the relationships between message texts and "situation 

representations" for a newly created large collection of scientific texts. The word meanings are 

represented by a vector of relative information retrieval about subject categories, which 

provides the basis for a geometric representation of the semantics of texts. Paper [15] presents 

a new approach of modified semantic relation based keyword extraction technique based on the 

semantic relation of similarity between two or more terms. This system extracts a certain 

number of key terms from documents to determine the main meaning of the text. It uses a 

support vector machine, logistic regression, PAT-tree, and other machine learning methods. 

Rick Durrett in his scientific book [1] describes the probabilistic aspects of risk theory with 

examples and various exercises. Article [16] explores the risk and uncertainty aspect of 

business models, in particular, identifying 28 groups of risk and uncertainty factors that can be 

used as the first step in the process of managing the risk of an integrated business model for 

existing and new iterations. Paper [2] investigates information technologies for controlling the 

occurrence of emergencies in complex hierarchical systems in the face of threats and 

information attacks. The risk assessment is based on determining the probability and frequency 

of threats and vulnerabilities for the assets of printing enterprises. 

Modern concepts in the definition of the theory of reliability of a technical object are given in 

[3], in which reliability is considered by such parameters as the reliability index, the basics of 

statistics and probability theory, statistical distributions, such as Weibull, and experiment 

planning. The engineer must be fully aware of the basic concepts required for reliability testing. 



From the customer's point of view, reliability depends on the product design and can be 

explained by two separate concepts: the service life of a technical object and its failure rate. The 

construction of emergency forecasting models based on studies of natural disasters is presented 

in [4], which proposes a methodology for assessing the impact of model parameters on the 

features of forecasting objects. The main components of the methodology include the use of 

Latin hypercube sampling to vary the values of model parameters; statistical clustering 

algorithms for object identification; multivariate multiple regression to assess the impact of 

several model parameters on the distribution (over the forecast area) of object features and 

methods to reduce the number of hypothesis tests and control the resulting errors. The basics of 

technical diagnostics are given in reference [5]. 

The above scientific works laid the foundation for further research on risk management 

models using semantic text analysis and automated document management systems. 

2. Analyzing the concepts of risk and safety in the event of emergencies 

using semantic analysis of the research area 

Elements of semantic text analysis can be implemented to determine the interpretations of the 

concept of risk when building appropriate models in the protection system, which are based on 

the use of an automated document management system (ADMS) for managing complex 

hierarchical objects of man-made infrastructure. After all, any object or process is described in 

documents that have information about the control actions of objects over subjects, in separate 

words 𝑥𝑖 or phrases 𝜑𝑖 , which, accordingly, have their own interpretation within the limits of 

the semantic dictionary defined for this area 𝑆𝐶 . 

The textual description of the concepts of risk 𝑅(𝑡) and safety 𝐵𝑧𝑖  consists of components 

that can be either words or phrases. To build risk models and analyze interpretive extensions of 

these concepts, it is necessary to introduce certain rules and restrictions that formalize the 

subject area of research 𝑊𝑖 for the technological process in a certain way. Such semantic 

parameters and restrictions include semantic significance and semantic contradiction. For 

example, if the semantic significance of two components of 𝑆𝐶  is the same in 𝜔𝑖 ∈ 𝑊𝑖 ⊂ 𝑆𝐶  but 

has different interpretations, then they must be semantically contradictory. This rule can be 

written in the form of a ratio:  

〈𝜎𝑆[𝑅(𝑡), 𝐵𝑧𝑖] > 𝛿𝜎𝑆〉, (1) 

where 𝛿𝜎𝑆 is the threshold of acceptable semantic contradiction 𝑆𝐶 . To semantically define the 

interpretation of risk 𝑗(𝑅(𝑡)) and security levels 𝑗(𝐵𝑧𝑖), we can enter their correlations in as 

follows: 

[𝑗(𝑅(𝑡)) ∈ 𝑆𝐶]&[𝑗(𝐵𝑧𝑖) ∈ 𝑆𝐶]&[𝜎𝑆[𝑅(𝑡), 𝐵𝑧𝑖] > 𝛿𝜎𝑆] → [𝑗(𝑅(𝑡)) = ¬𝑗(𝐵𝑧𝑖)]. (2) 

Since 𝑅(𝑡) and 𝐵𝑧𝑖 contain numerical values, they must be inversely proportional, or 𝑅(𝑡) =

f(𝛼 𝐵𝑧𝑖⁄ ). [1] 

To ensure effective counteraction in the security management system (SMS) to possible 

attacks on the information management system (IMS), it is necessary to introduce for 𝑆𝐶  the 

structure of the interpretation system of all components used to ensure the appropriate levels 

of security and the rules for the use of words and phrases in the design of documents. In 

particular, to interpret the concept of risk (𝑡𝑖), there should be a description of the necessary 

actions for the appropriate security measures from SMS and a description of the events that a 

certain danger may lead to.  



This means that the interpretation of the risk value can be used to derive the interpretation 

of the consequences that will result from the action of undesirable factors that determine the 

established risk value. For a complete description of the hazards, it is necessary to analyze all 

the vulnerabilities of the technological process [2]. 

2.1 Cause and effect relationships of off-design failures in complex technical facilities 

The task of fault diagnosis is a key one for the problems of ensuring the safety of complex 

technical facilities. The traditional approach to solving this problem is to detect faults based on 

the analysis of diagnostic features of technical objects. This means that such diagnostic features 

𝜁𝑖𝑗 should be known to the diagnostic system [3]. The diagnostic parameter 𝜉𝑖𝑗  differs from the 

diagnostic feature 𝜁𝑖𝑗 in that it characterizes a malfunction that has already occurred. The 

fundamental difference between a fault and a fault occurrence is as follows: a fault represents 

some event that leads to such possible consequences: 

• limitation of the functional capabilities of a technical object (TO), 

• the development of a malfunction that could lead to an accident or interruption of the 

maintenance process. 

Failure initiation, or its sign, is an event that can only lead to a malfunction of a technical 

object. This means that by detecting the signs of a fault, if there are means to counteract its 

development, it becomes possible to avoid the occurrence of a fault during maintenance. In 

addition, counteracting a malfunction at the initial stage of its manifestation is much easier than 

counteracting an existing malfunction of a technical object, since it may already have changes 

that affect the functioning of the maintenance facility. 

There are a number of technical facilities whose hazard level can be quite high. The hazard 

level of such technical objects can be determined within the framework of the following 

approaches. 

The first approach is to analyze hazardous situations that occurred at the previous stages of 

the technical facility's operation and to assess the losses that resulted from the relevant 

situations. It should be noted that the hazard assessment cannot express the required accuracy 

in arbitrary units in which it is measured. In most cases, with this approach, the assessment of 

losses is carried out in units of value. At the same time, losses due to the fact that the 

maintenance facility has ceased to function are not taken into account. 

The second approach is to model the process of emergency situations and, based on the data 

of such modeling, calculate possible financial losses, the value of which is considered as a 

measure of the danger of a technical facility. 

Taking into account the above, we can talk about the existence of estimates of the level of 

danger of the maintenance facility, which will be denoted by the symbol 𝜂𝑖 . The value of 𝜂𝑖  in 

some maintenance facilities can be qualified as high. In this case, it is advisable to prevent not 

only the occurrence of malfunctions, but also their inception. 

One approach to solving this problem is as follows. It is known that the occurrence of 

malfunctions, as well as their inception, is determined by certain causes. If these causes are 

known, they can be described as some factors affecting the maintenance, or they can be internal 

or external processes. Usually, a negative impact on the maintenance is possible only if the 

values of the parameters of these processes take some unacceptable values. If these processes 

are known, they can be described in the form of a model, and based on its use, it is possible to 

predict the possibility of a negative impact of the relevant processes on maintenance. 



In most cases, there is insufficient information about such negative processes in relation to 

maintenance, and in this case it is difficult to form an appropriate model. Therefore, to solve the 

problem of detecting the negative impact of such processes on maintenance, models for 

predicting changes in parameter values are used. It is natural to assume that in this case, the 

values of the parameters are analyzed that have not yet reached the values necessary for the 

initialization of the processes of fault initiation. [4] 

There are cases where all the factors that can lead to malfunctions are not yet known. For 

example, it may not be the lack of data on certain parameters that may adversely affect 

maintenance, but the lack of information about the possibility of their unacceptable changes. In 

this case, this problem is solved as follows. A more detailed analysis of the technical object's 

parameters is carried out in order to identify the values that cause possible changes in their 

values. To detect unacceptable changes, the problem of predicting changes in the values of the 

negative parameter 𝜉𝑖𝑗 , regardless of the processes of maintenance operation, is solved. 

This approach implies the need to conduct research on the entire functional environment of 

the maintenance facility. Since arbitrary additional research or additional analysis is costly, the 

need for its implementation is determined by the level of security that must be provided for a 

particular maintenance facility. 

Diagnosing off-design faults has a number of peculiarities. Non-design malfunctions are 

understood not only as malfunctions, such as some unacceptable changes in the maintenance 

equipment, but also as unknown causes of such malfunctions. At the same time, the malfunction 

itself may be known, since the maintenance facility is an artificially created object. [5] In this 

case, the question arises as to whether it is necessary to search for such causes and, accordingly, 

to identify non-design faults. The basis for determining the need for such work is an a priori 

assessment of the hazard level of the relevant maintenance, which can be realized through the 

use of models of the realization of emergency situations at maintenance. Such a model describes 

possible, known maintenance accidents and, based on the data obtained, forms the level of 

maintenance hazard. The peculiarity of such a model is that it is supplemented by a model of 

initialization of the model itself, which may cause the occurrence and development of a 

malfunction. 

We denote the fault model by the abbreviation MN  . In general, such a model can be 

described by Eq [6]:   

𝑀𝑁 = 𝑓𝑖(𝜉𝑖1, … , 𝜉𝑖𝑚), (3) 

where 𝜉𝑖𝑗  is the diagnostic parameters, which in turn can be represented by a correlation: 

[𝜑𝑖(𝜉𝑖1, … , 𝜉𝑖𝑘) ≥ 𝑑𝑖𝜉𝑖] → [𝜉𝑖 = 𝜑𝑖(𝜉𝑖1, … , 𝜉𝑖𝑘)], (4) 

where 𝑑𝑖𝜉𝑖 is a certain threshold value of the diagnostic parameter 𝜉𝑖𝑗 , after which the 

corresponding 𝜉𝑖𝑗  initiates the occurrence and development of a fault described by the function 

in the model MN. 

MIN Thefault initiation model, which extends the MN model, is described by the following 

relationship: 

𝑀𝐼𝑁 = {∀𝑧∀𝑥 {
∃𝑥𝑖[𝑃(𝑥𝑖) ≥ 𝑑𝑃𝑖]⋁ [∃𝑧𝑖[𝑃𝑗(𝑧𝑖) ≥ 𝑑𝑃𝑗]] ⋁[∃𝑥𝑖∃𝑧𝑖[𝑃𝑘(𝑥𝑖, 𝑧𝑖)] ≥ 𝑑𝑃𝑘] →

→ [𝐹(𝑥𝑖, 𝑧𝑖 , 𝑃𝑖, 𝑃𝑗, 𝑃𝑘)]
}}, (5) 

where 𝑋 is a set of internal parameters that describe the process of maintenance operation; 𝑍 a 

set of external parameters acting on the maintenance facility; 𝑃𝑖, 𝑃𝑗 , 𝑃𝑘 - parameters used in the 

maintenance facility management system; 𝑑𝑃𝑖, 𝑑𝑃𝑗 , 𝑑𝑃𝑘 - threshold values of the control 



parameters;  𝐹𝑖  - a function describing the condition of occurrence of a non-design fault. The 

relationship between the models MN and MIN is described by the relation: 

[[𝐹(𝑥𝑖, 𝑧𝑖 , 𝑃𝑖, 𝑃𝑗 , 𝑃𝑘)] ≥ 𝑑𝐹𝑖] → [𝑀𝐼𝑁 → 𝑀𝑁], (6) 

where 𝑑𝐹𝑖 is some threshold of the value of the function 𝐹𝑖. 

Detection of a non-design fault within the model (MNN): 

𝑀𝑁𝑁 = Φ[𝑀𝐼𝑁, 𝑀𝑁], (7) 

of a non-design fault is as follows. All external and internal parameters are randomly initiated, 

while their values are randomly selected for the next random set of 𝑥𝑖 and 𝑧𝑖 , since 𝑃𝑖 are 

known, they are used at each step of MIN and, according to relation (6), the conditions for 

determining 𝐹𝑖 are checked. The above relations describe the general scheme of the 

methodology for forming a model of non-design faults. The way such a model functions requires 

a more detailed study of the subject area. 

To assess the hazard level of a maintenance facility, a system of scales is used, which is 

formed independently of the maintenance facility, based on the analysis of possible events in the 

environment of the maintenance facility, occurring at different distances of these events from 

the maintenance facility within the external environment. [7] In this case, the distances of such 

events are understood not as the traditional notion of the physical distance between the 

maintenance facility, i.e., a physical object and an event, but as a parametric distance, which is 

not measured by spatial coordinates but is determined by selected parameters that are common 

to the external environment and the corresponding maintenance facility. For example, if an 

accident at a maintenance facility occurs as a result of a certain malfunction and can lead to 

losses 𝐵𝑖 > 𝐴𝑖  where 𝐵𝑖  are losses that exceed the regular costs 𝐴𝑖  for the operation of the 

facility, then the facility will be classified as a hazardous facility 𝑈𝑖 , etc. Usually, the value of 𝑈𝑖  is 

determined by the extent of irreversible or irrecoverable changes in the external environment 

caused by the consequences of relevant accidents. An example of such a measurement scale is 

the extent of irreversible changes that have occurred in the natural environment. 

In general, the problem of detecting off-design faults is solved by solving the following tasks: 

• the task of describing and building a model of the occurrence and development of an 

emergency situation, which is possible within the framework of technological solutions 

implemented in a particular maintenance facility; 

• solving the problem of identifying the technical causes of the activation of the emergency 

process within the emergency model (MAC) and identifying the relevant technological 

parameters, changes in which can lead to the appropriate initialization; 

• the task of predicting the occurrence of factors related to the external environment of 

the maintenance facility that may affect the detected parameters that initiate 

malfunctions that turn into accidents; 

• taking measures to create means of counteracting the relevant factors independent of 

maintenance; 

• transition of the maintenance protection system into a security system by introducing 

participants independent of maintenance into the protection system to ensure the safety 

of maintenance operation. 



2.2 System models of emergency situations  

The task of creating an emergency model consists of two stages, which correspond to the 

creation of emergency situations of two components MAC. The first component models the 

processes that, from the point of view of the principles of operation of maintenance subsystems, 

can switch to the mode of occurrence, development and development of malfunctions into an 

emergency situation. At the same time, the means to counteract the relevant processes should 

be implemented for them at all stages of their implementation. This means that if there are 

countermeasures at the stage of malfunction initiation, they should be implemented and 

counteracted at the stage of malfunction development, at the stage of accident occurrence and 

development, as well as at the stage of influence of man-made parameters on the environment 

or on the external environment of the relevant maintenance facility. 

The first component of MAC includes the fault model MN and the corresponding component 

of initiating the process of functioning of the fault model MIN. 

The second component MAC is a description of the interaction of external factors related to 

the relevant subsystems, subsystem components, regardless of the adopted declarations, rules 

or restrictions on the possibility of the relevant factors to affect the maintenance. This 

component considers the means to ensure compliance with the above rules and restrictions. At 

the same time, the task of this component is to identify technical possibilities for violating the 

relevant rules, restrictions, or declarations. Within this component, the task of identifying 

possible external factors that may lead to the initiation of a malfunction and, accordingly, to the 

initiation of emergency situations in a technical facility is solved. 

The third task is to build models for predicting (MP) factors that could be identified because 

of solving the second task. It is clear that the above numbering order of the tasks does not 

correspond to the chronological sequence of their solution within the maintenance safety 

system. It should be noted that such factors may not be directly related to technological 

processes (TP), or technical facilities. An example of such factors may be those related to 

maintenance personnel, which in case of their negative impact on maintenance is commonly 

referred to as the human factor. Factors related to natural processes are those that occur in the 

environment, for example, the impact of natural disasters that can be attributed to force 

majeure, etc. From the above analysis, it follows that MP does not necessarily apply directly to 

MRO. 

Fourth task - as a result of the data obtained from the research at MP, systems to counteract 

the factors identified in the second task are formed as part of the solution to the task. Such 

systems may also be related to maintenance. Examples of such modern countermeasure systems 

are systems for medical monitoring of aircraft pilots before departure, systems for testing and 

training of operators who manage maintenance facilities recognized as high-risk facilities, such 

as nuclear power plants, etc. [8,9]. 

In the case where countermeasures are directly related to maintenance, examples of such 

countermeasures against the possibility of a malfunction are systems for carrying out various 

preventive measures, including maintenance testing measures. As part of a safety protection 

system (SZ), such measures are implemented by automatic protection devices and are an 

integral part of the entire technological process (TP). This means that when technological 

maintenance, such as preventive diagnostics or replacement of elements that have exhausted 

their service life, is included in the SZ, then without maintenance work, the TP itself cannot be 

continued, regardless of whether its possible continuation is essential. Ensuring such a mode of 

operation of the SZ is possible only if the means of technological maintenance are combined 

with the means that ensure the TP in such a way that technological maintenance is an 

insurmountable condition of the TP itself, or a necessary stage of the TP functioning. This can be 



realized in different ways. One of the simplest ways is to implement mechanisms within the TP 

that track events in the process of TP functioning that correspond to the implementation of 

technological maintenance. For example, such mechanisms include a counter for the period of 

maintenance operation, after which technological maintenance should be carried out, and its 

impact on the work within the maintenance itself is that the process of implementing the TP is 

impossible without the necessary technological maintenance of the maintenance. [10] 

The solution to the fifth task, which is to transform SZ into a safety system (SB), or 

transformation 𝑆𝑍 → 𝑆𝐵, which is closely related to the previous task. The fact is that the main 

functions of the means of ensuring the safety of the maintenance operation, which are 

implemented in the SB, are not to counteract the malfunctions that occur in order to prevent the 

development of an accident, but to prevent the possibility of a malfunction. Such preventive 

measures are addressed by the following approaches: 

• checking and ensuring the implementation of all indirect technological processes; 

• modification and development of the system of indirect technological processes (NTP) 

for individual maintenance facilities; 

• calculation of the current value of 𝜂𝑖  for maintenance; 

• development or modification of SZ, depending on the change in the value of 𝜂𝑖; 

• modification of SB tools, if the forecasting of 𝜂𝑖  determines an increase in its value for 

maintenance. 

The use of ΝΤΡ as a mandatory component of the TP of some MRO is a direct consequence of 

the analysis of the value of 𝜂𝑖 , which is determined within the SB system models and, first of all, 

the MAS model. The implementation of means for NTP is carried out independently of the 

implementation of TP processes in the maintenance facility and such means are certain 

structures that are designed and manufactured at the design stages of the maintenance facility 

and, accordingly, TP. 

In practice, when designing maintenance operations that are characterized by a certain set, or 

at least one of the factors that have high performance, to which they relate: 

• energy capacity; 

• is the degree of aggressiveness of individual TP components; 

• physical parameters of maintenance; 

• volumes of consumption of natural resources of the external environment by the 

respective TP; 

• the degree of dependence of the external environment on the volume of the consumed 

product produced by the TO also determines the TO hazard, which is calculated based on 

estimates of losses that may result from the unpredictable impact of the above 

parameters on the TO and, accordingly, on the external environment. 

Predictability or unpredictability is determined based on the following provisions. 

The first provision sets out the requirements for the design of a maintenance facility that 

would ensure not only the feasibility of the TP, but also the safety of its operation with respect 

to the above factors. The parameters characterizing the respective MT have properties that are 

determined by the MT components to which they relate. These properties include the service 

life of individual maintenance items, their resistance to the effects of periodic or rarely acting 

factors, the possibility of which is known for the design period. Obviously, the calculation of 



such properties cannot provide the necessary degree of accuracy in their determination 

Therefore, the main means of providing protection against such factors are diagnostic tools. 

Their use is also associated with a certain degree of lack of necessary information, which is as 

follows: 

• insufficiently complete information on the relationship between the established 

diagnostic parameters and changes that may occur in maintenance components due to 

negative factors; 

• insufficient accuracy of data on possible moments of activation of the impact of negative 

factors on maintenance and, accordingly, on TP; 

• Lack of full characterization and complete information about the processes taking place 

within the TP functioning, which is typical for complex maintenance facilities; 

• lack of information about all possible malfunctions that may occur in the maintenance 

facility and, above all, about possible ways of their manifestation in the process of 

operation of TP operating in the maintenance facility; 

• Since a characteristic feature of complex maintenance facilities is their period of 

operation, which is quite long relative to the environment, changes may occur in the 

environment that lead to changes in the assessment of certain parameters related to the 

maintenance facility and its components, which could not have been foreseen at the 

design stage of the maintenance facility. 

The above factors are taken into account in the design of maintenance equipment based on 

the use of fairly general methods, examples of which include increasing the resource several 

times relative to its calculated values, the introduction of certain restrictive conditions and 

declarations regarding the ways of using maintenance equipment and ways to implement 

permissible changes in the environment and a number of other methods, the implementation of 

which in the process of maintenance equipment operation in most cases is assigned to the 

maintenance personnel, which is an integral component of the entire technological process, 

which re. 

The above factors are of a technical nature and can therefore be taken into account to some 

extent when designing a maintenance facility. Long-term or, as they are commonly called, long-

lived TPs are characterized by the influence of economic and social factors, which are closely 

related to each other. It is known that any TP functions in order to interact with the external 

environment and with the external environment as a whole. Such interaction is realized through 

the use of economic parameters and factors that are defined in the external environment. 

Changes in economic parameters that affect the interaction of MRO with the external 

environment can lead to the initiation of fundamental changes in MRO not only of the economic 

type, but also directly to changes in TP and MRO in general. These aspects are not considered in 

our study. 

Based on the above factors that cause the lack of information necessary for the diagnostic 

system developed at the design stage of maintenance to be able to fully solve the problems of 

timely detection of malfunctions that may occur during maintenance, they can be considered as 

an additional argument for introducing the concept of non-design malfunctions. 

The above factors can be considered not only as an argument for the expediency of using the 

concept of non-design failures, but also as reasons that determine the possibility of their 

occurrence, which cannot be foreseen at the design stage of the relevant maintenance facility. If 

we assume that the designers declare the impossibility of certain failures within the framework 

of the conditions of operation of the maintenance equipment, the conditions of their 



maintenance, and the conditions formed in the environment, it may lead to the fact that failures 

may occur, the forms of detection of which are not known at the design stage. Therefore, the 

following cases of their occurrence and the following forms of their manifestation should be 

considered as non-design failures: 

• malfunctions whose forms of manifestation may be known, but their causes are 

unknown; 

• malfunctions whose forms of manifestation are unknown and, therefore, the causes of 

their occurrence are unknown; 

• malfunctions, the forms of manifestation and causes of which are known, but due to the 

declarations, conditions and requirements for the methods of implementation and 

maintenance of the relevant TP are impossible. 

• A separate category of non-design problems includes the following: 

• malfunctions caused by economic factors or reasons, such as lack of funding, which may 

be due to various external factors; 

• malfunctions caused by social factors that may occur in the event of changes of a social 

nature in the external environment or the external environment of the maintenance 

facility. 

3. Experimental research 

Systems for preventing actions caused and initiated by hazards that exist in relation to 

technological objects are commonly referred to as Intrusion Prevention Systems (IPS). Any 

dangerous actions are implemented with the help of certain carriers, which can be implemented 

in the form of program elements or specialized network software tools similar to the regular 

components of the system. Such disguised carriers of information dangerous to the system are 

called intrusions [17]. 

Based on the analysis of the structure of the production infrastructure, the strategy of attacks 

on the infrastructure and countering attacks, a model of the information and system game of the 

attacking structure aimed at destroying the infrastructure of a hierarchical automated control 

system has been developed (Fig. 1).  

Notation in Figure 1: 𝐶𝑖(𝐴) - targets of attack; 𝐶𝑖(𝐷) - goals of counteraction, defense; 

𝑅𝑎𝑛𝑔(𝛼𝑟𝑖𝑠𝑘) - risk rank. 

The attacking structure, in the form of an external agent of influence, carries out targeted 

attacks on the decision-making system, resources, and production infrastructure of the 

automated process control system. The cognitive information technology of counteraction is 

based on the system of preventive counteraction to intrusions 

It solves the problem of preventing and preventing negative actions against the protected 

system. The following main functions can be distinguished for IPS: 

• 𝑍𝑑1 - searching for threats in the system, if it contains a local area network (LAN) and is 

connected to the global Internet, then identifying vulnerabilities and possible access 

coordinates to the security system; 

• 𝑍𝑑2 - Detection of anomalies in the local area network. After identifying the causes of 

such anomalies that can lead to intrusions into the system, the IPS should activate 

protection and countermeasures against possible intrusions to prevent further 

development of an attack on the system through its local network; 



• 𝑍𝑑3 - to prevent further intrusions, if the IPS is unable to counter a possible attack, it 

redirects it to false targets. To do this, IPS can use false models of the target object, or so-

called decoys; 

• 𝑍𝑑4 - prevention of intrusions detected in the IDS, but which can be implemented with a 

certain attack extension. At the same time, the IPS must have the means to counter 

augmentation attacks described by signatures already known to the security system; 

• 𝑍𝑑5- Identification of unauthorized scanning of local networks and any actions that 

indicate the initial stage of the attack. 

Detecting threats in computer systems is the most common method and is used mainly in 

relation to the software components of protected local networks by identifying "weaknesses" in 

the system software. 

 

Figure 1: Structural-functional cognitive model of the attacker's game on the control system of 

the automated process control system of technogenic infrastructure using the concept of 

cognitive information technology to counter attacks. 

When detecting threats, they include a wide range of methods, tools, and technologies: 



• 𝑆𝑍1 - testing systems for software, hardware, and computer networks; 

• 𝑃𝑍2 - network software and its reliability; 

• 𝑆𝑍3 -control of the computer network and its components in the process of operation; 

• 𝑆𝑍4 - use of network analyzers (logic testers, code analyzers, spectrum analyzers). 

However, it is not advisable to introduce threat detection tools into the structure of the IPS 

system. In most cases, IPS can determine the need to use the appropriate tools from external 

support resources. Therefore, the IPS can have a minimum set of threat detection tools and can 

replenish it in the course of operation if necessary. 

4. Conclusion 

Based on the use of semantic parameters and semantic analysis of a certain text area of the 

interpretation of the protection system and its main parameters with the use of document 

flow in hierarchical automated control systems, it is possible to model the process of 

occurrence of non-design problems for technical objects. The interpretation of such concepts 

as risk and safety in the semantic dictionary makes it possible to predict the consequences 

that will be caused by the action of undesirable factors, which determines the established 

amount of risk. For this, it is also necessary to carry out a formal description and analysis of 

all threats and vulnerabilities for the technological process with the level of their significance 

for interpreting the risk of emergency situations. Thus, to ensure a certain level of security, 

based on the amount of risk, you can use semantic parameters and semantic analysis of the 

research area. 

Diagnostic signs of a technical facility that indicate non-design faults are measured through 

diagnostic parameters during its operation and, if a fault develops, can lead to an accident or 

irreversible processes in the technical facility. Therefore, it is better to diagnose such negative 

factors at the stage of malfunctioning in technical facilities. Based on the approaches 

described in this paper and the proposed models, it is possible to automate this process of 

detecting non-design faults that lead to malfunctions of a technical object, thereby ensuring 

the reliability of the system's functioning at the terminal continuous cycle of technical process 

control. 

Transforming a security system into a security system for a technical facility allows you to 

move from analyzing and counteracting malfunctions that occur in the system as a result of 

various negative factors, including threats and attacks, to the process of preventing the 

possibility of malfunctions, i.e., it turns a reactive system for counteracting threats into a 

preventive system for preventing their detection. 
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