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Abstract

Judging the credibility of information is a subjective process and prone to biases. This issue can be
especially concerning in health information seeking. Some efforts have been made to define robust
credibility assessment guidelines that support the development of reliable test collections. This is of
the utmost importance since the applicability of retrieval algorithms to real use case scenarios relies
on the quality of the labelled data. Yet, the question persists as to whether the labels created by these
guidelines can effectively serve as a surrogate for the genuine judgements of credibility as perceived by
end-users. Motivated by this, we conducted a user study with 1,000 participants. We demonstrate that
there is a correlation between participants’ judgements and the reference values produced following
existing guidelines. Further analyses of the data reveal worrying insights into people’s ability to judge
the credibility of online medical content, leading to potential personal harm.
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1. Introduction

The Internet has become the dominant platform for accessing health information, offering
convenient access to a wealth of medical knowledge [1, 2, 3]. Nonetheless, the abundance
of information poses a challenge for users in discerning trustworthy sources from unreliable
ones, potentially resulting in ill-informed choices regarding their health [4, 5, 6, 7]. In extreme
cases, this situation can have severe consequences and even poses a risk to personal well-
being [8]. Credibility has been defined as the extent to which information from a webpage or
other online source can be believed [9]. It is a highly subjective concept that is susceptible to
individual differences, such as user’s reading skills [10, 11]. The subjective nature of credibility
represents a barrier in creating reliable and robust test collections. In the context of shared-task
evaluation campaigns, some researchers have critically analysed the quality of the credibility
assessments and proposed a set of robust and traceable guidelines to improve the robustness of
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annotations [12]. This is important since the applicability of retrieval and machine learning
algorithm relies on the quality of the annotation process.

Nevertheless, there is still a need for a rigorous examination of the relationship between this
type of guidelines and credibility as real end-users perceive it. While we know that judgements
vary across users, annotations need to be both consistent and reflective of average users’
perceptions. Previous research has studied the main elements influencing individual credibility
perceptions [13, 14]. However, no user-oriented study has attempted to understand annotation
practices for shared-tasks. Such a study could also provide valuable cues on how people evaluate
the credibility of websites posting medical information.

In this work, we perform a study to understand how end-users perceive the credibility of
online health information'. The ultimate goal being to determine whether the labels created
from guidelines can serve as surrogate of credibility perceived by end-users. We attempt to
answer the following research questions:

« RQ1. Can current credibility annotation guidelines act as a proxy of the real perception
of credibility of end-users?

« RQ2. To what extent users are able to recreate the judgements of experts?

« RQ3. How do user variables, such as familiarity with the search topic, educational
background, and other human factors, affect the user’s perception of credibility?

2. Related work

The credibility of online information and the spread of misinformation have been extensively
studied [15, 16, 17, 18]. Viviani and Pasi reviewed the main automatic methods to estimate
credibility in social media, focusing mainly on health content [19]. A further body of work has
sought to understand how end-users assess the credibility of online content and why people
make certain assessments. For instance, Fogg defined the prominence-interpretation theory,
which helps to determine which website elements influence end-users’ credibility [13]. This
theory was later tested through a user study involving 2,500 participants, where authors found
that 46% of the users mentioned design as a critical aspect influencing credibility [20].

Easting et al. [21] demonstrated that both the source and the prior knowledge about the
content have influence on users’ perception of online health information. Other studies have
also demonstrated that, apart from the characteristics of the web elements, the receiver’s
characteristics also influence the perception of the information [22]. Other researchers analysed
in-depth the factors that influence end-users’ perceived credibility [15]. Previous studies have
also evaluated the correlation between different users’ judgements to test their feasibility as
ground truth values [23, 24].

In this paper, we present a systematic user study that shows how well expert annotations
reflect the subjective judgements of a broad population of users. We also evaluate a number of
personal factors that may influence the credibility estimations.

Thttps://github.com/MarcosFP97/perceived-credibility-study
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Topic id \ Question \ Number of docs.

T1 Do antioxidants help female subfertility? 41
T5 Do sealants prevent dental decay in permanent teeth? 45
T8 Does melatonin help treat and prevent jetlag? 39
T10 Does traction help low back pain? 37

Table 1
Health topics in the user study

3. Experimental setup

We hypothesise that reference values (created by expert annotators using formal guidelines)
will correlate with users’ judgements. To test this, we conducted a crowd-sourced user study
whereby participants provided credibility judgements for webpages.

3.1. Dataset

We utilised a pre-existing dataset from the medical domain that had been originally compiled
by Pogacar et al. [4] and later extended by Zimmerman et al. [25]. We extracted 162 screenshots
of webpages from it, such that the selected webpages provide answers spanning four distinct
health-related topics, as detailed in Table 12. Each participant was presented with a full-scale
screenshot of a randomly selected webpage and was asked to assess the webpage’s credibility
on a 7-point Likert-scale. Each webpage was evaluated at least 5 times by different participants
to minimise personal bias [18, 10].

For these webpages, we also produced annotations generated by human assessors according
to the guidelines from [12], detailed in Table 2. We recruited four different assessors®. For a
given topic, the webpages were annotated by the same pair of assessors. Next, the two assessors
responsible for each topic convened a meeting to discuss and consolidate their annotations and
generate a final set of labels. These final annotations were used as reference values in our user
study.

3.2. Variables

3.2.1. Independent variables

+ Reference values: variable indicating the credibility-level perceived by the human
annotators according to the guidelines. There are three possible levels: 0 (non-credible),

1 (credible), and 2 (highly credible).

3.2.2. Dependent variables

+ User credibility score: the credibility score assigned by the crowdsourcers in a 7-point
Likert scale.

*We did not use the raw HTML, since we consider visual elements as key to the perception of credibility.
*Three PhD students with background in British Studies, Computer Science and Information Science, respectively,
and a Master’s Degree student in Information Science



Label | Guideline

G1 2 Source is a scientific paper, or a Medical publisher or hospital/clinic or government
website or university.
G2 1 Document is citing the information they provide in their articles. They provide links

or specific references to their sources. They cite sources with credibility 2 (i.e. medical
publications and/or lab studies).

G3 1 Document is written by an expert in the field/someone qualified to write this docu-
ment (irrespective of publishing venue).
G4 0 The document is actually for advertising or marketing purposes. If so, the website

might be biased or a scam designed to trick people into fake treatments or into
buying medical products that do not live up to their claim.

G5 0 The information posted by a non-expert person providing a medical product review
or providing medical advice without proper citations (links/list of references).
G6 0 The website provides or states claims that go against well-known medical consensus

(e.g. smoking cigarettes does not cause cancer).

NOTE: It is generally allowed to look up authors to check whether they have the required knowledge to
be regarded as an expert and look up websites to find out if they are legitimate.

Table 2
Guidelines proposed in Fernandez-Pichel et al. [12].
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Figure 1: Pre-Task Questionnaire (left), which prompted the participant to give their self-assessed level
of experience on the presented topic. Post-Study Questionnaire (right), which prompted the participant
to enter demographic information such as age, gender, educational background and current occupation.

» Time of completion (in minutes): variable representing the total amount of time it
took for a crowdsourcer to complete the assessment (measured from the moment the
screenshot of the website was shown until successful completion).

3.2.3. Descriptive and exploratory variables

We also studied some variables that can influence or have some connection with the credibility
scores gathered in the study (this relation is further explored in Section 4):

« Topic familiarity: in the pre-task questionnaire, see Figure 1 (left side), participants
were asked about their prior knowledge on the topic.



Study on Credibility Judgements

Please justify your credibility rating

How credible do you find the page?
Not credible at all Very credible

Figure 2: Main-Study Screen, which presented participants with a screenshot of the assigned webpage.
The bottom of the page presented a Likert scale to rate the perceived credibility of the website and a
(non-mandatory) free-text input field to justify the judgement.

« Personal data: in a post-study questionnaire, see Figure 1 (right side), we gathered
additional information about the participants in the study (educational background,
gender, and age).

+ Justifications: we also provided the participants with the possibility of justifying their
rating in their own words (free text field).

3.3. Procedure

Once participants had been presented with the goals of the study, its methodology, and the
implications of their involvement, they provided their permission by signing a consent form.
Next, they proceeded with 3 steps to satisfactorily complete the study:

1. Each participant was randomly assigned one webpage from the collection. Before seeing
the webpage’s screenshot, they needed to fulfil a pre-task questionnaire about their
expertise on the topic of the website, see Figure 1 (left side).

2. Subjects were shown a screenshot of the entire webpage and they needed to assess its
credibility in a 7-point Likert scale (from not credible at all to very credible), see Figure
2. They had no time limit to provide this estimate, and they could scroll through the
entire screenshot and provide a free-text justification about their judgement (this step
was not mandatory, however a high number of participants provided this feedback, see
Section 4.6).

3. Before ending the study, participants were shown a post-study questionnaire, see Figure 1
(right side). Our main goal was to gather additional data, such as educational background,
age, and gender.
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Figure 3: Boxplot of the crowdsourced assessments for the three types of webpages presented (non-
credible, credible and highly credible).

3.4. Participants

We recruited a total of 1,000 users to guarantee at least 5 judgements per webpage. We used
the Prolific* platform and each participant received £0.32 (equivalent to £9.60 per hour). Our
participants were fluent English speakers, resident in the United States or the United Kingdom.
The annotators belonged to an age range between 18 and 85 years old. 53% identified as female,
45% as male, and the remaining participants identified either as diverse or other. In terms of
educational background, 40% had a bachelor’s degree, 37% completed secondary education, and
only 2.6% of the participants reported a level of education below high school.

4. Results

4.1. Reference credibility values vs users’ judgements

ROQ1 seeks to determine whether the current annotation guidelines, whose goal is to produce ro-
bust assessments of credibility for medical websites, serve as a proxy for the human’s perception
of credibility [12]. We analysed the distribution of the crowdsourced judgments according to the
three levels of reference values. As can be seen in Figure 3, it seems that there is a relationship
between both variables. The participants’ judgements tend to be higher when presented with
webpages of increasing credibility (according to experts). This is confirmed by a Spearman’s
rank correlation (p = 0.26 and a p — value < 0.01), indicating weak agreement according to [26].

Despite this correlation, there are some signs of concern regarding RQ2. Webpages annotated
as non-credible according to the guidelines were often perceived as reliable by the participants.
This can be observed by the fact that non-credible documents have very high perception
scores and their median score is 5. This confirms previous research findings that people
tend to overestimate credibility and have problems identifying low-quality sites [27, 28]. In
general, webpages labelled as credible or highly credible by the reference judgements were

*https://www.prolific.co/
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Figure 4: In the left plot, we can find crowdsourced credibility values grouped by familiarity with the
topic. The right plot represents the deviations between the crowdsourced credibility values and the
reference values (also grouped by familiarity). Positive (negative) values represent cases where users
overestimated (underestimated) the credibility of the webpage.

also considered as of high quality by the crowdworkers. However, people struggled to detect
contents that are regarded as low quality by the reference annotations.

Summing up, regarding RQ1, we can conclude that the participants’ judgements and the
reference values derived from the guidelines are correlated. As for RQ2, we found out that
crowdworkers are less prone to errors when evaluating high quality pages, but they struggled
for pages with lower levels of credibility.

4.2. Topic familiarity

Prior to completing the study and to partially answer RQ3, we asked participants about their
level of knowledge or familiarity with their assigned topic in a 5-point Likert scale (ranging
from Not at all familiar to Extremely familiar, see Figure 1 (left side)).

Figure 4 (left side) shows the relation between levels of familiarity and the participants’
judgements. It seems that the higher the familiarity, the higher the credibility judgements
provided by participants. Spearman’s correlation yielded a p = 0.10 and p — value < 0.01,
demonstrating that there is a very weak correlation between the two variables [26].

To further explore the user study data, we also computed the deviation per level of familiarity
between the reference values and the user study’s judgements. First, we applied a Min-Max
normalisation to both sets of scores. Then, the difference between the crowdsourcing judgements
and the reference values was computed -0 represents a perfect match, while a positive (negative)



value means that people overestimated (underestimated) credibility— see Figure 4 (right side).
From the figure, we might conclude that there is not a strong relation between familiarity and
how effective are users at rating webpages. However, Spearman’s correlation yielded a p = 0.13
and p — value < 0.01.

As a complementary analysis, we also computed the mean familiarity per topic (and its
standard deviation): T1 has a mean familiarity of 1.55 (0.89), T5 of 1.79 (1.07), T8 of 2.44 (1.25),
and T10 of 2.14 (1.15).

4.3. Topic analysis
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Figure 5: In the left plot, we show boxplots (per topic) of the crowdsourced assessments for the three
types of webpages presented (non-credible, credible and highly credible). The right plot shows the
deviations between the user credibility values and the reference values.

Figure 5 (left side) reports a topic-level analysis. As can be expected, there are individual
differences among the topics. Spearman’s test also revealed statistically significant correlations
between reference credibility scores and crowdsourced credibility scores for all topics. However,
the correlation for T1 was lower. These results fit with the familiarity scores described above,
where T1 was shown to be the topic that users had less knowledge about.

Again, we also computed the deviation per topic between the reference values and the user
study’s judgements, see Figure 5 (right side). Spearman’s test revealed an statistically significant
correlation between both variables (p = 0.20 and p — value < 0.01). An interesting finding is
that for the topics users are more familiar with, T8 and T10, they tend to overestimate their
perceived credibility.

4.4. Other user variables

To fully answer RQ3, the relation between additional user variables (gender, age, and educational
background) and their perception of credibility was explored. For the first two variables, no
significant correlations or revealing trends were found. However, for the educational background
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Figure 6: Box plots (per educational background) representing the deviations between the user credibility
values and the reference values. Positive (negative) values represent cases where users overestimated
(underestimated) the credibility of the webpage.

(Figure 6), we found an interesting conclusion: all groups were equally good at estimating
credibility, except for the less educated (less than high school group) and the most educated
(doctorate group). The Spearman’s test reported a p = 0.05 and p — value = 0.12 rejecting
the hypothesis that there is a correlation between the educational level and the quality of the
assessments, measured by the deviation between the crowdsourced and reference values.

4.5. Time of completion

We also analysed the time (in minutes) users needed to complete the assessment. Figure 7 shows
that users who spent less time analysing the web (between 0-6 minutes) tended to deviate less
from the reference values (deviation close to 0). We speculate that “overthinking” might be
counterproductive for this task. Alternatively, the lower quality of the estimates at the right
end of the graph could be due to other factors such as distractions. Related to this, previous
studies showed that people who take more time on this type of tasks tend to be more influenced
by visual elements and their prior knowledge [29]. In any case, the Spearman’s correlation test
revealed no statistical significance (with a p = 0.009 and a p — value = 0.78) between completion
time and deviation between crowdsourced and reference judgements.

4.6. Analysis of justifications

We offered users the possibility of justifying their judgements. This was actively used by
participants, with 93% providing a textual explanation. This gave us valuable evidence to analyse
the reasons behind credibility judgements. Yet, manual inspection was infeasible because we
had thousands of datapoints. We therefore opted for exploiting the summarisation capabilities
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Figure 7: Box plots (per completion time, in minutes) between the user credibility values and the
reference values. Positive (negative) values represent cases where users overestimated (underestimated)
the credibility of the webpage.

of current Large Language Models (LLMs). To that end, the justifications were grouped by the
different levels of perceived credibility and GPT-4 was provided with these textual extracts
and asked to generate a summary for each level. The template used for prompting the LLM
was as follows: “We are a group of scientists that have conducted an online survey on webpage
credibility. For each webpage, we asked a human assessor to provide a score credibility from 1
to 7 (very low credible to very credible). Assessors could also provide a justification on why they
assigned a given credibility score. Given a series of justifications between <>, I want you to generate
an understandable summary. <justifications>. The summary is:”. The resulting summaries are
presented in Table 3.

Some interesting patterns were observed in the provided explanations. Low credibility was
usually associated with a poor visual appearance of the webpage. Moreover, several users
mentioned the lack of reputable references as a critical aspect to mistrust information. This
suggests the existence of a direct relationship between the real perception of end-users and
the existing guidelines [12], which incorporate criteria such as the presence of authoritative
references. Regarding cases of high perception of credibility, users tend to trust professional
appearance and well-structured content. They also mentioned the importance of the qualifica-
tions of the authors or the inclusion of credible sources. These two criteria were also considered
in the original assessment guidelines (citing reputable sources or the expertise of the author).
Crowdsourcers mentioned governmental sites, e.g. NHS or CDC, as the highest trustful sources.
This also matches with the criteria stated in the guidelines. This qualitative analysis provides
tangible evidence to support current guidelines as proxies of users’ perceptions of credibility.



Perceived Credibility Level ‘ Summary of the Justifications

1 (low credibility) Many participants cited unprofessional design, poor layout, and
lack of reliable sources as reasons for low credibility scores. Ad-
ditionally, some expressed distrust towards Wikipedia and belief
that the information could be biased or incorrect.

2 The justifications mainly indicate that the webpages appear ama-
teur, unprofessional, and lacking credible sources or evidence.
Additionally, many assessors express skepticism due to outdated
information, poor design, and potential bias from advertise-
ments or affiliate links.

3 The webpages were considered less credible due to factors such as
unprofessional design, outdated information, informal lan-
guage, lack of evidence or citations, and clickbait-like content.
The credibility of some pages was questioned due to unfamiliar
brands, personal opinions, and the absence of proper qualifica-

tions or accreditations.

4 Assessors found some webpages to be credible due to professional
appearance, links to studies or association with reputable orga-
nizations, while others were seen as less credible due to informal
language, lack of citations or references, and potential for errors.
The credibility of some pages was difficult to judge without further
investigation or knowledge of the subject matter.

5 The justifications highlight the presence of credible sources, pro-
fessional appearance, and author qualifications as positive
factors for credibility. However, some concerns are raised due to
missing citations, outdated information, and potential biases.

6 Survey participants found the webpages credible due to their pro-
fessional appearance, use of medical facts and references, rep-
utable sources, well-structured content, and qualified authors.
The credibility was also often influenced by personal experiences
or previous knowledge about the subjects discussed.

7 (high credibility) The majority of the justifications indicate that the webpages are
credible due to their professional appearance, reputable sources, and
being associated with trusted organizations such as the NHS, CDC,
and various academic journals. Additionally, assessors mentioned
the presence of scientific research, citations, author credentials,
and detailed information as contributors to the credibility of the
webpages.

Table 3
Summaries generated with LLMs of the justifications provided by the crowdsourcers. We have high-
lighted some key words that served as justification for user judgements

5. Discussion

In this study, we showed that there is correlation between the annotations produced from
existing credibility guidelines and the end-user’s perception of credibility. This highlights the



value of existing guidelines [12] as proxies of credibility, thus endorsing these guidelines as a
roadmap in the complex and subjective task of credibility tagging.

We also demonstrated that this relation is topic-dependent, as users tend to deviate more from
the reference ground truth when they are less familiar with the topic. Results also confirmed
previous research that suggests that people tend to overestimate credibility and, often, struggle
to identify sites labelled as low-quality. We also studied the influence of other variables, such
as the time of completion or the educational background, and some interesting conclusions
arose. Regardless of the educational background, people have difficulties judging the credibility.
This even happens with individuals that have a strong educational background (for example,
graduated students who have often been trained in skills such as critical thinking). It also
appears that “overthinking” and spending too much time to emit a judgement does not lead to
better estimates of credibility. Text-free justifications were also inspected, confirming a direct
relationship between certain elements from the credibility guidelines and user’s perceptions.

6. Conclusions

In this paper, we have conducted a user study on people’s perception to the credibility of online
health information. First, we used a previous study in the field to produce reference values
based on a series of guidelines. We found out a correlation between these values and the
judgements collected in the study. However, some worrying facts were also found: people
tend to overestimate the credibility of the sites (this can be specially damaging when health
information seeking) and it seems that the educational background has not a direct effect in
their perceptions. As future work, we want to differentiate between closely related concepts
such as credibility (more subjective) or correctness (more factual) and study how they affect
users judgements.
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