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Abstract

A mathematical model of a complex poorly structured organizational or technical system functioning
is proposed. Approaches to building a matrix of connections between its elements are considered. The
model of nominal needs of the system in a regular situation is described, as well as the model of
replacement of functions performed by some element of the system that has failed. Approaches to
modelling the results of functional analysis are offered and the peculiarities of the hierarchical
organizational system are given. The notion of granularity of a universal set is investigated. The model
of the definition of quality of performance of functions by elements of the system is described. A model
of decision support for transferring functions of missing elements of the system or ignoring these
functions is proposed. Perspectives for future researches and developments of functional stability
direction of systems are outlined.
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1. Introduction

Functional stability is an important characteristic of a complex system [1, 2] along with other
aspects that indicate the level of stability and protection of the system from external threats [3]:
e  stability of functioning [4];
o reliability [5];
e  survivability [6, 7];
e faulttolerance [8, 9].
First of all, functional stability indicates the ability of a complex system to maintain a given
level of performance of the functions for which the system is intended, regardless of
e damage;
informational influences;
management errors;
failure of some technical subsystems;
equipment malfunctions;
various disturbances;
other operational challenges and risks.
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In particular, adequate approaches to assessing the quality of system functioning allow
formalizing the task of ensuring functional stability and timely responding to external
influences.

To assess the quality of functioning of a complex organizational and technical system, we will use
the tasks of collective arrangement of objects, which are a wide class of tasks for modelling practical
situations in different subject areas [10, 11]. Modelling and optimization problems of functional
stabilityin terms of decision-making theory using expert technologies is a promising area of
research [12, 13].

The traditional measure of management quality exists for closed (stable) cybernetic systems,
within defined variable boundaries, aligned with the system's structure goals. When this system
loses functional stability, the concept of management quality ceases to exist, and a new structure
will have its own management quality. To ensure the reliable functioning of this model, the
organizational system requires formal and documentary establishment of responsibility for task
execution by employees.

2. Related works

In the work [14] there are different approaches to ensure protection of information stored in an
enterprise's organizational system. The main focus of experts in this area is on adaptive security
approach. Security assessments have long been regarded as an activity that usually requires
human experience and a thorough understanding of policies and standards. However, once data
volume is large and very diverse, the amount of time and money required to determine
compliance with existing regulatory standards and policies rises, as well as the number of
possible inaccuracies, measurement errors, misinterpretations, etc.

In [15, 16], the authors describe maturity models, describe and determine the state of
perfection or completeness (maturity) of certain capabilities. The application of this concept is
not limited to any particular domain. The progress in maturity can either be seen as a defined
evolution path (life cycle perspective) or potential or desired improvements (potential
performance perspective). Therefore, maturity models define simplified maturity stages or
levels which measure the completeness of the analyzed objects via different sets of (multi-
dimensional) criteria.

In the work [14], the levels of Maturity is the result of the assessment of the fulfillment of the
factors and indicators within the areas or dimensions of the organization.

In a systematic review of literature, Schweigertet al. identifies around 40 maturity models for
agile development. Despite the increasing need for agile maturity models, none of the models
proposed in the literature are commonly used in practice or academia, according to the findings
[7].

Paper [15] presents various approaches to ensure complex protection in enterprise
organizational systems. The main effort of experts in this field is on adaptive security systems.
Security assessments usually regarded as an activity that requires human experience and a deep
understanding of standards and policies. If the volume of data is large and diverse, the amount
of money and time required to determine compliance to regulatory standards and policies is
high enough, as well as the number of possible measurement errors, inaccuracies,
misinterpretations, etc.

Paper [16] presents some maturity models. The state of perfection and completeness for
certain capabilities is described. The applications of the concept presented are not limited to
any particular domain. The progress in maturity can either be seen as a defined evolution path
from life cycle perspective or as desired improvements from potential performance perspective.
Thus, maturity models define simplified maturity levels which represent the completeness of
the analyzed objects via different sets of multi-dimensional criteria [17, 18].

3. Mathematical model



With some conventionality, we can assume that the purpose of a complex system is the sequential
or parallel execution of a set of tasks that ensure the reliable operation of all elements of the
system. Given this assumption, we will consider the model of complex security of a complex

system. Let some resultant ordering N functions (tasks, operations) R*= (ai1 yeees ain),
ij el :{L...,n}, jel, be given, which is built considering the sequence of tasks, which
characterizes the functioning of some organizational and technical system. Ordering R* reflects
the logic of solving the problem faced by the system, and is built on the basis of individual
ordering of tasks, which are performed by K system elements R' = (IR led= {1,..., k},

where n,,i € J,— the number of tasks in the individual arrangements that are performed by i — th

system elements. We denote by A',i € J, the subset of functions, performed by i—th system

element. Each task ensures the quality and safe operation of organizational system from the set of
tasks A= {al,...an} is characterized by two parameters:

¢ — the nominal cost of execution or the need for a resource, i €| ;
t° — nominal execution time, i € | .

When performing the i — th task of some j — th organizational system element, it is known:
Cij — thereal cost of thetask, i€ l, je J;

t) — real-time task execution, ie |, jeJ.

In the process of functioning in real conditions, the situation described in the problem
statement can differ significantly from the idealized one. In the event of temporary or long-term
failure of a system element, all functions to be performed by this element are not performed by
the system. To perform them, it is necessary to decide on the redistribution of functions or their
replacement.

We suppose, that | — th system element is absent and subset A',i € J, tasks are performed by

element with indexj, jeJ, or several elements (K, K <Kk,) with indexes
J, € I\{i},t=1.., k. Thus, according to the accepted heuristics [19], quality of the subset
problems performance A',i e J, can be close to 80% of the nominal. And due to the additional

load on items with indexes J, € J\{i},t=1...,k;, the quality of subset tasks performance
Ak jyed, teld \{i }, I € J, will also decrease significantly.
Quality of task performance from a subset AlieJ, and Ak, j e€J, teJ \{i }, ieJ, canbe

set in the described case also by membership functions (MF) g;(x),ieJ, jeJ ', e x <100%,

J' — aset of subtask indexes belonging to a subset of tasks A',i e J.

That is, with a significant additional load on the element of the system, which is transferred to
perform the tasks of the missing element, significantly reduces not only the quality of new tasks, but
also the tasks, that it previously performed in a normal mode. This model should consider additional
features:

e with a significant additional load on the system element, the quality of additional tasks

significantly decreases, for example, by a linear function, the parameters of which can be

assigned separately for each decision situation;

e the load on the elements of the system cannot exceed a given value, for example, 2-T,

where T is the time limit.

Heuristics E1. The element of a complex system, to which the execution of functions
(subtasks) is delegated, must dominated the quality of temporary replacement of the subtask
execution and perform subtasks of providing the relevant security service no worse than the
previous element.



4. Building a connection matrix between system elements

In the models, discussed in this work, the connections between elements and the functions,
which they perform, are usually one-sided. To assess the quality of complex organizational
system functioning, we will use a number of heuristics, that allow us to define a poorly
structured problem and formalize the various manifestations of uncertainty, that naturally
arises in the functioning of complex systems.

The description of the considering problem in terms of functional stability is reasonable and
perspective. Modeling the functioning of the system, using orders and quasi-orders [20, 21]
does not always give a positive result. At the same time, the use of an incident matrix can lead to
a significant loss of information about the features of the implementation of IT-processes in the
system.

To describe the model of functional stability of the system, we introduce several heuristics.

Heuristics E2. The system element performs its main functions with 100% quality.

Heuristics E3. Execution of functions for a longer period of time causes a decrease in the
quality of function implementation. The most difficult stage of functional analysis is to
determine the effects and the level of their intensity for critical elements. Actually, functional
analysis is to identify and classify such critical elements.

Heuristics E4. There is an interchangeability of elements in the system. The quality of the
replacement of a system element, that has temporarily or completely failed, can be critically low
and even dangerous for the further functioning of the system. But it always exists and can be
classified or digitized, for example, by expert methods.

Quality of functions performance from subsets Alield, and Aj‘,jt e J,
teJ\{i}, ied, can be set in the described case by MF as well

1;(X),ied, jed ", where x <100%, J' — the set of functions indexes belonging to

a subset of functions of a particular system element Ai,i € J. That is, with a significant

additional load on the element of the system, which is transferred to perform the task of the
missing element, significantly reduces not only the quality of new tasks, but also the tasks that
he previously performed normally. This model should consider additional features.

In addition, in a situation of long-term absence of a system element there are additional
costs: losses in duplicate execution of subtasks described by MF; the cost of time and resources
to find and replace the missing element of the system; payment for external recruitment or
involvement of external repair services in technical systems; the cost of time and resources of
the entire system, depending on the probability of a successful search for a replacement item
that is excluded from the system; the cost of the procedure of adaptation of a new element, the
cost of interaction with adjacent interconnected elements (the effectiveness of this procedure
and its duration can also be described by MF); when modeling the described situation should
also consider the duration of the new element in the system, the cost of functioning of such a set
of tasks in the market and other factors. The calculation of the results of the integrated quality
assessment of the functioning of the organizational and technical system is an important step in
ensuring the decision-making. The high probability of realization of possible external and
internal threats of cybersecurity requires immediate decision-making according to the
situation. In addition, a person's ability to simultaneously analyze multiple indicators is limited.
Therefore, the task of adequate determination of the integrated indicator of the quality of the
system is relevant and its solution contributes to the rapid increase of the functional stability of
the system.

Today there is a group of indicators that are used to determine the general condition of
systems. One of the common tasks of expert evaluation [22] is the choice in a pre-fixed class of
relations of some resulting (group, collective, compromise) connections. At the same time, on
the basis of several contradictory indicators, the aggregation (generalization, etc.) of indicators
into a single integrated indicator is carried out. To construct a convolution (generalized,



aggregating, integral, integrative criterion of object quality) means to supplement a partial
order on set of objects. This can be done in many ways and necessarily includes an element of
subjectivity.

To determine the integrated assessment, we build a matrix of frequencies of different levels
of functions quality V = (vij ) i=1..,100, J <n. Each row of this matrix displays the estimated

level of function quality from 0% to 100%, and the column shows the number of functions with
the specified level of performance. The granularity of the universal set must be considered.

To determine the integrated level of quality of the complex system at the first stage, we
classify the functions by the level of quality and completeness of their implementation.

Heuristics E5. Integral quality requires the use of heuristics. An integrated assessment of the
complex security system quality will be determined using an additive criterion. In this case, we
use a number of heuristics that allow to justify the adequacy of the calculation of a single
integral value of the criterion.

Determining the integrated level of complex weakly structured system functioning quality
based on the analysis of interchangeability of its subsystems and determining the best options
for improving the quality of functions requires the creation of an appropriate mathematical
model.

5. Modeling the results of functional analysis and determining the
quality of system elements performance

In the general statement, the process of building an organizational and technical system can be
seen as a decision-making process - that is, identifying options for hierarchy, interaction and
interchange of system elements. With some conventionality, we can assume that the purpose of
a complex system is the sequential or parallel execution of a set of tasks that ensure the reliable
operation of all elements of the system. Based on this assumption, in the works [23, 24] the
model of complex security of a complex system is considered and investigated.

The peculiarity of the system being modeled is that it has a hierarchical structure, and the
functions performed by the system elements are not independent. In the general case, the
following components should be considered when modeling the system:

o the level of control of the element, the subordination of the element to the highest element

in the hierarchy, the sets of subordinate elements of the lower level, functional subordination,

basic functions, the level of quality of functions, related functions, the level of quality of related
functions;

e establishing hierarchical links between elements of the system and determining the

levels of influence of one element on another or the absence of such influence;

o thelevel of influence of the unit control element on the system as a whole;

e the functional subordination of elements has a significant impact on the interaction between

units;

o level of influence according to the register of positions with double and triple

subordination;

e interaction between elements according to the register of functions at interaction

between units: cross-functional business processes.

Decision-maker can choose one or more options for system management strategy to ensure
its functional stability:

e zero quality of performance of function is allowed, i.e. decision-making of decision-maker

that function for some time or forever is not carried out by an element and system as a whole is

allowed;

e ignore the need to perform some function and thus change the structure of the system;

e replace a system element or some of its functions with another element, realizing that

the quality of functioning of the entire system will be lost;



e decisions on the critical performance of certain functions or the admissibility of non-

performance of certain functions are made at a higher level of management.

This work does not describe the architecture of the system: we note only that it has a
hierarchical structure. These aspects require further research and will not be considered in this
work.

6. Model of nominal needs in resources at a normal mode

Nominal resource requirements, in particular, the cost and time of each function, have the
values that are acquired when performing the function of complex security in normal mode -
when it is performed by an element of the system that performs the function according to the a
priori approved staffing schedule and better perform no system element is capable of this
function. Additional parameters may be specified for specific applications to ensure the reliable
operation of the organizational system, but we will not consider them in this paper. In the
process of functioning in real conditions, the situation described in the problem statement can
differ significantly from the idealized one. In the event of temporary or long-term failure of a
system element, all functions, which are performed by this element, are not performed by the
system. To perform them, it is necessary to decide on the redistribution of functions or their
replacement.

We can build a matrix of functions performed by system elements:

F'=(f° f'), where

f0 = (fijo, i=L..n ),i e | —main functions vector of I — th system element,

fl= (f_l Co.5%jefnnhs={..v, })| e | — related functions matrix of i — th system element,

Co.S#jefl...n}s={..,v}iel— performance quality level of S—th related function
by i — th system element.
We denote by A'|i e J, subset of functions performed by i — th system element.

Each task for ensuring the quality and safe operation of the organizational system from the
set of tasks A= {ai,...an} is characterized by two parameters:

0 . . -
C, — the nominal cost of execution or the need for aresource, 1 € | ;

0 . o .
t; —nominal performing time, i €1 .

Each element of the system in normal mode performs the tasks assigned to it and has limited
ability to perform the entire subset of its tasks:
>l =cC/, jed, (1)
aleAl
Ztij:T, for Vj, jeJ (2)
aleAl
Note that restrictions may be imposed for some tasks
Dt =TI, jed,

aleAl

when for each element of the system or group of elements restrictions on resources on time
of performance of a task are established. As we approach these limits, the quality of complex
security of any element of the system drops significantly and there are threats to the complex
security of the entire system.

Restriction (1) is the cost of performing tasks as an element of the organizational system - an
analogue of the employee's salary in business process modeling, and restriction (2) is a time
limit - an analogue of the monthly norms of working hours during the operation of
organizations. When performing regulatory tasks defined by the nominal tactical and technical
characteristics of the complex security system, the needs of the system and its elements in
resources (1) - (2) are constant, and the quality of tasks by all subsystems and the system as a



whole is 100%. In practice, ensuring such a situation requires the use of significant resources
and in some cases is unattainable.

Nominal tactical and technical characteristics of the complex security system are
characterized by the need for various resources the most important of which in many
organizations are:

Zn:ci‘” =(C° - system operating budget,
=1

n
Ztio' =T?9 - the total need for time to perform system functions.
i=1

7. Model of functions substitution performed by some system
element in a normal mode

Suppose that i — th system element is absent and subset tasks A',i = J, are performed by
the element with index |, jeJ, or several element (ki , ki < k,) with indexes
j, € I\{i},t =1,...,k;. Thus, according to the accepted heuristics, quality of the subset
problems performance A',i € J, can be close to 80% of the nominal. And due to the additional
load on items with indexes J, € J\{i},t=1...,k;, the quality of subset tasks performance

Al j.eJd, ted\{i}, i e J, willalsodecrease significantly.

8. Universal set granularity

All organizations strive to develop their staff, technology, culture, but most organizations do not
bring their intangible assets to strategic alignment. With some conventionality, we can postulate
that the key to creating such a correspondence is "granularity”, or detailing, i.e. the operation is
not general, but specific formulations.

Heuristics E6. We will consider, that at construction of model of system it was possible to
distribute all functionality of its elements on such functions, which are the constant units
commensurate with each other. That is, the complexity and quality of all functions can be
considered as values of the same order. It should be remembered, that the functions, performed
by the system, of course, are different in priority, importance, weight, impact on other functions,
labor effort to implement them, and so on.

Sometimes it is enough to enter several subsets to digitize (arithmetic) the scale. To define
the concept of security, the whole set of states of the system is divided into subsets: S_ —correct

states (failures are absent); S, — working states (there are one or more failures, that do not

lead to change (deterioration) of the system parameters values due to the availability of
redundancy); S, — protective states; S —dangerous states.

Existing tools for assessing the effectiveness of the organizational system, which are the result of
the "best practice" use include models of maturity and models of process capabilities [14, 25].
Typically, various tools for evaluating the effectiveness of the complex security management system
use a maturity assessment system, that scales from 0 to 5, with 5 being the highest level of maturity
in Table 1.

To build an integral quality function, the decision-maker system determines discreteness or
granularity: the heuristic, adopted depending on the desired level of detail, that suits the
decision-maker, corresponds to the desired accuracy of the problem, the peculiarities of the
used formulas and the allowable accuracy of calculations and rounding acceptable for decision
making. An important feature, that affects the complexity, accuracy, adequacy of the model, is
the choice of granularity size.



Table 1
System maturity levels

Number of order Maturity level Verbal presentation
1 0 Not performed
2 1 Performed unofficially
3 2 Planed
4 3 Well defined
5 4 Quantitatively controlled
6 5 Permanent improvement

Heuristics E7. When determining the grain size, the expert can choose the intervals of 1%,
3%, 5%, 10%, etc. The choice of interval depends on the need to detail the task. It is important
that the intervals are the same - for ease of calculation and sufficient intuitive validity. MF of a
fuzzy set of type 2 and above will be called blurred MF. Blurred MF is interpreted as an area of
insensitivity (inaccuracy, uncertainty) of the expert in determining the MF of objects

X, X€ X, to set A.The size of the interval, ie the "degree of confidence" of the expert in his

assessment, is a characteristic of the quantitative measure of this inaccuracy. Formally, this
uncertainty can be determined using "granularity” [26], which reflects the degree of inaccuracy
of the measured parameter in relation to the value of "grain". "Grain" is an indivisible (of course
inaccurate) unit of measurement of this parameter In our case, such a parameter is the MF itself,
which is determined in the interval [0,1], the smallest unit of which determines the limiting
grain size of the scale. The grain size is determined based on the "limits of distinction" of the
grains for the expert

C1. We will use the term "evenly distributed blur", when under the conditions of the problem
the whole set of admissible values of the blurred quantity is equivalent (all values in the interval
can be acquired "equally") or when only the range of blurred values is known and there is no
possibility to obtain more detailed information about this interval. Blurred MF in the case of
"evenly distributed blur"” can be specified: in the interval form,

LA (X) €[zen (X), 222 (X)]; indicating absolute inaccuracy, sz, (X)= 25 (X) %A, (X),
where £Q(x)— the "most probable" value of the MF value X to subsetA, Au,(x)—
"measurement accuracy”; indicating relative inaccuracy, sz, (X) = 23 (X)+ 12 (X),
£e(0]].

C2. "Multivalued (discrete, point) blur”, when the results of individual measurements of the
blurred quantity are obtained in the form of point estimates and they do not coincide with each
other.

C3. "Three-point blur", when the limits of change of the blurred value are known, as well as its
most probable or most desirable value for the expert. This method of specifying the blurred
value can be described, for example, by a triangular MF.

C4. "Unevenly distributed blur" when the blurred value of the MF is described by some
function that is not necessarily triangular or trapezoidal. Using the concept of granularity, we can

determine the "degree of accuracy” of expert assessment. We denote this measure by oV, and
the grain size - through a®. Then, depending on the method of representation of the blurred
MF, the value o is determined by one of the formulas:

a® =a® 7 pR (x)— g (%),

a® =? / Agep(X),

a® = a® 1 a® (/’lA (x))

e a(e’), a® e [0,1],— measure of the expert's confidence in the assessment.

If the distribution of values within individual intervals is not uniform in determining the
resulting intervals, this is also considered accordingly. Finally, the resulting intervals of MF are



determined by applying to them the defined criteria of "degree of inaccuracy" of the assessment,
which are based on the proportionality of the defined interval with the "granularity” of the
measurement scale. The resulting MF are defined as a point or interval, on the principle:

. 1/ Z(NZH (Xi )+ /U/*AB (Xi ))- if /UZB (Xi )_ /”ZH (Xi ) = a(Z)v
Ha (Xi)= H B . B *H @
[ﬂA (%), (Xi)]' if 2 (6) - w0 (%) >>a®, iel.

9. Decision-making model for transferring functions of an absent
element or ignoring these functions

With the significant additional load on a system element to which functions of an absent
element have been assigned, the quality of not only the performance of new functions but also
the quality of functions it previously normatively executed is significantly reduced [27]. In such
a model, additional heuristics should be utilized.

Heuristic E8: With significant additional load on a system element, the quality of its
execution of additional tasks decreases significantly, for example, following a linear function,
the parameters of which can be assigned separately for each decision-making situation.

Heuristic E9: The load on system elements should not exceed a specified limit, for instance,
2*T, where T represents a time constraint established by formula (2).

The application of heuristics E8-E9 results in determining new levels of task execution
quality and the system's overall functioning quality. Additionally, changes occur in the resource
requirements necessary for task execution in the new conditions when all the tasks of the
absent system element are transferred to another element.

If it's known that a system element is temporarily absent, and an experienced decision-
maker understands that there's no urgent need for the execution of this element's functions, a
decision can be made to temporarily suspend the execution of the respective functions.

Heuristic E10: If there's no responsible element for performing an autonomous function, the
quality of executing the function gradually declines over time. The pattern of the decline in the
quality of performing functions can be determined separately for each individual case.

Heuristic E11: If a function for which no executor is defined is not autonomous, meaning
other functions depend on its execution, the formula for changing the quality of performing
dependent functions is determined separately for each specific decision-making situation.

The decision to ignore functions temporarily left without an executor is highly responsible
and requires continuous monitoring by the decision-maker or a controller appointed by them.
During each monitoring iteration, an evaluation is made of the change in the organization's
functioning quality in accordance with heuristics E10-E11.

10. Computational experiment

To confirm the effectiveness of the mathematical model based on heuristics E2-E5 as
formulated in this work, a computational experiment was conducted. This experiment was
grounded on a dataset provided by the company "Modern Trading Technologies" (Kyiv,
Ukraine). It took into consideration the need to ensure the confidentiality of information and
the preservation of commercial secrets regarding job titles of critical elements and the
specification of the functionality of organizational system elements at all management levels.
Based on the company's organizational chart, a table of subordination and functionality of
critical elements of the organizational system was constructed. The results of the analysis of the
organizational chart led to the construction of Table 2.

For the application of multi-attribute selection to the parameter values of critical elements
presented in Table 2, these parameter values were transformed into dimensionless form. The
results of these transformations are provided in Table 3. It's important to note that these values
can be interpreted as the deviations of each parameter value from the optimal.



Table 2
Absolute values of parameters for critical elements in terms of their management functionality

Critical System Number of Number of Number of Number of
Elements / administrative functional functions functions

Parameters of subordinates subordinates performed by performed by

Critical administrative functional

Elements subordinates subordinates
Element 1 7 2 155 24
Element 2 3 6 91 96
Element 3 2 3 52 12
Element 4 5 3 112 23
Element 5 4 4 103 21
Element 6 5 4 93 35
Element 7 3 4 87 27
Element 8 4 2 76 15

Table 3

Normalized values of parameter values of critical elements to make them dimensionless

Critical System Number of Number of Number of Number of

Elements / administrative functional functions functions

Parameters of subordinates subordinates performed by performed by

Critical administrative functional

Elements subordinates subordinates

Element 1 0 1 0 0,81

Element 2 0,6 0 0,52 0

Element 3 1 0,75 1 1

Element 4 0,4 0,5 0,42 0,83

Element 5 0,4 0,25 0,50 0,86

Element 6 0,4 0,5 0,60 0,64

Element 7 0,8 0,5 0,66 0,77

Element 8 0,6 1 0,77 0,95

In the next stage of the computational experiment, expert opinions were used to introduce
normalized weight coefficients for each of the parameters characterizing the controllability
standards of critical elements. The results of the expert survey are summarized in Table 4.

Table 4
Cumulative values of normalized weight coefficients for parameters of critical elements based on
collective expert assessment

Parameter Name Characterizing Critical Elements Relative Weight of
Parameter

Number of administrative subordinates 0,49

Number of functional subordinates 0,24

Number of functions performed by administrative subordinates 0,16

Number of functions performed by functional subordinates 0,11

Based on the data presented in Table 3 and Table 4, we calculate the weighted normalized
values of the parameters. These data are calculated as the product of the normalized values of
the parameters and the weight of each parameter. The weighted parameter values are
summarized in Table 5.



Table 5
Weighted normalized values of critical element parameters for quantitative determination of the
level of element criticality

Critical System Number of Number of Number of Number of
Elements / administrative functional functions functions
Parameters of subordinates subordinates performed by performed by
Critical administrative functional
Elements subordinates subordinates
Element 1 0 0,240 0 0,089
Element 2 0,294 0 0,084 0

Element 3 0,490 0,180 0,160 0,110
Element 4 0,196 0,120 0,067 0,091
Element 5 0,196 0,060 0,081 0,095
Element 6 0,196 0,120 0,096 0,070
Element 7 0,392 0,120 0,106 0,084
Element 8 0,294 0,240 0,123 0,105

Based on Table 5, we will determine the integral criticality values according to various
criteria and the resulting level of element criticality in Table 6.

Table 5

Integral values of element criticality level

Critical System Number of Number of Number of Number of
Elements / administrative functional functions functions
Parameters of subordinates subordinates performed by performed by
Critical administrative functional
Elements subordinates subordinates
Element 1 0,240 0,329 0,256 72,5
Element 2 0,294 0,378 0,306 67,4
Element 3 0,490 0,940 0,557 33,8
Element 4 0,196 0,474 0,256 69,1
Element 5 0,196 0,431 0,240 71,1
Element 6 0,196 0,483 0,259 68,7
Element 7 0,392 0,702 0,432 49,2
Element 8 0,294 0,762 0,412 51,1

Posterior expert survey regarding the obtained values of integral criticality levels for the
studied elements confirmed the objectivity of the results obtained. It should be noted that
critical elements 1-8, as presented in tables Table 2-Table 4 and Table 6, also aligned with the
results obtained based on the provided calculations, thus confirming the validity of the
approach proposed by the authors.

11. Results

A mathematical theoretical model of a complex poorly structured organizational or technical
system functioning is proposed. Approaches to building a matrix of connections between its
elements are considered. The model of nominal needs of the system in a regular situation is
described, as well as the model of replacement of functions performed by some element of the
system that has failed. Approaches to modelling the results of functional analysis are offered
and the peculiarities of the hierarchical organizational system are given. The notion of
granularity of a universal set is investigated. The model of definition of quality of performance



of functions by elements of system is described which shows that decision-maker can choose
one or more options for system management strategy to ensure its functional stability.

12. Prospects for Further Research

The problem described in this work holds broad prospects for researching and modeling the
information security of complex systems. Based on the approach described, new problem
formulations can be developed, and new approaches to enhancing modeling adequacy can be
determined. To account for the specifics of real systems more comprehensively, it is necessary
to complexify the described mathematical model [28, 29]. This can include considering factors
such as:

e Determining the limits of resilience reduction in the system, assessing threats to its

overall security.

o Evaluating the acceptable level of reduction in the overall security of system elements

and task performance.

e Taking into account the presence or absence of connections between tasks: the impact

of one task on the quality of performance of other tasks.

e  Solving optimization tasks for forecasting the quality of system operation, the cost of

ensuring this quality, and calculating allowable time expenditures.

o Restoring the acceptable level of system operation quality when multiple elements fail:

determining the necessary conditions for operation.

e Formulating the problem of determining the integral quality of system operation in a

fuzzy setting.

o C(Creating a model of the impact of recruitment performance on the overall system

performance.

e  Compiling a registry of employee motivation models for units.

e Solving the problem of forecasting personnel load at the current staffing level:

generating options for task execution by elements.

o Establishing the level of departmental operation reliability in the current personnel

status - determining the "margin of strength."

e Developing procedures for comparing the level of comprehensive security provision

depending on the decision to personalize task execution.

e  Constructing a function for a priori linguistic variables with approximate names such as

"critically acceptable level of comprehensive security,” "system's risk operation,” "sufficient

level of comprehensive security,” "high level of comprehensive security," and so on.

non

13. Discussion

The peculiarity of the system being modeled is that it has a hierarchical structure, and the
functions performed by the system elements are not independent. In the general case, the
following components have been considered when modeling the system: the level of control of
the element, the subordination of the element to the highest element in the hierarchy, the sets of
subordinate elements of the lower level, functional subordination, basic functions, the level of
quality of functions, related functions, the level of quality of related functions; establishing
hierarchical links between elements of the system and determining the levels of influence of one
element on another or the absence of such influence; level of influence according to the register
of positions with double and triple subordination; interaction between elements according to
the register of functions at interaction between units: cross-functional business processes.

This work does not describe the architecture of the system: we note only that it has a
hierarchical structure. These aspects require further research and will not be considered in this
work.



14. Conclusions

With the loss of functional stability of this system, the concept of quality management does not
exist, and for the new structure will have its own quality of management. To ensure the reliable
operation of the described model, the organizational system requires formal and documentary
responsibility consolidation for the tasks performances by employees. Based on the developed
model of a complex organizational system with critical infrastructure and the analysis,
presented above, the following conclusions can be made: the model of the restoration problem
of admissible quality level of system functioning at failure of several elements is considered:
definition of necessary conditions of functioning; a priori assessment of the system reliability in
safe mode is allowed; helps to increase the efficiency of communication between employees and
departments; the delimitation of responsibility areas of managers and the definition of their
powers; improved understanding of the functionality by employees and its formalization; the
use of resources of the organizational system by eliminating duplication of functions is
optimized; helps to improve coordination between departments; avoids uncertainties in the
interaction between managers and departments.
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