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Abstract

In the present paper blockchain-based data storage systems are getting reviewed. A comparative
description is given to different data storage systems that use blockchain technologies in order to
store data. The authors review pros and cons of the selected blockchain-based data storage systems.
As a result, the optimal data storage system is chosen and suggestions on how to improve the storage
systems are given.
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1. Introduction

Our world changes constantly and lots of things get discovered every day. One of such
discoveries happened about 30 years ago and gained a huge popularity in the last decade. This
discovery is a blockchain. It started as a solution for timestamping of the digital documents, so
no documents get misdated.

However, the most recent decade has proven that there are more use cases in which
blockchain technologies can come in handy. Blockchain-based data storage systems are
among these technologies as well. Based on blockchain, these technologies makes data storage
cheaper and more reliable compared to centralized data storages. Also, blockchain-based data
storages don’t require advanced hardware to maintain their data centers since they simply
don’t have them. This allows profiting for businesses and individuals who are free to rent out
their drives’ free space.

Data storage in blockchain-based systems is implemented in following steps:

Data breaks into pieces (shards) during sharding

Shards of data get encrypted

For each shards is generated a hash which is sent to a blockchain ledge

Shards get replicated

Copies of shards are sent to nodes with synced ledger

User receives a key to decrypt their data

Currently there are four big blockchain-based storage networks:

e BitTorrent

e Filecoin
e Sia
e  Storj

Ul WD

COLINS-2024: 8th International Conference on Computational Linguistics and Intelligent Systems, April 12-13, 2024, Lviv, Ukraine
olga.cherednichenko@univ-lyonZ2.fr (0. Cherednichenko); iryna.kyrychenko@nure.ua (I. Kyrychenko);
hlib.tereshchenko@nure.ua (G. Tereshchenko); denys.miand @nure.ua (D. Miand); serhii.pylypenko @nure.ua (S. Pylypenko)

@ 0000-0002-9391-5220 (0. Cherednichenko); 0000-0002-7686-6439 (1. Kyrychenko); 0000-0001-8731-2135 (G. Tereshchenko);

0009-0006-9691-1782 (D. Miand); 0009-0009-9049-7172 (S. Pylypenko)

@ ® © 2024 Copyright for this paper by its authors.
By

Use permitted under Creative Commons License Attribution 4.0 International (CC BY 4.0).




This work’s goal is to give a comparative characteristic of the data storage systems
mentioned before to show their differences with pros and cons to give further suggestions on
how these data storage systems could be improved.

2. Related Works

In [1] it was mentioned that scalability, security and decentralization belong to blockchain
trilemma pictured on Figure 1.
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Figure 1: The blockchain trilemma

The blockchain trilemma offered by Vitalik Buterin states that it is inevitable that these
parameters will be traded between each other. Author of the trilemma states that blockchain
itself is decentralized and security is an essential part of it. However, it affects scalability and
Bitcoin network is a good example of it since reducing latency to improve transaction
throughput may result in weakening of security due to a higher probability of creating forks in
the blockchain.

It totally makes sense, and it affects blockchain-based data storage systems as well. Main
purpose of this research is to find out which of the most popular blockchain-based data storage
systems is the best for use. These three parameters from the blockchain trilemma will be
reviewed as well during this research.

Authors of [2] make a good work proving that modern challenges require better solutions
than centralized cloud data storages due to high risks of data being accessed by dangerous
individuals thus possessing threat to security and privacy of clients. This may lead to bad
consequences for both individual users and organizations. There step in IPFS (InterPlanetary
File Systems) that require stable connection between nodes which may lead to some
performance issues instead rising the security level of the data.

However, using blockchain-based data storage systems gives more privacy and security it
doesn’t ensure that nothing bad happens to data. There still could be malicious nodes, so data
tampering and other malicious activites, such as stealing of a content under the copyright,
spreading of illegal content, etc may take place. Ways of protecting from it were researched in
detail in [3]. Authors of this article suggest the way of protection for users’ data. Although the
object of their research is a medical data storage, it is still mostly applicable to general
blockchain-based data storage systems.

For example, these measures offered by authors may help in preventing data losses or
unwanted data access if the following measures are taken:



e System immutability: once data gets into storage it cannot be neither removed nor

changed

e Decentralization: data must be stored in multiple different locations with an

independent access to data to prevent a single point failure

e Digital signatures: ensure non-repudation by using signatures based on asymmetric key

encryption

e  Blockchain hashing algorithm: ensures integrity of data

e Data audibility: each node must be able to perform and audit

e  Scalability

e  Easy tracking: user should be able to see his data at any moment

These methods seem completely reasonable and having them applied would mean having the
security grade of a given data storage system close to the highest grade possible.

3. Methods

In this part the problems of local storages and general cloud services are being stated to explain
why it makes sense to switch from older technologies everyone is used to the newer ones. Also,
there will be explained how the problem of selection of the optimal data storage system is going
to be solved. In the last subsection there will be given more information on selected data-
storage systems with their pros and cons.

3.1.Problems to solve

First thing first, we should investigate feasibility of switching from local data storages and
usual cloud storages to blockchain-based storages. There are some problems that cause
switching from “non-modern” data storage systems [4-6]:

e  Growth of data volumes: modern world goes through the phase where data volumes

grow exponentially each day due to increase of its quality (higher resolutions for images,

bigger data sets for data mining, etc.) and capabilities of data storing hardware.

e  Security and privacy problems: with technologies improvements come improvements of

hackers’ skills. However, people strive to keep their data as secure and private as possible.

There comes the need in newer ways to protect user’s data.

e Importance of effective data management: searching, indexing, metadata control are

important features that allow users save a lot of time to get to needed data units.

e  Scalability: bigger data volumes require more powerful data storage systems which will

be able to store users’ data and process it quickly.

e Trendiness: as blockchain is trendy nowadays, people try hard to learn it and test these

futuristic and not yet properly explored things.

If you give it a thought, there are many problems which are if not solved, then are greatly
relieved in blockchain-based data storage systems [7, 8].

3.2.Way to solve

Main purpose of this work is to determined differences between the most popular storage
systems [9] that use blockchain to operate.

For this research has been decided to use linear additive convolution with normalizing
factors as it gives precise results while still being simple.

Next step after deciding on using this method is to decide on parameters which values will
play its role in selecting some blockchain-based data storage as an optimal one.

There are the parameters which are crucial when deciding if the blockchain-based data
storage is worth using it (grades will be varying from 0 to 10 where 0 - worst result of a
modern worl, and 10 - best result so far):



1. Cost - represents the cost of using and deployment of a specific data storage system.

Mark is based on usage cost compared to other systems [10, 11].

2. Speed - represents the speed of the data processing and transmission. Speed estimates

are based on total bandwidth flow and transaction processing speed for each system.

3. Security and privacy - represent level of users’ data protection and how unlikely the

data could be stolen or accessed by hackers. Evaluated relative to other blockchain-based

data storage system in comparison.

4. Memory capacity - represents the amount of memory available or space for data storage

in each system. The score is calculated relative to other systems.

5. Centralization - represents the centralization level of the particular data storage system.

Even though it might count as a part of security parameter, we believe it should be a separate

parameter as it is one of the main features provided by blockchain-based systems.

This method should let us compare all the chosen blockchain-based data storage systems to
get a better understanding which one of them is optimal for migration there.

3.3.Familiarization with competing data-storage systems

This part will serve as a guide to what each of the competing blockchain-based data storage
systems is [12-14] and what is its pros and cons. It will reveal more details about these systems
which should give a better understanding of the current state of each system.

1. BitTorrent - a protocol for sharing and distributing files which uses a decentralized

network to upload and transfer parts of files between users. The only cons of this data

storage system are connected with it being secure so nobody has access to uploaded files,
therefore the data could contain a harmful software or illegal content (either protected by
copyrights or just forbidden by law).

Main benefits of BitTorrent:

e  Decentralization: users can upload and share files simultaneously without overloading

centralized servers;

e Upload speed: sharding allows faster receiving of big amounts of data

e Bandwidth: each user uploads and receives files at the same time which lowers the

pressure on the network

e  TRON-based: affiliation with a famous and long-maintained network is a plus since this

is more stable, so data should be accessible all the time and won’t get lost in the future due to

the network’s shutdown

2. Filecoin - decentralized network which allows storing and sharing of data using

cryptocurrencies and blockchain technologies.

Main pros of Filecoin:

e  Decentralization: the network uses nodes all around the world to operate so no main

server is necessary for it to work

e High level of customization: storage providers are free to set the conditions of their data

providing, be it the cost of the space they provide, who can use their service or under which

jurisdiction they want to work with their potential client

e  Proof-of-storage protocol: the system uses a unique protocol which checks if the data is

really stored on chain before the storage providers receive their fee

e Easy provider switching: users are free to change their storage provider since there is

an implemented content addressing for files so user doesn’t have to download their files to

reupload them to another provider’s storage if they decide to do so

Main cons of Filecoin:

e  Entry barrier: Filecoin uses its own token for transactions inside the system what forces

users to spend additional time to trade the tokens

e  Prices instability: as all the economy is built on the tokens which are not some

stablecoins, the prices can vary from very high to very low



3. Sia - decentralized data storage platform which uses blockchain technologies to create a
distributed storage network.
Main pros of Sia:
o High privacy: the network’s decentralization makes any third parties unable to access
your files or prevent you from accessing them
e Easily interactable: Sia exposes endpoints which are easily understandable since they
are using JSON. The endpoints give access to the renter-host protocol which allows massive
renting operations
e  Open source: all software is completely open source which allows users to contribute to
the code and even build applications and businesses on top of Sia
e High throughput: Sia stores redundant file segments on nodes across the globe
providing high throughput
Main cons of Sia:
e Potentially dangerous files: due to absence of control over transferred files (which is
usually one of pros), may happen a scenario where illegal or harmful files may be transferred
over the network
e Dynamic pricing: due to instability of tokens which are used to purchase services on the
network, a provider may earn money which wouldn’t cost anything on the next day
4. Storj - decentralized data storage platform which uses blockchain technologies and
cryptography protocols to maintain data security and privacy.
Main pros of Storj:
e  Quick data transfer: due to operations being performed simultaneously data transfer
appears to happen quicker
e  Security: every file is encrypted which prevents data from being either censored, or
hacked
e  Sustainability: as promoted by the company, when using this system, due to absence of
data centers, “user’s carbon footprint is dramatically reduced”
e  Stable cost: unlike usual pattern where the cost of services may vary due to token price
volatility, Storj provides costs in real money what makes it clear how much user has to pay
Main cons of Storj:
o Datarecovery: if a storage of one of the nodes gets broken, then part of data may get lost
e  Hosting complexity: process of becoming a storage provider is difficult due to users
reviews
Summing up all the information given in this section, these systems look alike with most of
their features being similar, yet with little details added to some of them.

4. Experiment

In order to decide on optimal blockchain-based data storage system the earlier considered
methods will be put to use.
First of all, we have to grade every system by selected criteria:
BitTorrent:
1. Cost (7/10): offers good prices in comparison to cloud storages, but not cheapest in
blockchain-based data storages industry
2. Speed (8/10): known for its pretty fast data transfer capability due to its peer-to-peer
technology
3. Security and privacy (8/10): provides good level of security and privacy, but not the
highest in the industry [15, 16]
4. Memory capacity (8/10): offers a large amount of storage, but not unlimited
5. Decentralization (7/10): is decentralized, however its level of centralization is lower
than level of its competitors [17]
Filecoin:



1. Cost (8/10): offers a competitive pricing which makes the model affordable for many
users

2. Speed (7/10): its speed is decent, however not the transfers are not the fastest
3. Security and privacy (9/10): known for its good security measures [18]

4. Memory capacity (9/10): has a large decentralized storage network

5. Decentralization (8/10): is decentralized, but there are still some aspects of
centralization

Sia:

1. Cost (9/10): known for its high cost-effectiveness
2. Speed (8/10): offer a good speed of transfer

3. Security and privacy (9/10): provides a high level of security and privacy due to its
decentralized nature

4. Memory capacity (8/10): offers large data storage, but not unlimited
5. Decentralization (9/10): the system is highly decentralized

Storj:

1. Cost(8/10): offers competitive pricing model

2. Speed (7/10): good transfer speed, but not the best

3. Security and privacy (9/10): offers a high level of security and privacy due to its
decentralized nature

4. Memory capacity (8/10): offers large data storage, but not unlimited
5. Decentralization (8/10): the system is decentralized, but there are still some aspects of
decentralization

Below you can find Table 1 with all this data:

Table 1
Parameters of the blockchain-based data storage systems
System Cost Speed Security and Memory Decentralization
privacy capacity
BitTorrent 7 8 8 8 7
Filecoin 8 7 9 9 8
Sia 9 8 9 8 9
Storj 8 7 9 8 8

The formula (1) of the convolution with normalizing factors is as follows:
n
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Here are the normalizing factors for the convolution:
Cost: 1/ (7+8+9+8) =1/32 =0.031
Speed: 1/ (8+7+8+7)=1/30=0.33
Security and privacy =1/ (8+9+9+9) =1/35 =0.29
Memory capacity = 1/ (8+9+8+8) =1/33 =0.3
e  Decentralization =1/ (7+8+9+8) =1/32 =0.31
Next step is counting of the convolution index.
Results will be as follows:
e BitTorrent: 7/32 +8/30 +8/35 +8/33 +7/32=1.175
o Filecoin:8/32+7/30+9/35+9/33 +8/32=1.263
e Sia:9/32+8/30+9/35+8/33+9/32=1.329



e Storj:8/32+7/30+9/35+8/33+8/32=1.233
Now when we've got every data storage system’s convolution index the experiment is over
and it’s time to sum up all our results.

5. Results

In the Table 2 below there is data from Table 1 with respective convolution index in front of
every present data storage system.

Table 2
P:?a?neters of the blockchain-based data storage systems with convolution index
System Cost Speed Security Memory Decentraliza- Convolution
and privacy capacity tion index
BitTorret 7 8 8 8 7 1.175
Filecoin 8 7 9 9 8 1.263
Sia 9 8 9 8 9 1.329
Storj 8 7 9 8 8 1.233

So, even though the results are very close, the Sia has the highest convolution index. The
lowest one, on the other hand, was acquired by BitTorrent. The final results are with each
blockchain-based data storage system'’s placement is shown in Table 3 below:

Table 3
Final result of the experiment
System Convolution index Placement
BitTorrent 1.175 4
Filecoin 1.263 2
Sia 1.329 1
Storj 1.233 3

So, according to the results, Sia received the highest grade, Filecoin has the second highest
grade, Storj has the third one and BitTorrent has the lowest. The results do not differ very much.
However, they allow us to tell which of the data storage systems is slightly better.

The method we used allowed us to choose optimal blockchain-based data storage system
having in mind all the parameters are equally important to us [19, 20]. It allows us to spot even
minor differences while deciding on which of the data storage systems is better.

6. Discussions

First of all, it is important to discuss which other ways to discover the most suitable blockchain-
based data storage system we had. There are some more ways that come to mind if we decide
not to use the chosen method:



e  Feature by feature comparison - rough method which doesn’t give any precise results

and is strictly subjective. The point is to choose main features and compare data storage

systems to one another. After finding differences, choose which one has better ones. Hasn’t
been selected due to being inaccurate.

e Linear additive convolution with weighted coefficients - another type of convolution

which is more suitable if we have exact preferences on features. Difference with the chosen

method is that multiplicators are selected based on our preferences instead of sum of grades
on the parameter. Hasn’t been chosen because it's been decided to study generally better
blockchain-based data storage, not raiting one parameter over another.

Summing up the analytics above, it seemed more logical for us to use linear additive
convolution with normalizing factors.

Since we've got the results, we can now also form suggestions on improvement for every
system on the list:

e BitTorrent: Since it has the lowest grades for almost every parameter, then it would

have a lot of aspects to work on. The cost problem could be fixed by adding liquidity to the

chain’s token. It would add some stability to the token price and storage costs should be
reduced by the market. Regarding speed, memory capacity and decentralization, their
situation could be improved by attracting new users into system, which, due to the
blockchain trilemma, would lower the level of security [21]. The security level’s loss can also

be compensated by adding the features from the research [22].

e  Filecoin: It has almost the highest marks of security and memory capacity. The security

is again to be improved by adding measures from [22-24]. Speed, on the other hand, has the

lowest value among all the participants. It can be improved by enlarging the quantity of
storage providers or getting new storage providers with high storage capacity; however, it
would lower the security level. Costs could be normalized by, again, adding liquidity or
getting more users. New users would also raise level of decentralization and speed level in

exchange for privacy [23, 24].

e Sia: It has got the biggest grade for almost every parameter. However, it can still be

improved. It is mostly about getting new customers and storage providers with bigger

storages and in more places around the world.

e  Storj: Since it has its cost in dollars, then liquidity suggestion would not help there.

However, all other tips given to another data storage systems are applicable there.

As many can notice, the ways to improve blockchain-based data storage systems are not too
diverse. Therefore, all the systems have received pretty much alike suggestions. In [25] authors
propose a model for secured data storage in decentralized cloud by using Etherium. The
proposed system solves the challenges of cloud computing by integrating MetaMask for user
registration, Ethereum smart contracts for secure data storage, ECC for efficient encryption, and
IPFS for decentralized file sharing. It provides enhanced security, user privacy and
decentralization by leveraging the strengths of each technology in a unified approach. Alike
methods are also mentioned in [26, 27].

7. Conclusions

The purposes of the research were to find optimal blockchain-based data storage system, to see
how they differ and what can be done to improve them.

During the completion of this paper, we've researched differences between most popular
blockchain-based data storage systems in order to decide which of them was better. It appeared
that Sia was the better one, Filecoin was the second one, third one was Storj and Bittorent was
the last. However, it doesn’t mean any of them is either bad or superior - they are all decent and
have its own pros and cons. Then we have added suggestions for each one of them on how they
can be improved.



The choice of method to decide which one of the systems was better has been highlighted as
well as it was explained why other methods would be less effective during this research.

However, as stated before, this work doesn’t give a definite answer to the question “What
blockchain-based data storage system is better?” or “Which blockchain-based data storage
system should I be using?” as there are still a lot of subjective factors like looks of interface,
companies-partners, etc. which have not been taken into account since it has been decided to
avoid subjective factors during decision-making to make the decision more clear and objective.

However, we think this topic deserves more researches from other perspectives or using
other methods. In example, it is worth to make some research with statistics gathering on the
subjective aspects of the given blockchain-based data storage systems. It would give even more
precise results than this research and could even probably answer the questions stated before.
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