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Abstract

The European Union (EU) Digital Identity Wallet (DIW) intends to give citizens control over
personal data sharing. The DIW users will have full and sole control over their data. The EU
intends to address the risk to citizens’ privacy in cases where data from and about users is
gathered and exchanged by online service providers. However, it is unclear how users of the EU
DIW can decide what data to share and how to prevent sharing too much data with online service
providers. In order to reduce this risk, we need to understand it first. Drawing on expert
interviews, this paper presents a novel analysis of the risk of over sharing through the EU DIW.
It defines the risk and what aspects influence the risk from literature, documentation and expert
interviews. Over-sharing data occurs when users share more data than strictly required for the
service or product acquired online and multiple aspects influence this risk, specifically the user
capabilities and orientation, the loss of context awareness, the quality of the data and the ease of
sharing.
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1. Introduction

Users share data online to obtain a wide variety of services and products. How organizations
use this data and how users have gone from consumer to product has been widely studied
in academia. Examples include literature on privacy and related business models [1],
literature on the regulation on data protection (like GDPR [2]), and privacy decision making
[3]. Minimizing data sharing to protect user interests is discussed in the literature on online
privacy, and cases such as Facebook and Cambridge Analytica have shown how data is
gotten from and used to influence individuals [4].

To provide citizens of European Union EU (EU) Member States (MSs) with the means to
control where they share data with both public and private organizations the EU Digital
Identity Wallet (DIW) is described in the amended eIDAS Regulation [5]. The DIW gives
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users full and sole control to decide where they share data. This raises the question of
whether users can bear that responsibility or if they risk sharing too much of their data
online [6], [7]. Before measures can be identified and implemented to support the user in
online data-sharing decision-making, we need to understand better how the DIW impacts
data-sharing online and how the DIW changes the risk of over-sharing data. Given the
emerging nature of the DIW, hardly any research sheds light on this risk of over-sharing. To
detail the risk and impact experts from the Dutch context were interviewed.

This short paper describes in the second section the background and literature review,
the third section describes the research methodology, the fourth and fifth sections present
the results of analysis and expert interviews, and a conclusion in section six.

2. Background

The European Union has recognized the need for trust in online interactions since the early
days of the Internet. National eID schemes appeared as early as the 1990s and have been
studied from an identity model perspective [8], [9] and the actual implementations and
their status per country [10], [11], [12]. Recently the EU Regulation on cross-border use of
national eID solutions was amended and the Digital Identity Wallet (DIW) is introduced as
the solution for online identification and sharing of data [13]. The DIW has multiple goals,
including online authentication, electronic signing, and control over personal data. This
should enhance privacy, legal certainty and trust in online interactions. Citizens of EU
Member States can use the DIW to access and share their data in all EU Member States with
public and private sector organizations [14], detailed in the Architecture and Reference
Framework (ARF) [15].

As a solution, digital wallets themselves are not new, the earliest appeared over a decade
ago at Bigtech companies, in 2021 counting at least 18 wallet suppliers [16]. The EU DIW
differs from the existing digital wallets by being regulated on European level and storing
national digital identifying data for citizens. In addition, the DIW is subject to strict
oversight, it needs to be offered free of charge to the user, and the code needs to be open
source. Specific private sector industries are required to accept the DIW.

2.1. Sharing data with the EU DIW

Sharing data with the EU DIW starts with the user interacting with a Wallet Provider (WP)
to install a nationally certified (eIDAS compliant) wallet on their device. With the wallet the
user interacts with Issuing Parties (IP) to retrieve data and store it in the wallet, often
starting with their ‘digital passport’, the Person Identification Data (PID). Then the user
interacts with Relying Parties (RPs) where they share data (identifying data to login or other
data). The user of the DIW has full and sole control over what data is stored and what data
is shared.

IPs can be governmental institutions, issuing national identity, diplomas or driver
licenses; or private organizations, issuing other credentials. RPs under eIDAS Regulation
can be public online service providers of every Member State and organizations in
industries including transport, energy, financial services, social security, health, postal
services, education and others that face strong customer authentication requirements, per



article 6db of the Regulation. How these actors interact is detailed in the ecosystem
description, overview and roles in the ARF [15]. Data can be shared by the user with the
wallet when and where needed, reducing the need for centralized data stores (that can be
breached). The IPs and RPs do not communicate to exchange user data, as is often the case
now, reducing their awareness of what user has been engaging online where, reducing
profiling and tracking risks for the user.

[lustratively the Dutch Example Wallet developed by the Dutch EDI program presents
the user a series of questions when sharing data online [17]. These questions include
confirmation of the RP, the data shared (including rationality for each data element and the
related data agreement) and confirmation by PIN. Upon approval the wallet presents a
confirmation screen, and the logging records the sharing of data to this RP.

2.2. Review of literature and public documentation

Users share online data with service providers to use services and products. In the current
interactions, over-sharing of data already occurs in forms where users are requested to
submit their data (for example in webforms). Users decide, consciously or not, to submit
their data. When users share data there is the risk that they share more data than necessary
to provide the service and there is the risk that the data is used for other purposes than it
was initially shared for. The data could be sold and could become an ingredient of a business
model that sees users as a product and not as a user, [1]. In order to decide where to share
personal data, and where not, users make a privacy decision for which they need to
understand the context of the (data) transaction, the value of their data, the benefit(s) they
obtain by sharing it, and the future consequences of shared data. When users are unaware
they are making a privacy decision, or not sufficiently able to do so, they may over-share.

Users may over-share data when the user has limited or no alternatives to obtain the
service. There is a power imbalance between the user and the service provider that impacts
how freely the user can consent or deny, [18]. Users may not have the necessary expertise
on technical and legal matters and still need to make decisions on data sharing, [19]. Not
fully understanding the impact of data sharing or possible future consequences increases
the risk that the user shares more data than needed. Users can be misled to share data or
simply just don't care and share, [6], [7].

The Dutch government identifies the risk of over-sharing as part of their activities to
work on a digital identity solution for eIDAS [20]. Over-sharing is impacted by unclarity
with users regarding which data is shared for what purpose and with whom, [21]. Other
barriers to the use of the wallet that impact the risk of over-sharing are the low digital
readiness of citizens and vulnerable or (over)confident users [22]. The related loss of
context-awareness when sharing, and the lack of gatekeepers that are present in centralized
or federated identity and data-sharing models contribute to the risk of over-sharing [6]. The
user interface and how the user is presented with data-sharing requests contributes to
over-sharing when dark patterns, user interfaces that trick or manipulate users into taking
certain actions [23], are used to steer individuals to over-sharing of data [7]. And when
personal advertisements finance the business model of the RP this adds to the risk of over-
sharing, since these RPs may ask users to share more data than needed, [24].



3. Research Methodology

This ongoing research paper uses literature study and review of publicly available
documentation on eIDAS and the DIW. The initial definition from the risk of over-sharing is
taken from Dutch policy documentation and expanded by the analysis of literature and
documentation. Because no other MS have been known to identify this risk of over-sharing
the research starts with a focus on the Dutch context, where this risk is identified, and this
also gives a coherent perspective from one EU MS and its activities.

To validate the analysis and expand the description of the risk 16 experts are
interviewed. Each interview consisted of 7 questions on the risk of over-sharing data with
the EU DIW and had a duration on average of 30 minutes. The interviews are conducted
online, in a semi-structured way. The transcripts from the interviews are analyzed with a
focus for this paper on the responses to the question on what the risk of over-sharing is with
an EU DIW (question 1). The full list of questions is included in the Appendix.

The 16 experts are selected from Dutch organizations that play a role in the EU DIW.
These include 4 policy makers and experts working at the Dutch government or public
institution, 6 from digital wallet providers, 4 from Relying Parties that have users that share
data from digital wallets and 2 representatives from interest groups representing privacy
interest and the interests of minors as a specific group in the population. All interviewees
have expertise and are involved in current digital wallet and / or EU DIW activities.

The Issuing Party and the User, also actors in the EU DIW ecosystem, are not included in
the interviews because respectively the focus is on sharing data (not acquiring data) and
what experts view is (not general audience or specific users). The risk of over-asking and of
over-sharing is considered in this paper as two sides of the same coin, although in future
research for this ongoing research they may also be investigated as distinct events.

The research presented in this paper is subject to several limitations. The research is
limited to the Dutch context and expanding this context (to other geographics / EU Member
States) may lead to different perspectives, especially from interviews. The research is the
result of only a high-level analysis of part of the interview results, and a deeper analysis will
yield a richer result with more insights. The research addresses the perspectives of four
types of experts on the risk of over-sharing. Expanding this to more perspectives with
experts from other disciplines, such as experts in consumer behavior, will add to what
consumers actually are capable of. The impact of regulation such as the GDPR as a context
to data sharing impacts the use of the EU DIW has not been included in this research but is
expected to also have impact.

4. Aspects of the EU DIW impacting the risk of over-sharing data

The analysis based on the literature and description from public documents how the EU
DIW is designed to function provides a list of aspects that impact the risk of over-sharing
data:

e Users have full control over what data they store in the DIW, and with whom they
share this data. This means that safeguards from other actors or institutions in the



actual decision to (over) share data are not available and the user needs to carry the
responsibility, where currently data and identity providers protect data as well.

e The wallet will increase the ease-of-use for sharing data (‘one swipe’ or just a few
‘accepts’ in the wallet). Easier data sharing can lead to over-sharing.

e The data includes verified attributes with a high level of assurance, such as legal
identifying data for the users’ nationality, similar to the national eID solution, and
financial and medical information. Sharing this data in scenarios where previously
the user would provide self-acclaimed data constitutes over-sharing.

e The EU DIW can be used to share data with public online services, private sector
services and very large online platforms. The use is not restricted to EU service
providers or context. The user may not be aware of the context when sharing data
online, where the data would not have been shared in the offline context.

5. Results of expert interviews

Experts were interviewed and asked to define the risk of over-sharing and reasons for why
it could occur. The risk of over-sharing data is defined as 'sharing more data than is required
for the service or product that the user wants to obtain'. This definition includes sharing
sensitive data, such as personal identifiable information or medical information, and data
that is subject to regulation (such as the Dutch citizen ID, when it is not allowed

The experts provide a list of aspects of the EU DIW and reasons for why the use of the EU
DIW changes the risk of over-sharing data. These are:

e The desire of the user to obtain a service or product can result in a less critical
evaluation by the user of the data sharing request, or simply accepting any data
sharing request presented. Once a user has decided they want to get a service or
product their 'goal orientation' makes that anything that stands in the way of that
goal can be perceived as something that 'has to be overcome’, including sharing any
data that is required to obtain that service. Users then just click 'OK' without
evaluating the request.

e Users are often unaware of what data is being shared and with whom. Users simply
do not comprehend that they are sharing data and what data it is they are sharing.
Users are also not sufficiently aware of the future consequences of shared data.

e Not being able to determine what is appropriate data to be shared for a specific
service increases the risk of over-sharing because the user cannot assess whether
the Relying Party (RP) is over-asking. The user may decide to share the data also in
cases where factually not all data is required for the service.

e The wallet allows users to share data across many contexts. This may lead to over-
sharing data when the user assumes trust from a known context in a different
context or discards evaluations made in the other context and shares the data.

e The ease of sharing data increases the risk of over-sharing. When the user is in a
hurry (‘haste') or distracted the wallet makes it so easy to share data that the user
can share the data before even realizing what they are doing. RPs may make use of
this feature to reduce friction in the customer journey.



e (Qualified data in the wallet may increase the risk of over-sharing. Where the user
may have previously submitted partial or false information in webforms, this is now
more difficult (or even impossible). The wallet holds qualified data that is issued
(verifiably) by a specific Issuing Party and with a specific level of assurance (trust).
This makes it difficult to 'lie' about oneself online.

e Request fatigue results from many requests to share data, leading the user to simply
accept every request. The user can suffer from fatigue or simply be annoyed by the
many requests. Clicking 'yes' to every request is also labelled as 'habitual accepting'
and is compared to the current user evaluation of cookie consent walls.

e Influencing and manipulation of the user to share data can lead to increased risk of
over-sharing data with a RP. Cases of Facebook show that emotional influencing can
change data sharing behavior. Users can be seduced or nudged to over-share data.
Dark patterns can be applied to influence users to share more data.

e A RP business model that is driven by data gathering and selling for profiling and
(aggressive) advertising campaigns may cause the RP to over-ask and increase the
risk of over-sharing. Experts expect that 'data-hungry’' RPs will over-ask.

e Data requests that contain separate data elements but only can be approved as a
whole increase the risk of over-sharing. With only a yes/no response available for
the entire data set and no nuancing the user shares all the data and may over-share.

Experts noted that over-sharing data with a digital wallet is a realistic risk, although
over-sharing data as a risk is not a novelty.

6. Conclusion

In summary we conclude that aspects of digital wallets and, specifically the EU DIW impact
the risk of over-sharing data, detailed by experts as expansion of the first analysis.

Over-sharing data is impacted by the goal orientation of the user and the awareness and
knowledge, both in general and for assessing the proportionality of data requests. This is
furthermore complicated by the cross-context sharing of data and the ease of sharing data.
Users may be subject to influencing techniques (including manipulative techniques) and
experience request fatigue. Having qualified data to share increases the impact of over-
sharing and also makes them a more interesting target for 'data-hungry’ relying parties.
When data requests cannot be unbundled the risk of over-sharing is also affected.

The EU DIW changes the risk significantly. With a better understanding of the risk and
its influence, future research into mitigating measures can be more specific and effective.
Future publications from this research will report on user capabilities and mitigating
measures for various actors in the data wallet ecosystem.
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A. Appendix: Interview Questions

The interviews are semi-structured with these questions on the EU DIW.

1. How would you word the risk of over-sharing data? (risk and consequences)

2. Which scenario’s (situations) could include an over-sharing of data?

3.  What characteristics contribute to over-sharing of data for a) the user, b) the wallet
and c) the Relying Party?

4. What capabilities do users need to be able to share the data (only) where they want
to?

5. To what extent do you expect that users have these capabilities?

What are measures that can be taken to provide users with more capabilities?

7.  Which actors should be responsible for (taking) these measures?

o



