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Abstract

Large Language Models have revolutionized natural language processing, exhibiting remarkable fluency and
quality in generating human-like text. However, this advancement also brings challenges, particularly in distin-
guishing between human and machine-generated content. In this study, we propose an ensemble framework
called BinocularsLLM for the PAN 2024 "Voight-Kampft” Generative Al Authorship Verification task. Binoc-
ularsLLM integrates supervised fine-tuning of LLMs with a classification head and the Binoculars framework,
demonstrating promising results in detecting machine-generated text. Through extensive experimentation and
evaluation, we showcase the effectiveness of our approach in addressing this critical task, achieving a perfect
ROC-AUC score of 96.1%, a Brier score of 92.8%, a C@1 score of 91.2%, an F1 score of 88.4%, and an F0.5u score of
93.2% across all test datasets. BinocularsLLM outperforms all participants and baseline approaches, indicating its
superior ability to generalize effectively and distinguish between human and machine-generated content. Our
framework achieves the first rank among 30 teams participating in this competition.
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1. Introduction

In recent years, Large Language Models (LLMs) have made remarkable advancements, generating
text that closely mimics human language with high fluency and quality. Models such as ChatGPT
[1], GPT-3 [2], LLaMa [3], and Mistral [4] demonstrate impressive performance in a variety of tasks
including question-answering, writing stories, and analyzing program code. These technologies offer
significant potential to enhance efficiency and scalability across various domains, driving innovation
and productivity [5, 6].

Machine-generated text is now used in a wide range of applications, from powerful chatbots [7]
and real-time language translation [8] to analyzing and generating program code [9]. However, the
sophistication of these models also introduces new challenges in distinguishing between human-
generated and machine-generated content.

The ability to reliably detect machine-generated text is crucial. With the rapid expansion of informa-
tion on the internet, there is an increased risk of misinformation spreading unchecked. The misuse of
LLMs for generating fake news, fake product reviews, and propaganda pose substantial threats to the
integrity of online communication. Furthermore, malicious activities such as spamming and fraud are
intensified by the advanced capabilities of these models. Effective detection mechanisms are essential to
protect against these risks, ensuring that digital content remains trustworthy and authentic. Developing
tools and strategies to automatically detect machine-generated texts is essential to mitigate the threats
posed by the misuse of LLMs.
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In the PAN’24 "Voight-Kampff" Generative AI Authorship Verification task [10, 11], participants are
faced with an innovative challenge. Their task involves examining two texts: one authored by a human
and the other by a machine. The goal is to identify the text authored by a human. This task highlights
the ongoing need for robust methods to differentiate between human and machine-generated content,
underscoring the importance of continued research and development in this area [12, 13, 10].

In this study, we explore innovative approaches to machine-generated text detection by investigating
several key hypotheses. First, we examine whether leveraging LLMs with instruction fine-tuning can
enhance the effectiveness of detecting machine-generated content. Second, we test the feasibility of
training LLMs with a classification head that utilizes softmax to produce accurate output labels. Lastly,
we investigate whether combining zero-shot techniques, which utilize metrics like perplexity and
entropy, with fine-tuned models can significantly improve the accuracy of machine-generated text
detection. These hypotheses aim to push the boundaries of our current detection capabilities, potentially
leading to breakthroughs in ensuring the authenticity of digital content.

In Section 3, we introduce BinocularsLLM, our proposed ensemble framework, which integrates
fine-tuned LLama2 [3] and Mistral models with a classification head, while also incorporating the
Binoculars [14] model. This framework undergoes evaluation on both the main and nine additional test
datasets, demonstrating notably promising results.

In this paper, we conduct a comprehensive evaluation of Voight-Kampff Generative Al Authorship
Verification tasks, comparing our proposed framework against both baseline models and state-of-the-art
approaches. We have made our code and data publicly available on our GitHub repository'! and our
fine-tuned models are available on Hugging Face: Generative-AV-Mistral-v0.1-7b” and Generative-AV-
LLaMA-2-7b°. Our contributions are organized as follows: Section 2 reviews the relevant background
literature. Section 3 introduces BinocularsLLM. Section 4 details the evaluation metrics and presents
the experimental results.

2. Background

The detection of machine-generated text has become a critical area of research, driven by the rapid
advancement and widespread use of large language models (LLMs) such as GPT-4 [15], PaLM [16],
and ChatGPT. This task is typically formulated as a classification problem. This section reviews
existing methodologies categorized into supervised learning approaches, zero-shot detection models,
and watermarking techniques.

Supervised Learning Approaches: Supervised learning methods train classifiers on labeled datasets
[17, 18, 19]. Models like GPT2 Detector [20] and ChatGPT Detector [21] fine-tunes pre-trained models
such as RoBERTa [22] on the output of GPT2 [23] and the HC3 [21] dataset. While these models
demonstrate high accuracy within their training domains, they often struggle with generalization to
out-of-domain texts [24, 25]. Techniques such as adversarial training [26] and abstention [27] have been
explored to enhance robustness, but challenges remain, particularly in maintaining low false positive
rates across diverse text distributions [28].

Zero-Shot Detection Models: Another approach to identifying machine-generated text involves
zero-shot detection models, which leverage statistical features in texts without requiring explicit
training on labeled datasets. These models, such as DetectGPT [29] and others [30, 31], analyze
universal features inherent in machine-generated texts. They exploit concepts like entropy, perplexity,
and n-gram frequencies to distinguish between human and machine-generated text. These models offer
robustness across different types of text and languages, circumventing the domain-specific limitations
of supervised classifiers [30]. However, the computational demands remain a significant challenge,
particularly in methods relying on probability curvature and extensive perturbations [29, 31].

'https://github.com/MarSanTeam/BinocularsLLM
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Watermarking Techniques: Watermarking involves embedding detectable patterns into the gener-
ated text that are imperceptible to humans but identifiable by algorithms. Grinbaum and Adomaitis
[32] and Abdelnabi and Fritz [33] utilized syntax tree manipulation to embed watermarks, while
Kirchenbauer et al. [34] required access to the LLM’s logits to modify token probabilities. Although
effective, these methods necessitate control over the text generation process, limiting their applicability
to scenarios where such control is feasible.
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Figure 1: Instruction fine-tuning process.

3. System Overview

In this section, we present BinocularsLLM, our ensemble framework to address the PAN’24 "Voight-
Kampff" Generative AI Authorship Verification task, with a focus on detecting machine-generated
text. Our goals are twofold: to compare the effectiveness of classification-head fine-tuning with
instruction fine-tuning and to integrate the power of the Binoculars technique with fine-tuned LLMs.
Both approaches utilize QLoRA, ensuring that only the QLoRA and the classification head weights are
trained, not all the parameters of the LLM.

The Binoculars model* employs observer and performer models to evaluate perplexity and entropy,
critical metrics for identifying machine-generated text. By integrating these evaluations with the
advanced capabilities of supervised fine-tuning, our ensemble is designed to be capable of distinguishing
between human and machine-generated text.

Based on our experiments, we observed that LLM models employing a classification head performed
more effectively in detecting machine-generated texts compared to instruction fine-tuning. Conse-
quently, BinocularsLLM integrates two fine-tuned LLMs, LLaMA2 and Mistral (selected based on
the results in Table 1), alongside the Binoculars approach. This comprehensive approach leverages
the capabilities of statistical metrics and LLM fine-tuning, ensuring robust and accurate detection of
machine-generated text.

3.1. Instruction Fine-Tuning for Machine-Generated Text Detection

Instruction Fine-Tuning (IT) involves further training LLMs with specific input-output pairs and
accompanying instructions in a supervised manner. This approach has proven effective in enhancing an

*https://github.com/ahans30/Binoculars



LLM'’s ability to generalize to new, unseen tasks [35] and is considered a viable strategy for improving
LLM alignment [36, 37].

In our study on Voight-Kampff Generative Al Authorship Verification, we examine the efficacy of the
IT method. Specifically, we evaluate various LLMs’ performance when fine-tuned with a specific set
of instructions. This process involve creating an instruction dataset, V', comprising instruction pairs
s = (INSTRUCTION, OUTPUT). Each instruction s is generated using a fixed template and samples x
from the training dataset R. These samples are labeled x; based on their corresponding labels in dataset
R. Figure 1 illustrates our instruction fine-tuning process.

The resulting instruction text detection dataset V' consists of instruction pairs along with their source
labels. A label of 0 indicates the first text is human-generated, while a label of 1 indicates the second
text is human-generated. Thus, the instruction text detection dataset V' includes pairs along with their
corresponding source labels, formally represented as V' = {(instruction, z, x;) | * € R}.

Here’s an illustration of the instruction format:

Instruction: I provide two texts and ask you to determine which one is authored by humans
and which one is authored by machines. Your output is simply a 0 or 1; do not generate any
additional text. 0 indicates Text1 is authored by the machine, and 1 indicates Text2 is authored
by the machine.

Textl: [z_textl]

Text2: [z_text2]

Response: [x_r]

\. J

Given an LLM with parameters ¢ as the initial model for instruction tuning, training the model on
the constructed instruction dataset V results in adapting the LLM’s parameters from 6 to 6, referred to
as the LLM-Detector. Specifically, 6, is obtained by maximizing the probability of predicting the next
tokens in the OUTPUT component of each instruction sample s, conditioned on the INSTRUCTION.
This process is formulated as follows:

0, = argmeaXZlog P(OUTPUT | INSTRUCTION:;0,s) (1)
seV

3.2. Supervised Fine-Tuning LLMs

Fine-tuning LLMs involves adjusting model weights using a labeled dataset to enhance performance on
specific tasks. This process can be computationally intensive, requiring significant memory resources,
particularly when dealing with full LLM fine-tuning due to its substantial memory demands. To address
these challenges, Parameter-Efficient Fine-Tuning (PEFT)[38] techniques such as LoRA [39] and QLoRA
[40] are employed.

LoRA fine-tunes only two smaller matrices that approximate the larger weight matrix, reducing
memory requirements and preserving the original LLM weights. Taking a step further, QLoRA enhances
memory efficiency by quantizing these smaller matrices to a lower precision, such as 4-bit, without
compromising effectiveness. Employing these fine-tuning techniques for both the classification head
fine-tuning and instruction fine-tuning augments the LLM’s capacity to accurately distinguish between
machine-generated and human-generated text.

The Mistral and Llama2 models are fine-tuned exclusively using the provided bootstrap dataset and
the QLoRA technique. Each input example consists of a text string (TEXT) and a corresponding label
(LABEL) that indicates the source of the text. The input format can be represented as:

1 for human-generated text
(TEXT) : (LABEL), where LABEL =
0 for machine-generated text



3.3. Inference Time

During the inference phase, the process initiates by receiving two texts as input. Each text is processed
separately via the fine-tuned LLama2 and Mistral models to predict the probability of being human-
written. If the probability assigned to the first text surpasses that of the second text, the score for the
input sample is calculated by subtracting the score of the first text from that of the second. Conversely,
if the probability of the second text is greater, the input text is labeled as 0.

Additionally, the input is also processed with the binoculars model, which generates a score for each
text using its specialized algorithm. If the binoculars score of the first text exceeds that of the second
text, the input score is assigned as 0; otherwise, it is assigned as 1. Figure 2 illustrates BinocularsLLM.

BinocularsLLM
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Figure 2: Overview of BinocularsLLM framework

4. Results

In this section, we present the implementation details, evaluation metrics, and provide a comprehensive
analysis of the results. We utilize the TIRA [41] platform to evaluate our framework using test datasets.

4.1. Implementation Details

In this research, the framework was implemented in PyTorch and executed on Nvidia V100 GPUs. The
training process was conducted for 5 epochs, utilizing the AdamW optimizer with a learning rate of 2e-5.
The training batch size was set to 2, with gradient accumulation set to 8. For QLoRa, we configured
LoRA’s rank to 64 and its alpha to 16, employing 4-bit quantization. To evaluate fine-tuned models, we
used 20% of the given dataset as a development dataset.

4.2. Evaluation Metrics

To evaluate the performance of our proposed model, we used the evaluation metrics provided by PAN,
which include the following metrics:

« ROC — AUC" The conventional area under the curve score.

+ c@]1: Rewards systems that leave complicated problems unanswered.

« Fy5y: Focus on deciding same-author cases correctly.

« F'1 — score: A harmonic way of combining the precision and recall of the model.
« Brier: Evaluates the accuracy of probabilistic predictions.

4.3. Result Analysis on Development Dataset

As mentioned earlier, we compare two fine-tuning approaches for detecting machine-generated text:
instruction fine-tuning and classification-head fine-tuning. The performance of various LLMs under



these methodologies is illustrated in Table 1 using the development dataset. Based on the results from
Table 1, we select the two top-performing LLMs to integrate into our ensemble framework.

Table 1
Performance of different LLMs under classification head fine-tuning and instruction tuning using the development
dataset.

Model Classification Head Instruction Fine-Tuning

roc brier c@1 f1 fO5u  mean roc brier c@1 f1 fO5u  mean
llama3-7B 1 0.997 0995 0.995 0.998 0.997
llama2-7B 1 1 1 1 1 1 0.528 0 0.532 0.568 0.586 0.443
Mistral-7B 1 0.995 0995 0.995 0.998 0.997 | 0.835 0.853 0.853 0.882 0.838 0.852
SOLAR-7B 1 0986 0986 0.984 0993 099 | 0.623 0.624 0.624 0.655 0.672  0.64
zephyr-7B 1 0986 0986 0984 0993 099 | 0526 0.532 0.532 0.582 0.588 0.552

In analyzing the results presented in Table 1, it becomes evident that both the LLama2-7B and Mistral-
7B models, fine-tuned with a classification head, demonstrate promising performance across various
evaluation metrics on our development dataset. LLama2-7B demonstrates exceptional scores across all
metrics using the classification head fine-tuning approach, showcasing its robustness in distinguishing
between human and machine-generated text. Meanwhile, Mistral-7B also has notable performance,
indicating its efficacy in authorship verification tasks. These findings show the effectiveness of em-
ploying classification head fine-tuning for both LLama2-7B and Mistral-7B within the BinocularsLLM
framework.

Comparing classification head fine-tuning with instruction tuning, we observe that classification head
fine-tuning yields superior performance. These findings indicate that classification head fine-tuning
is more effective than instruction tuning for enhancing the performance of LLMs in distinguishing
between human and machine-generated text.

Table 2
Overview of the accuracy in detecting if a text is written by a human in task 4 on PAN 2024 (Voight-Kampff
Generative Al Authorship Verification). We report ROC-AUC, Brier, C@1, F1, Fo 5, and their mean.

Approach ROC-AUC Brier C@1 F, Fo5. Mean
BinocularsLLM 1.0 0.995 0.997 0.997 0.999 0.998
Binoculars 0.972 0.957 0966 0.964 0.965 0.965
Fast-DetectGPT (Mistral) 0.876 0.8 0.886 0.883 0.883 0.866
PPMd 0.795 0.798 0.754 0.753 0.749 0.77

Unmasking 0.697 0.774 0.691 0.658 0.666 0.697
Fast-DetectGPT 0.668 0.776  0.695 0.69 0.691 0.704

4.4. Results on Blinded Test Dataset

As Table 2 shows, BinocularsLLM achieved outstanding performance across multiple evaluation metrics
on the PAN 2024 Task 4 (Voight-Kampft Generative Al Authorship Verification) main test dataset,
demonstrating its effectiveness in detecting machine-generated text. With a perfect ROC-AUC score of
1.0 and a Brier score close to 1.0, BinocularsLLM exhibits high discriminative ability and excellent
calibration. Additionally, BinocularsLLM outperforms all baseline approaches in terms of C@1, F1,
and F0.5u scores. The mean evaluation score further underscores the robustness and reliability of the
BinocularsLLM framework in distinguishing between human and machine-generated text.

Table 3 presents the analysis of BinocularsLLM across nine variants of the test set. The mean accuracy
over these variants provides insights into the generalization capability of different approaches across
diverse datasets. Among the approaches evaluated, the BinocularsLLM framework achieved the highest
mean accuracy, with a median score of 0.990, indicating strong performance across various test variants.
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Figure 3: Comparison of model accuracy across different quantiles for various approaches.

Table 3
Overview of the mean accuracy over 9 variants of the test set. We report the minimum, median, maximum, the
25-th, and the 75-th quantile, of the mean per the 9 datasets.

Approach Minimum 25-th Quantile Median 75-th Quantile Max
BinocularsLLM 0.887 0.976 0.990 0.998 1.000
Binoculars 0.342 0.818 0.844 0.965 0.996
Fast-DetectGPT (Mistral) 0.095 0.793 0.842 0.931 0.958
PPMd 0.270 0.546 0.750 0.770 0.863
Unmasking 0.250 0.662 0.696 0.697 0.762
Fast-DetectGPT 0.159 0.579 0.704 0.719 0.982
95-th quantile 0.863 0.971 0.978 0.990 1.000
75-th quantile 0.758 0.865 0.933 0.959 0.991
Median 0.605 0.645 0.875 0.889 0.936
25-th quantile 0.353 0.496 0.658 0.675 0.711
Min 0.015 0.038 0.231 0.244 0.252

However, when compared to baseline approaches, BinocularsLLM consistently outperforms them,
showcasing its superior ability to generalize effectively. The performance of baseline approaches varies
significantly across different datasets, as evidenced by the wide range between the minimum and
maximum scores. This suggests that while some approaches exhibit consistent performance across
diverse datasets, others may struggle to generalize effectively. Further analysis of the quantile values
elucidates the distribution of performance scores, highlighting the variability and potential challenges
in achieving consistent accuracy across different test variants.

PPMd and Unmasking display moderate performance, with median accuracies of 0.750 and 0.696,
respectively. However, their lower quantiles, particularly the minimum and 25th quantile, indicate
significant variability and potential instability in their performance.

Fast-DetectGPT shows the most variability among the baselines, with a minimum accuracy of 0.159
and a maximum of 0.982. This wide range suggests inconsistency and unreliability in different test
scenarios.

The comparative analysis present in Figure 4 illustrates the discernible impact of training on the
Mistral and Llama2 model. Before training, both models exhibited limited discriminatory capability
on our development dataset between Al-generated and human-written text, as evidenced by the
overlapping distribution of data points in their respective scatter plots. However, post-training, a



noticeable refinement emerges, with the models demonstrating enhanced proficiency in distinguishing
between the two text categories. The scatter plots after training reveal a clearer separation between
Al-generated and human-written text samples, indicating an improvement in the model’s ability to
capture distinguishing features inherent to each text type.
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Figure 4: comparison: Mistral and Llama2 models before and after Training, specifically focusing on their ability
to distinguish between Al-generated and human-written text.

4.5. Leaderboard on Test Datasets

Our team, MarSan, achieves the top position in the task leaderboard among 30 teams with our Binocu-
larsLLM framework and demonstrates strong performance across various metrics. Table 4 outlines the
performance metrics of the top 10 teams in the competition.

Table 4
Leaderboard on Test Datasets
Ranking Team ROC-AUC Brier C@1 F1 F0.5u Mean
1 MarSan (our) 0.961 0.928 0912 0.884 0.932 0.924
2 you-shun-you-de 0.931 0.926 0928 0905 0.913  0.921
3 baselineavengers 0.925 0.869 0.882 0.875 0.869  0.886
4 g-fosunlpteam 0.889 0.875 0.887 0.884 0.884  0.884
5 lam 0.851 0.850 0.850 0.852  0.849 0.851
6 drocks 0.866 0.863 0.834 0.825 0.820 0.843
7 aida 0.831 0.825 0.795 0.788  0.782 0.806
8 cnlp-nits-pp 0.844 0.793 0.805 0.789  0.792 0.806
9 fosu-stu 0.833 0.867 0.799 0.748 0.767 0.804
10 ap-team 0.853 0.862 0.795 0.718 0.742 0.796

5. Conclusion

In conclusion, the BinocularsLLM framework for the PAN 2024 "Voight-Kampff" Generative Al Au-
thorship Verification task demonstrates significant advancements in detecting machine-generated text.
Through the integration of supervised fine-tuning of LLMs with a classification head and the Binoculars
model, we have achieved outstanding performance, as evidenced by a perfect ROC-AUC score of 1.0 and
a Brier score close to 1.0 on the main test dataset. BinocularsLLM framework outperforms all baseline
approaches in crucial evaluation metrics, highlighting its robustness and effectiveness in distinguishing
between human and machine-generated content. Looking ahead, the success of our approach opens
up exciting avenues for future research, including exploring more sophisticated ensemble techniques,



investigating the impact of different fine-tuning strategies, and addressing challenges related to scal-
ability and computational efficiency. By continuing to innovate in this critical area, we can further
advance the field of machine-generated text detection and contribute to enhancing the trustworthiness
and authenticity of digital content.
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