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Abstract

Work on adversarial attacks is becoming more necessary with the growing amount of misinformation online,
as it can bolster future defence techniques. In this paper, we present a character-based approach for 2024
CheckThat! Lab Task 6, InCrediblAE. We pair an importance-based search technique with a homoglyph attack to
replace characters with glyphs that are imperceptible to human readers but elicit a change in classification. The
model is tested against three separate victim models across five distinct misinformation domains: COVID-19
misinformation, fact-checking, rumour detection, propaganda detection and style-based news bias. Results show
that our model has comparable performance to the current state of the art, even exceeding current results in
certain cases.
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1. Introduction

In this paper, we focus on character-based homoglyph attacks, where visually similar characters are
substituted to deceive the classification model while maintaining the appearance of the original text.
This method aims to strike a balance between high attack success rates and maintaining semantic
integrity. We compare our approach against state-of-the-art models, demonstrating its effectiveness
and robustness across various domains. All our code is available on GitHub.!

Misinformation online is one of the challenges facing social media platforms today [1]. This has led
to a large body of research on how to combat this [2]. Machine learning (ML) and other Al techniques
are seen as the answer to solving the current issues of misinformation [3]. However, these solutions
are not without flaws, with research showing that ML models can be susceptible to adversarial attacks
[4]. By generating adversarial examples, it is possible to create new versions of the text that appear
legitimate to a human reader but are given a different classification than the original.

By participating in the IncrediblIAE shared task at the CheckThat! lab of CLEF 2024, we hope to
contribute to the growing body of research on adversarial attacks for classifying misinformation.

2. Background

There is a growing body of research focused on making classification models more robust against
adversarial attacks [5, 6]. Some researchers view the generation of adversarial examples as a data
augmentation task, aiming to train future models on adversarial data to improve their robustness [7].
Others focus on developing new defence methods based on evolving attack strategies [8].
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Adversarial attack strategies can be broadly categorized into three types: character-based, word-based,
and sentence-based attacks.

Character-based attacks modify individual characters within words using techniques such as insertion,
deletion, replacement, and transposition. This method tends to preserve the original semantics well, as
demonstrated by models like HotFlip [9] and TextFooler [10], though it can often be detected by spell
checkers, making it less robust [11].

Word-based attacks affect entire words, employing techniques such as word removal, replacement, and
insertion. This approach typically preserves semantics by using synonyms of the original word, but the
resulting sentences can sometimes be easily identified by humans due to grammatical inconsistencies.
Examples include BERTattack [12] and BAE [13].

Sentence-based attacks modify sentences either wholly or partially, using techniques like paraphrasing
to generate reworded versions of given phrases [14, 15]. This level of attack can cause issues with the
amount of semantic preservation retained [8].

A key aspect of adversarial attack methodologies is the search technique used to identify which
parts of the text to attack. Two main techniques are prevalent in research: importance-based and
gradient-based.

Importance-based search techniques generate perturbations only on words that are crucial for the
classifier’s decision. State-of-the-art models like BERTattack [12], BAE [13], and A2T [16] use the
BERT model to mask words in the sequence, ranking the most important words to attack based on
classification scores of these masked sequences.

Gradient-based search techniques, similar to the Fast Gradient Sign Method (FGSM) [17] used in
adversarial image generation, are adapted to text by identifying perturbations that best affect the
model’s gradient [18]. However, this method requires a white-box environment with full access to the
model.

3. Task Description

We participated in Task 6 InCredibleAE, as part of the CheckThat! 2024 Shared Task [19]. Task Six aimed
to generate high-quality adversarial examples of text across five domains: COVID-19 misinformation
(C19), Fact-Checking (FC), Rumour Detection (RD), Propaganda Detection (PR2), and Style Based News
Bias (HN). The distinguishing feature of this task was its emphasis on producing attacks with minimal
changes to the original text while effectively altering the classification.

To evaluate the quality of the generated attacks, the BODEGA framework [20] was employed. This
framework provided an overall score based on the success of the classification change while also
considering semantic preservation using BLEURT [21] and character-based similarities calculated using
the Levenshtein distance metric [22].

Additionally, participants engaged in a manual annotation stage where adverse sentences were
manually annotated based on their semantic similarity to the original sentences. This stage aimed
to further assess the semantic preservation of the generated attacks and provide insights into the
effectiveness of the methods employed.

4. Methodology

The task of generating adversarial examples can be split into two stages. Stage one involves a method
that searches or evaluates text elements (such as words or characters) to be able to provide a target for
attack. Stage two attacks those identified elements by either removing, adding, or replacing them. Both
stages are important to delivering an effective classifier, and our approaches to each stage are outlined
below.



4.1. Search Method

We used an importance-based approach to identify candidates. Our implementation follows a similar
methodology to other popular state-of-the-art approaches [12, 13, 16]. Words are ranked based on their
importance to the model’s classification through the final logit output. There was no pre-processing
performed on the text to preserve the original meaning. Masking the words in the sentence is done
by iterating through each word and replacing it with the [MASK] token; the new masked sequence
is then run through the classifier. We then sort this list of words in descending order based on the
ranking. We take the top K words that have a high impact on the final logit output compared to the
base classification output. Our implementation is outlined through pseudo-code in Algorithm 1.

Algorithm 1 Word Importance Search Algorithm

Aim: To identify vulnerable words
Input: Text Sequence X, Logit output for original label Y, Victim Classifier F'(-), Threshold for
important words K
Output: List of important words L

1: Initialise List L

2: for X; in X do

3 X" X

4 M < Replace X* with [MASK]

5: X* < Replace X; with M in X*

6 Weore < Y — F(X™)

7 L < Add Wcore to List

8: end for
9: Lordered <— Sort(L) in descending order
10: ListLx < Top K elements of Ly,gered
11: return Ly

4.2. Attack Method

We investigated two main attack methods: Homoglyph and Lexical replacement. Both of these
methods followed the same overall methodology. A vulnerable word in the sentence is replaced with a
corresponding adversarial word, and this new sentence is submitted to the classifier. If this adversarial
sentence elicited a change in classification then the goal is met, and the sentence is returned. If not, then
each next attacked word would replace the current, and the sentence would run through the classifier
again. For each new adversarial word, the distance is measured from the original classification logits to
the new classification logits, with the word with the highest distance being stored. If no perturbations
of the vulnerable word are successful in changing classification, then the word with the highest gap in
classification is permanently added to the sentence, and the next vulnerable word goes through the
same process. We found that without the addition of these additional words, the model did not perform
as well in terms of successful classification.

4.2.1. Homoglyphs

Homoglyphs are symbols (glyphs) that can represent a letter, word, or character that look very similar
to another letter/symbol but hold a different meaning. We can use these Homoglyphs to generate
adversarial examples, as the attacked sentence reads the same, but the tokeniser treats them differently,
having to split them apart into multiple unknown tokens. We propose two experiments for the way
that Homoglyphs are attacked: HG1 randomly attacking characters and HG2 attacking the starting
and ending characters of a word.

For HG1, we attacked the vulnerable word by randomly selecting characters from the word, ensuring
that the combination of characters was only generated once, meaning that a word containing only



homoglyphs could be generated but would only appear once. A maximum of 50 homoglyphs would
be created for each word, with less being created if that threshold is met through combinations of
characters. The list of attacked words is then sorted ascending by the number of changes made. For
generation of homoglyphs, a dictionary was created mapping each character to a range of homoglyphs,
but there was not enough variation of homoglyphs to be effective, so we used a Python library? for
generation of a multitude of homoglyphs. The full attack methodology is illustrated in more detail in
Algorithm 2. HG2 followed the same procedures and had a focused attack strategy of attacking only
the beginning and end characters of the word and would only attack the first and second characters of
each side of the word unless it was 4 characters or less, which would then only attack the first and last.

Algorithm 2 HG1 Algorithm

Aim: Adversarial attack framework to fool neural text classifier
Input: Text Sequence X, label Y, Victim Classifier F'(-)
Output: Adversarial Text Sequence X *%

W « Importance(X,Y) > Search Method (See Algorithm 1)
for W; in W do
H < Random replacement of characters for Homoglyphs
H,rdereqd < Sort(H) in ascending
Initialise score, highestScore
for H; in H,, jereq do
X* < replacing W; with H; in X
if F(X*) #Y then
return X% + X*
else
score <+ Y — F(X™)
if score > highestScore then
highestScore < score
end if
end if
end for
if highestScore > 0 then
X < replace W; with highestScoreH;
end if
end for
return None

4.2.2. Lexical replacement

We used large language models (LLM) to generate substitutions for vulnerable words. We implemented
a zero-shot prompting [23] approach, as prompts need to be able to work with multiple types of text.
For model selection, we tested our prompts on both base Llama8B® and base Mistral 7B*. The Llama8B
model was selected for being one of the most complex open-source LLMs available throughout the
experimentation phase. Mistral was selected due to good performance on NLP tasks [24]. Table 1
provides an outline of the prompts which were experimented. Prompt 3 was used as a baseline but,
in the end, performed best in terms of computational time to run and overall BODEGA score. One
explanation for this could be that the reduced amount of instruction leads to less noise for the model.

*https://pypi.org/project/homoglyphs/
*https://huggingface.co/meta-llama/Meta-Llama-3-8B
*https://huggingface.co/mistralai/Mistral-7B-v0.3
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Table 1
Experimental Prompts used in LLM

Number | Prompt

1 Based on this sentence <sentence> identify the word <word> and replace it with semanti-
cally similar words, picking the best matches for the context of the sentence.
2 Replace a <word> in the given <sentence> with another word that conveys the same

meaning. Understand the meaning of the sentence. Generate potential synonyms for the
word to be replaced. Select the most contextually appropriate synonym.

3 Generate a list of similar words to <word> in the context of this sentence <sentence>
without explanation.

Table 2
Success, Semantic and Character scores for experimental models

Baseline

Domain Score HG1 Llama3 Mistral HG2 TextFooler

RD Success 0.37 037 0.3 0.32 041
Character  0.99 0.79 0.8 0.97 0.9
BLEURT 0.56 0.37 0.4 0.46 0.46
BODEGA 0.15 0.12 0.2 0.14 0.18
C19 Success 0.91 0.88 0.9 0.78 0.74
Character 0.93 0.88 0.85 0.97 0.92
BLEURT 0.57 0.42 0.53 0.6 0.52
BODEGA 0.49 042 0.47 0.46  0.35
HN Success 0.9 0.93 0.95 0.79 094
Character  0.99 0.9 0.97 0.98 0.95
BLEURT 0.61 0.5 0.53 0.45 0.42
BODEGA 0.55 0.53 0.43 0.45 0.39
PR2 Success 0.47  0.79 0.92 0.38 0.75
Character 0.95 0.84 0.8 0.97 0.88
BLEURT 0.76 0.64 0.61 0.78 0.64
BODEGA 0.33 044 0.42 0.29 042
FC Success 0.73  0.87 0.94 0.7 0.7
Character 0.77 0.88 0.84 0.97 0.93
BLEURT 0.77 0.53 0.56 0.7 0.69
BODEGA 0.55 0.49 0.47 0.51 0.46

5. Results

Table 2 presents the overall BODEGA score of the experimental models across all domains on the BERT
victim model on testing data. The model provides details on all three aspects that make up the BODEGA
score: success percentage, BLEURT score for semantic preservation, and the Levenshtein distance for
the character score. The TextFooler model is included as a baseline mode.

HG1’s overall performance was the best-performing model out of all experimental models. It achieved
the highest semantic similarity scores in four of the domains (bar PR2). Comparing HG1 and HG2,
it shows that the refined HG2 attack technique seemed to have a negative impact on performance,
with it only achieving higher than HG1 in semantic preservation scores for the PR2 and C19 domains.
Both Homoglyph attack methods have a high Levenshtein distance, which is expected when attacking
characters with potentially unknown characters through Homoglyphs.

The Mistral lexical replacement model outperforms the Llama3 model in terms of the success per-
centage of classification changes, beating the LLama3 model in all but the RD dataset. Both models’
overall BODEGA scores are hindered by high Levenshtein distance and, in some cases, a lower semantic
score. Both models are able to slightly outperform the HG2 model.



Table 3
BODEGA scores from different attackers on test data

Model
Victim Model Domain HGI1 TextFooler [10]  Genetic [25] PWWS [26] BERTattack [12]

BERT C19 0.49 0.32 0.36 0.3 0.42
RD 0.15 0.16 0.2 0.15 0.17
HN 0.55 0.38 0.37 0.36 0.55
PR2 0.33 0.44 0.5 0.47 0.43
FC 0.55 0.46 0.52 0.48 0.53
BiLSTM C19 0.45 0.38 0.42 0.39 0.46
RD 0.28 0.23 0.31 0.28 0.28
HN 0.54 0.4 0.4 0.4 0.57
PR2 0.40 0.51 0.54 0.53 0.53

FC 0.49 0.55 0.62 0.57 0.6
RoBerta C19 0.46 0.27 0.38 0.3 0.37
RD 0.17 0.15 0.17 0.14 0.17
HN 0.45 0.19 0.26 0.3 0.38
PR2 0.26 0.23 0.32 0.28 0.23
FC 0.52 0.44 0.51 0.47 0.56

5.1. Submission Results

To evaluate the final model, we compare our results to other adversarial generation models provided in
the BODEGA framework. Table 3 illustrates five of these models, which achieved the highest BODEGA
score across the five domains and three victim models on the test dataset.

The HG1’s performance mirrors that of the other models, exhibiting similar fluctuations across
various domains. Particularly, HN and RD yield lower BODEGA scores compared to domains with
shorter sequence lengths, such as C19 and FC. This is evident in the average word length of HN and RD
being 605 and 253, respectively, in contrast to C19’s 27 and FC’s 38 for the testing dataset. It suggests a
common challenge among all models when processing longer content forms. One theory behind this is
that longer content requires more alterations to affect a successful classification change, consequently
diminishing both semantic and character scores as more words/characters are replaced.

HG1 performs well on BERT-based victim models, having the highest BODEGA score in C19, HN, and
FC for the BERT victim and C19, RD, and HN for Roberta. However, the model performs very poorly in
the BILSTM model. The model performs poorly in the PR2 data; one theory for this is due to the shorter
word length of these sequences (average word count of 21). It could also show that the Homoglyph
attack does not work well on propaganda text. Overall, HG1 is able to outperform TextFooler, another
character-based attack methodology, only being outperformed in PR2 and FC for the BiLSTM model.
Though this could show that Homoglyphs are more effective in character-based attacks, it is more
likely to demonstrate that an importance-based search method is more effective for adversarial attacks.
Comparing HG1 to BERTattack (the other model using Importance-based search), both models perform
similarly but in different domains.

Table 5 (see Appendix A) presents one example of each domain where the attack was successful on
the same piece of text across the three victim models from the testing dataset. This helps us understand
what the model is doing while also being able to identify other key features, such as discrepancies across
the different domains and victim models. Initial themes show that the models require different strengths
of attack in terms of the number of words that are attacked. Some words appear to be important for the
entire domain, showing up in all victim classes. For example, "breaking" is attacked in all three classes
for the RD domain, with "news" being attacked in just BILSTM and Roberta. This shows that "breaking”
is an important word for rumour detection classification, which correlates with what rumour detection
is trying to do, as classifiers would classify based on language that draws people in.

Parts of this reflect the overall BODEGA score presented in Table 3. For instance, HG1’s FC perfor-



Table 4
Average number of Minutes on each example

Model
Domain HG1 TextFooler [10] Genetic [25] PWWS [26] BERTattack [12]
C19 0.39 0.38 0.46 0.31 0.35
RD 0.14 0.5 0.63 0.58 0.15
HN 0.38 0.26 0.29 0.34 0.35
PR2 0.06 0.07 0.09 0.01 0.01
FC 0.08 0.02 0.02 0.02 0.03

mance on the BILSTM model was lower than both the BERT-based models and also lower than the
other state-of-the-art models. When inspecting the number of changes required to change classification,
BiLSTM (14) requires 12 more than BERT (2) and RoBERTa (2). However, this pattern is not followed
through the whole as HG1’s best-performing victim model for the HN domain is the BERT model, yet
the text shows that it requires the most changes to bring about a change in classification.

Table 4 illustrates HG1’s performance in terms of runtime compared to the other state of the art
models, running the testing data on the RoBERTa victim model. Overall it shows that HG1 follows
the same patterns in performance with the models taking longer to attack some domains compared to
others. It shows us that importance based search techniques which are employed in models such as
HG1 and BERTattack perform better on RD data compared to the others.

Finally, in the context of the other competing teams that submitted to InCrediblAE; our Homoglyph
model performed low in the overall BODEGA score; placing 5th out of the 6 teams. However in the
manual evaluation stage; our model scored the second highest for semantic preservation [19]. Overall
showing that the models that were better at semantic preservation to humans were less effective in
terms of BODEGA score, but the sentences read closer to the original sentence than the high BODEGA
scoring models.

6. Conclusion and Future Work

With this contribution, our main attention was on the use of Homoglyphs as a viable technique for
successful adversarial attacks, with a specific focus on minimising the amount of semantic preservation
lost. We also show that these homoglyph replacement techniques cannot only compete with but exceed
state-of-the-art adversarial attacks, showing that a randomised attack of characters can be more effective
than a specific character attack in terms of success rates. Future work will consist of integrating more
character-based methodologies to identify a more efficient way of replacing characters. Even though
our random attack pattern was successful in changing classification, a more refined approach could
help lower the character distance score while increasing semantic preservation.
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Table 5

Homoglyph Attacked Sequence for each Domain and Victim Model

Model

Datatype

Homoglyph Attacked sequence

BERT

RD

Breaking Breakingnews: at lease five people taken taken hestage hostage at a grocery
grocery stere store in eastern castern #paris.@shropshirestar #Kesher #kosher groecery
grocery store

BiLSTM

RD

Breakingbreaking news news at lease five five people taken hestage hostage at a
grocery store in eastern #paris.@shropshirestar #kosher grocery store

RoBERTa

RD

Breaking break ng news news: at lease five people faken taken hostage at a grocery
store in eastern #paris.@shropshirestar #kosher grocery store

BERT

FC

hannah and her sisters. hannah and her sisters is a 1986 american comedy-drama film
which tells the intertwined stories of an extended family over two years that
begins and ends with a family thanksgiving dinner. ~ hannah and her sisters is an
american 1986 1986 film.

BiLSTM

FC

Hannah fiannah and her sisters.Hannah fannah and her sisters sisters is a 1986 1986
american comedy—drama comedy-drama film which tells the intertwined intertwined
stories of an extended family family over iwe two years that begins begins and ends
ends with a family family thanksgiving dinner. ~ hannah hannaeh and her sisters
sisters 1is an American american 1986 film

RoBERTa

FC

hannah and her sisters. hannah and her sisters is a 1986-1936 american comedy-drama
film film which tells the intertwined stories of an extended family over two years
that begins and ends with a family thanksgiving dinner. ~ hannah and her sisters is
an american 1986 film.

BERT

PR2

what scandalizesscandalizes believers, and even some fellow bishops, is not only
your having appointed such men to be shepherds of the church, but that you also
seem silent in the face of their teaching and pastoral practice practice.

BiLSTM

PR2

what scandalizes scandalizes believers, and even some fellow bishops, is not only
your having appointed such men to be shepherds of the church, but that you also
seem silent in the face of their teaching and pastoral practice practice

RoBERTa

PR2

what scandalizes scandalizes believers, and even some fellow bishops, is not only
your having appointed such men to be shepherds of the church, but that you also
seem silent in the face of their teaching and pastoral practice...

BERT

C19

Take take these steps steps to help prevent the #coronavirus from infecting your
#cannabis #stocks https://t.co/vucw2ct96r ~ cannabis may stop coronavirus from
infecting people, study finds.

BiLSTM

C19

take these steps to help prevent the #coronavirus#coromavirus from infecting
infecting your #cannabis #stecks #stocks htipsi//t.cofvucw2et96r
https://t.co/vucw2ct96r ~ “cannabis may stop coronavirus from infecting people,
study finds.”

RoBERTa

C19

take these steps to help hedp prevent the #coronavirus from infecting infecting
your #cannabis #stocks https://t.co/vucw2ct96r ~ “cannabis may stop coronavirus
from infecting people, study finds.”

BERT

HN

Planned planned parenthood to target target 4 vulnerable gop senatorsplanned
parenthood will will run run ads ads targeting four incumbent republican repubilican
sepators senators in tight races. yes, the organization that cuts through the faces
of babies with still beating hearts to extract estract the brain bra in has the
gall to attack vulnerable vulnerable republican senators senators while asking
people to stand up for planned parenthood healthcare. from the hill: the ads will
run in the home states of sens. Kelly kelly ayotte (r-n.h.), rob Pertman portman (r-—
ohio), ron johnson (r-wis.) and pat teemey toomey (r-pa.), all of whom face face
tough reelection reelection races next year. those feur four races are among those
that demecrats— democrats will target as well in an effort to regain control of the
senate genate. a comment on from a reader on the article article from the hill hell
asks asks a great great question: does planned parentheed parenthood need our tax
dollars if they can afford to throw money into senate races?

BiLSTM

HN

planned parenthood to target 4 vulnerable gop Senaters\nPlanned senatorsplanned
parenthood wiltl wil7 run ads targeting four incumbent republican senators in tight
races. yes, the organization that cuts through the faces of babies with still
beating hearts to extract the brain has the gall to attack vulnerable republican
senators while asking people to stand up for planned parenthood healthcare. from
the hill: the ads will run in the home states of sens. kelly ayotte (r-n.h.), rob
portman (r-ohio), ron johnson (r-wis.) and pat toomey (r-pa.), all of whom face
tough reelection races next year. those four races are among those that democrats
will target as well in an effort to regain control of the senate. a comment on from
a reader on the article from the hill asks a great question: does planned
parenthood need our tax dollars if they can afford to throw money into senate
races?

RoBERTa

HN

planned parenthood to Target #arget 4 vulnerable gop Senators‘\nPlanned
senatorsplanned parenthood will run ads targeting targeting four incumbent
republican senators in tight races. \nYes pes, the organization that cuts through
the faces of babies with still beating hearts to extract the brain has the gall to
attack vulnerable republican senators while asking people to stand up for “planned
parenthood healthcare healthcare.” from the hill-hilll the ads will run in the home
states of sens. kelly ayotte (r-n.h.), rob portman (r-ohio), ron johnson (r-wis.)
and pat toomey (r-pa.), all of whom face tough reelection races next year. those
four races are among those that democrats will target as well in an effort to
regain control of the senate. a comment comment on from a reader on the article
from the hill asks a great question: does planned parenthood need our tax dollars
if they can afford to throw money into senate races?
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