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Abstract
This paper provides an overview of the emerging threat landscape in the maritime industry, focusing
on recently discovered vulnerabilities and exploits targeting boats and their onboard systems. With
increasing reliance on advanced technology for navigation, communication, and automation, maritime
vessels have become attractive targets for cyber-attacks. This paper explores various threats that can
compromise the integrity, confidentiality, and availability of such critical maritime systems.
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1. Introduction

The maritime sector plays a crucial role in the global economy, facilitating international trade
and enabling the movement of people and goods across the globe. In recent years, there has
been a significant increase in the computerization of maritime systems, with vessels now relying
on complex networks of interconnected systems to manage everything from propulsion and
navigation to entertainment and communication. While this computerization has brought
numerous benefits, it has also introduced new cyber risks to the maritime sector. As ships
become more reliant on digital systems, they become increasingly vulnerable to cyber attacks
that can disrupt operations, compromise sensitive data, or even pose a threat to safety. A
ship is a complex system of systems, with components ranging from industrial ones like
propulsion, hydraulics, power generation, and waste disposal, to informatic ones like those
found in the bridge for navigation, and even mixed ones like combat management and fire
control actuators found in navy vessels and submarines. All of these systems must be operated
in concert, generating an enormous number of interdependencies and an associated difficulty in
segmenting the underlying networks. Sometimes, these systems can even span multiple ships
as in the case of monitoring and combat data exchange systems. Individuals operating these
systems might lack formal education about cyber risks, which can further increase the impact of
such vulnerabilities. Moreover, there is a trend in the industry towards even more automated or
fully autonomous ships, which could exacerbate these risks if adequate cybersecurity measures
are not put in place. Finally, ships possess unique sensors, such as radar, sonar, and AIS, as well
as systems that pose unique challenges. Understanding the emerging exploits and vulnerabilities
targeting maritime systems is critical to ensuring the safety and security of this vital sector.
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This paper, presented as part of the “doctoral consortium" session, aims to summarize my in-
progress research results related to cybersecurity in the maritime sector, focusing on discovered
attack techniques and state of the art methodologies.

2. Emerging Methodologies

2.1. Development of ad-hoc testbeds

In the maritime industry, traditional simulators have been extensively used for training vessel
operators with a focus on the physical and operational aspects of the ship.However, these
simulators fall short when it comes to cyber security analysis, as they do not accurately re-
produce the network layouts and protocols found onboard typical vessels. One of the most
promising approaches involves modifying existing simulators to maintain their fidelity while
augmenting them with external programs that reproduce network endpoints found in actual
ships [1, 2, 3, 4]. They also enable the evaluation of anomaly detection strategies’ effectiveness
by generating realistic datasets based on simulated scenarios. Simulators are also an essential
components of “cyber-ranges", virtual reproductions of systems successfully employed in other
sectors for training [5] and educational purposes [6]. They provide hands-on opportunities for
experts to familiarize themselves with the devices found onboard vessels. Through immersive,
experiential learning, professionals can improve their understanding of potential cyber threats
and vulnerabilities while practicing incident response, mitigation strategies, and evidence col-
lection techniques in a controlled environment. These tools provide hands-on opportunities
for experts to familiarize themselves with real vessel devices, promoting immersive, experi-
ential learning. Professionals can improve their understanding of potential cyber threats and
vulnerabilities while practicing incident response, mitigation strategies, and evidence collection
techniques [7] in a controlled environment. Finally, testbeds built using these simulators are
crucial for implementing honeypots, which gather intelligence about the capabilities of potential
attackers [8, 9, 10, 11]. By observing how attackers interact with honeypots, security teams can
better understand the latest cyber threats and develop countermeasures to protect against them.
However, developing such simulators is a complex task as it requires catering to both physical
fidelity and cyber representativeness, while still being able to run at near real-time speeds [12].

2.2. Establishment of Remote Operation Centers (ROCs) and Security
Operation Centers (SOCs)

The maritime industry is seeing a growing trend towards centralized monitoring of fleets to
improve efficiency in civil operations and boost operational readiness in naval applications.
This shift has prompted some cybersecurity-conscious organizations and navies to incorporate
vessel data into their Security Operations Centers (SOCs). However, the unique protocols and
systems involved with the maritime domain necessitate that SOC experts be specialized through
dedicated training programs to optimally utilize this information [13]. Still, the challenge of
gathering data from fleets is not a straightforward problem, as ships often lack reliable and fast
connections. To enable remote monitoring under poorly performing satellite links, adaptive
network compression has been employed as an optimization technique [14]. As the industry



moves towards autonomous ships, a single Remote Operation Center (ROC) is expected to
manage multiple vessels or even entire fleets. However, in its current stage, standardized secure
maritime-specific protocols and procedures for interconnecting ROCs and drone ships have
yet to be established, as the current satellite interfaces have already been subject to traffic
interception attacks [15]. Establishing these guidelines will be crucial for ensuring seamless
communication, maintaining operational efficiency, and securing the data transmitted between
ROCs and autonomous vessels.

3. Emerging Threats

3.1. Attacks against RADAR systems

Radar systems are among the most important instrument onboard, used by navigators to
gather information about the surrounding traffic and obstacles. For a long time, these systems
have been deemed secure from external interference, mainly due to the extensive cost and
capabilities required to successfully attack them via electronic warfare techniques. However,
recent research has started to instead evaluate potential security vulnerabilities stemming from
their computerized implementation. For instance, [16] identified several security weaknesses in
the computer systems that run radar software, including misconfigurations, outdated operating
systems, and unpatched applications. [17] focused instead on supply chain attacks, which
involve compromising the integrity of the antenna hardware before it reaches the end-user. An
attacker, while still requiring extensive sabotage capabilities, could potentially compromise the
generated images used by radar systems without resorting to electronic warfare techniques.
Finally, [18] has described an attack technique involving eavesdropping and taking over a
radar video flow over the network, with the capabilities of the attacker being enabled by the
peculiarities of the networks usually found onboard. This technique could alter the contents
displayed by radar systems to conduct malicious activities, such as simulating the effects of
electronic warfare to execute a “cyber false flag" attack [19]. By masquerading as an electronic
warfare attack, this exploit aims to deceive naval operators about the actual underlying cause.

3.2. Attacks against automation systems

The literature is rich with examples of attacks targeting bridge systems, highlighting vulnerabil-
ities in almost every device subjected to risk assessments or for which documented exploitation
techniques exist. However, automation systems on board ships have received less attention.
This discrepancy can be attributed to the low commonality across different ship models and
the lack of established tooling and datasets related to automation systems. Although each ship
is unique, certain systems, such as the steering gear system, have well-defined architectures
that are regulated by standards in detail. For example, the International Maritime Organization
(IMO) has established standards for the minimum speed at which the rudder blade must rotate.
By combining this external knowledge with data gathered (or exfiltrated [20]) from automation
systems, it is possible to identify components from these systems on the onboard network. This
has enabled attackers to hijack the steering gear system of a simulated cargo vessel by encoding
causal relations [21] between setpoints and measured values within the system [22].



3.3. Attacks against autonomous vessels

Although the maritime sector has not yet witnessed widespread adoption of autonomous ships,
the industry is gradually embracing autonomy, starting with decision support systems as a
first step. The ultimate goal is to achieve entirely robotic vessels, capable of fully autonomous
operation under the supervision of a ROC. To facilitate this transition, some collision avoidance
algorithms have already been developed [23, 24], which will enable autonomous guidance in
near future applications. These collision avoidance maneuvers have strictly regulated outcomes.
Every regulations-compliant algorithm, therefore, follows the same trajectories, as described by
these regulations. Similar to the exploits targeting the automation system, this predictability
puts attackers in an advantageous position. As a result, attackers have been able to successfully
reconstruct a collision avoidance algorithms outputs. This capability allows them to manipulate
the autonomous ship trajectory to follow a malicious path [25, 26]. This could result in damage
to the ship, increased costs associated with voyages, facilitation of piracy, or causing the ship to
violate territorial waters.

4. Conclusion

This paper has provided an overview of several emerging cybersecurity threats in the maritime
domain. The industry is shifting towards automation and digitalization, which introduces new
attack surfaces that can be exploited by malicious actors. Cyber attacks can now target systems
previously considered extraneous from such concerns like RADAR, unexpected areas like the
steering gear system, and even near-future technologies like collision avoidance algorithms.
As a result, there is a growing need for specialized security professionals trained to address
these threats. Furthermore, the development of simulators tailored to maritime systems has
gained traction as a method for studying emerging cyber attacks and potential mitigations.
The establishment of Remote Operation Centers (ROCs) and Security Operations Centers
(SOCs) also plays a crucial role in improving the security posture of fleets, but these initiatives
require standardized procedures, secure communication protocols, and network compression
techniques to ensure their effectiveness. Finally, as autonomous vessels will become more
prevalent, it is essential to consider the potential risks associated with their additional systems
and develop appropriate countermeasures. Overall, cybersecurity in the maritime domain
remains an ongoing research challenge that requires dedicated tooling, analysis, and constant
adaptation to discover and mitigate emerging threats.
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