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Abstract

Survival Analyses (SAs), a key statistical tool used to predict event occurrence over time, often involve
sensitive information, necessitating robust privacy safeguards. This work demonstrates how the Revised
Randomized Response (RRR) can be adapted to ensure Differential Privacy (DP) while performing SAs.
This methodology seeks to safeguard the privacy of individuals’ data without significantly changing the
utility, represented by the statistical properties of the survival rates computed. Our findings show that
integrating DP through RRR into SAs is both practical and effective, providing a significant step forward
in the privacy-preserving analysis of sensitive time-to-event data. This study contributes to the field by
offering a new comparison method to the current state-of-the-art used for SAs in medical research.
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1. Introduction

Large amounts of data have been instrumental in medical research, leading to significant
advancements and important scientific discoveries. Thanks to the availability of big data
in healthcare [1, 2], researchers have improved their understanding of certain diseases and
developed powerful prognostic models. A general method in medical data analysis involves
clustering patients based on similar characteristics, such as diseases or treatments, to obtain
insights for research purposes. Once the clusters are created, a critical aspect that researchers
consider is understanding the survival probability of new patients belonging to a population.
Researchers commonly resort to statistical procedures called Survival Analyses (SAs) to achieve
this objective. This technique helps study the probability of survival for patients belonging to a
specific population based on personal and sensitive data collected during clinical trials [3, 4, 5].

However, with the increasing reliance on data, particularly those containing personally
identifiable information, there arises a significant concern regarding privacy [6, 7, 8]. Emerging
from leaking sensitive information from survival research, malicious employers may decide to
terminate employment before covering medical expenses incurred due to the condition if they
know about the employee’s medical condition. To avoid such a situation, the gold standard
definition of privacy [9] has been introduced in the medical research domain. Differential
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Privacy (DP) provides the patient with “Plausible Deniability”, a condition under which an
individual can deny his participation in a specific research study in a manner that an adversary
cannot disprove with certainty. Applying Differential Privacy (DP) have been used over the last
decade [10, 11, 12], yet without considering specifically the task of SAs.

In this study, we show how to use a revised version of the randomized response, i.e., the
coin-toss mechanism, introduced by Warner [13] and modified by Greenberg et al. [14], in order
to protect patients’ sensitive categories when performing SAs for medical research purposes.
We provide formal proof of the e-DP property and report a comparison with a similar priva-
tization mechanism used in literature with the same goal, proving that in DP scenarios, with
an appropriate privacy budget (¢ = 3) the results maintains important characteristics of the
original results. The main contribution of this paper is to apply a DP mechanism in SAs and
expose the trade-off between utility and privacy in performing SA in a differentially private
manner using the coin-toss mechanism to achieve privacy for the patients.

In Section 2, we describe the related works used to provide privacy in healthcare research,
focusing on privacy in SAs. Section 3 explains the theoretical background of the work, and
Section 4 illustrates the mechanism used to address the problem of privacy in the SA function
computation. Finally, in Section 5, we report our findings and fully discuss the results obtained.

2. Related Works

Privacy-preserving technology literature has offered different techniques to adopt DP in medical
research studies, such as generative artificial intelligence and statistical models [15, 16].

Solutions for providing privacy using artificial intelligence methods include the implementa-
tion of Generative Adversarial Networks (GANs) [17, 18, 19], trained using DP, to create new
synthetic data for research purposes rather than operating with the real data. However, GANs
have limitations in terms of scalability and efficiency, which include the need for a significant
amount of training data and higher demands on power consumption as reported in [20, 21].

On the other hand, the application of statistical models for survival analysis was first explored
by Nguyén and Hui [22], Yu et al. [23], which investigated the impact of DP to understand
the impact of explanatory variables for discrete-time SAs. In [22] the author proposed an
extension of the DP Output Perturbation [24] method originally proposed for the empirical risk
minimization problem. However, such an approach is limited for discrete-time SAs and is not
applicable in this study. Moreover, Yu et al. [23] proposes to project patients’ data to a space of
lower dimension such that the projection preserves good characteristics of the original data.
Nevertheless, the method does not rely on any formal definition of privacy.

To the best of our knowledge, it is not present in the literature a model to perform SA
privatizing the categories in which patients are grouped. A similar work has been proposed
by Gondara and Wang [25]. The authors proposed the Laplacian Noise Time Event (LNTE)
mechanism to obfuscate the time-to-event data used by researchers when investigating the
survival rates of a patients’ dataset. The LNTE mechanism modifies traditional survival analysis
by introducing Laplace noise, in line with a specified privacy budget ¢, to both the subjects
at risk r; and events d; within a dataset D. This process generates a perturbed matrix M,
ensuring DP. Then, the algorithm iteratively adjusts these counts across time points to maintain



updated risk and event information, culminating in a differentially private estimation of the
survival probability. However, the mechanism has some limitations, especially when the dataset
size is small, leading to truncation and biased estimates in the survival rates.

3. Background and Preliminaries

We split the background into two parts: initially, we briefly describe SA and its main use in
healthcare. Then present the DP framework, describing the properties used in our methodology.

3.1. Survival Analysis

Survival Analyses (SAs) are statistical techniques commonly used to analyze time-to-event or
time-to-failure data when the event of interest has not yet occurred [26, 27]. Such functions
investigate the time between a dichotomous event to occur and are used in different fields
of research [28, 29]. In SAs, given a certain population of interest, researchers observe the
expression of some event at a defined time ¢ and want to compute the probability trend of
some event, e.g., the occurrence of a certain symptom, the need of a certain treatment, or the
death, for the rest of the population at time ¢’ > ¢. Focusing on the medical research we are
presenting, the event of interest is often defined as the death of a patient belonging to a specific
population. An intuitive definition of the survival function is that it provides the probability
that the event of interest, i.e., the death of a patient, has not yet occurred by time ¢. On the other
hand, a censored event refers to a situation where the exact time of the event (such as death,
relapse, or recovery) is unknown for an individual within the study. Censoring occurs when
the observation period ends before the event occurs or when the individual is lost to follow-up.

Specifically for the medical research field, the Kaplan-Meier (KM) estimator [30] is the
most common method used to compute a patient’s probability rate of survival. The KM non-
parametric method is a statistical model that evaluates the survival trend of patients with
a common characteristic, finding the relation between the probability of survival over the
observation time in the population analyzed. Equation 1, outlines the process for calculating
the KM estimator. This method factors in the occurrence of event d; and the count of patients
n; who have not yet experienced death or have been censored by time ¢; < ¢.
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3.2. Differential Privacy

The gold standard definition of privacy widely accepted in the information security community
research is provided by the notion of Differential Privacy, introduced in Dwork et al. [9]. A DP
mechanism is designed to ensure sensitive data privacy while preserving its utility. In essence,
DP adds an appropriately prepared noise level during computation using a so-called privacy
budget ¢, determining the balance between data privacy and utility. The DP definition is built
upon the concept of neighboring datasets, i.e., datasets that can differ at most for only one record.
Formally, the definition of e-DP [9] states that a randomized mechanism M, i.e., a mechanism



that takes an input and outputs a noisy output, is e-DP if, for any pair of neighboring datasets
D and D’ and a privacy budget ¢ € R™, it holds:

Pr(M(D) € S] <e®-Pr[M(D') eS| VS CIm(M)

If a randomized mechanism satisfies e-DP, then it ensures that the probability of observing
any output is almost equal for any neighboring datasets. When facing two similar yet distinct
inputs, we expect the output to be the same within a specific probability range, regulated by
the privacy budget ¢ provided. Hence, the mechanism protects users’ privacy by ensuring that
there is uncertainty about the original data, even if the output is identical for two different
inputs. As the definition states, it is possible to infer that the lower € values are the higher the
privacy levels results: if ¢ = 0, then Pr [M(D) € S| = Pr[M(D’) € S] VS C Im(M), i.e., the
output of the mechanism does not depend on the input.

An important notion when employing the definition of DP for a randomization mechanism
M is the characterization of its Privacy Loss (PL) measure. Considering two potential inputs
neighbor datasets D, D', the PL of the mechanism is defined as the logarithmic ratio between
the probabilities of observing the same output O for each input:

(2)

Lpu(py (o (0) = log <Pr M(D) = O] )

Pr[M(D') = O]

An important and helpful property for our use-case that links the e-DP property of a mecha-
nism M with its measure of PL is provided by Dwork and Roth [31]. Formally, stating that a
mechanism M adheres to e-DP is equivalent to asserting that the absolute value of PL of the
mechanism is upper bounded by € with probability 1.

4. Methodology

This Section shows the Revised Randomized Response (RRR) method and its e-DP property.

4.1. Revised Randomized Response (RRR)

The Randomize Response mechanism was introduced by Warner [13] as a masking technique
for protecting the confidentiality of people in survey responses. The Randomize Response
mechanism, Figure 1(a), also known as the Direct Encoding mechanism [32], has been used
to gather data from survey participants without revealing their real answers. The individuals
are asked to respond truthfully or falsely about a property based on a certain condition. This
mechanism involves a series of steps, where the individual first flips a fair coin (p = 0.5). If the
result is “heads”, they respond truthfully. If not, they proceed to flip a second fair coin, and if the
result of the second coin flip is “heads”, the answer is “yes”. Otherwise, it returns a “no”answer.
Figure 1(b) illustrates the revised version of the Randomized Response [14, 32]. Unlike the
original method, the RRR mechanism adapts inputs that support categories beyond the binary
options of “Yes”or “No”, extending to adapt multiple categories. The algorithm works in the
following manner: given a total of n > 1 categories and a coin described by a probability
p € (0,1) of landing on “heads”, the algorithm takes the input category Cj;, and selects the
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(a) Original Randomize Response mechanism. (b) RRR mechanism.

Figure 1: Schematic comparison between the original Randomize Response with a fair coin (p = 0.5)
and its Revised version, defined by a coin with bias p, selecting a category C; among n available ones.

output category through a coin toss process. Similar to the Randomized Response technique,
if the coin lands on “heads”, the mechanism outputs the true category C;. Conversely, if the
coin lands on “tails”, RRR uniformly chooses a category from all available options, varying the
Randomize Response mechanism and decreasing the probability of leaking the real category.

4.2. Privacy Properties

Equation 2 measures the privacy loss of M, and the aim is to prove it to be less or equal to €. As a
first step, we evaluate the numerator of that equation. The probability of having the real category
as output after receiving category C; as initial input is provided by the following expression:
Pr[Resp = C;|True = C;] = p+ (1 —p)E = W. On the other hand, to evaluate the
denominator, i.e., the probability of getting C; as the final response upon collecting C; as input,
is estimated by the expression: Pr[Resp = C;|True = C;] = (1 —p)(1— 1) = %.
Therefore, by computing the logarithm of the ratio between the quantities computed above,
we formulate the privacy budget € as a function of p and n, obtaining:
e(n,p) = log (np""l_p>
n—1—-np+p

The function &(n, p) is subject to specific restrictions due to the existential conditions of
the logarithmic function. Nonetheless, these limitations can be addressed without significant
difficulty. It is crucial to emphasize that the total number of categories should be a positive
integer, and the coin’s probability parameter p should fall within the real interval (0, 1). Con-
sequentially, by fixing a number of available categories n, it holds the condition in 3, which
provides the conclusion for the DP property of the mechanism.

-2
e>0 < pe L,l (3)
2n — 2

In conclusion, we would like to make some important remarks. The condition in 3 states that
the privacy budget is regulated by how much the coin is set to be fair, i.e., how much the coin

is parameterized to respond truthfully during the obfuscation process. We want to stress that
with the same amount of privacy guarantees set by the ¢ value, the RRR mechanism influences



less the computation of the KM estimator when compared to the LNTE [25] even for small size
groups. For instance, the RRR mixes the observations of the events, with the consequence that
for different populations, the number of people at risk is more or less the same; thus, the survival
curves will not differ too much from one another. On the other hand, the LNTE provides noisy
observation as stated by [25]: when the population reaches zero, the LNTE method needs to be
truncated. Otherwise, the researcher must rely on a higher privacy budget .

5. Results

We discuss the DP approach by simulating a medical research context where we apply the KM
estimator, as detailed in Equation 1 to perform SAs. We vary the privacy budget ¢ to evaluate
the privacy-utility trade-off in SA and conduct statistical analysis to confirm our conclusions.

5.1. Experimental Setup

The datasets' employed in our experiments represent the typical datasets used in SAs in the
medical domain. To ensure a comprehensive evaluation, we used two collections of survival
data, commonly used in literature [25, 33] for similar studies, to estimate the SA functions in
different privacy settings. We utilized the dataset from Bernard et al. [34], referred to as the
IPSS-R dataset, to delineate the group populations under consideration for conducting different
SAs. Similarly, the dataset from McGilchrist and Aisbett [35], known as the Kidney dataset, was
employed. Such dataset contains survival data about patients who participated in the original
studies [34, 35] categorized into different groups based on the diseases or risks.

5.2. Survival Curves

Figure 2(a) shows the original KM curves for the IPSS-R dataset?. Figures 2(b), 2(c), 2(d) and
Figures 2(e), 2(f), 2(g) represents the KM curves obtained using the RRR and LNTE [25] mecha-
nisms, respectively. As done by Gondara and Wang [25], we analyzed the scenarios using three
privacy budgets, i.e., € = 1, 2, 3, to compare how the mechanisms work in the KM estimation.

Our objective was to show how to process sensitive data for computing SAs in a DP manner.
Upon applying the RRR and the LNTE mechanisms, we observe a gradual convergence of the
survival curves for different values of . Specifically, for lower values of the privacy budget,
€ = 1, the mechanisms alter the trend of the survival rates across time, making the distinction
between risk groups less pronounced and creating a convergence through the “Intermediate”
risk population. On the other hand, as ¢ increases (¢ = 2, 3), the survival curves for the RRR
method appear to approach those of the original IPSS-R data. However, even at higher ¢ values,
the survival probabilities do not completely align with the original scenario, indicating a residual
impact of the privacy-preserving mechanism. Conversely, applying the LNTE, for all ¢, indicates
a complete change in the survival trends, reducing the utility of the analysis.

The datasets were obtained using the Open Source platform cBioPortal https://www.cbioportal.org/datasets and
the dataset available on the R survival package https://cran.r-project.org/web/packages/survival/index.html.

*The Kidney Survival Curves, which show similar trends, are omitted due to space limitations but are released along
with the code in the GitHub repository at https://github.com/Kekkodf/DP-SurvAnalysis.
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Figure 2: KM Plots in different privacy parametrization settings using data from the IPSS-R dataset.

5.3. Statistical Results

Table 1
Pairwise Log-Rank test statistics using Original and RRR (¢ = 3) results from the Kideny dataset,
concerning the population based on the kind of disease registered (AN, GN, PKD, Other).

Disease A Disease B Test Statistic p-value —log,(p)

Original e€=3 Original =3 Original ¢=3

AN GN 0.01 0.11 0.93 0.75 0.11 0.42
Other 1.69 0.85 0.19 0.36 2.37 1.48
PKD 1.09 0.79 0.30 0.37 1.75 1.42
GN Other 0.99 0.63 0.32 0.43 1.64 1.23
PKD 0.60 0.60 0.44 0.44 1.19 1.19
Other PKD 0.26 0.39 0.61 0.53 0.71 0.91

We conducted a Pairwise Log-Rank test on all populations in the Kidney dataset to observe
statistical differences in the results obtained. As Table 1 shows, applying the RRR mechanism
with € = 3 shows comparable findings with the originals. In addition, an important insight is



Table 2
Median Survival times with 95% Confidence Interval estimated in the privatized simulations. Where a

« 9

-7 is placed, it was not possible to compute the Median Survival time.

Dataset  Mech. Category e=1 =2 e=3 No DP
V-High 14.73 (9.90, 74.04) 12.07 (9.11, 21.27) 13.02 (10.13,22.88) 10.52
High 22.26 (15.68, 42.41)  19.66 (15.25, 34.52)  20.52 (16.64, 35.80)  17.29
LNTE Inter. 40.04 (29.10, -) 48.07 (31.59, -) 53.75 (35.80, -) 34.39
Low - - - 56.68
IPSS-R V-Low - - : 86.10
V-High 15.68 (12.82,18.87)  14.27 (12.29, 16.27) 11.38 (10.13, 13.05) 10.52
High 22.32(19.23,25.84)  18.38 (16.67,21.24)  17.65(15.71,20.02)  17.29
RRR Inter. 37.74 (34.19,43.23)  33.34(28.57,38.20)  34.19 (29.10,38.53)  34.39
Low 52.93(48.98,57.50)  54.87 (51.78, 64.47) 57.47 (52.93, 65.98) 56.68
V-Low 65.62 (55.53, 82.95)  80.94 (69.76, 100.76)  85.35 (69.76, 108.39)  86.10
AN 1.30 (1.13, -) 1.30 (1.00, -) 1.33(1.00, -) 1.77
GN 1.00 (0.50, -) 4.33(0.73, -) 5.13 (0.87, ) 1.00
LNTE
PKD 18.73 (5.07, ) 5.07 (1.00, -) 5.07 (2.10, -) 2.60
Kidney Other 3.97 (1.80, -) 5.90 (2.10, -) 8.17 (3.80, ) 4.70
AN 2.20 (1.27, 6.53) 1.43 (0.90, 3.20) 1.77 (0.90, 3.20) 1.77
rrr CN 0.93 (0.40, 4.33) 1.27 (0.50, 5.20) 1.30 (0.50, 5.20) 1.00
PKD 2.60 (0.50, 9.73) 5.07 (0.87, 17.03) 4.40 (1.00, 5.07) 2.60
Other 5.07 (0.80, 14.9) 3.97 (0.80, 9.73) 4.70 (0.93, 8.17) 4.70

provided by the p-value fetched: we can see that no p-value is altered so that the null hypothesis
of the distribution can be rejected, replicating the same results of the original scenario.
Moreover, we summed the median survival times and their related confidence intervals,
Table 2. The analysis reveals that the Kidney dataset’s low cardinality has an impact on both
methods employed. However, the RRR method returns median times more accurately, which
closely resembles the real ones, even in cases where there are high privacy guarantees (¢ = 1).
On the other hand, the LNTE mechanism disrupts the survival rates of the subject. As a result,
calculating median times becomes impractical as the probabilities do not reach the 0.5 threshold.

6. Conclusion

We compared the RRR method with the state-of-the-art for conducting SAs in a DP manner.
Our findings suggest that the RRR method is more effective in balancing privacy and utility,
maintaining the distribution properties of real results, and ensuring that researchers can still
derive important insights from such SAs. Our work contributes to the evolution of privacy-
preserving methods in medical research and provides a new comparison for future investigations.
As future works, we plan to explore different methods for conducting SAs to gain insights into
the privacy-utility trade-offs for such a task. Specifically, we intend to consider Linear and Cox
Regression to perform SAs and apply different DP mechanisms to protect patients’ privacy.
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