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Abstract

The automation of propaganda detection processes in Internet content using natural language processing
is extremely relevant in modern conditions and can provide fast and well-timed targeted detection of
hostile manipulative influence in largescale amounts of Internet content. The paper proposes a method of
automated propaganda detection that operates in the Ukrainian language. The method for detecting
political propaganda in Internet content using ensemble of recurrent neural network models is intended to
identify and analyze potentially propagandistic or manipulative content spread on the Internet. The input
data of the method is an ensemble of trained models of recurrent neural networks with tokenizers and a
text message for analysis. The output data are the level and percentage of propaganda presence for each
neural network model of ensemble and in general.

To examine the effectiveness of developed method for detecting political propaganda in Internet content,
which includes the ensemble use of recurrent neural network models of the BiLSTM and GRU
architectures, a software implementation of the method was created. The software implementation allows
training neural network models and using them to detect political propaganda in textual Internet content.
The training data set in Ukrainian was prepared.

The applied efficiency research of propaganda detection by an ensemble of classifiers based on the BILSTM
and GRU recurrent neural network architectures was conducted. The proposed approach is capable of
detecting political propaganda by an ensemble of RNN models with Accuracy 0.97, Precision 0.973, Recall
0.981, and F1 0.976 in the bagging mode, and Accuracy 0.95, Precision 0.977, Recall 0.987, and F1 0.981 in
the stacking mode. The developed method has a limitation: it works with text posts from 200 to 6300
symbol long. For shorter and longer texts, performance degradation is observed.

Keywords
propaganda detection, recurrent neural networks, ensemble of neural networks, natural language
processing

1. Introduction

Propaganda is an integral component of information manipulation and includes various forms,
methods and means of influencing people in order to change their psychological attitudes in the
desired direction, so its timely detection is an urgent task of information technologies. Such
manipulations are often used to change the psychological climate in society, mobilize support or
discredit opponents [1].

14th International Scientific and Practical Conference from Programming UkrPROG 2024, May 14-15, 2024, Kyiv, Ukraine
" Corresponding author.

@ yuri.krak@gmail.com (I. Krak); pravetz@ukr.net (V. Didur); m.o.molchanova@gmail.com (M. Molchanova);
exe.chong@gmail.com (O. Mazurets); olenasobko.ua@gmail.com (O. Sobko); zalutska.olha@gmail.com (O. Zalutska);
alexander.barmak@gmail.com (O. Barmak)

© 0000-0002-8043-0785 (L. Krak); 0009-0008-2279-1487 (V. Didur); 0000-0001-9810-936X (M. Molchanova);
0000-0002-8900-0650 (O. Mazurets); 0000-0001-5371-5788 (O. Sobko); 0000-0003-1242-3548 (O. Zalutska);
0000-0003-0739-9678 (O. Barmak)

© 2024 Copyright for this paper by its authors. Use permitted under Creative Commons License Attribution 4.0 International (CC BY 4.0).
v




In connection with the growth of the consumption of textual Internet content, the threat of the
propagandistic destructive manipulative influence of textual political media is growing.
Propaganda, which is distributed on the Internet, represents a large-scale threat to the national
security of the country [2], the untimely solution of which can lead to devastating consequences [3].
Therefore, the automation of the processes of detecting propaganda in textual Internet content by
means of natural language processing is extremely relevant in modern conditions [4], and is capable
of providing quick and timely targeted detection of hostile manipulative influence in large-scale
volumes of Internet content.

2. Related Works

Modern scientific publications highlight the relevance of the problem of automated detection of
propaganda in textual Internet content. Research areas dedicated to the intellectualization of
propaganda detection processes, which allows avoiding a number of technological problems in
monitoring media sources [5], and the problem of separating manifestations of propaganda
techniques from other manipulative influences [6, 7] are especially relevant at the moment. It is
noted that the elements of the propaganda model include the subject, content, forms and methods
(8], as well as means or channels of information transmission [9].

The subject of propaganda is a social group that seeks to influence the audience. The content of
propaganda is determined by the subject's social interests and their relation to the interests of
society in general. Forms and methods of propaganda are chosen depending on the goals and the
audience to be influenced. Media include print media, radio, television, etc. The object of
propaganda is the audience or social groups that are the target of influence. Social interests of the
subject of propaganda influence its content and choice of forms, methods and means of information
transmission [10].

Detecting propaganda using NLP in text is a challenging task due to propaganda's use of subtle
manipulation techniques and context dependencies. To solve this problem, the authors of [11]
investigated the effectiveness of modern large language models, such as GPT-3 and GPT-4, for
detecting propaganda. Experiments were performed using the SemEval-2020 task 11 dataset, which
contains news articles tagged with 14 propaganda techniques. The performance of the models was
determined by evaluating metrics such as F1 score, precision, and recall, comparing the results to
the current state-of-the-art approach using RoBERTa. The obtained results show that GPT-4
achieves results comparable to the current state-of-the-art technology [12].

Statistical analysis of tests [14], multimodal visual-textual object graph attention network [15]
are noted as sufficiently promising and effective means of semantic analysis of textual content [13]
that can be used to detect propaganda. Also, at the present stage, the use of transformer-based
neural network [16, 17], neural network models of complex architecture, such as RoBERTa [18],
GPT [19, 20] and recurrent neural network [21], is a relevant direction for automated detection of
propaganda. in turn focusing on the detection of our components or propaganda techniques, such
as racial propaganda [22] and fake news [23].

At the same time, the authors [24] note that the existing methods of identifying propaganda are
primarily focused on identifying the linguistic features of its content. However, these methods
usually miss the information presented in the external news environment from which the
propaganda news originated and spread. It is noted that methods for detecting propaganda in
different languages may differ, depending on the type of language inflection [25]. The authors of
[26] analyze how mass media influenced and reflected public opinion during the first month of the
Russian invasion using articles and news channels in Telegram in Ukrainian, Russian, Romanian,
French, and English. Two methods of multilingual automated identification of pro-Kremlin
propaganda based on transformers (BERT) and linguistic features (SVM) were proposed and
compared.



The purpose of the article is to create a method for political propaganda detection in internet
content using recurrent neural network models ensemble, which will work with the Ukrainian
language, as well as its approval.

As part of the research, the task was also completed: preparation of an educational Ukrainian-
language data set; development of software that implements the created method; training of an
ensemble of neural network classifiers; conducting a study of the effectiveness of the method using
the developed software.

The main contribution of the article is the development of a workable method of automated
detection of political propaganda in Ukrainian-language texts.

3. Method for Political Propaganda Detection

Considering the insufficient amount of Ukrainian-language data, there is a need to create an own
labeled data set that will be used for training neural networks.

2.1. Dataset Preparation

For training models of recurrent neural networks, a data set with the volume of more than 25,000
posts was formed, which were marked according to belonging to the categories "Propaganda” and
"Non-propaganda". The lists of propaganda and verified sources were formed according to the
official channels of the President and Verkhovna Rada of Ukraine, as well as according to the data
of other analytical international authoritative studies and analytical summaries.

To normalize the input data, records with a length of less than 200 and more than 6300
characters were discarded. As a result of data filtering, a set consisting of 21,222 items was obtained,
where 10,737 records belong to the "propaganda post" class and 10,485 records to the "non-
propaganda post" class.

To normalize the input data, entries shorter than 200 characters and longer than 6300 characters
were discarded. As a result of data filtering, a set consisting of 21,222 items was obtained, where
10,737 records belong to the "propaganda post" class and 10,485 records belong to the "non-
propaganda post" class. The graph of data distribution by length in characters is shown in Figure 1.
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Figure 1: Distribution of dataset elements by the number of characters.

As can be seen from Figure 1, the number of records that do not contain propaganda and are in
the length range of 200..800 characters makes up more than half of the set, and this may negatively



affect the quality of classification in the future. At the same time, the set of propaganda texts is
more evenly distributed. All multilingual fragments were automatically translated into Ukrainian.

The described data set will be used to train neural network models within the framework of the
developed method of detecting political propaganda.

3.2. Scheme of Method for Political Propaganda Detection

The scheme of the method of detecting political propaganda is shown in Figure 2. The input data of
the method is an ensemble of trained models of recurrent neural networks with tokenizers, and a
text post for analysis. In step 1, the ensemble of RNN models and their tokenizers are selected and
loaded.

Next, step 2 pre-processes the user post for analysis, which includes converting the text to
lowercase, removing stop chants and punctuation, etc.

Input data:
— trained neural network models;
— tokenizers,
— text post for analysis

Step 1. Choice and loading of:
— Ensemble of RNN models for types of propaganda;
— Corresponding tokenizers for RNN models.

A 4

Step 2. Preprocessing of text post being researched: (lowercasing, stop word removal,
”| punctuation removal etc).

Step 3. Tokenization of preprocessed post by each tokenizer for each model.

Y

Step 4. Post analysis for propaganda.
> — Obtaining the percentage indicators of the presence of propaganda in the post according
to the analysis of each RNN model

Step 5. Forming a conclusion about the presence of propaganda:

— Determining of the level of propaganda by each RNN model by classes: «propaganda
P| posty», «suspicious post», «post without propaganda»

— Generalized conclusion about the presence of propaganda in the post.

Output data:
— Level and percentage estimate of the presence of propaganda both
for each RNN model and in general

Figure 2: Scheme of method for political propaganda detection in internet content.

In step 3, the pre-processed text is converted into numerical sequences that will be fed to neural
networks for further binary classification. Step 4 is the analysis of the post for the presence of
propaganda, which includes obtaining the percentage indicators of the presence of propaganda in
the post as analyzed by each RNN model.

At step 5, a conclusion is formed regarding the presence of propaganda. It is proposed to use two
ensemble approaches - binary (stacking) and discrete (bagging). For the binary approach to
determining the level of propaganda for ensemble neural networks, binary scores are obtained,
where the score 0 is no propaganda, 1 is propaganda. In the discrete approach, the evaluation of



neural networks is taken as a discrete value from 0 to 1, where 1 is the maximum manifestation of
propaganda, and 0 is its absence.

In the case of stacking, a binary score is obtained, and a conclusion about the class of the post is
formed according to the rules: "propaganda post", if more than 50% of the models received a binary
score of 1; "post without propaganda" if more than 50% of the models received a binary score of 0;
"suspicious post" if neural network models have parity voting results (about half with scores of 0
and half with scores of 1).

To determine the level of propaganda in the case of a discrete evaluation, the limits of three
classes are determined by experts: the upper limit of the "post without propaganda” class and the
lower limit of the "propaganda post" class.

After that, total discrete assessment of the post's belonging to specified classes is calculated (1):

Eval =k - RNN| +k, - RNN, +..+ +k, - RNN ,, (1)

where ky,k,,..,k, — influence coefficients of discrete estimates obtained by neural networks

RNN,, RNN,,..,RNN, in accordance.

n

The influence coefficients of discrete neural network evaluations £ki,k,,..,k, are chosen

empirically, depending on the focus of the process on detecting the propaganda of the relevant
species.

According to the above material, the result of the proposed method is the level and percentage
estimate of the presence of propaganda as per each RNN-model of the ensemble, as well as the
generalized level and percentage estimate of the presence of propaganda in the researched post.

4. Experiments

An ensemble of two neural network models was formed to conduct an experiment on the
effectiveness of the developed method of detecting propaganda in Internet content. In particular,
recurrent neural networks of BiLSTM and GRU architectures were used [27]. The selection of
different neural network models is due to their specific capabilities for analyzing text sequences
[28].

The architectures of BiLSTM and GRU neural networks for detecting propaganda in Internet
content are shown in Figure 3.
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(a) BiLSTM Architecture (b) GRU Architecture

Figure 3: BILSTM and GRU Neural Network Architectures for Detecting Propaganda.

BiLSTM by using the hidden state allows the analysis of text sequences in forward and reverse
directions, which helps to eliminate the barriers of traditional RNNs in detecting propaganda [29].
GRU has gate mechanisms that allow for more efficient management of gradients in time, which
makes it more resistant to the problem of vanishing gradients compared to classical RNNs, which
are also able to effectively detect propagation events [30].

In the case of using the BiLSTM and GRU architectures to conduct the experiment, formula (1)
will take the form:

Eval = ki - BILSTM,. + k, - GRU,., (2)
where k| — influence coefficient of the discrete estimate obtained by the neural network

BiLSTM, k, — influence coefficient of the discrete estimate obtained by the neural network GRU,

BiLSTM,. and GRU, _ giscrete evaluations of propaganda detection by BiLSTM and GRU neural

networks, respectively.
During experiments, neural networks were trained with different parameters (batch, epoch), the
results of a comparison of the best models are shown in Table 1.

Table 1
Dependence of metrics on neural network parameters

Parameters: GRU BiLSTM
Batch 32 64 32 64
Epoch 20 20 20 20

Metrics:




Accuracy 0.97 0.96 0.96 0.95

Loss 0.04 0.06 0.04 0.07

As can be seen from Table 1, GRU has higher accuracy than BiLSTM under the same parameters.
Figure 4 shows the distribution of correctly classified texts by the GRU neural network (a) and the
distribution of incorrectly classified texts (b).

3573 records were used as validation data, of which 1951 belonged to the "propaganda post"
class, and 1622 belonged to the "post without propaganda" class. Of them, 1912 texts of the
"propaganda post" class and 1565 texts of the "post without propaganda" class were correctly
classified ". 57 texts of the "post without propaganda" class were falsely classified as propaganda by
the neural network, and 39 texts of the "propaganda post" class were falsely classified as non-
propaganda. The overall accuracy on the validation data is 0.97. As can be seen from the numerical
data, the class "post without propaganda" is classified somewhat worse than the class "propaganda
post".
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Figure 4: Distribution of correctly and incorrectly classified texts by the GRU neural network.

Figure 5 shows the distribution of correctly classified texts by the BiLSTM neural network (a)
and the distribution of incorrectly classified texts (b).

Out of 3573 validation posts, 1883 posts of the "propaganda post" class and 1572 texts of the "post
without propaganda” class were correctly classified. 86 texts of the "post without propaganda" class
were falsely classified as propaganda by the neural network, and 32 texts of the "propaganda post”
class were falsely classified as non-propaganda. The overall accuracy on the validation data is 0.967.
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Figure 5: Distribution of correctly and incorrectly classified texts by the BILSTM neural network.

As can be seen from Figure 4a and Figure 5a, the texts have a sufficiently high level of interclass

resolution, while as can be seen in Figure 4b and Figure 5b, the incorrectly classified data are
concentrated closer to the central part of the graphs, which indicates the expediency of the
partitioning approach into 3 classes: "propaganda post", "post without propaganda", "suspicious

post".

5. Practical Implementation

The software implementation of method of detecting political propaganda shows in Figure 6.

W Neural network training module =10] x| M Propaganda detection module =[O x|
Name [my_model Model #1 Model #2
c |/models/470_gru/model il ||odels/470_bilstm/model il
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I 10 Tokenizer #1 Tokenizer #2
Batch size I 32 I0_bilstm/tokenizer.pickle iI I/home/pravetz/,ﬂoxymeu il
- Maxl I Maxl I

Dataset path I/home/pravetz/onymeH -I xen|aro xien|aro

B IDiscrete method vl
Architecture IBiLSTM vIVocabula:ysize |1ooo o0
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uniks Limits

0.0,0.4 0.4,0.6 0.6,1.0

Non-propaganda Suspicious Propaganda
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Accuracy: 0.9420654911838791
F1 score: 0.9485969704494661
Recall: 0.9700355510411376
Confusion matrix:

[[0.90773067 0.09226933]

[0.02996445 0.97003555]] Post score: 0.952, Propaganda post

[ Translate

(b) Political propaganda detection module
Figure 6: The main forms interface of applied software implementation.

(a) Neural network learning module

To study the effectiveness of the developed method of detecting political propaganda in Internet
content, which includes the ensemble use of RNN models of the BiLSTM and GRU architectures, a
software implementation of the method was created using the Python language. The interface of the
software component responsible for the learning module of neural network models is shown in



Figure 6a. The interface of the software part responsible for the process of detecting propaganda by
the developed method is shown in Figure 6b.

With the introduction of the "suspicious post" category, the percentage of errors of the first and
second kind decreased. When using the binary approach, 178 samples out of 3573 turned out to be
incorrectly classified. However, out of 178 samples, only 71 samples are false, the remaining 107
were classified as "suspicious post". Out of 71 false samples, only 26 texts containing signs of
political propaganda were falsely assigned to the "non-propaganda post" class, and 45 texts were
falsely assigned to the "propaganda post" class. As for the results of the discrete approach, 130
samples turned out to be incorrectly classified, which in general did not worsen the statistics of the
GRU neural network indicators, but out of 130 samples, 37 texts containing signs of political
propaganda were wrongly assigned to the "post without propaganda" class, and 52 texts were
wrongly assigned to the "propaganda post".

6. Results and Discussion

Accuracy, Precision, Recall and F1 metrics were used to study the effectiveness of detecting
political propaganda in textual Internet content using the developed method [11]. The values of the
metrics for the discrete and binary variations of the method are shown in Table 2. Although the
binary approach gave worse results for the Accuracy metric, it gave better results for the Precision,
Recall and F1 metrics, while the discrete Accuracy approach practically did not deteriorate, but at
the same time the metrics Precision, Recall and F1 are somewhat inferior to it.

Table 2

Value of metrics for begging and staking
Approach Accuracy Precision Recall F1
Bagging 0.97 0.973 0.981 0.976
Stacking 0.95 0.977 0.987 0.981

For the experiment, the parameters of discrete approach were as follows: £,=0.5, k,=0.5, [, =
0.45, I, = 0.55. Although binary approach gave worse results on Accuracy metric, it gave better
Precision, Recall, and F1 metrics, while the discrete Accuracy approach did not deteriorate, but the
Precision, Recall, and F1 metrics were somewhat inferior to it. The chart of metric values is shown
in Figure 7.
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Figure 7: The value of metrics for binary and discrete approaches.

However, the advantages of the discrete method are its flexibility and the ability to be customized
depending on the task. Experiments in this direction in the future are promising.



As for the texts that were identified as suspicious, specific signs were found in them. For example:
"let the I-t community calm down. They seem to be the same people (including nationalists), which
means they can be joked about like everyone else. 2) Managers are satire, therefore fire. 3)
Fortunately, Ukraine is not the USA, so you can joke about real graduates of the Ternopil Medka.
P.S. The best joke where the musorina stops Best, takes a bribe. And then he comes back and takes it
off in the heat of the moment. P.S.S. Where is the review of the sketch with Khmelnitsky and the
Moscow ambassador? There's only one American subject worth anything!" (in original Ukrainian:
«xati 1-m CnitbHOMA YCnoKosIMbCsl . Bonu o naueb mo maxi cami noou (myou sic i Hayionanicmis ) |
a 3HaYUMb HAO HUMU MOJCHA dHcapmysamu AK i HaO ycima iHwumu ..2) Menedxcepu mo camupa
momy aeouv .3) Vrpain na wacms ne CLIA , momy moocna ocapmysamu i HAO pearbHUMU
sunyckuuxamu meprononvcovkoi meoku.ll. C. Hatikpawuii scapm oe mycopina 3ynunsiec becma , bepe
xabap . A moiu nomim nogepmacmoca i 3nimae uoeo ua eapavomy dl. C. C. [le oenad cxemuy 3
Xmenvnuybkum ma nociom mockoscokum ? Tam ooun gax amepukaHcoKuil 4ymo2o milbKu 6apmull
/»). The text contains a number of trigger words, such as "nationalists" (in original Ukrainian:
«HaioHaICcTiBY), "Moscow" (in original Ukrainian: «mMockoBchknm»), and the context is similar to
propaganda.

There were also erroneously assigned texts in the data set. For example, the following text in the
dataset was marked as a "post without propaganda”, but its content: "Russia does not claim the
territory of Ukraine, if Ukraine did not attack Russia, there would be no military action. Rather,
Russia was attacked by NATO countries on the territory of Ukraine, because the authorities of
Ukraine sold the country and betrayed their people and agreed to fight for the interests of Biden,
Macron, Sunak and Scholtz until the last living Ukrainian." (in original Ukrainian: «Pocis we
npemenoye Ha mepumopito Yrpainu, axou Ykpaina ne nanana na Pociio, sicoonux giticoxogux 0itl He
oyno 0. Bipniwe na Pocito nananu xpainu HATO na mepumopii' Yxpainu, momy wo 6i1aoa Yxpainu
npoodana Kpainy i 3paouna csitl Hapoo i nocoounacs eoweamu 3a inmepecu baiidena, Makpona,
Cynaxa ma Lllonvya 0o ocmannboeo dcueo2o ykpainys.») is outright propaganda, and both neural
network models rated it highly for political propaganda, giving scores of 0.92 (GRU) and 0.97
(BiLSTM), for a total score of 0.944.

7. Conclusions

A method for political propaganda detection in internet content using recurrent neural network
models ensemble, which works with the Ukrainian language, has been proposed, and its
approbation has been carried out. The method for detecting political propaganda in Internet content
using ensemble of recurrent neural network models is intended to identify and analyze potentially
propagandistic or manipulative content spread on the Internet. The input data of the method is an
ensemble of trained models of recurrent neural networks with tokenizers and a text message for
analysis. The output data are the level and percentage of propaganda presence for each neural
network model of the ensemble and in general. As part of the research: preparation of an
educational Ukrainian-language data set was completed; test training of an ensemble of classifiers
based on BiLSTM and GRU neural network architectures was performed; software was developed
that implements the created method for political propaganda detection in internet content using
recurrent neural network models ensemble, and a study of its effectiveness was conducted.

The applied efficiency research of propaganda detection by an ensemble of classifiers based on
the BIiLSTM and GRU recurrent neural network architectures was conducted. The proposed
approach is capable of detecting political propaganda by an ensemble of RNN models with Accuracy
0.97, Precision 0.973, Recall 0.981, and F1 0.976 in the bagging mode, and Accuracy 0.95, Precision
0.977, Recall 0.987, and F1 0.981 in the stacking mode . The developed method has a limitation: it
works with text posts from 200 to 6300 symbols long. For shorter and longer texts, performance
degradation is observed.

Further research will be aimed at analyzing the dependence of the considered performance
indicators of the proposed method on the features and parameters of the analyzed post, such as size,
genre, and subject matter. A promising direction for further research is also an increase in the



number of RNN models in the ensemble to improve performance indicators, and the specialization
of models for certain types of propaganda.
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