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Abstract

This paper presents an integrated approach to enhancing the security of adaptive video streams transmitted
over Bluetooth wireless networks with increased data transfer rates using adaptive modulation and a three-
zone buffer. The study addresses key security challenges such as confidentiality, integrity, and availability,
proposing a comprehensive strategy that combines adaptive encryption, dynamic modulation, traffic
multiplexing, and buffer management. The adaptive encryption mechanism allows for real-time
adjustments to encryption levels based on network conditions, ensuring both security and transmission
efficiency. A three-zone buffer policy is introduced, prioritizing the transmission of video data packets (I-
frames, P-frames, and B-frames) according to buffer occupancy and data importance. The use of traffic
multiplexing across multiple transmission paths enhances the availability of video streams, mitigating the
effects of network congestion and packet loss. The paper also explores future directions for video stream
security, including the potential of quantum encryption for unbreakable security and Al-driven techniques
for real-time threat detection and dynamic security adaptation. The relevance of lightweight encryption
methods and edge computing solutions in securing video streams within the Internet of Things (IoT)
environments is also discussed. Overall, the proposed approach balances security and performance, making
it suitable for modern multimedia applications. This research contributes to advancing video stream
protection strategies in wireless networks, ensuring continuous, secure, and high-quality video

transmission.
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1. Introduction

Video transmission in wireless networks is a key
component for many modern multimedia applications, such
as monitoring systems, video telephony, and personalized
television. Streaming video, using compression and
buffering technologies, enables real-time transmission over
local networks and the Internet. This requires high
bandwidth, minimal delays, and acceptable data loss [1-15].
However, the Internet does not always guarantee the
required quality of service due to the heterogeneity of
network structures and video systems. Developing effective
standards for video compression, conversion, and
transmission methods is a significant challenge in
information technology [4-6, 14-33].
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Improving Bluetooth video streaming with adaptive
modulation and a three-zone buffer addresses both data
transmission efficiency and security concerns. Ensuring the
confidentiality, integrity, and availability of video data is
critical when using open communication channels [5, 6, 17,
18, 26-29, 34-36]. Confidentiality limits access to
authorized users, and the growing risks of unauthorized
access in the globalized Internet heighten the need for
robust security solutions [1-6, 15-18, 37].

2. Analysis of recent studies and
publications

In video streaming over Bluetooth networks with increased
data rates using adaptive modulation and a three-zone
buffer, protecting confidentiality, integrity, and availability
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is critical [38-43]. Video data encryption is a promising
method, but due to the limitations of some encryption
algorithms, adaptive encryption and visual cryptography
are needed to ensure both security and efficiency for large
data volumes [7-11, 15, 27, 34-36].

Integrity and availability are equally important. While
methods like redundancy and mirroring protect data at the
physical level, they do not ensure availability during
transmission. Cryptographic methods may secure integrity
but are not always available [2, 20-24, 28-31]. Therefore,
combining visual cryptography and traffic multiplexing to
secure both confidentiality and availability is essential.

As Bluetooth networks evolve, confidentiality and
availability protection methods are increasingly vital [31,
32, 44, 45]. Specialized encryption algorithms help secure
video streams but may lack sufficient cryptographic
strength. Alternatives like data hiding or digital signatures
address integrity but not availability. Load balancing and
redundancy improve availability at lower network layers
but do not address the content level, reducing their
effectiveness in Bluetooth networks.

3. The purpose of the study

The purpose of this study is to develop and evaluate an
integrated security framework for adaptive video streaming
over Bluetooth wireless networks with enhanced data
transfer rates. The framework aims to address critical
security  concerns—confidentiality,  integrity,
availability—while  maintaining  high  transmission
efficiency. By incorporating adaptive encryption, dynamic
modulation, traffic multiplexing, and a novel three-zone
buffer management strategy, the research seeks to ensure
the secure, reliable, and uninterrupted transmission of
multimedia content in resource-constrained environments.
The study also explores future trends, such as quantum
encryption and Al-driven security adaptations, to further
strengthen video stream protection in wireless networks.

4. Methods and Models

To address emerging challenges in protecting digital video,
specialized methods must be developed, focusing on

and

ensuring confidentiality and availability without relying
solely on encryption algorithms. This can be achieved
through analytical transformation of the data sequence and
route-hiding techniques during exchange, enhancing
resilience against unauthorized access using existing
physical security measures.

A key approach involves traffic multiplexing systems
that distribute data fragments across multiple physical
channels, increasing the difficulty of reconstructing the
original data based on specific needs [8, 17]. This method
aligns with modern encryption techniques, including
quantum cryptography and AI algorithms, applied at
various network transmission layers. These systems include
intermediate nodes and specialized devices that process and
protect data, implementing advanced security measures
across the network [1, 2, 5, 7, 8, 28-32, 44, 45]. The traffic
multiplexing model uses sophisticated cryptographic
protection integrated with advanced data processing
techniques. The classical method of sending equal-sized
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projections to each participant has become outdated.
Modern technologies now use compression and advanced
encoding to optimize data sizes, reduce traffic, and address
bandwidth limitations, enhancing video stream security
over Bluetooth networks [5, 7-9, 21-27, 34, 35].

A more advanced approach uses a data segmentation
algorithm, dividing image points into non-overlapping
classes and distributing video data across multiple channels
without adding redundancy, minimizing transmitted data
volume [2-6, 18, 26, 27, 34]. However, if projections are
intercepted, partial information could be exposed, so
segmentation methods must reduce the value of intercepted
data.

To ensure availability, a method is needed that allows
recipients to restore the image even if some projections are
blocked or altered by an attacker. Balancing security and
availability is crucial for protecting video transmissions
over wireless networks [5, 7-10, 13, 14, 17, 19-25].

A study of video confidentiality methods over Bluetooth
networks with increased data transfer rates, using adaptive
and buffer,
segmentation method based on pixel brightness values.

modulation a three-zone a

proposed
Projections would include pixels from a specific brightness
range, with the number of participants determining the
class division. For example, in a two-participant scenario,

pixels would be divided into corresponding brightness-

based classes:
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At the same time, to ensure maximum availability of
transmitted video information, a method of uniform image
segmentation was proposed. Suppose the digital image P
with dimensions M; X M, corresponds to the following
matrix:
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It is necessary to divide it into nnn projections so that a
minimal number of projections is required for restoring the
original image [10-12, 15, 16]. To achieve this, it is evident
should contain points
distributed across the entire frame, meaning the projection

that each projection evenly

will represent a grid with equidistant nodes, and n = 2%,
k>1:
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In securing video streams over Bluetooth networks with
increased data rates using adaptive modulation and a three-
zone buffer, restoring the original image from incomplete
projections is crucial for maintaining integrity and
confidentiality [1, 5, 7-9]. This is achieved by constructing
interpolation functions for known points to estimate
unknown ones. The more projections received, the more
accurate the reconstruction, enhancing data protection [2-
6, 10-13, 15-17, 19-22].

Security risks arise if attackers access a single physical
channel, enabling them to analyze or modify data. Since
each channel carries only part of the frame, an attacker
could reconstruct the original frame from an intercepted
projection, compromising the stream’s confidentiality [1, 3,
7, 8, 17, 18]. Blocking or altering a projection could further
affect integrity and availability, raising concerns about
system robustness against attacks.

The study examined various methods for restoring
frames from projections, focusing on Bluetooth streaming
security with adaptive modulation and a three-zone buffer
[11-16, 19, 20, 46].

To evaluate the effectiveness of image restoration
methods and, consequently, video stream protection
methods over a Bluetooth wireless network with increased
data transfer rates using adaptive modulation with a three-
zone buffer, the following criteria were identified [19-24].
One of these criteria is the minimum square mean error of
the restored image. This criterion measures the accuracy of
image reproduction after the restoration procedure. It
assesses the deviation between the original image and its
restored version. The smaller the value of this criterion, the
better the image restoration, and therefore, the more
effective the video stream protection against possible
attacks or distortions.

M;—1M,—1

1 .
MM, ;Z:(:) ; (h(x,y) — f(x,y))% — min, ©)

The psychovisual criterion for image reproduction
quality is essential when evaluating image restoration
methods for securing video streams over Bluetooth
networks with adaptive modulation and a three-zone buffer
[7-11, 17]. Several methods were analyzed, including
bilinear interpolation, bicubic spline interpolation, and
linear extrapolation. Bicubic spline interpolation proved
most effective in minimizing restoration error for uniformly

e =

segmented projections. A clear link was found between
increased gap size and higher relative error. While gap
extrapolation worked in some cases, it was ineffective for
brightness-based segmentation [27, 28, 30-32, 34, 35, 44, 45].
These results align with the psychovisual quality criterion,
though expert evaluation is advised for specific cases.
Furthermore, the conclusion was formulated that
justifies the advantages of the brightness segmentation
method over other methods in the context of ensuring video
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stream security over a Bluetooth wireless network with
increased data transfer rates using adaptive modulation
with a three-zone buffer. Since brightness segmentation
maximizes the difference between values of f; the value of

the expression (f — f;) in this case will also be maximized.

Let the initial image f(x, y) be segmented into n projections
fi(,y), ..., fu(x,y) using the brightness segmentation
method. Then the mean square error ¢&;, of the restored
image h;(x,y) based on an arbitrary projection f;(x,y)
using interpolation methods has the following lower bound:
&® 2 (f — f)? (6)
where f; is the mean value of f(x,y) for projection i, and f
is the mean value of f(x, y) for the initial image. The proof
of this theorem is conducted by applying the method of

mathematical  induction and transitioning from
hi(xJ y) tofi (X, y)
The implementation of methods for ensuring

confidentiality and availability in digital video transmission
over distributed networks was achieved using advanced
video processing technologies [1-6, 8-11, 15, 17]. Microsoft
DirectShow was employed to create components that
transform the original video stream into projections.
Confidentiality protection relies on modern image
segmentation, while the availability filter applies uniform
segmentation [1-6, 8-11, 15, 17]. These filters process the
stream and generate projections with predefined
parameters.

These filters were integrated into a filter graph for
secure transmission over Bluetooth networks with adaptive
modulation and a three-zone buffer. The video source can
be any capture device or file, and the Infinite Pin Tee Filter
generates the necessary stream copies based on the number
of participants [7, 22-24, 26, 27, 34]. Each copy is segmented
according to the participant's class number, and streams are
transmitted via the ASF Writer filter. The final recipient
combines these streams, ensuring data security and
integrity [19-25, 27, 28, 35, 36].

The system was tested in a high-speed Bluetooth
network with transmission rates up to 1 Gbps, in a large
organization’s network, meeting modern Bluetooth
standards [1-7, 9-19, 46]. Intel Core i9 workstations
(4.5 GHz) were used to assess system performance. The
main objectives were to determine the optimal number of
system participants based on video stream frame size and
evaluate the efficiency of protection methods. Processing
large volumes of video data in the traffic multiplexing
system could limit overall efficiency.

Radio Channel Resource Allocation Algorithms for
Adaptive Video Streaming:

The radio channel resource management algorithms for
securing video streams over Bluetooth networks with
increased data rates, using adaptive modulation and a three-
zone buffer, are designed to ensure reliable transmission
while meeting security requirements. These algorithms
adjust to network changes such as signal fluctuations and
congestion, optimizing transmission quality [14, 15, 19-22,
28, 35, 36]. Key features include adaptive modulation and
traffic management, with machine learning methods used to
predict and optimize transmission, enhancing security and
reliability.



In parallel, systems for storing and transmitting video over
HTTP have grown in popularity due to increased mobile
device usage, social media integration, and the demand for
distance  learning.  Video  transmission is a
telecommunications priority, utilizing two main HTTP-
based technologies: non-adaptive (HTTP Progressive
Download) and adaptive (HTTP Adaptive Streaming),
defined by the DASH standard. As user mobility and
reliance on wireless networks grow, these networks face
strain, leading to issues like buffering and playback
interruptions [14, 15, 19-22, 28, 35, 36].

The performance of centralized wireless networks is
significantly impacted by how frequency-time resources are
allocated among users. Scheduling algorithms at the base
station handle this resource allocation, but since these
algorithms vary by manufacturer, they directly affect
overall system performance [9-16, 19, 20, 37, 46]. Research
into efficient scheduling algorithms is essential for
maintaining high performance and ensuring optimal
Quality of Experience (QoE) during video transmission via
the HTTP protocol.

Key aspects of HTTP-based video transmission include
analyzing technologies and assessing user QoE, which is
vital for evaluating playback satisfaction. Models and
criteria for evaluating video quality perception are
developed based on this analysis. A common QoE
evaluation method is the Mean Opinion Score (MOS), which
rates user satisfaction on a 1-5 scale, depending on video
playback statistics and whether the transmission is adaptive
or non-adaptive [5-8, 11, 17, 18].
the analysis of MOS functions their
approximations, two key factors affecting video quality
perception were identified: buffering during playback,
which influences both adaptive and non-adaptive
technologies, and the average bitrate, which plays a crucial
role in adaptive technologies. These factors directly impact
user satisfaction and overall video transmission quality.

User satisfaction with viewing and, consequently, the
performance of the telecommunications system is inversely
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proportional to the value of the buffering factor and directly

proportional to the average bitrate of the stream. Two QoE

criteria characterize the buffering factor for a specific user i:
The normalized ratio of buffering and viewing durations:
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time T; w! is the total video viewing duration by user i
during time T.
The ratio of buffering and viewing durations:
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In studying wireless systems for video stream security
over Bluetooth networks with increased data transfer rates,
using adaptive modulation and a three-zone buffer,
differences were noted between adaptive and non-adaptive
transmission technologies [22-26, 28-31, 36]. While many
studies focus on wireless communication performance,
there remains a gap in data for certain QoE aspects. This
research evaluates video quality using both technologies in
a centralized wireless HTTP transmission model, where
subscribers connect via radio channels. The model includes
local components such as a video server, buffering, and
playback processes, accounting for data transfer speeds and
clip selection [15, 34-37].

For Bluetooth video streaming with adaptive
modulation and a three-zone buffer, the system operates in
equal-duration periods (slots), optimizing the allocation of
frequency-time resources. A wireless channel model and
resource scheduler at the base station play critical roles in
resource allocation, directly influencing data transfer speeds
and user satisfaction [15, 20-24, 28, 35, 36]. A software-
hardware setup, including a video player that sequentially
downloads segments from the server, is also key to securing
video streams (Fig. 1). Below are the main assumptions used
in these models.

put channe
nput cannel
and

station Video server

Figure 1: Video Data Transmission Model in a Wireless Network
Source: Developed by the author in the LibreOffice environment

Each video data segment j is presented in a continuous
range of bit rates:
Ri,j € [Rmin' Rmax]'i = L_N' 9

The user behavior model is characterized by the user
video stream sparsity coefficient i—which is the ratio of the
total durations of viewing and pauses to the viewing
duration of user i over a given time interval T — oo:
ol + b

yi = lim (10)
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The user is considered active at time t if they are
downloading at that moment; otherwise, the user is
considered inactive.

the channel,
attenuation during propagation occurs uniformly across the

In wireless communication signal
entire bandwidth for a specific user at a particular time. Let
us introduce the variable C;(T), which equals the data
transmission speed through the wireless channel if all

available resources were allocated to the user i at time t.



This is called the maximum achievable channel speed. The
assumptions used for the wireless channel model are:

During the transmission of one packet k from segment
j by user i in the downlink, the maximum achievable
wireless channel speed is constant:

CI(T) = Ci,j,k'ti,j,k <t< ti,j,k + Ati,j,ka (11)
where t; j i is the moment when user j, At; ; i is the duration
of downloading packet k by user i from segment j, C; j i is
being the maximum achievable channel speed during the
packet download.

The sequence of random variables:

-1, -1 i
Ci'l,Ciz,...,l =1,N, (12)
-1 _ 1 Pij .
where C;; =— — forrns an ergodic random
, Pij k= 1C

process with ﬁnlte mathematlcal expectations E[C; ] and
variation coefficients V.
At each moment t, the scheduling algorithm distributes
portions of the channel resources ;(t) for all users:
A ={x(®),  i=1N} (13)
An evident constraint on the operation of the
scheduling algorithm is the finite volume of available

resources:
N

vt: Z a;(t) <1 (14)
i=1

To optimize resource allocation in a Bluetooth wireless
network with increased data transfer rates using adaptive
modulation with a three-zone buffer, the scheduler has
access to prior data, including portions of allocated channel
resources, maximum achievable channel speeds, and the
volume of transmitted data for each individual user:

A() = A(;(7), C;(x);T<t, i=1,N), (15)
where A (+) is represents the scheduling algorithm.

To ensure the security of video streams over a Bluetooth
wireless network with increased data transfer rates using
adaptive modulation with a three-zone buffer, the following
assumptions are considered for the scheduling algorithm
[10, 17, 46]:

The scheduler allocates all available channel resources
at every moment.

The scheduler does not allocate resources to inactive
users.

Each active user is guaranteed a minimum portion of the
channel resources.

When a new video data segment is requested by the
video player, the problem of choosing the bit rate for the
requested segment is solved by the following expression:

Rij =B(Rik, C;(0),a;(7); k <j,T <t;), (16)
where B () is represents the algorithm for calculating the
bit rate of segment j for user i, R; ; is the bit rate of segment
j for user i, ¢; j is the time when user i requests segment j.

The frequency of switching bit rates is limited:

o[R;] <R
E[R]™ "
where E[R;] = lim; o E[R;;], o[R;] = lim;_.E[Ry;].

The sequences R;1,R;3,.., i=1N form ergodic

17)

random processes with finite mathematical expectations
E[R;] and variation coefficients that do not exceed the

values of VR respectively.

The presented analytical model
components and parameters

transmission system over the HTTP protocol.

describes the key
of a real video data

For all possible scheduling and video adaptation

algorithms that meet the assumptions, the following

inequality hOldS'
E[R]E[C] 1]

1—
Z( v qi+vi

The relatlonshlp between all parameters of the video

<1 (18)

data transmission network is reproduced by dependencies
on the features of the user behavior model (y;, q;) video
stream properties (E[R;]) and the operation of the wireless
channel (E [C i_l]) for each network participant.

The radio channel resource allocation algorithms for
adaptive video streams, which are expressed by the ratio of
buffering duration to viewing duration gq;, while
considering the average bit rate of the viewed stream, are of
great importance. It is worth noting that due to the presence
of video stream adaptation to wireless channel conditions,
the scheduling and video adaptation algorithms, denoted as
A and B, srespectively, influence the buffering factor.
According to the research on quality criteria conducted in
the first section, it is proposed to evaluate system
performance using two criteria. The average value of the
ratio of buffering duration to viewing duration:

a4 B) = —(Z ai(4.5), (19)

The average bitrate of the viewed video stream, which
is a key parameter:

N
R(A,B) = %(Z E [Ri(4, B)]), (20)

The primary goal is to determine the lower bound for all
possible scheduling and video adaptation algorithms that
meet the conditions introduced in the second section for the
average ratio of buffering duration to viewing duration for
all users in the system, provided that the average bitrate of
the viewed stream for all users is not less than the given
value Rgg4.

Q= A,B:E(A,B)leIZgg,AecA,BeB q(A.B) (1)

The task of finding the lower bound of the quality of
experience (QoE) criterion @ is formulated as an
optimization problem aimed at minimizing this criterion

under certain constraints and conditions. The objective is to

o 1 .
minimize Q = — >N subJect to:

N
Z(l—v vc) Rl -1<0,
i=1
N
22
N Z Rasg =0 )
i=1
Rl € [Rminv min]:l =1,N
-q;<0,i=1,N
R, =E[R]TaC ! = E[C]Y, (23)

In this context, the optimization problem is non-linear
with general constraints, making it a non-convex problem
with no standard solutions [9-12, 15, 16, 21-27, 34, 35]. To
solve this, a two-stage optimization approach is proposed.



First, an intermediate optimization problem is introduced,
where a solution algorithm is already known. Then, the
relationship between the main optimization problem and
the intermediate one is established, followed by a relaxation
of constraints to solve the original problem.

This approach involves solving the intermediate
problem first, and then formulating the final problem with
relaxed constraints. A new algorithm is proposed to solve
this, comparing the performance of existing heuristic
algorithms for wireless channel resource allocation based
on the QoE criterion QQQ. The lower bound for adaptive
video streams is derived and compared with heuristics for
non-adaptive streams. Simulation modeling of heuristic
scheduling algorithms for adaptive video transmission was
performed with a fixed number of users per cell, while non-
adaptive video transmission was simulated assuming the
video stream bit rate viewed by all users equals Ry94.

In summary, the challenges of securing video streams
over a Bluetooth wireless network with increased data rates
using adaptive modulation and a three-zone buffer were
addressed [7-10, 17, 18]. A two-stage optimization approach
was proposed: first, an intermediate optimization problem
with a known solution was introduced, followed by
establishing its relationship to the main problem. Finally, an
optimization problem with relaxed constraints
formulated and solved [3, 7, 24-27, 34, 35].

An algorithm was developed to solve this optimization

was

problem, and its performance was compared with existing
wireless channel resource allocation heuristics. The study
derived a bound for adaptive video streams and compared it
with non-adaptive heuristics. Simulation modeling of
heuristic scheduling algorithms for both adaptive and non-
adaptive video was conducted, assuming a fixed number of
users per cell. For non-adaptive video, the modeling
assumed all users viewed video streams at the average
bitrate R4

The study tackled the challenges of securing video
streaming over Bluetooth networks using adaptive
modulation with a three-zone buffer. A nonlinear
optimization problem was formulated and solved using a
two-stage approach [12-17, 19]. The proposed algorithm
effectively enhanced video stream security. A comparative
analysis of resource allocation methods demonstrated the
benefits of adaptive modulation over non-adaptive
approaches. As a result, the developed radio channel
resource allocation algorithms proved effective in ensuring
both security and efficiency for video streaming over
Bluetooth networks with increased data rates.

Integrated Priority and Information Protection Strategy
for Multi-Level Interaction Among Users:

The integrated strategy for managing priorities and
information protection in Bluetooth wireless networks
combines advanced traffic management and security
technologies. It includes a multi-level interaction model that
dynamically adjusts bandwidth and priorities based on data
type and importance, ensuring secure transmission through
priority buffering policies that consider transmission
context and confidentiality [20-23].

Recent innovations, such as Al integration, enable real-
time traffic analysis and adaptive decision-making. Machine
learning optimizes transmission priorities and bandwidth,
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ensuring stable video streams even in challenging
conditions [3, 7, 8, 12, 15, 16]. This approach enhances both
security and efficiency, meeting modern demands for
Bluetooth video streaming.

In the transmission buffer, Bluetooth packets are
prioritized and transmitted using one of two modulation
schemes based on their priority. Low-priority packets are
sent at 3 Mbps to reduce errors. The Bluetooth ARQ
(Automatic Repeat Request) mechanism, with adjustable
flush timeouts, prevents packet delays that could lead to
frame skips. The flush timeout is set at 1250 microseconds,
equivalent to two Bluetooth timeslots, after which
handshake packets stop [19-21]. Non-flushable settings
protect against data loss in other streams [14, 19, 26, 27, 34,
46].

As technologies evolve, secure transmission and data
confidentiality are increasingly vital. Modeling methods,
such as the Gilbert-Elliott ergodic chain and Gilbert’s
Markov chains, improve understanding of wireless channel
errors and support effective protection strategies [30-32].
Adaptive methods like adaptive frequency hopping (AFH)
in Bluetooth ensure stable transmissions by avoiding
interference.

End-to-end encryption (E2EE) is also becoming more
common, offering robust protection against unauthorized
access throughout the transmission process [20-25, 27, 31].

Currently, the modeling of the AWGN (Additive White
Gaussian Noise) channel with a bit error rate (BER) of 1075
at higher data transfer rates of 3 Mbps and an E}, / Ny(energy
per bit to noise power spectral density ratio of 16 dB is
widely used. This method allows for analyzing the response
of various protection schemes to different channel
conditions. The Gilbert-Elliott ergodic chain with two states
in discrete time and Gilbert’s Markov chain are applied to
model the error characteristics of a wireless channel. Even
with the use of modern technologies such as adaptive
frequency hopping (AFH) in Bluetooth version 5.2, the
Gilbert-Elliott model remains an effective tool for channel
analysis, considering its limitations and impact on
audio/video applications. Studying the average durations of
good and bad channel states T, and T}, helps to understand
the system’s behavior in real-world operating conditions,
while setting the timeout at the appropriate level allows for
effective data flow management to ensure the security and
reliability of information transmission. The average
duration of a good state in seconds, and the duration of a
bad state is T, = 0,25 seconds. In Bluetooth time slot units,
where each time slot lasts 625 microseconds, T, = 3200,
and T}, = 400. Consequently, if the current state is good (g),
the probability that the next state will also be good (g),
(Pgg) is 0,9996875, while the probability that the next state
will be bad (b), (Pbb) given the current state is 0.9975.

1
T 1-Pgyg’ T =1"Pbp

At a speed of 3 Mbps, the bit error rate (BER) in the good
state is 107>, and in the bad state, it is—10~%. The two SNR
states of 16.00 and 14.70 dB correspond to varying
transmission conditions. The first SNR value is ideal for

T, (24)

comparison with a single-stationary model, while the
second is optimal for 2 Mbps transmission speeds. As SNR
worsens below 10 dB, only basic rate-protected packets



remain viable. Adaptive User Priority (UP) schemes are
effective for Enhanced Data Rate (EDR) modes, which build
on earlier concepts like IBM’s BlueHoc and Blueware, with
specifications covering baseband, L2CAP, and multi-slot
packet transmission [28-33, 44, 45]. Clock drift is considered

in timing and scheduling, although real-world
implementations may experience slower EDR mode
switching.

Changes in priority buffering policies align with
advanced traffic management and video security measures.
Adaptive buffers improve data prioritization by considering
factors like data importance, confidentiality, quality of
service, and security requirements. Critical data, such as
confidential information, is given higher priority to ensure
faster and more secure transmission [20, 23, 28, 29, 31, 32,
44, 45].

The integration of adaptive modulation with a three-
zone buffer allows dynamic adjustments to signal changes
and transmission quality, optimizing bandwidth and
reducing the risk of buffer overflow as data volumes and
noise levels fluctuate. Modern priority buffering policies
have become essential for securing video streams over
Bluetooth networks, balancing transmission efficiency, data
protection, and user satisfaction.

These policies prioritize data based on buffer fill levels.
In zone 1, where the buffer is less full, protection strategies
like random number generation are used [8-10]. In zone 3,
when the buffer is nearly full, urgent data is transmitted
immediately, with reduced protection to maintain speed.
This approach optimizes security while managing data flow
and resource use [1-6, 11, 17, 18]. Given the rise of cyber
threats, such policies are crucial for ensuring strong data
protection in dynamic network environments.

In zone 1 of the buffer, all Bluetooth packets of type I-
or P-frames are automatically protected by sending them at
a lower data transmission rate. B-frame packets are only
protected in zone 1 if they pass the following test. A
comparison is made between a uniformly distributed
random number generated in the interval [0,1] and the
fraction f, which determines the buffer’s occupancy with
packets relative to the zone’s bandwidth (Fig. 2). If the
random number is greater than f, the B-frame packet is also
transmitted at a reduced transmission speed, indicating its
protection. This test is implemented so that the number of
protected B-frame packets increases linearly with the
buffer’s fill level in zone 1.

"l‘” s Ln \\,\ A “ N l“‘mm i Wlwn:
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Figure 2: Temporal Change of Spatial Information
Source: Aggregated from sources [8-13, 15, 16, 22-27, 34, 35]

As the buffer fills and packets enter zone 2, a distinct
priority policy applies for P-frames. In this zone, I-frames
remain protected, while B-frames lose their protection. P-
frames are partially protected based on the ratio of
internally encoded macroblocks, with protection levels
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dynamically adjusted as data and buffer usage change. The
boundary between protected and unprotected P-frames
shifts according to historical encoding ratios, adapting in
real-time.

In zone 3, when the buffer is full, B-frames and P-frames
lose protection, but I-frames retain it, like in zone 1, using
random number generation and fraction comparison. The
UP policy is linear in zones 1 and 3 but remains nonlinear
for P-frames, balancing content importance with buffer fill
levels. This ensures that P-frame output adjusts toward a
linear mode, compensating for buffer saturation.

As efficiency demands
transmission grow, improving buffer priority policies
become crucial [12, 22-24, 32, 37, 44-46]. Modern methods
safeguard data while ensuring quality transmission.
Adaptive buffers, combined with modulation technology,
allow dynamic responses to network conditions, enhancing

security and in video

security and performance in wireless communication.

Dynamic frame content regulation for enhancing video
stream protection efficiency:

Dynamic frame content regulation is a key approach for
optimizing cybersecurity and information protection in
video sequences by managing frame sizes based on
parameters like brightness, motion, and texture [23-27, 30-
32, 34, 35, 44, 45]. Real-time adjustments, such as resolution
changes or compression, are made to ensure efficient video
transmission.

Modern systems analyze brightness, motion, texture,
and context, allowing quick responses to video stream
Advanced algorithms adapt transmission
parameters, reducing resolution or applying compression
during high motion to decrease data volume while
maintaining essential details. This improves network
efficiency and prevents unauthorized access [13].

Dynamic regulation is especially important in Bluetooth
wireless networks using adaptive modulation and a three-
zone buffer, optimizing bandwidth and reducing data
leakage during intense video changes to balance protection
and efficiency [2, 7, 9]. Adjusting the ratio between buffer
zones enhances system resilience. Spatial content affects I-
frame size and transmission speed, while temporal content
impacts B- and P-frame processing, crucial for
confidentiality. Research [36] evaluates spatial and temporal
information using brightness filtering and the Sobel
algorithm to strengthen video data protection (Fig. 3).

alterations.

8

Temp. Information

Frame Index

Figure 3: Temporal information changes over time for the
same sequence
Source: Aggregated from sources [11, 15, 16, 22-27, 34, 35]

The analysis of the temporal dimension of video data
involves calculating brightness differences between frames



and computing frame-by-frame standard deviation (SD),
which helps assess changes in spatial and temporal
information. This highlights the need for dynamic buffer
zone adjustments to ensure efficient data storage and
processing, particularly for cybersecurity and data
protection.

Dynamic frame regulation is crucial for optimizing data
transmission and security over Bluetooth connections.
Bluetooth frames made up of asynchronous connectionless
(ACL) packets, occupy multiple time slots, and their size
impacts payload. Continuous monitoring of content
characteristics such as brightness, motion, and texture
allows for dynamic adjustments in frame sizes, improving
transmission efficiency and security [7, 8, 14, 18, 25, 46].

Packet size quantization often increases Bluetooth
packet sizes, reducing bandwidth efficiency. Dynamic
adjustments ensure that when packet sizes don’t match
content, smaller transmission schemes (e.g., switching from
3DHS5 to 3DH3 or 3DH1) can improve efficiency [3-5, 18, 28,
34-36]. A key challenge is managing partially filled packets,
which wastes bandwidth. Research suggests forming filled
Bluetooth packets to enhance performance, though this
could affect noise immunity [1, 2, 26, 28].

The CQDDR model adjusts packet types based on
channel quality but overlooks content and network
congestion. An improved scheme using a three-zone buffer
effectively prioritizes data transmission by considering
these factors [20, 25, 34]. Additionally, Hamming code error
correction (DAEC and SEC)
reliability by correcting errors, improving both bandwidth
utilization and data protection.

enhances transmission

5. Conclusions

Ensuring secure video streaming over Bluetooth networks
with enhanced data rates requires adaptive modulation and
a three-zone buffer. To meet confidentiality, integrity, and
availability requirements, strategies combining data
protection and adaptive resource allocation are essential.
Buffer priority policies adjust protection based on buffer fill
levels, safeguarding I-frames in critical zones and
optimizing resource use.

As Bluetooth traffic increases, adaptive buffers, and
modulation maintain video quality. Adjustments based on
brightness and buffer improve
management, while Hamming codes enhance reliability. A
two-stage optimization, using cryptography and data

frame size stream

analysis, ensures secure and efficient streaming, meeting
modern cybersecurity standards.

Overall, streaming over Bluetooth
networks demands an integrated approach that combines
encryption, authentication, and quality management to

secure video

ensure data protection.
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