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Abstract

The article contains an analysis of the problems and prospects of the neutralization of threats that
impede the introduction of electronic voting in Ukraine. On the basis of the conducted expert survey,
an expert assessment of the influence of each threat, developed by the authors, to the introduction of
e-voting during the election process in Ukraine has been shown. The researchers demonstrate the
position of experts on the possibility of neutralization of existing threats as a condition for the
implementation of electronic voting and conducting elections in Ukraine in accordance with the
democratic standards. With the results of the expert survey and the author's formula, the level of
potential neutralization of threats when using e-voting in Ukraine is estimated.
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1. Introduction

We live in the era of information society, in the period of rapid development of information and
communication technologies. Their comprehensiveness leads to the fact that information and
communication technologies penetrate into all spheres of human life without an exception.
They bring significant conveniences, facilitating faster and easier obtaining of information,
optimizing all processes and mechanisms, making them faster, clearer and more transparent.
At the same time, the information society and information and communication technologies
pose a number of security and information threats. In particular, this includes the growth of
possibilities for spreading disinformation and large-scale manipulations by several orders of
magnitude. Another side effect of the development of information society and information and
communication technologies is the emergence of hacking, cyberattacks and cybercrime. In
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addition, the penetration of information technology into all spheres of social life destroys
privacy and makes personal life more public.

The field of politics is no exception to the rule. Information and communication technologies
also play an important role in political processes, as they make communication and interaction
between the government and citizens more efficient and transparent. Such phenomena as e-
government and e-democracy are becoming quite common in the political sphere. Therefore, a
logical step would be to use information and communication technologies more widely in the
field of politics during the implementation of the largest and most important political process -
elections. Even now, information and communication technologies are broadly used to create
and update the state register and voter lists; to conduct election campaigning; to inform voters
about the course and results of the election race; to nominate and register candidates; to
effectively administer the election process, etc.

In the context of the above, it seems quite logical to actualize the problem of wider
introduction of information and communication technologies during the key stage of the
electoral process - the stage of voting and vote counting. Thus, the issue of implementing e-
voting is an urgent one both for Ukraine and for the world in general. However, it is necessary
to understand that electronic voting (given the key role of the institute of elections in shaping
the political elite and determining the future vector of society's development) is also
characterized by a larger level of various threats. After all, the opportunity to distort the results
of the will expression and change the course of state development is very attractive for political
forces within each country and for external political forces. In this context, it becomes obvious
that neglecting the existing threats caused by the introduction of electronic voting can not only
deal a devastating blow to democracy, but also substantially change the direction of the state's
socio-political development.

It is worth noting that the problem of using electronic voting during elections is an extremely
relevant issue for Ukraine. This can be explained, in addition to global trends, by additional
factors, including the high level of progress in the domestic IT sector; availability of information
and communication technologies; development of information and communication
infrastructure; the state policy of digitalization of the state declared by the current Ukrainian
government; the socio-political and military situation, which does not enable elections to be
held in the traditional way in times of war, etc.

The last factor, at the same time, outlines a clear understanding of a whole range of threats,
in particular, external ones, which become very relevant in the case of the introduction of e-
voting in Ukraine. They are related to the Russia-Ukraine war in which information warfare is
an important element. This leads to the obvious conclusion that the e-voting system that is to
be introduced in Ukraine will almost certainly be subject to Russian hacker attacks,
complemented by large-scale disinformation and manipulation by the Russian Federation.
Besides external threats of electronic voting, there are also internal threats: a low level of
democracy; threats from various socio-political groups seeking to influence the outcome of e-
voting; technological threats and problems of the e-voting system; low level of trust among
citizens to the results of electronic voting, etc.

Consequently, it can be stated that the introduction of electronic voting in Ukraine is a
logical but dangerous prospect, as it is characterized by numerous security threats, both external
and internal. Without studying the existing threats and mechanisms for their neutralization,
the introduction of e-voting could result in catastrophic consequences. This is why the problem



of prospects and possibilities of neutralizing existing threats from the introduction of electronic
voting in Ukraine requires additional investigation, especially expert assessment. After all, on
this basis, it would be possible to draw conclusions about the expediency and prospects of using
electronic voting in Ukraine during elections.

2. Related Works

The paper is a continuation and is based on a number of authors' publications: «Threats of the
Implementation of E-Voting and Methods of Their Neutralization», «Threats and Perspectives
of the Implementation of E-Voting in Ukraine», «Russian information-psychological special
operations in Ukraine and peculiarities of system design for their countermeasures»,
«Information Security During Electronic Voting: Threats and Mechanisms for Ensuring», in
which the authors consider the prospects of e-voting in Ukraine in the context of the main
threats, of both external and internal nature. The researchers created a formula to calculate the
level of security (and, accordingly, the level of threats) of electronic voting. The formula is based
on 4 groups of threats of e-voting: threats to democracy; threats of illegal interference; threats
of technological failure; threats of legitimacy. The mentioned groups of threats also serve as
indicators that will influence the decision to implement (or not to implement) electronic voting
in a particular country in general and in Ukraine specifically [1].

Moreover, in one of the previous articles, the authors tested the validity of the formula for
calculating the level of security (threat level) characterizing e-voting with the help of experts
by conducting an expert survey. The results of the expert survey not only confirmed the validity
of the author's formula for calculating the level of threats to electronic voting. They allowed us
to outline the prospects for further scientific research on the issue, particularly, the study of
opportunities and mechanisms for neutralization of existing security threats [2]. Therefore, our
article contains a thorough analysis of another expert survey aimed at analyzing the existing
threats to the implementation of electronic voting in Ukraine in terms of prospects and the
possibility of their neutralization. The present article also offers certain mechanisms for
neutralization of existing threats from the introduction of electronic voting in Ukraine.

In addition, the authors used some preliminary ideas connected, in particular, with
information security when using e-voting, threats and mechanisms for their neutralization,
such as the usage of blockchain technology [3]; the necessity to comply with democratic
election principles while using e-voting [4]; the existence of external threats to e-voting related
to Russian aggression against Ukraine and the enemy's use of information and psychological
special operations [5], etc.

In general, the issue of electronic voting and security threats associated with its usage is
highly relevant. Therefore, this issue has become the object of scientific attention of many
Ukrainian and foreign scholars. It should be noted that both the problem in general and related
scientific researches, in particular, have a clearly expressed interdisciplinary character. First of
all, this is because different aspects of the issue of security threats of electronic voting are the
objects of investigation by different sciences: elections, democracy and voting are studied
primarily within the framework of political and legal studies; electronic voting is the subject of
research (in addition to political science) also in technical sciences, in particular, the science of
information technology; security issues of electronic voting and problems of their
neutralization have become the subject of research in the frame of information security; the



level of public perception of electronic voting and its results is impossible without qualitative
sociological research, etc. So, a comprehensive and qualitative study of e-voting should be
interdisciplinary in nature, and thereby involve researchers from different sciences.

In our opinion, the main modern studies on e-voting, existing threats to its use and
mechanisms for neutralization can be divided into several groups. The first group includes
scientific works that address the issues of elections, e-government and e-voting in general. The
second group of scientific studies is devoted to certain aspects of the use of electronic voting.
The third group of scientific sources is dedicated to security threats of e-voting. The fourth
group of sources includes publications that discuss potential mechanisms for neutralizing
security threats of electronic voting. The fifth group of scientific studies involves the analysis
of electronic e-voting through the prism of its functioning in specific foreign countries.

The first group of scientific sources comprises a number of scientific articles that deal with
such general issues as practical experience of e-government development [6]; the
interconnection between elections and democracy [4], [7]; assessment of existing e-voting
systems according to the Council of Europe recommendations [8], [9]; e-government services
and the problem of trust in them [10], etc.

The second group of scientific papers refers to different aspects of e-voting, in particular,
the processes of preserving the integrity of e-voting data [11]; the problem of ensuring
confidentiality when using e-voting [12]; the issue of using the blockchain during electronic
voting [13], etc.

The third group of research sources includes works that provide a general analysis of
security threats of electronic voting [1] analyze the expert assessment of the level of impact of
existing threats due to the introduction of electronic voting [2]; study the technical capabilities
and security of electronic voting systems [14]; examine the problem of electronic voting
security in smart communities [15]; analyze the possibility of forming a secure and
decentralized e-voting system [16]; study methods and algorithms for performing operational
tasks aimed at protecting the state information space [17]; emphasize the significance of
information security awareness for the reliable use of social networks [18], etc.

The fourth group of scientific papers is devoted to the study of certain mechanisms for
neutralizing threats of electronic voting. Namely, these are mechanisms such as the use of
blockchain technology [3]; the use of an e-voting protocol based on public key
cryptography [19]; the use of paper audit of e-voting results [20]; the use of voter ID cards and
fingerprint technology during e-voting [21], etc.

The fifth group of scientific papers comprises the works of scholars related to the practical
experience of foreign countries regarding the peculiarities and problems of using electronic
voting during elections. By the way, these are mainly Latin American scholars who study the
mentioned issue on the example of the region as a whole [22], as well as at the level of specific
Latin American countries or countries of other regions. In the latter case, it is worth
highlighting, primarily, studies of the peculiarities and problems of using electronic voting in
states such as Brazil [23], Indonesia [24], [25] or Ecuador [26].

To sum up, we can conclude that there is a significant scientific interest of both Ukrainian
and foreign researchers in the problem of electronic voting, which is logical given the relevance
of the issue and its compliance with the trends of the modern world. At the same time, the issue
of neutralizing security threats of e-voting as a condition for its effective implementation in
Ukraine has, to some extent, remained beyond the attention of researchers. Another interesting



aspect of the study of the issue is conducting an expert survey and obtaining an expert
assessment of the possibilities and prospects for neutralizing existing threats to the introduction
of electronic voting in Ukraine. Considering the above, the relevance of the issue necessitates a
more thorough examination.

3. Results and Discussion

3.1. Features of the expert survey on determining the prospects and
possibilities of neutralization of security threats from the
implementation of electronic voting

As mentioned earlier, the publication is a continuation of the authors' previous articles, in which
they developed their own methodology for calculating the level of security threats that will be
present in the case of electronic voting during elections [1], and also tested the validity of the
formula based on an expert survey. At the same time, the expert survey not only showed the
relevance of the author's formula for estimating the level of threats to e-voting, but also made
it clear that further scientific research is needed, particularly in the area of expert assessment
of the possibilities and prospects for neutralizing existing threats of e-voting as a condition for
holding elections in accordance with democratic standards [2].

As aresult, in order to assess the possibilities and prospects for the neutralization of security
threats of e-voting in Ukraine, the authors conducted another anonymous expert survey. It was
conducted using a Google form and lasted for 4 months — from March to June 2024. The internal
structure of the expert community that participated in the survey was similar to last year's
survey. Five categories of experts took part in the survey: scientists; analyst experts; public and
political figures and politicians; members of public organizations; and information technology
specialists. The only difference between the structure of the expert community and the last
year's survey was the doubling of the number of experts: 50 experts participated in the 2023
survey, while the number of experts in this year's survey reached 100. At the same time, the
proportion of different categories of experts remained unchanged: scientists accounted for half
(50%) of the total number of respondents; analyst experts and members of NGOs accounted for
12% of respondents each; the number of public and political figures and politicians reached 16%;
information technology specialists accounted for 10% of respondents.

The purpose of involving scientists in the survey was to obtain a scientific and research
justification for the possibility and prospects of neutralizing security threats of electronic voting
in Ukraine. The authors pursued a similar goal in the case of engaging analyst experts in the
survey. Besides, in this case, there was an awareness that analyst experts, unlike scientists,
would assess the problem of neutralizing threats of e-voting not only from the viewpoint of
scientific theory, but also from the viewpoint of taking into account the context of various
aspects of socio-political processes taking place in our country. The aim of involving public and
political figures and politicians in the survey was to obtain an analysis of the practical side of
neutralizing the security threats of electronic voting, and, as a consequence, to determine the
level of readiness of the Ukrainian political elite to effectively combat the threats of electronic
voting.

The main purpose of involving such a category of respondents as members of public
organizations in the expert survey was to obtain a comprehensive assessment of the possibilities
and prospects for neutralizing security threats of e-voting. This is due to the fact that members



of public organizations assess socio-political phenomena and processes from different
perspectives: from the viewpoint of their democratic nature, from the viewpoint of impartiality
and the viewpoint of their own practical experience. Finally, the main purpose of involving
information technology specialists in the expert survey was to assess the technical capabilities
to neutralize security threats of electronic voting in Ukraine.

We also used certain criteria and methods to select respondents for the expert survey. For
instance, scholars were selected according to their field of scientific interest, which had to be
related to elections and democracy. In order to do this, we conducted a research on their
publications in Google academy using certain keywords: “elections”, “democracy”, “e-voting”,
“e-governance”, etc. Similar criteria were applied to the selection of analyst experts, although
the search was not based on publications in the Google Academy, but on the search for the
mentioned keywords in their posts on the social networks Instagram and Facebook.

By choosing respondents from the category of public and political figures and politicians,
we were guided by the following selection criteria: party affiliation of the respondents (ensuring
the presence of both ruling and opposition politicians) and the scope of the respondents'
activities (ensuring the presence of politicians at the national, regional and local levels). The
process of involving members of public organizations in the survey was based on such a
criterion as the engagement of public organizations in the issues of elections and democracy.
Accordingly, we involved members of such international and national NGOs as the
International Foundation for Electoral Systems (IFES), the Committee of Voters of Ukraine and
the Civil Network OPORA in the expert survey. The criteria for selecting the latter category of
respondents were their practical work in the sphere of information technology.

This systematic approach to the selection and engagement of respondents allowed us to
conduct a comprehensive expert survey and receive answers to questions from both theoretical
and practical perspectives; from both scientific and analytical perspectives; from both the
perspectives of decision-makers and electoral stakeholders; to take into account political,
security, and technical problems of electronic voting and neutralization of its threats, etc.

For communication with respondents, we used a variety of communication channels that
took into account the characteristics of both the respondents themselves and the availability of
contact information. Thus, we used the following main communication channels in our
interaction with respondents: e-mail; messengers of social networks such as Facebook and
Instagram; Telegram; Viber; WhatsApp, etc. Systematized and visualized information about the
features of the expert survey is presented in Table 1.

Table 1
Features of the expert survey on determining the possibilities and prospects for neutralizing
threats of e-voting in Ukraine

Category of Scientists Analyst Public and Members of Information
respondents experts political figures public technology
and politicians  organizations specialists

Category Scholars Experts Political subjects = Members of Practitioners

characteristics  studying the  analyzing and who can make IFES, working in the
issues of publishing  decisions on the Committee of field of
elections, analytical  implementation Voters of development
democracy and  materials on of electronic Ukraine, Civil and

e-voting the problems voting and implementation



Selection
criteria and
method

Purpose of
involvement

% of
respondents
Number of
respondents

Keyword search
of publication
titles in Google
Academy

Comprehensive
scientific
assessment of
the possibility

and prospects of

neutralizing
threats of e-
voting

50 %

50

of elections,
democracy
and e-voting
Keyword
search of post
titles in social
networks

Theoretical
assessment of
the possibility
and prospects

of
neutralizing
the threats of
electronic
voting in the
context of the
analysis of
socio-political
processes
12 %

12

countering its
threats

Party affiliation

(government and

opposition) and
scale of activity
(national,

regional or local)

Analysis of the
practical side
and assessment
of the political

will to neutralize

threats of e-
voting

16 %

16

Network
“OPORA”

Activity
related to
democracy and
elections

Assessment of
the possibility
of neutralizing
threats of e-
voting from
the perspective
of democracy,
impartiality
and practical
experience

12 %

12

of information
technologies

Practical work
in the sphere of
information
technology and
information
security
Assessment of
technical
capabilities to
neutralize
threats of e-
voting

10 %

10

3.2. Expert assessment of the impact of e-voting threats

It is worth noting that we used some results of the 2023 expert survey as indicators that will

allow us to verify the second expert survey of 2024. For example, the following results of the
previous expert survey of 2023 were valuable to us:

e determining the timeframe within which e-voting can be introduced in Ukraine. Since
the vast majority of respondents (78.6%) in the 2023 expert survey expressed confidence
that e-voting in Ukraine could be introduced within 3-10 years, this also meant that they
were confident that most of the security threats of e-voting could be neutralized within
this timeframe;

e determining the level of threats to electronic voting in Ukraine. As the results of the

2023 expert survey revealed that the current level of threats to e-voting was average
(0.45 according to the author's formula), this meant that the introduction of e-voting in

Ukraine is possible, but only after neutralization of the key existing threats [2].

Therefore, having analyzed the results of the current 2024 expert survey, we will try to

compare them with the aforementioned results of the 2023 expert survey. This will allow us to
verify the results and identify their level of validity.



The current expert survey is based on the results of the authors' previous studies, which
singled out 4 groups of threats of electronic voting: threats to democracy; threats of illegal
interference; threats of technological failure; threats of legitimacy [1], [2].

Within these groups, 15 direct threats of e-voting were identified:

o falsification of electronic voting;

e  pressure on voters;

e unequal access of voters to electronic voting;

e the possibility of multiple voting;

e the possibility of voting by other persons;

e violation of secret ballot;

e inability to control compliance with the law during electronic voting;

o falsification of electronic voting results by the election administration;

e hacker attacks on the electronic voting system;

e the possibility of creating a transit server;

e vulnerability of voters' personal electronic devices;

e the problem of uninterrupted functioning of the electronic voting system;
e low quality of the Internet connection;

e difficulty of electronic voting;

e the presence of psychological barriers to the perception of electronic voting.

The conducted expert survey on threats to electronic voting and opportunities to neutralize
them consists of two parts. In the first part of the survey, experts were asked to determine the
level of impact of each threat of electronic voting. Furthermore, the respondents had to define
this level of threat impact both in general, without reference to a specific situation or country,
and in the case of potential introduction of electronic voting in Ukraine.

According to the results of the expert survey, respondents determined the level of negative
impact of e-voting threats by assigning a value from 1 (the negative impact of the e-voting
threat is the least) to 15 (the negative impact of the e-voting threat is the greatest). Thus, the
higher the numerical value assigned to a particular threat due to the survey results, the more
dangerous the negative impact of this threat. The range of obtained results could potentially
have a value from 100 (the minimum negative impact of the threat of electronic voting that
could occur if all 100 experts assigned a value of 1 to such a threat) to 1500 (the maximum
negative impact of the threat of electronic voting that could occur if all 100 experts assigned a
value of 15 to such a threat). The results of the expert survey are shown in Table 2:

Table 2
Level of experts' assessment of the negative impact of e-voting threats
Threats of e-voting Impact in Place of Impact in Place of
general threat in Ukraine threat in
general Ukraine
Falsification of electronic voting 968 1 932 1
The possibility of multiple voting 894 2 858 2

Pressure on voters 834 3 792 6



Hacker attacks on the electronic 816 4 834 3
voting system

The possibility of voting by other 804 5 796 5
persons

Unequal access of voters to 776 6 798 4
electronic voting

Violation of secret ballot 766 7 762 7
Inability to control compliance 698 8 730 8
with the law during electronic

voting

Vulnerability of voters' personal 672 9 656 11
electronic devices

The possibility of creating a 650 10 722 9
transit server

Falsification of electronic voting 616 11 684 10
results by the election

administration

The problem of uninterrupted 554 12 562 12

functioning of the electronic

voting system

The presence of psychological 538 13 442 14
barriers to the perception of

electronic voting

Low quality of the Internet 482 14 440 15
connection
Difficulty of electronic voting 432 15 492 13

Some important conclusions can be drawn from the results of the expert survey on the level
of negative impact of threats of electronic voting:

1. According to experts, the major threats in the context of electronic voting (both in
general and in the case of Ukraine) are related to the possibility of falsification of voting
results (both in general and in terms of aspects related to falsification, such as multiple
voting, pressure on voters, voting by other persons, etc.), as well as hacker attacks on
the electronic voting system and its results.

2. In contrast, the least dangerous (both in general and in the case of Ukraine), according
to experts, are the threats of e-voting connected with the technical features of the
electronic voting system, as well as threats connected with the perception of e-voting
by voters. This is why such threats as the difficulty of electronic voting, low quality of
Internet connection, uninterrupted functioning of the electronic voting system,
psychological barriers to the perception of electronic voting results, etc., were
recognized by experts as the least dangerous.

3. The impact of threats to e-voting in Ukraine does not differ significantly from the impact
of threats to e-voting in general. Most of the threats received approximately the same
assessment among the expert community as in the case of the introduction of e-voting



in Ukraine and in the case of e-voting in general. The gradation (place) of threats to e-
voting is similar, with some exceptions, both in general and in Ukraine.

At the same time, there are some slight differences in the assessment by certain experts
of the negative impact of e-voting threats in the case of Ukraine and in general, which,
in our opinion, is related to the specifics of domestic socio-political processes in general
and the Russia-Ukraine war, which has a considerable impact on the level of threats of
e-voting and the prospects for its implementation in our country.

The main differences in the assessment of threats of electronic voting in general and in
the case of Ukraine are as follows:

according to experts, a more possible threat for Ukraine is the negative impact of hacker
attacks on the e-voting system and its results than in the case of the introduction of e-
voting in general, without reference to the country. This is logical, especially given the
Russia-Ukraine war and the fact that the electronic voting system in Ukraine is likely to
be subject to hacker attacks by the Russian Federation;

for Ukraine, contrary to the introduction of e-voting in general, in the opinion of
experts, the threats associated with the falsification of e-voting results are less
dangerous. In particular, experts believe that the possibility of falsifying the results of
electronic voting in general is less dangerous in Ukraine. Furthermore, according to
experts, some of the other threats related to falsifications are less dangerous (possibility
of multiple voting; pressure on voters; possibility of voting by other persons; violation
of the secret ballot, etc.). This seems to be a relatively unexpected result of the expert
survey, considering the lack of stable democracy in Ukraine;

at the same time, experts consider certain threats related to the falsification of voting
results (unequal access of voters to electronic voting; falsification of voting results by
the election administration; the possibility of creating a transit server) to be more
dangerous in Ukraine compared to the situation with the introduction of electronic
voting in general. The first two examples, in our opinion, can be explained by the state
of war and the concentration of authorities in the power vertical. The third example (the
threat of creating a transit server) is obviously related to Ukraine's negative electoral
practice, when an attempt to falsify the voting results in 2004 during the presidential
election in Ukraine has already taken place;

according to experts, the lack of control over the state of compliance with the law during
e-voting, as well as the greater difficulty of e-voting for voters, are more dangerous for
Ukraine compared to the threats of e-voting in general;

experts suggest that threats such as the vulnerability of voters' personal electronic
devices, psychological barriers to the perception of electronic voting, and low quality of
Internet connection are less dangerous for Ukraine compared to threats of electronic
voting in general.
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Figure 1: Comparative analysis of the results of an expert survey on the negative impact of
electronic voting threats in Ukraine and in general

3.3. Expert assessment of opportunities and prospects for neutralization of
threats of e-voting

The second part of the expert survey is devoted to identifying opportunities and prospects for
the neutralization of threats of electronic voting in Ukraine. Importantly, the assessment of the
impact of e-voting threats conducted in the first part of the survey was used to determine the
final state of threats that, in the opinion of experts, will remain after the application of
mechanisms for their neutralization.

In the second part, the experts were asked to analyze each of the 15 threats of e-voting in
terms of the possibility of their neutralization in Ukraine. Respondents had the opportunity to
choose one of three options: “the threat of e-voting in Ukraine can be neutralized completely”
(Pi), “the threat of e-voting in Ukraine can be neutralized partially” (PPi) and “the threat of e-
voting in Ukraine cannot be neutralized” (INi). The results of the expert survey are shown in
Table 3.

Table 3
Expert assessment of the possibilities of neutralizing the threats of electronic voting in Ukraine
Threats of electronic voting in Ukraine Placeof | Pi | PPi | INi
threat
Falsification of electronic voting 1 26 46 28
The possibility of multiple voting 2 46 42 12




Hacker attacks on the electronic voting system 3 10 58 32

Unequal access of voters to electronic voting 4 36 50 14

The possibility of voting by other persons 5 34 38 28

Pressure on voters 6 22 44 34

Violation of secret ballot 7 30 48 22

Inability to control compliance with the law during 8 26 38 36

electronic voting
The possibility of creating a transit server 9 30 50 20
Falsification of electronic voting results by the election 10 30 44 26
administration

Vulnerability of voters' personal electronic devices 11 30 48 22

The problem of uninterrupted functioning of the 12 36 48 16
electronic voting system

Difficulty of electronic voting 13 46 44 10

The presence of psychological barriers to the perception 14 38 48 14

of electronic voting
Low quality of the Internet connection 15 46 50 4

For a better visualization, we consider it expedient to depict the results of an expert
assessment of the possibilities of neutralizing the threats of electronic voting in Ukraine in the
form of a diagram (see Figure 2).
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Figure 2: Expert assessment of the possibilities of neutralizing the threats of electronic voting
in Ukraine.

Having examined the results of the expert survey, we propose to introduce into scientific
circulation and calculate such a notion as the “The level of potential neutralization of electronic
voting threats in Ukraine”. It is determined by the following formula:



L= Z Ln;, (1)

where L - is the level of potential neutralization of threats to electronic voting in Ukraine;
Ln; — is the level of impact of neutralizing a specific threat on the security of electronic voting.
To calculate the level of influence of neutralization of a specific threat, we use the formula:

Ki * Li
= yis
i=1 Ki * Lmax
where L; - is the level of potential neutralization of a specific threat to electronic voting in
Ukraine; K; - is the coefficient of a specific threat to electronic voting in Ukraine, L. — is the

Ln; * 100, (2)

level of influence that corresponds to 100% neutralization of the threat
Meanwhile, the level of potential neutralization of a specific threat of electronic voting in
Ukraine will be calculated using the formula:

N

where P; - is the level of possibility of complete neutralization of a specific threat to
electronic voting; PP; — is the level of possibility of partial neutralization of the threat to
electronic voting. L;is in the range from 0 (all experts believe that this threat to electronic voting
in Ukraine cannot be neutralized) to 100 (all experts believe that this threat to electronic voting
in Ukraine can be completely neutralized).

K;is determined depending on the ranking of a specific threat to electronic voting in Ukraine
according to the results of the expert survey and is in the range from 1 (the threat ranks last in
terms of negative impact) to 15 (the threat ranks first in terms of negative impact). Such logic
is based on the understanding that neutralization of, for example, the most significant threat
will have much greater impact on the security of electronic voting than neutralization of the
least significant threat.

We also propose to gradate the level of possibility of neutralization of both a specific threat
of e-voting and the level of possible neutralization of threats of e-voting in general. Therefore,
we consider it appropriate to distinguish three levels of neutralization of threats of electronic
voting:

High level (75-100) corresponds to the level in which most of the threats to electronic voting
can be neutralized, allowing for the implementation of electronic voting in Ukraine without any
concerns.

Average level (50-74) corresponds to the level in which existing threats to electronic voting
in Ukraine are partially neutralized. This level is not a reason to reject the introduction of e-
voting. However, in this case, appropriate control, security, and verification of e-voting results
should be ensured. Only after that, a decision should be made on the further usage or refusal to
use electronic voting in Ukraine.

Low level (0-49) corresponds to the level at which the main threats to e-voting have not been
largely neutralized. This makes e-voting impossible to use without harming democracy.
Therefore, the presence of this level will mean the need to reject the implementation of e-voting
in Ukraine.

The results of the expert survey and the calculation of the level of potential neutralization
of threats of electronic voting in Ukraine on their basis are shown in Table 4.



Table 4
Possibilities and prospects of threat neutralization of electronic voting in Ukraine

Threats of electronic voting in Ukraine Ki L; Level of threat Ln;
neutralization
Falsification of electronic voting 15 49 Low 6,13
The possibility of multiple voting 14 67 Average 7,82
Hacker attacks on the electronic voting system 13 39 Low 4,23
Unequal access of voters to electronic voting 12 61 Average 6,10
The possibility of voting by other persons 11 53 Average 4,86
Pressure on voters 10 44 Low 3,67
Violation of secret ballot 9 54 Average 4,05
Inability to control compliance with the law during 8 45 Low
electronic voting 3,00
The possibility of creating a transit server 7 55 Average 3,21
Falsification of electronic voting results by the 6 52 Average
election administration 2,60
Vulnerability of voters' personal electronic devices 5 54 Average 2,25
The problem of uninterrupted functioning of the 4 60 Average
electronic voting system 2,00
Difficulty of electronic voting 3 68 Average 1,70
The presence of psychological barriers to the 2 62 Average
perception of electronic voting 1,03
Low quality of the Internet connection 1 71 Average 0,59
The level of potential neutralization of electronic voting threats in Ukraine (L) 53,23

As we can see, the result of the expert survey conducted in 2024 is quite relevant and
correlated with the results of the previous expert survey conducted in 2023. The average level
of neutralization of electronic voting threats obtained from the results of the 2024 expert survey
fully corresponds to the average level of current threats of electronic voting, which was
determined based on the results of an expert survey in 2023. In two cases, the results of the
expert survey show that not only as of today, but also in the future, the threats of electronic
voting will not lose their relevance. Therefore, the introduction of electronic voting in Ukraine
requires a balanced approach and is possible only after neutralizing the key threats that call
into question the credibility and democracy of the results of electronic voting.

An analysis of the prospects and the possibility of neutralizing the threats of electronic
voting in Ukraine would be incomplete without taking into account one more aspect - the
Russian-Ukrainian war. It is important in view of the fact that in the conditions of large-scale
hostilities and the legal regime of martial law, it is impossible to hold elections. Moreover, in
the conditions of war, the possibilities of preparing for post-war elections are also limited.
Therefore, while the Russian-Ukrainian war continues, there are no adequate opportunities to
neutralize the threats of electronic voting, which will automatically make the prospect of its
implementation in our country more difficult. In addition, the possibility of neutralizing the
threats of electronic voting in Ukraine will directly depend on the duration of the war and its
results. For example, a complete victory over the enemy will make it possible to return all
sovereign territories of Ukraine under control, eliminate external threats to electronic voting,



and thus contribute to the introduction of electronic voting. And, on the contrary, a partial
victory or a stalemate situation will make the prospects for the introduction of electronic voting
in Ukraine much more problematic.

As it has already been said, the average level of opportunities to neutralize the threats of
electronic voting provides grounds for the introduction of electronic voting in Ukraine,
however, on the condition that the main threats are neutralized. Therefore, it becomes
important to develop mechanisms to neutralize the threats of electronic voting as a condition
for its safe implementation in Ukraine. Since this may be a problem for a new in-depth study,
we consider it expedient to single out the most important mechanisms for neutralizing the
threats of electronic voting only in general terms, namely:

e raising the level of electoral awareness and culture of all participants of the election
process;

e development of countermeasures against hacker attacks on the electronic voting
system;

e use of blockchain technology to protect electronic voting systems and election data;

e popularization of the idea of electronic voting in order to increase the level of trust in
its results;

e independent external audit of electronic voting systems;

e improving the quality of Internet communication and expanding access to the Internet;

e ensuring the autonomy and uninterrupted functioning of the electronic voting system,
etc.

4. Conclusions

Summarizing, we can see that according to the results of the expert survey, the main threats of
e-voting that have the most negative impact on the security of electronic voting are threats
related to the possibility of falsification of the results of e-voting, as well as threats of hacker
attacks on the e-voting system. Instead, experts believe that threats related to the technical
features of e-voting, as well as threats related to the perception of e-voting by voters, have much
less negative impact.

The extrapolation of the expert survey results on the formula developed by the authors to
determine the level of potential neutralization of threats of electronic voting in Ukraine showed
that all existing threats can be neutralized only partially, although the level of correlation of the
possibility of neutralizing threats may vary significantly depending on the specific threat.

The results of the expert survey showed that the level of potential neutralization of specific
threats of electronic voting in Ukraine is either low (the number of experts who tend to believe
that such threats cannot be neutralized is higher than the number of experts who tend to believe
that such threats can be completely neutralized) or average (there is a slight advantage of the
number of experts who believe that such threats to electronic voting can be completely
neutralized over the number of experts who believe that such threats cannot be neutralized).

The total level of potential neutralization of e-voting threats in Ukraine amounts to 53.23,
which is only to a small extent above the lower limit of the average level. This means that most
threats of e-voting will be relevant in Ukraine in the future. Although after applying
mechanisms to neutralize threats of e-voting, we should not refuse to implement e-voting in



Ukraine, but in this case, we should be cautious. Proper control, security, and verification of
voting results must be ensured during e-voting. Only based on the results of such an audit and
the application of a balanced approach a decision should be made on the further usage or refusal
to use electronic voting in Ukraine.

We also want to emphasize that the prospects for neutralizing the threats of electronic
voting depend on two important factors: the level of development of democracy in Ukraine and
the results of the Russian-Ukrainian war. On the one hand, a high level of development of
democracy always creates conditions (publicity, mutual control, high level of consciousness and
culture, etc.) that contribute to the democratization of the election process in general. Therefore,
we can safely assume that under such conditions, some of the threats of electronic voting will
be automatically neutralized or at least their negative impact will be reduced. On the other hand,
the possibility of introducing electronic voting in Ukraine (and holding elections in general)
directly depends on how long the Russian-Ukrainian war will last and what its results will be.
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