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Abstract
In recent years, there has been a growing regulatory burden on information systems. Simultaneously, the process
of implementing these regulations remains a cumbersome activity. This paper addresses the complexity of
developing a practical regulatory knowledge modelling process for semi-automated compliance assessment in
the context of information systems. A proposed practical lightweight ontology and its information extraction
process are designed to address these challenges, with a focus on practical usability. While serving as a validation
providing preliminary feedback for artefact refinement, this pilot study yields promising initial results. The
iterative and participatory methodology applied in developing the information extraction process demonstrates
effectiveness, particularly in idealised scenarios, laying the foundation for future refinement and enhancement.
Future investigations will explore the usability implications of collaborative efforts between legal experts and
technicians, aiming to validate modelling capacity across diverse information types, including essential technical
aspects.
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1. Introduction

In recent years, the rapid multiplication of Information Technology (IT) systems has drawn increased
attention from national and European legislative bodies. The General Data Protection Regulation (GDPR)
has notably left a lasting impact on European IT systems. Moreover, two significant European standards
have emerged recently: the AI law that will be published in the Official Journal of the European Union
in the summer of 2024 and the 2023 revised directive on Network and Information Security1. As a
result, IT system managers and developers now face heightened regulatory pressures in this dynamic
landscape, requiring increased diligence and compliance efforts.

This paper is part of a broader research initiative, the Assessment and Reinforcement of Regulatory
Compliance of Information System (ARRCIS) research project. The overarching objective of our project is
to create a tool-supported, semi-automated method for evaluating regulatory compliance and providing
compliance recommendations within the information system domain, as discussed in Sacre et al. [1].

In the context of our research, regulatory compliance is defined as "the action of ensuring that an or-
ganisation, process, or (software) product adheres to laws, guidelines, specifications, and regulations" [2].
With regard to legal information, this involves in the three fundamental tasks: (i) regulation under-
standing and interpretation, (ii) regulation compliance implementation and (iii) compliance ensuring
over time.

To effectively represent standards and regulations, models must be comprehensive, precise, and
sufficiently formal, particularly when automated or semi-automated reasoning is targeted. Notably, these
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models often use complex notations, identified as potential obstacles for legal experts by Bartolini [3]
and Boella [4]. Yet, it is imperative that these models remain accessible to experts in the specific norm,
as they possess the knowledge required for information extraction and model creation. Therefore,
constraining complexity is crucial for usability, particularly in the case of models used in automatic
conformity assessment, as recommended in the work of Ardila et al. in 2022 [5]. However, the usability
of approaches for extracting and modelling legal requirements has not been sufficiently studied in the
literature [4, 6].

In this paper, we focus on the validation of the usability of a regulatory information extraction
process, grounded in a regulatory information ontology developed with a minimalist approach. This
ontology serves as the cornerstone for a tool-supported process aimed at improving information system
compliance assessment and has been preliminary tested on the European Medical Device Regulation
(MDR) and GDPR.

This pilot study is framed as an experimental case study [7] with an ongoing improvement goal
of usability. The validation methodology employed thus aligns with the design science approach,
embodying an iterative cycle of implementation, treatment design, and treatment validation as delineated
by Wieringa’s framework [8].

The paper is structured as follows: Section 2 reviews related work, Section 3 introduces the ARRCIS
ontology, Section 4 presents our regulatory information extraction process, Section 5 presents our
validation process, Section 6 and 7 discuss the results and limitations. Lastly, Section 8 offers concluding
remarks.

2. Related Work

While regulations have been a subject of study in requirements engineering [9, 10, 11, 12, 13, 14], their
practical implementation remains challenging. Recent research efforts, such as the Nòmos framework
by Siena et al. [9], automated law modelling by Ingolfo et al. [10], and the automated extraction of
HIPAA and GDPR information by Anish et al. [11] and Winter Rinderle-Ma [12], have sought to address
this challenge.

Previous studies have focused on extracting regulatory information with two main objectives: (i)
Compliance assistance through process improvement, particularly in requirements engineering, and
(ii) Compliance assessment within systems or organisations, either manually or through automation
(see Table 1). These studies developed various models in line with these objectives. Goal-oriented
model [9], that ensures that requirements activities align with regulation. Obligation model [11],
semantic annotation [15], and semantic model [16] that define and organise compliance requirements.
Finally, policy ontology [14], UML meta-model [17] and logic-based regulation model [18] that support
compliance assessment against legal standards.

Table 1
Objectives and type of extraction of regulatory formalism

Compliance Assistance Compliance Assessment

Manual extraction [9] Siena et al. (2009)
[11] Anish et al. (2019)

[14] Agarwal et al. (2018)
[17] Torre et al. (2019)

Automated or Semi-
Automated Extraction

[16] Breaux et al. (2006)
[15] Zeni et al. (2015)

[18] Kerrigan Law (2003)

Several authors have explored the usability of regulatory ontologies in various contexts. Elgammal et
al. [19] emphasised usability as a crucial criterion for assessing the quality of ontologies, especially in
the context of automated compliance evaluation. Zeni et al. [15, 20] developed a tool for annotating
legal texts to enhance usability for non-legal experts. Boella et al. [4] analysed the work of legal
experts in modelling and extracting normative information, highlighting the need for incorporating
legal expertise into requirements engineering research. In a recent study, Zasada et al. [6] focused
into methods for assessing the quality of regulation ontologies in business processes, emphasising



Figure 1: ARRCIS ontology

the need to strike a balance between expressiveness, complexity, and usability for effective real-world
problem-solving. However, the existing literature highlights a gap in most business process languages,
lacking comprehensive evaluations of both usability [21] and complexity [6], resulting in a scarcity of
tailored methods for assessing the usability of regulatory ontologies. Our work builds upon the research
conducted by Boella et al. [4] and Zasada et al. [6], particularly in the integration of legal experts into
the requirements extraction process. This integration aims to contextualise our solution within legal
practice and aligns with the perspectives presented in their respective works.

3. Ontology-Based Information Extraction Process

In this section, while not the primary focus of this article, we first briefly introduce our ontology
proposal, which serves as the basis for an information extraction process, with an emphasis on its
minimalism.

3.1. ARRCIS Ontology: A Foundation for Semi-Automated Compliance Assessment

Our lightweight ontology outlines regulatory concepts required for conducting semi-automated compli-
ance assessments, where calculations are performed automatically based on user-provided information.
These regulatory concepts are presented in Figure 1. In order to enhance practical applicability, we
endorse a flexible approach to compliance evaluation that considers multiple sources of assessment
data as dependency on other provision, questionnaires, static code analysis etc. For a more concrete
illustration, Table 2 and Table 3 provides an illustrative example of modelling a provision within the
European Medical Device Regulation, applicable to software and hardware medical devices.

3.2. Striving for Simplicity: Ontological Minimalism

Our aim is to achieve a minimal solution, defined as one utilising the least number of distinct concepts
while providing sufficient expressiveness to accomplish the specified goals. To ensure sufficient expres-
siveness, we iteratively tested our approach across several regulations to develop our ontology before
assessing its usability, as discussed in this article.

A comprehensive review of the articles cited in Table 1 afford us the opportunity to compare the core
concepts extracted from standards by various authors with diverse objectives. We identified 17 distinct



Table 2
A legal provision as it appears in the MDR

Legal provision Content
Article 10.4 MDR Manufacturers of devices other than custom-made devices shall draw

up and keep up to date technical documentation for those devices.
The technical documentation shall be such as to allow the conformity
of the device with the requirements of this Regulation to be assessed.
The technical documentation shall include the elements set out in
Annexes II and III.

Table 3
Modelling example of a MDR provision based on ARRCIS formalism

Information Example
Reference Article 10.4 MDR
Relationships between provisions Article 10.1 MDR
Requirement Manufacturers shall draw up and keep up to date technical docu-

mentation of devices (Art. 10.4 MDR)
Necessary Assessment Data
(NAD)

INFO104 = The existence of technical documentation

Data Collection Method SPARQL104 = ASK WHERE {?doc rdf:type ar-
rcis:Technical_documentation.}

Logical combinations of NAD INFO104
Condition COND11A = If a legal person places on the market a medical

device for human use or one of its accessories (Art. 1.1 MDR)
Condition COND11B = If a legal person puts into service a medical device

for human use or any of its accessories (Art. 1.1 MDR)
Condition COND104A = If the device is a custom-made device (Art. 10.4

MDR)
Logical combinations of condi-
tions

(COND11A OR COND11B) AND NOT(COND104A)

types of information, labelled from A to Q and describe the rationale for their classification is the
following. References and obligation types are explicitly detailed in all studies. Regarding requirements,
Anish et al. (2019) [11], Zeni et al. (2015) [15], Agarwal et al. (2018) [14], and Kerrigan Law (2003) [18]
replicate regulatory texts, whereas Siena et al. (2009) [9], Breaux et al. (2006) [16], and Torre et al.
(2019) [17] reformulate them. Prescribed actions, when used, are consistently provided as concise sum-
maries detailing the required actions of responsible parties. The stakeholder, systematically responsible
for action, is either explicitly or implicitly represented across models. Condition may be reformulated
or simplified depending on the specific requirements of the study. In term of logical combination of
conditions, Breaux et al. (2006) [16] utilise logical expressions that combine application conditions.
Kerrigan Law (2003) [18] uses logical expressions to represent a state to be validated and Torre et al.
(2019) [17] combine OCL constraints with conjunction. For the relationships between provisions, Breaux
et al. (2006) [16] form a hierarchy of obligations based on actor types. Anish et al. (2019) [11] use explicit
legal text references to generate a dependency tree for automated information extraction. Agarwal et
al. (2018) [14] identify dependencies among paragraphs that delineate main obligations and features,
while Kerrigan Law (2003) [18] uses control metadata (Goto, Switchto, End) to create an ’influence tree’.
Agarwal et al. (2018) [14] and Kerrigan Law (2003) [18] express the necessary assessment data (NAD)
through the generation of questions for evaluation. Torre et al. (2019) [17] express NAD in the form of
a meta-model that is instantiated for each case studied. For authors who identify NAD, questions and
OCL queries serve as the data collection method. For the logical combinations of NAD, Kerrigan Law
(2003) [18] use logical expressions representing a state to be validated, without distinguishing between
application conditions and actions to be performed, and without distinguishing the entities that must
carry them out. Finally, Torre et al. (2019) [17] combine their OCL query with conjunctions in the same
way as for the logical combinations of conditions.



A References

B Requirement

C Type of obligation

D Prescribed actions

E Object targeted by the obligation

F Stakeholder

G Stakeholder goals

H Deadline

I Conditions

J Logical combination of conditions

K Relationships between provisions

L Necessary Assessment Data (NAD)

M Data Collection Method

N Logical combinations of NAD

O Variation point

P Definition of concepts

Q Facts

We have compiled in Table 4 the data types extracted by the authors for each article, denoted by a V. If
a concept is mentioned by the authors but is never extracted and represented in isolation from other
concepts, it is annotated with (V). Following our criterion of minimality, fewer V symbols indicate a
more favourable proposition, presuming that the essential concepts necessary to achieve the goals of
each proposal are present.

Table 4
Comparative analysis of information types extracted from standards across studied articles. Each column denotes
an information type, and each row corresponds to an individual article.

Studies A B C D E F G H I J K L M N O P Q
[9] V V V V V V
[16] V V V V V V V V V V
[11] V V V V V V V
[15] V V V V V V V
[14] V V V V V V V (V) V V
[18] V V V V V (V) V V V
[17] V V V V V V V V V V

ARRCIS V V (V) (V) V V V V V V

We intentionally exclude in our approach concepts labelled C, E, G, H, O, P, and Q, with details
provided below. Certain pieces of information are exclusively extracted by single ontologies. These
include the object targeted by the obligation [15], the goal of involved stakeholders [9], and deadlines for
meeting an obligation [11]. Furthermore, specific studies introduce unique concepts, such as ’variation
points’ [17], representing elements in standards subject to change based on the implementing country,
or ’facts’ [11], denoting provisions in a standard that do not establish obligations or definitions. None
of these concepts are mandatory for compliance assessment, as is the case for extracting definitions of
concepts used in a standard. Consequently, they are not relevant in a minimalist ontology.

Our ontology use fewer or at least the same number of concepts in comparison to other research
with objectives of assisted compliance assessment, by ignoring ’(V)’ marked information types and
considering minimality as the number of distinct concepts used. For example, in contrast to the work
of Torre et al. (2019) [17] that have similar objectives, our research incorporates fewer concepts. The
distinction between our works lies in their use of the ’variation point’ concept, employed to address a
technical peculiarity in European Regulations. Although we could adopt a more minimal approach, we
have chosen to include the concept of ’Relationships between provisions’. While not strictly necessary
for evaluation, this concept was integrated because we believed it simplifies the modelling process
for legal experts. Incorporating this does not contradict our goal as we view minimality as a tool to
enhance overall usability. Our proposal demonstrates a level of minimality comparable to Kerrigan
Law [18]. However, unlike Kerrigan Law [18], our approach considers stakeholders like all the other
cited papers. Agarwal et al. (2018) [14], contrary to our work, do not seek to automate the evaluation of
relevance, evident in their exclusion of the ’logical combination of conditions’ concept.



Regarding the articles by Siena et al. (2009) [9], Anish et al. (2019) [11], and Zeni et al. (2015) [15],
which exhibit greater minimality than our approach, they exclude all information necessary for assessing
compliance (L, M, N) as it is not the primary focus of their objectives. Anish et al. (2019) [11] excludes
the use of references, possibly due to its straightforward nature, given that it is indispensable for
traceability. Siena et al. (2009) [9] does not include elements related to conditions of application,
rendering the evaluation of relevance and the context within which compliance assessment should take
place impossible. Zeni et al. (2015) [15] omits information relevant to automating compliance, aligning
with the specific goals of their research.

3.3. Regulatory Information Extraction Process

The regulatory information extraction process adheres to several key principles2. The primary focus
is on provisions that define requirements impacting computer systems, whether in development,
management, or commercialisation. Each paragraph that outlines a system-affecting requirement
constitutes an entry in the regulatory model. This means that requirements from different paragraphs
are consistently documented as separate entries, even when they share common application conditions.
For each requirement, the associated application conditions are identified and added to the model.
However, if a single paragraph contains multiple requirements with distinct conditions, each <condition,
requirement> pair is treated as a unique model entry. A requirement can be included without restating
it as long as it has a clear subject (a stakeholder) and a verb expressing the obligation. Conditions can
also be directly extracted from the standard, provided they represent a single condition; otherwise,
they need to be broken down and reassembled with logical operators. Traceability is maintained
by appending a reference to each extracted piece of information (requirement or condition). This
reference must be unique to enable the exploitation of the relationships between the provisions. For
each requirement, application conditions are represented with logical expressions, combining atomic
conditions with logical operators. A dependency tree is created by identifying which requirements
depend on others, thus clarifying the hierarchical relationships among provisions. Each requirement
and condition has a precise specification of the information needed to assess compliance that we called
’Necessary Assessment Data’ or ’NAD’. To allow the data collection of each of these NAD, tree types of
data collection method are then tailored (although a wide range of methods can be used): (i) individual
questions to collect each NAD, (ii) SPARQL to query Resource Description Framework (RDF) files
and (iii) ’Compliance dependency’ that, if a provision’s compliance relies on other provisions, will
allow the assessment system to evaluate the compliance status of related provisions. Finally, a logical
combination of NAD in a logical structure is created to allow for a automatic generation of compliance
value, enabling more streamlined data collection and compliance assessment.

4. Usability Validation

Our regulatory information extraction process stands out for its minimalism both in terms of rules,
which makes it flexible in its utilisation and evolution, and relying on a regulatory ontology built on a
limited set of information.

We posits that this extraction process, that affords flexibility in its utilisation and evolution is more
likely to be deemed ’fit for purpose’ and, consequently, more usable, aligning with Brooke’s definition of
usability [22], which succinctly characterises usability as the ’appropriateness to a context’. Nevertheless,
it is acknowledged that the minimalism inherent in an ontology may introduce inherent complexity,
potentially constraining usability, as underscored by Elgammal et al. [19].

In light of these theoretical considerations, we posit that our regulatory information extraction
process should exhibit adequate usability to extract, from a standard, comprehensive data essential for
automating the evaluation process.

2The regulatory information extraction process used is appended to the current paper in Appendix A in the form and
language used during the validation



4.1. Usability Definition and Metrics

The concept of usability used in this paper aligns with Brooke’s [22], defining usability as the quality of
appropriateness to a given context. Conforming to ISO 9241-11:1998, usability is expansively charac-
terised as the "Extent to which a product can be used by specified users to achieve specified goals with
effectiveness, efficiency, and satisfaction in a specified context of use."

This paper context being the evaluation of a regulatory information extraction process, three metrics
can be used. The first one is the effectiveness, it assesses the process’s proficiency in achieving its goals,
scrutinising how adeptly users can model all requisite information while adhering to form and content
constraints. The second one is the efficiency, it measures the temporal aspects of the task, recognising
time as an important resource for users engaged in the process. The last one is the user satisfaction,
usually evaluated through questionnaires or interviews, offering insights into the subjective experiences
and contentment levels of users interacting with the process.

4.2. Validation Methodology

The validation procedure is the following. Legal experts, chosen for their deep understanding of a
specific regulation, are invited to carry out the process. This selection minimises potential limitations
related to a lack of understanding of the regulation being used. Strict adherence to the process is
maintained without external assistance. The three previously described metrics are employed for
evaluation:

• Effectiveness: This metric assesses the process’s ability to achieve its goals by determining whether
all required information were accurately modelled according to the specified constraints of the
extraction process and its underlying ontology. This is achieved through a comparison with a
reference model established in advance by one of the authors.

• Efficiency: This metric is assessed through the measurement of the time required to complete the
task, considering time as a crucial resource for users.

• Satisfaction: This metric assess user satisfaction through directed interviews conducted after
task completion. The user is interviewed by the evaluator to discuss task performance and any
challenges encountered during the process.

The process undergoes modification and iteration until a satisfactory state is reached. The primary
aim is to validate that our regulatory information extraction process, constructed on a minimal yet
sufficiently expressive ontology, is effectively usable for legal experts, enabling them to generate
information that streamlines the automation of the compliance evaluation process.

4.3. Validation Process

The validation conducted focuses on the usability of the regulatory information extraction process
within the GDPR context, as employed by four academic researchers at the Faculty of Law, University
of Namur, chosen for their specialisation in privacy law. The validation process is outlined as follows.

First feedback: A concise 3-page guide explaining the information extraction process was given to
three legal experts. They were instructed to model GDPR provisions 13.1, 14.1, 30.5, and 37.1. These
specific provisions were identified by the experts as both complex and crucial for thorough testing of a
regulatory information extraction process. Subsequent to the initial phase, a focus group was conducted
to gather opinions, gain deeper insights, and refine the methodology. The quality of their modelling
results was then assessed based on a standard modelling conducted by the researcher prior to this
test. This evaluation aimed to determine if all the information had been modelled, if the form of the
information adhered to the guide, and if the meaning of what was modelled respected both the guide
and the standard.

Second feedback: After adding examples and simplifying specific technical sentences in the newly
revised 6-page guide, the fourth legal expert from the Faculty of Law at the University of Namur applied



the guide to test its usability. This time, the expert focused on modelling provisions 13.3, 20.1, and 32.4
of the GDPR to broaden the range of tested provisions and avoid potential criticisms of overfitting in
our solution. Similar to the first interview, a semi-structured interview ensued to gather opinions from
the expert. As with the initial phase, the quality of the results was then evaluated in the same manner
as previously described.

5. Results

In the initial feedback session, the three legal experts devoted approximately 90 minutes to the exami-
nation of four GDPR provisions, resulting in an average time of 22 minutes per provision (as illustrated
in Table 5). However, they were unable to complete the assigned task successfully, managing to extract
only specific information categories, including Reference, Requirement, Stakeholder, Conditions, and
Logical combinations of conditions. Among the information they failed to extract, the ’relationships
between provisions’ was only there to ease the modelling process. We therefore consider that the
presence of this non-essential concept is not validated and it has not been considered for the next itera-
tion. Instead, users will have to systematically consider all applicable conditions for each requirements
within the ’Logical combinations of conditions’ rather than the particular conditions specific to these
requirements.

In terms of user satisfaction, experts expressed challenges during interviews, particularly in under-
standing certain technical concepts such as hierarchical dependencies, as well as terms like ’formula’
and ’textual’ Moreover, they conveyed a sense of frustration due to their inability to extract the entirety
of the required information and the unexpected time investment in the process.

Table 5
Summary table of results: V = Correct extraction for all provisions, × = extraction performed incorrectly for at
least one provision, blank space = Not carried out

First feedback Second feedback
Type of information User 1 User 2 User 3 User 4
Reference V V V V
Requirement V V V V
(Prescribed actions) V V V V
(Stakeholder) V V V V
Conditions V V V V
Logical combinations of conditions V V V V
Relationships between provisions × × ×
Necessary Assessment Data × × × ×
Data Collection Method × × × ×
Logical combinations of requests × × × V
Mean time spent per provision 22 min 22 min 22 min 10 min

In the feedback session conducted after the modifications were made to the guide, the legal expert
dedicated 30 minutes to work on three GDPR provisions, resulting in an average time of 10 minutes
per provision (as illustrated in Table 5). Unlike the previous experts, on this occasion, the expert
successfully extracted all the information, except for the ’Data Collection Method’, citing unfamiliarity
with the SPARQL language as the reason. Notably, the expert did not achieve flawless extractions for
two provisions, as the data entered under ’Necessary Assessment Data’ did not align with the expected
content because they systematically confused information needed to assess relevance with information
needed to assess compliance. It is clear that a legal expert masters these two concepts and that the
quality of the guide is the reason why they have not modelled correctly. Nevertheless, the expert
expressed satisfaction with the outcome of the task and the time invested, which corresponded to the
duration deemed necessary for task completion.

Although we conducted tests with only four experts, Nielsen and Landauer [23] demonstrated in
their work that this sample size should be sufficient to detect the majority of usability issues. In each
evaluation session, six concepts were consistently modelled correctly, reinforcing our confidence that
this segment of the ontology is indeed usable by other legal experts. Furthermore, the positive evolution



observed in terms of effectiveness, efficiency, and satisfaction indicates that our evaluation process has
yielded positive outcomes. Our proposal demonstrated improved usability based on initial feedback,
resulting in heightened user satisfaction, accelerated modelling, and more comprehensive provision
modelling. Following the revision of our 3-page guide, legal expert exhibited increased willingness to
engage in complex reasoning, such as formulating requests using pseudo-code logic.

Even after this iterative process, our guide and ontology are certainly not free from imperfections,
as the last user employing the latest version of our guide failed to model all information perfectly.
Moreover, we observed that legal experts sometimes inclined towards a classification-oriented approach,
categorising text elements into information types. This approach occasionally posed challenges to task
execution.

This evaluation process has brought to light that, for the sake of efficiency, certain information should
not be extracted by legal experts due to its technical nature. In practice, legal experts consistently
extracted essential data requiring expertise in the standard, while leaving out those demanding other
technical skills. This prompts us to reconsider our information extraction process and conduct it in
multiple stages with the involvement of various stakeholders. In this revised approach, legal experts
would still play a crucial role, supported by more technically oriented profiles to formalise the more
technical aspects.

6. Limitations

Our study is based on certain assumptions and comes with some limitations and threats to validity.
In terms of potential threats, our engagement involved a rather specific profile among the experts:

researchers well-versed in the studied standard, essentially experts among experts. They possess an in-
depth understanding of the standard under consideration, and it remains unknown how they would fare
with a different standard or how the level of expertise might impose limitations on their performance in
this task. While the involvement of four users should theoretically enable us to identify the majority of
usability issues [23], our study is constrained by the homogeneity of profiles and expertise, preventing
the establishment of real-world conditions.

Throughout this investigation, we solicited feedback from our process’s intended users, suggesting
that our methodology holds promise for developing a practical regulatory information extraction
process. However, uncertainties persist regarding the comparative usability of our proposal in relation
to alternative approaches. Additionally, our findings would benefit from validation through application
to a more extensive and diverse user sample.

7. Conclusion

In this pilot study, our primary focus centred on the validation of the regulatory information extraction
process, a crucial component within a larger processing pipeline designed for achieving automatic reg-
ulatory compliance of information systems. Specifically, our attention was directed towards optimising
the usability of the resultant model, guided by a regulatory information ontology. The ontology-based
approach recognises the necessity of human intervention due to current limitations in computer-based
legal information extraction.

The theoretical foundation of our approach emphasises the balance between minimalism and ex-
pressiveness in the regulatory ontology, aligning with the principles advocated by Ajani et al. [24] and
Brooke’s definition of usability [22]. While minimalism is perceived as enhancing flexibility, a critical
factor in usability, potential complexities are acknowledged, as cautioned by Elgammal et al. [19].

While acknowledging that this article serves as an evaluation providing preliminary feedback for
refining the artefact, we have observed promising results. The iterative and participatory methodology
employed in developing the ontology has demonstrated its effectiveness, particularly in idealised
scenarios, laying the groundwork for future refinement and improvement.



In the broader context, our methodology contributes to the design science literature, presenting a
pilot study of a future full-scale experimental case study that will systematically integrate theoretical
foundations with practical application. This study sets the stage for future investigations into the
usability implications of collaborative work between technicians and legal experts, intending to validate
the modelling capacity across various information types, including more technical aspects. Additionally,
our plans include the evaluation and refinement of the ontology based on additional quality criteria such
as expressiveness and comprehensiveness. A prospective large-scale evaluation within an industrial
environment is deemed essential to further validate the usability and practical applicability of our
approach.
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A. Appendix : Regulatory Information Extraction Process

A.1. Scope

Le but est de remplir un tableau avec des informations tirées de la norme. Chaque ligne dans le tableau
est initié par un couple <Conditions d’applications, Obligations>, nous ne sommes donc intéressés que
par ces 2 concepts (les considérants, les définitions etc. ne doivent pas être inscrits dans le tableau). De
plus, il ne faut traiter que les obligations ayant un impact sur les systèmes informatiques, que cela soit
sur leur développement, leur gestion ou leur commercialisation. Si après la lecture d’un paragraphe,
vous répondez “oui” à la question “est-ce que je dois savoir ça si je développe, gère ou vend un système
informatique”, alors vous devez prendre en compte le paragraphe, sinon, non.

A.2. Initiation

A.2.1. Obligations :

Chaque ligne dans le tableau contient toutes les informations associées à une ou plusieurs obligations
tirées d’un même paragraphe. Ainsi, des obligations tirées de paragraphes différents sont donc toujours
inscrites sur autant de lignes qu’il y a de paragraphes différents, même si elles partagent des conditions
d’applications communes. Tous les paragraphes de la norme ne définissant pas des obligations, tous
les paragraphes ne doivent pas entrer dans le tableau. Dans le cas où un paragraphe définit plusieurs
obligations, celles-ci ne doivent pas être séparées en plusieurs lignes dans le tableau sauf si leurs
conditions d’application sont différentes (par exemple dans le cas où un paragraphe formule une
obligation et une exception à l’obligation de base formulant ainsi une obligation alternative). Si leurs
conditions d’application diffèrent, il faut écrire autant de ligne qu’il n’y a d’association <condition
d’application, obligation>. Il est tout à fait possible d’inscrire les obligations dans le tableau sans les
reformuler tant qu’elles contiennent un sujet et un verbe clair matérialisant l’obligation.

A.2.2. Référence :

Chaque ligne dans le tableau porte comme référence le numéro du paragraphe dont est tiré le ou les
obligations. Ce numéro doit être unique car il servira à référencer cette ligne dans le tableau plus tard.

Ainsi, si par exemple le paragraphe 12.2 définit deux obligations avec chacune des
conditions d’application différentes, deux lignes doivent être ajoutées au tableau avec
par exemple comme nom “12.2 partie 1” et “12.2 partie 2” afin de les différencier.

A.2.3. Dispositions parentes :

Lors de l’évaluation de l’applicabilité des dispositions, il est rarement efficace de parcourir une norme
dans l’ordre d’apparition de ses dispositions. Ainsi, pour terminer l’initiation du tableau, il est nécessaire
de faire apparaître la hiérarchie (souvent implicite) dans l’application des dispositions de la norme, afin
de créer un arbre de dépendance.

Dans l’arbre ci-dessous (Figure 2), qui représente les dépendances entre les dispositions
au niveau de leur applicabilité, l’article 10.3 (au milieu) n’est applicable que si les articles
5.3, 5.1 et 1.1 sont appliqués. L’article 5.3 n’étant lui-même applicable que si l’article
5.1 est appliqué etc.

Pour cela, il est nécessaire de se poser la question pour chaque paragraphe “quelles dispositions de
la norme je dois appliquer pour appliquer cette disposition” : ces dispositions sont les dispositions
“parentes” de la disposition étudiée et doivent être ajoutées au tableau. Attention ! Si plusieurs
dispositions “parentes” sont identifiées, seule la ou les dispositions “en bout de chaîne” doivent être
inscrites.



Figure 2: Exemple d’abre de dépendance

Ainsi, dans l’arbre en exemple (Figure 2), si par exemple il a été identifié que les
dispositions parentes pour le paragraphe 10.2 sont les paragraphes 10.1, 5.1 et 1.1
(c’est à dire qu’il faut respecter les conditions d’applications de ces 3 dispositions pour
appliquer le paragraphe 10.2) et si par exemple le paragraphe 10.1 a lui-même comme
disposition parente le paragraphe 5.1, alors seul le paragraphe 10.1 doit être inscrit
dans le tableau à la ligne de la disposition 10.2. Car l’enchaînement 5.1 -> 10.1 sera lui
inscrit à la ligne de la disposition 10.1.

A.2.4. Conditions :

Finalement, comme chaque ligne du tableau doit contenir un couple <Condition d’application, Obliga-
tion>, il reste à inscrire la ou les conditions d’application associées à l’obligation. Il y a deux possibilités
: Soit la disposition traitée formule la ou les conditions d’application. Celles-ci doivent alors simplement
être inscrites dans le tableau à la ligne correspondante à cette disposition. Soit la disposition traitée ne
formule pas de nouvelles conditions d’application. Dans ce cas, il faut copier les conditions inscrites dans
la ou les dispositions parentes (inscrites à l’étape précédente dans le tableau) à la ligne correspondante
à cette disposition. Les conditions sont toujours inscrites sous la forme “Si. . . ”. Si plusieurs conditions
sont inscrites dans une même cellule, celles-ci commencent chacune par “Si. . . ” et sont séparées par des
opérateurs “et” ou “ou”. Des parenthèses peuvent également être utilisées pour combiner des conditions
et exprimer des relations plus complexes.

A.3. Seconde étape

4 données supplémentaires doivent être inscrites au tableau. Celles-ci sont dérivées des 4 informations
déjà inscrites à l’étape précédente



A.3.1. Synthèse des conditions d’application sous forme de code :

Deux étapes sont nécessaires ici.
En premier lieu, il est nécessaire d’identifier parmi toutes les conditions d’application inscrites dans le

tableau celles dont le sens est identique et rassembler une occurrence de chaque conditions d’application
différentes dans un tableau annexe. Ensuite, à chaque condition d’application inscrite dans ce tableau
annexe doit être assigné une référence unique (par exemple le numéro du paragraphe d’où est tiré la
première occurrence d’une condition)

En second lieu, il faut inscrire dans le tableau principal une formule représentant les conditions
d’applications écrites initialement sous une forme en langage naturel.

A.3.2. Méthode d’observation de la conformité :

Le but ici est d’expliciter comment observer la conformité de chaque disposition. 2 concepts sont
combinables avec les opérateurs logiques “et” et “ou” :

La dépendance : si l’obligation est de la forme “le système doit être conforme à telles dispositions de
la norme”, cela signifie que la conformité de la disposition dépend de la disposition d’autres dispositions.
Il faut expliciter cela pour que la machine puisse récupérer la valeur de conformité des dispositions
ciblées afin d’établir une valeur de conformité. Dans ce cas, inscrire dans le tableau à la “Case A” la ou
les dispositions en question

La collecte d’information : des informations sur le système sont nécessaires pour évaluer la conformité.
Dans ce cas, inscrire dans le tableau à la “Case B” les informations à croiser ou observer pour évaluer la
conformité. Par exemple : “Observer si une documentation nommée ... existe et si elle a été mise à jour
il y a moins de x mois”, “Observer si un marquage de conformité est affiché à l’utilisateur”, etc. Il est
nécessaire d’être très clair car ces phrases seront ensuite traduites dans un langage compréhensible par
la machine.
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