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Abstract

The paper addresses the challenge of ensuring the functional stability of an organizational system, with a
focus on the application of ordinal scales. It outlines a method for assessing redundant resources through
expert evaluation of the potential for replacing functions performed by system elements that are currently
non-operational. Additional approaches to identifying redundancy are also explored. The assessment of
function replacement is conducted using ordinal scales to evaluate performance quality. The overall
functional quality of the organizational system is determined by measuring the deviation of the new system
configuration's quality from the "ideal" configuration.
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1. Introduction

The key properties of complex systems that define their functional stability are reliability,
survivability, and fault tolerance [1, 2]. Functional stability, in essence, integrates all these
characteristics [3, 4]. This paper addresses a task best understood through the concept of functional
resilience [5, 6], which is achieved by employing various types of redundancy [7] and redistributing
resources to mitigate the effects of emergencies [8, 9].

The functional sustainability of an organizational system refers to its ability to preserve its
management structure and continue performing its primary functions, for which it was originally
designed [10, 11]. The importance of studying and ensuring the functional sustainability of
organizational systems stems from several factors:

1. The rapid pace of change in the modern world and the necessity for these systems to generate

automated, adaptive responses to environmental challenges.

2. The need to address disruptions caused by internal problems that periodically affect the

functioning of system components.

3. The significant role of subjective factors in decision-making, requiring careful consideration

of the human element at every stage.

4. The interdependence among the various elements of the organizational system.

2. Organizational systems

Currently, there are over a hundred definitions of the term system [12]. Broadly, a system is an
integrated set of elements and the relationships between them. These elements and their
interrelationships possess specific properties. A complex organizational system consists of a
structured set of elements and relationships, characterized by defined properties and organized to
perform specific functions.

An organizational system is a type of system designed to coordinate the actions of its components
to achieve shared goals. It is typically a human-machine or socio-technical system [12]. An element
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of a system refers to a part that cannot be further divided based on the chosen criterion for system

decomposition. The collection of objects within a system constitutes its composition, also known as

the elemental composition. The structure of a system is defined by the set of relationships among its
elements, which are essential to fulfilling the system's purpose.

Evaluation involves collecting information about a system's state, the dynamics of its functions,
and its performance outcomes to assess how effectively they align with its objectives. Depending on
the research focus, evaluation may examine the system's internal functioning—reflected in the
relationships among its elements—or its external functioning, which considers interactions with the
surrounding environment.

By a problem we understand [12] the triple of sets

<S$0,T>, (1)
where S — a set of states (situations);

O - a set of operators for transferring one state to another;

T - a given (target) set.

In organizational systems of type (1), a task is defined as a situation encountered by an element of
the system—a subject who recognizes that the situation involves a specific goal, the achievement of
which is their responsibility and depends on performing certain established functions. Every task has
a goal and an object to which the goal is directed.

The functional sustainability of complex organizational systems [1] is a comprehensive property
encompassing reliability, survivability, and fault tolerance. As a result, assessing the quality of an
organizational system’s functioning is a complex and pressing challenge [13].

To ensure the functional sustainability of a type (1) organizational system, several implementation
stages must be considered.

1. Analytical Stage: This stage involves identifying redundancies in the functionality of system
elements to utilize them in non-standard situations.

2. Identification Stage: During this stage, an abnormal situation is detected, and its level of danger
and the need for a response are classified. The abnormal situation is recognized and categorized
accordingly.

3. Mitigation Stage: This stage focuses on addressing the consequences of an emergency by

deploying internal reserves, such as redundant functions within the system's elements. At this

point, the quality of possible functional responses is evaluated, and an optimal compromise
solution is selected.

In addition, evaluation procedures may be applied at each stage:

determining the quality of the redundancy reserve created in the system;

identification of critical elements of the system and assessment of their characteristics [14];

determining the level of impact on the system in a hazardous situation;

assessing the state of the organizational system and points of redundancy to maximize the impact
on functional resilience;
e calculation of the integral quality of functioning of a complex organizational system.
When determining the reserves of an organizational system by identifying additional functions of
its elements, it is necessary to:
identify sources of determining reserves;
Identify ways to define and assess redundancy to ensure functional resilience;
apply tools to identify, assess and ensure the functional sustainability of a complex organizational
system.
Such tools for implementing procedures to ensure functional resilience in an organization may
include:
e application of testing tasks;
® holding competitions to fill vacant positions;
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conducting preferential voting among middle managers to determine candidates for replacement
of functions [15];

studying the peculiarities of the organization's corporate culture [16];

improving corporate culture to facilitate the replacement of functions in non-standard situations
(16];

application of procedures for ranking the capabilities of system elements to perform certain
functions, i.e. decision-making in ordinal measurement scales [17].

To implement procedures for the transition to a new worldview [18, 19] by elements of the

organizational system, to facilitate the transfer of the functioning of some elements to a hard mode if
necessary to ensure functional stability in non-standard situations:

it is possible to humanize the activities of organizational system elements by applying the arsenal
of digital humanities;

add elements of artificial intelligence to perform some functions and transfer to it the provision of
certain functions in complex non-standard situations;

Identify problems that arise at different stages of decision-making, formalize them and automate
them to ensure response to emergency situations;

create a register of functions of the system elements, ensure their complete list and adequate
assessment of their importance and quality of performance;

implement projects to formalize business processes in the organizational system;

optimize the organization's business processes on graphs;

analyze and apply cognitive research tools to ensure functional resilience;

Analyze the organizational structure using standard tools, such as RACI, to identify areas for
optimizing the performance of system elements;

Analyze the competencies of the system elements, conduct personnel assessment and certification;
use a combination of different sources to identify, evaluate and use excess reserves in the
organizational system: personnel assessment, motivation research, improvement of corporate
culture [16], etc.

Of course, on the way to such formalization, problems should be identified [20, 21], and a

significant number of obstacles and challenges should be overcome:

resistance to the established corporate culture and certain elements of the organizational system
for which the working conditions are significantly changing;

to appear, convince and compensate for the obvious reduction in freedoms and increase in the
load on the system elements;

minimize the ability of system elements to maneuver in response to unexpected external
influences or internal force majeure;

reduce the ability of the system elements to use creativity and thus the level of motivation of some
of them;

artificially isolate certain functions to ensure an easier transition to an emergency situation;
formalize all the functions of the system elements, and simplify some of them to ensure
interchangeability of the system elements.

Clearly, not all problems can be formalized, and a mathematical model cannot be constructed for

every case [22, 23]. In many practical situations, such a comprehensive approach is unnecessary [24].
Instead, it is possible to propose constructive methods to enhance the formalization of the
organizational system and support the automation of processes, thereby improving its functional
stability:

building the functional structure of the organizational system and the scheme of interconnections
between its elements;

performing linguistic analysis of the functional responsibilities of the system elements to
automatically detect possible overlaps and eliminate duplication;
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identifying keywords in functional responsibilities and calculating similarity measures of keyword
sets for different elements of the system;

build membership functions of the influence of elements on the system's activity and the mutual
influence between elements;

use of preferential voting [15] as a tool for determining interchangeability between elements and
transferring the performance of certain functions in emergency situations;

holding competitions to fill vacant positions in order to identify overskills a priori and ensure that
the register of additional functions is filled;

Ensuring confidentiality, equality, and fairness at the initial stages of the competition;

holding competitions at all possible stages of the HR management cycle - recruiting, adaptation
period, determining motivation, replacement if necessary, identifying additional functions, etc.

dynamism of data

lack of standards L

large dimension of

lack of optimality

\ \ / / the solution space

Characteristics and features of

impossibility of — weakly structured complex ;
building an analytical organizational systems \ lagt;l;lo;fafrjonrgiz:iz::

model

NON-factors when the presence of the

influence of the

alternatives the unigueness of the task and the human factor

impossibility of repeating the
decision-making process

describing

Figure 1: Key characteristics and features of organizational systems

When determining ways to find additional performers of system functions and resources to ensure

internal replacement of functions, different sources and different ways to overcome the situation in

case of a shortage of performers in emergency situations can be used [25, 26]:

use of third-party resources;

combining functions whose emphasized performance can be ignored for some time;

cancellation of functions whose performance is insignificant compared to the importance of other
functions — temporarily, for a specified period or for the entire period of the system's operation;
temporary reconfiguration of the system - with a certain time of return to the Status Quo, or for
an indefinite period;

delegating to key elements of the system those functions that may not be performed if some
elements leave the system, defining the responsibility of key elements of the system for the entire
cycle of functioning of their area of responsibility — as the responsibility of department heads for
the educational process at the departments;
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e temporary consolidation of positions together with the functions performed by the system
elements in these positions;

o defining a backup position that can be assigned to functions that are currently out of the system
in the event of an emergency;

e application of the strategy of "diffusion of positions" — when the "anti-structure” approach is
introduced, i.e., the return of the organizational system to the family stage of functioning;

e generating other unpopular approaches with regular determination of their impact on the
functioning of the system as a whole;

e centralization of some families of functions to minimize the efforts of elements and localize
responsibility;
transferring some functions to the online mode by using additional technical means;
unification of functions to increase the degree of similarity between the functionality of individual
elements of the system;

e simplification of functions with a tendency to reduce them to elementary ones in order to increase
the number of elements that can replace them.

2.1. Properties of organizational systems

Most organizational systems are reasonably and naturally weakly structured complex systems [27,
28]. This is due to their purpose and conditions of their functioning. In this regard, organizational
systems have specifics to ensure their functional sustainability. The main characteristics and features
of complex organizational systems are shown in Figure 1.

2.2. Some definitions

Each vector score creates an image of a certain object that has the corresponding properties for
the decision maker. The brightest, most contrasting images for experts are those that correspond to
only the best and worst scores for all criteria.

Definition 1. The utopian (ideal) point (object, alternative, etc.) is the point a* with coordinates
= (minp,wt, ..., minp,,w! )

( i€l p1w1 i€l PmWm

where pj,j € ] —are the elements of the vector of parameter weights;

a+

w}, i € 1,j € ] —are the normalized values of the characteristics of the alternatives.

Definition 2. The dystopian point (object, alternative, etc.) is the pointa™ with coordinates. a~ =
(rrilglxpla)i, e rril‘:glxpma),‘n)

Definition 3: Vector estimates that have only the best and worst values for all criteria are called
reference situations.

Definition 4. The rectangle whose vertices are the pointsa® anda™ is called the decision utility
field.

Definition 5. The values of the elements of the vector af ,1 € J,— are the reference (normative,
true, ideal, measured, known, desired, etc.) values of the i —u characteristics of the alternative.

2.3. Hierarchical structure of the organizational system

The mathematical model of the problem of decision coordination in a three-level hierarchical
control system is considered, consisting of the following subsystems:
e of one subsystem (SS-H) of the top level (denoted by the index 0);
e 1, middle-level subsystems (SS-M) isolated from each other with a set of indices ;I; = {1,...,1n}
® 71, subordinate systems of the set/; of isolated subsystems of the lower level (SS-L) with a set of
indices I, = {ny + 1,...,ny + ny}.
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The scheme of interrelationships between subsystems of different levels of the three-level
hierarchical organizational system is shown in Fig. 2.

EE-EE-EE-

Figure 2: Schematic diagram of the three-level hierarchical structure for ensuring the sustainable
functioning of the organizational system

Personnel management in a complex organizational system is a critical and multifaceted task.
Figure 3 illustrates the framework and interconnections of personnel management tasks.
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Figure 3: Human resource management scheme of a complex organizational system
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2.4. Personnel management of a complex organizational system

An important aspect of ensuring the systematic and sustainable management of a complex
hierarchical organizational system is the management of the personnel of this system [29, 30]. This
activity of the organizational system is an important element of identifying redundancies in the
organizational system and reasonably ensuring a fair assessment of personnel at different parts and
stages of the personnel management cycle [31, 32]. Here is a scheme of personnel management of a
complex hierarchical organizational system.

2.5. Personnel management of a complex organizational system

Figure 4 shows the main stages of the HRM cycle, which make it possible to best identify, evaluate
and accept the excess capabilities of the elements of the organizational system, i.e. its personnel [33,
34]. The stages shown in Figure 4 are key in the preparation of a reliable and up-to-date database and
knowledge base that allow to ensure the functional stability of a complex hierarchical organizational
system [35, 36].

(CAREERMANAGEMENT < CERTIFICATION >
( MOTIVATION ) [(TRAINING DEVELOPMEN'D

C ADAPTATION ) ( MOVING >
GERSONNEL ACCOUNTING C ( RELEASE )
A

RECRUITMENT SSESSMENT OF PERSONNEL
MANAGEMENT EFFICIENCY

Figure 4: Stages of HR management in a complex organizational system that are key to ensuring
functional sustainability

3. Functional sustainability of organizational systems

Let there be a set of indices of information security functions that the system must provide. We will
assume that there aren . Let us denote the set of all functions performed by the system by ,A =
{ai,...a,}) ={1,...,n}. Note that the number of functions of a complex system can be hundreds or
thousands of units. The functions performed by different elements of the system are not duplicated,
ien = Yie;n; - each function in the system is unique:A't N A2 = @,i;,i, € ] , where@ — is an
empty set.

3.1. Causes of disturbances and failures in organizational systems

Complex organizational systems have many peculiarities to ensure their functional sustainability
and distinguish them from other complex systems. These features are mainly related to the presence
of the human factor. Let's list the main causes of disturbances and possible failures in complex
organizational systems that require response and decision-making to ensure functional sustainability:

e are on sick leave;

e are on annual vacation;

®  are on unpaid leave;

e sent on a business trip;
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are missing for unknown reasons;

are on an official vacation;

dismissed from work for various reasons;

are violators of labor discipline;

are on study leave;

absent due to force majeure;

are undergoing adaptation and therefore perform their functions poorly;
involved in conflict situations;

demotivated employees, etc.

In all of the above cases, the functional stability of a complex hierarchical organizational system
will be threatened, since not all functions of the system are performed properly [37]. Moreover, it
should be emphasized that in this section we are talking about a systemic organizational system in
which most business processes are formalized, mechanisms and procedures for the transfer of
functions are provided, etc. [38, 39].

The main way to ensure functional stability is to reconfigure the system. Here is the definition of
this action, which is one of the important components of ensuring the functional stability of the
organizational system [2, 9].

Reconfiguration is the implementation of an automatic or automated restructuring of the structure
of the organizational system's functions and the exchange of information between system elements
or a change in the functioning algorithm to achieve the greatest efficiency in achieving the
functioning goal with the available system's working resources.

In other words, when some elements of an organizational system fail, the functions they used to
perform are taken over by other elements. This redistribution is not done spontaneously, but by
evaluating different exchange options, weighing possible consequences, taking into account
limitations on the ability of elements to carry additional loads, etc.

3.2. Mathematical model of organizational system functioning

Suppose that a complex organizational system has a matrix of functions performed by the elements
of this system:

Fi — (fiolfil) (2)
where fio = ( fi?, j=1,..., ni), i € I — is the vector of the main functions of the i — th element of
the system,

fil= (fé, i, s +j€{l,...,n;},s = {1,...,vi}),i € I — is the matrix of adjacent functions of
thei — th element of the system,

Cis, s #j€{1,...,n;},s ={1,...,v;},i € I — the level of quality of performance of s — the related
function by i element of the system.

Let A, i € ], denote the subset of functions performed by thei — m element of the system.

Heuristic H1. We will assume that the integral quality of the system's functioning is ideal at the
time of the start of ensuring its functional sustainability. The ideal integral quality of the
organizational system will be denoted by .F’

Heuristic H2. Interchangeability exists in every organizational system. The quality of replacement
of a system element that has temporarily or permanently failed may be critically low and even
dangerous for the further functioning of the system. But it always exists and can be classified or
digitized, for example, using expert methods.

Heuristic H3. By means of expert evaluation, it is possible to establish the differences in the quality
of replacing the performance of any function from the set (1) by the main element of the system with
the performance of the same function by some adjacent element in ordinal scales.

3.3. Replacing those functions that have become inactive

Let's assume that for each function, the quality of its performance has been determined by experts
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in ordinal scales. For example, let's assume that the information about the quality of a certain function
with the index j,j = 1,..., n, contains the following ranking:
Cij < Ciyj ™ Cipj < Cigj = Ciyj = Cigj (3)
where ¢;; — is the level of quality of performance by the system element with the indexi, i € I, of
the function with the indexj,j € ] = {1,...,n}.

Heuristic H4. We will assume that at the initial stage, the elements of the organizational system
perform their functions perfectly.

It is known that in expert evaluation tasks there are no standards, only relations between elements
are considered.

Heuristic H5. Let's put the vector of indices in accordance with the multiple comparison (3)

v; = (i, iy, =iz, i3, =g, —i5), (4)

wherei, iy, 15,13, i4,i5 — are indexes of elements that can perform a function with an index j, j € J.

Vector (4) corresponds to the following distances to the ideal performance:

dj = (diyj diyjr iy iy i )- ©)

According to heuristic H5, which establishes the form of formula (4), the values of the elements of

vector (5) will be as follows:
dilj=1;dizj=1;di3j=2;di4j=2;di5j=2' (6)

Note that the options for performing the functionj,j = 1,...,n, in the new conditions, taking into
account the distances (6), use non-strict rankings (quasi-orders, quasi-series) that set the ratio of
preference between the quality of function performance in ordinal scales.

To generate possible options for the configuration of the organizational system in the new
conditions, we search for possible options for replacing the element with the indexi, i € I, that has
failed with an element with an index from the set of elements that are presented in the ranking of the
form (2).

Heuristic H6. The quality of organizational system functioning depends on the deviation of the
initial "ideal" system configuration compared to the new system configuration generated on the basis
of choosing a new option for performing functions by elements.

4. Conclusions

This paper addresses the mathematical support required to ensure the functional stability of complex
hierarchical organizational systems. It examines the distinctive characteristics of organizational
systems and highlights how they differ from other types of complex systems. The inherent weak
structural organization of organizational systems is substantiated. Various strategies for
reconfiguring an organizational system in response to abnormal situations are explored, along with
potential causes of such situations that necessitate decision-making to maintain the system's
functional stability.

The paper proposes evaluating the quality of an organizational system in a newly configured state
by measuring its deviation from the initial nominal performance of its elements. Furthermore, the
concept of distance is introduced to quantify the difference between the initial quality of the
organizational system and its proposed new configurations under altered functional conditions.
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