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Abstract

Jordan-Gauss graphs are bipartite graphs given by special quadratic equations over the commutative
ring K with unity with partition sets K" and K™ such that the neighbour of each vertex is defined by
the system of linear equation given in its row-echelon form. We use families of this graphs for the
construction of new quadratic surjective multivariate maps F of affine spaces over K with the
trapdoor accelerator T which is a piece of information which allows to compute the reimage of Fin
polynomial time.

In particular for each quadratic automorphism F of K[x;, X;,..., x,] with the trapdoor accelerator T we
construct the quadratic surjective map F’ of K, t=n’+n onto K", s=0 with the trapdoor accelerator T’
T>T.

So we can introduce enveloping trapdoor accelerator for Matsumoto-Imai cryptosystem over finite
fields of characteristic 2, for the Oil and Vinegar public keys over F, or quadratic multivariate public
keys defined over Jordan-Gauss graphs D(n, K),where K is arbitrary finite commutative ring with the
nontrivial multiplicative group

Keywords
Multivariate Cryptography, Jordan — Gauss graphs, Projective Geometries, Largest Schubert Cells,
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1. Introduction

This paper presents the generalisations of the quadratic multivariate public key given in [23]
and defined via special walks on projective geometries over finite fields and their natural
analogues defined over general commutative rings. Multivariate cryptography is one of the five
main directions of Post-Quantum Cryptography.

The progress in the design of experimental quantum computers is speeding up lately.

Expecting such development the National Institute of Standardisation Technologies of USA
announced in 2017 the tender on standardisation best known quantum resistant algorithms of
asymmetrical cryptography. The first round was finished in March 2019, essential part of
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presented algorithms were rejected. In the same time the development of new algorithms with
postquantum perspective was continued. Similar process took place during the 2, 3 and 4th
rounds.

The last algebraic public key «Unbalanced Oil and Vinegar on Rainbow like digital
signatures» (ROUV) constructed in terms of Multivariate Cryptography was rejected in 2021
(see [2], [3]). The first 4 winners of this competition was announced in 2022, they are developed
in terms of Lattice Theory.

Noteworthy that NIST tender was designed for the selection and investigation of public key
algorithms and in the area of Multivariate Cryptography only quadratic multivariate maps were
investigated. We have to admit that general interest to various aspects of Multivariate
Cryptography was connected with the search for secure and effective procedures of digital
signature where mentioned above ROUV cryptosystem was taken as a serious candidate to
make the shortest signature.

Let us summarize the outcomes of mentioned above NIST tender.

There are 5 categories that were considered by NIST in the PQC standardization (the
submission date was 2017; in July 2022, the 4 winners and the 4 final candidates were proposed
for the 4th round - this is the current official status. However, the current 8 final winners and
candidates only belong to the following 4 different mathematical problems (not the 5 announced
at the beginning):- lattice-based,- hash-based,- code-based, - supersingular elliptic curve isogeny
based.

The standards are partially published in 2024.

Its interesting that new obfuscation “TUOV: Triangular Unbalanced Oil and Vinegar’ were
presented to NIST (see
https://csrc.nist.gov/csrc/media/Projects/pqc-dig-sig/documents/round-1/spec-files/TUOV-
spec-web.pdf) by principal submitter Jintaj Ding.

Further development of Classical Multivariate Cryptography which study quadratic and
cubic endomorphisms of F,[x;, xs,..., x,] is reflected in [14]. Current research in Postquantum

Cryptography can be found in [4], [5], [6], [7], [8], [9], [10], [11], [12].[13], [15], [16], [17], [27],
[28], [29], [30]

We use the concept of quadratic accelerator of the endomorphism ¢ of K[x;, x5,..., x,] which
is the piece of information T such that its knowledge allows us to compute the reimage of (o, K")
in time O(n ?). Symbol K stands here for an arbitrary commutative ring with unity. Our
suggestion is to use for public key the pairs (o, T) such that ¢ has a polynomial density, i. e.
number of monomial terms of o(x;), i=1,2,...,n. Some examples of such public keys the reader can
find in [1], [22]

For each pair (K, n), n>1 we present quadratic automorphism o of K[x;, x,..., x,] with the
trapdoor accelerator T defined via totality of special bipartite Jordan-Gauss graphs with the
partition sets isomorphic to K". We discuss the possible use of these transformation in the case
of finite fields and arithmetical rings Z, where g is a prime power.

In this paper we suggest new quadratic multivariate public rules defined in terms of
Projective Geometry. Recall that multivariate public rule G has to be given in its standard form
Xi —gi(X1, X2, ..., Xn), Where polynomials g; are given via the lists of monomial terms in the
lexicographical order.

We consider the bipartite induced subgraphs J(F) of projective geometry over the field F
which partition sets are the largest Schubert cells. The incidence of points and lines of these



graphs is given by the system of quadratic equations such that the neighbourhood of each
vertex is a solution set of the system of linear equation written in its row-echelon form.
Straightforward change of the finite field F for the general commutative ring with unity gives
the definition of cellular Schubert graph J(K) (see [23]). We use graphs J(K[x;, Xa...., x,])) for the
construction of trapdoor accelerators, which are surjective multivariate maps F of K" onto K*
written in their standard form together with the piece of information T 'such that the knowledge
of this information allows to compute the reimage for the given value of F.

The first cryptosystem based on such trapdoor accelerator where proposed in 2015 (see [31]),
cryptanalysis for the system is still unknown. The obfuscations of these cryptosystems was
suggested in [32]. They were seriously generalized in [23] where walks on general cellular
Schubert graphs were used.

In this article we suggest a wide class of generalization of previously proposed trapdoor
accelerators based on Jordan-Gauss graphs. The main idea is to use algebraic temporal graphs.
Such graphs are given via the system of algebraic equations which depends on the time of the
computation.

In the Section 2 we define cellular Schubert graphs. These Jordan-Gauss graphs will be used
in the constructions of quadratic multivariate transformations of the affine spaces together with
the corresponding trapdoor accelerators for the computation of reimages of these maps (se
Section 4).

Section 3 is dedicated to constructions of trapdoor accelerators for the polynomial maps
defined in terms of temporal linguistic graphs, i. e. special sequences of linguistic graphs. In
general case the degree of constructed maps can be essentially higher than 2.

Section 5 presents some methods of constructions of new trapdoor accelerators in terms of
known ones. In Section 6 we discuss the possible impact of proposed algorithms.

2. Schubert cellular graphs over the fields
commutative ring

The missing definitions of graph-theoretical concepts which appear in this paper can be found
in [17], [18] or [19]. All graphs we consider are simple graphs, i.e. undirected without loops and
multiple edges. Let V(G) and E(G) denote the set of vertexes and the set of edges of G
respectively. When it is convenient, we shall identify G with the corresponding anti-reflexive
binary relation on V(G), i.e. E(G) is a subset of V(G)-V(G) and write v G u for the adjacent
vertexes u and v (or neighbours). We refer to [{ x € V(G)| xGv }| as degree of the vertex v. The
incidence structure is the set V with partition sets P (points) and L (lines) and symmetric binary
relation I such that the incidence of two elements implies that one of them is a point and another
one is a line. We shall identify I with the simple graph of this incidence relation or bipartite
graph. The pair x,y, xeP, yeL such that x I y is called a flag of incidence structure I Projective
geometry "'PG(F,) of dimension n-1 over the finite field F,, where q is a prime power, is a totality
of proper subspaces of the vector space V=(F,)" of nonzero dimension.

This is the incidence system with type function #(W)=dim(W), W e "' PG(F,) and incidence
relation I defined by the condition W,IW, if and only if one of these subspaces is embedded in
another one. We can select standard base e;, e...., e, of Vand identify "'PG(F,) with the totality of
linear codes in (F,)".The geometry "'I'(q)=""PG(F,) is a partition of subsets "'I'(q); consisting of



elements of selected type i, i=1,2, ..., n-1. We assume that each element of V'is presented in the
chosen base as column vector (x;, x;, ... , x,). Let U stands for the unipotent subgroup of
automorphism group PGL,(F,) consisting of lower unitriangular matrices. 5

Let us consider orbits of the natural action of U on the projective geometry "'PG(F,). They
are known as large Schubert cells. Each of orbits on the set I'.(F,) contains exactly one
symplectic element spanned by elements ey, €, ..., €m). So the number of orbits of (U, 7..(F,;))
equals to binomial coefficient C”, (n,m). Noteworthy that the cardinality of "' 7,,(F,) is
expressed by Gaussian binomial coefficient. Unipotent subgroup Uis generated by elementary
transvections x;;(t), i<j, teF,. If we select i and jthen elements of kind x;;(¢) form root subgroup
U,;, corresponding to the positive root ei-¢; of root system A,...

Let 7 be a proper subset of {1, 2, ..., n}=N, IS be Schubert cell containing symplectic subspace
W; spanned by e, € J, A(F)={ (ij) | ie J, jeN-7, i<j }. Then a subgroup U(J) generated by root
subgroups U, (i, j) € A(J) of order ¢*, k= |A(7)| acts regularly on ’S. It means that we can identify
7S and U(J).Noteworthy that each 7,,(F,) has a unique largest Schubert cell of size q™"™, it is /S
for J={n, n-1, n-2, ..., n-m+1}. We denote this cell as "LS(q). We consider the bipartite graph
mk[.(F,) of the restriction of I onto disjoint union "LS(F,) and *LS(F,). It is bipartite graph with
bidegrees ¢ and ¢° where r=/A({n, n-1, n-2, ..., n-m+1})- A({n, n-1, n-2, ..., n-m+1}) nA({n, n-1, n-2,
.., n-k+1}) | and s=|A({n, n-1, n-2, ..., n-k+1}) - A({n, n-1, n-2, ..., n-m+1}))n A({n, n-1, n-2, ..., n-
k+1})|. We refer to the graph of binary relation ™*I,(F,) as Cellular Schubert graph and denote it
as ™*CS,(F,) graph. In particular case n=2m+1, k=m these graphs are known as Double Schubert
graphs [ 33].

Let K be a commutative ring. We consider group U=U,(K) of lower unitriangular n times n
matrices with the entries from K. Let A be the totality of all entries of (i, j), 1 < i<j < n, 1. e. totality
of positive roots from A, .. We identify element M from U,(K) with the function f* A— K such
that f{i,j)=m,. The restriction M), of M on subset D of A is simply fJ»r. For each proper nonempty
subset Jof {1, 2, ..., n } we define U(J) as totality of matrices M=(m;;) from U such that (i, j) efA-
A(F)} implies that m;;=0. We define incidence system "'PG(K) as a totality of pairs (F, M), M
eU(F) with type function t(J, M)=|]| and incidence relation given by conditions ('}, 'M) I *F,°M) if
and only if one of subsets 'J and ?} is embedded in another one and 'M-*M) [A('F )nACT) ="M -
*M-=M - 'M. We refer to this incidence system as projective geometry scheme over commutative
ring K. If K=F'is the field then "'PG(F) coincides with n-1-dimensional projective geometry over
F,i. e. totality of proper nonzero subspaces of the vector space F"(see [21] and further references)
where the reader can find similar interpretations of Lie geometries and their Schubert cells,
their generalisations via pairs of type (irreducible root system, commutative ring K). The
concept of large and small Schubert cell in the classical case of field is presented in [34], [35].

We introduce 7,,(K), "LS(K) and graphs ™* CS,(K) for m=1, 2, ..., n-1via simple substitution of
K instead F,.

We refer to disjoint union of "LS(K), m=1, 2, ..., n-1with the restriction of incidence relation I
and type function t on this set as Schubert geometry scheme of type A,.; over commutative ring
K. We refer to elements of this incidence system as linear codes of Schubert type. We can define
Schubert schemes over other Dynkin-Coxeter diagrams.



3. Linguistic graphs of type (r, s, p) and symbolic
computations

Let K be a commutative ring. We refer to an incidence structure with a point set P=P,,=K™** and
a line set L=L,,,=K™" as linguistic incidence structure I,.(K) of type (7, s, m) if point x=(x1, xa,...,
X5, Xs+1, Xse2,--05 Xswm) 1S incident to line y=[yy, ya, ..., Vi, Vre1, Yre2, ..., Yrem] if and only if the following
relations hold

A1Xse1+b1Yra=f1(X1, Xz ooy X5y V1, Y2ououe s Vi)

a2x5+2+b2yr+2=ﬁ(x1; X2y ey Xy Xsi1, Y15 Y25 oo0 5 Yo yr+1)

amxs+m+bmyr+m=fm(x1; X2y ooes Xsy X1y oovy Xsam, )/1, )/2, LR yr; yr+1y (X3 yr+m)

where g; and bj, j=1,2, ..., m are not zero divisors, and fj are multivariate polynomials with
coefficients from K. Brackets and parenthesis allow us to distinguish points from lines (see [20],
[21] and further references).

The colour p(x)=p((x)) (p(¥)=p([y])) of point (x) (line [y]) is defined as projection of an
element (x) (respectively [y]) from a free module on its initial s (relatively r) coordinates. As it
follows from the definition of linguistic incidence structure for each vertex of incidence graph
there exists the unique neighbour of a chosen colour.

We refer to p((x))=(x1, x2, ..., x;) for (x)=(x1, X2, ..., Xeem) and p([y])=(y1, Y2, ..., i) for [y]=[y1,
V2, ... » Yr.m] as the colour of the point and the colour of the line respectively.

For each be K" and p=(py, pa, ..., ps+m) there is the unique neighbour of the point [I]=Ny(p) with
the colour b. Similarly, for each c € K® and line I=[l,, L, ..., I..m] there is the unique neighbour of
the line (p)= N.([l]) with the colour c¢. We refer to operator of taking the neighbour of vertex
accordingly chosen colour as neighbourhood operator.

On the sets P and L of points and lines of linguistic graph we define jump operators
3="Fo(p)=(b1, b3, ..., bs, Piss, P2us, s Pssm), Where (by, ba, ..., b)eK® and *F=*Fy([1])=[b1, b, ..., by, L1,
Lsr, s Lum], where (by, b, ..., b,)eK". We refer to tuple (s, r, m) as type of the linguistic graph I. If
(P1, P25 e Psem)@and [y, b, ..., I.,.n] are point and line of some linguistic graph I(K) of the type (s, 1,
m) over K then the values of jump operators do not depend on the choice of linguistic graph I(K).

We refer to a linguistic graph I.(K) where K is a commutative ring with the unity as Jordan-
Gauss graph if each monomial term of fi, i=1, 2,...., m is of kind ax;y;, a#0.

Let L;=L(fi) be the list of nonzero monomial terms of fi with coefficients equals 1.

We refer to the triple (s, r, m) and lists L;, i=1, 2,...,m as linguistic symbolic scheme S =S(I,»(K))
and say that linguistic graph L.(K) with parameters a;, b;, i=1,2,....m and polynomials fi, i=1,2,...,
m is the interpretation of S. Noteworthy that linguistic scheme does not depend on the
commutative ring K. We refer to linguistic graphs 'I,(K) and ’I.,(K’) as symbolically equivalent if
S(In(K)) =SCIn(K’)).

Note that commutative rings K and K’ can be different.



Let K be a subring of K’. We say that the interpretation of Shas type (K’, K) if point sets and
line set are affine spaces over K’ but coefficients a;, b;, i=12,...m are elements of the
multiplicative group K* and coefficients of the polynomials fi, i=1,2,..., m are elements of K.

We will use the case when K’=K[z;, 25, ..., Zm:s] for arbitrary chosen K to define the map
from K¥*™to itself.

Assume that graph I,(K) has parameters a; , b; and symbolic scheme S is defined by
polynomials fi. Let Ln(K[ zi, 22, ..., z:]) be the interpretation of S of type (K[z1,25,..., zi], K) given by
same parameters a;, b; and monomial terms of fi.

Algorithm 1 (construction of endomorphisms of K[zi, zs,..., Zs, Zsi1,Zs¢2---» Zsem] Via the
sequence of linguistic graphs of type (s, r, m)).

We select the linguistic graph L.(K) of type (s, r, m) with symbolic scheme S and graphs "I.(K)
of type (r, s, m), ’L,(K) of type (s, r, m),..., graph **'I, of type r, s, m with the symbolic schemes 'S,
i=1, 2,..., 2t+1.

We consider the graphs L.(K[zi, 2z, ..., Zs:m]) together with

IIn(K[z1, Z2,..., Zmss]) , j = 1 and select the polynomial tuples

°H=("hi(z1, z2,..., 2s), *ha(21, Z2, ey Z5)s oon, "hs(Z1, 22, ..oy Z5)),

OG=("g1(z1, 22, ey 25), °82(21; Z2, vy Z5)sores "8il(Z1, 22y oovy 2Z5)),s

"H=("hy(z1, z2,..., Zs), 'ha2(z1, 22y ovr Z5)s ooy "hil(Z1, Z2, ooy Z5)),

'G= ("g1(z1, 22, ooy Z5), '82(2Z1y Z2y vy Zs)yerry 's(Z15 Z2, oo Z5)),

*H=Chy(z1, z2,..., 25),%h2(21, Z2, ooy Z5), ooer “hs(21, 22, ...y Z5)),

’G= (%g1(z1, 22, +ves Zs), 282(Z1, Z2, vy Zs)srs “8r(Z1s 22y oey Z5)),

M H=Chy(z1, Z2,s 25),°2(Z1, 22y orvy Z5)s ooy “Hi(Z1, Z2y ooy Z5)),s
MIG= (g 121, 22y voes Zs), 2 82(Z1s Z2y vy Zs)sows D' 8s(Z1s 22y oo Z5)),
H=H?"*?=(hy(z1, Z2,..., Zs), h2(Z1, Z2, .0y Z5), o0 Ns(Z15 Z2y o0y Z5)).

Let N, be the neighbourhood operator of L.(K[zi, zs,..., Zmss]) and 'N, be the neighbourhood
operator of /I,(K[z1, Zz,..., Zmas]), j=1, 2,... 2t+1.

Let us take a special point (z;, 2z, ..., Zs, Zss1, Zss2es Zmss)=(2) and compute

Jow) ((z)) =°(z) in the graph L.(K[z1, 22, ..., Zs:m]) With b(0)= °H,

New C(2)="([v]) in Ly(K[z1, 25, ..., Zsem]) With ¢(0)=°G,

oy C([u]))="([z]) in the graph 'L.(K[zi, Z2,..., Zmss]) With b(1)="H,

"Neyy (([2])="(u) in the graph 'I.(K[z1, z2,..., Zmss]) With ¢(1)="G,

Jo ('(w)="(z)  in the graph *L.(K[z1, z2,..., Zmss]) With b(2)=H,

’Nuw (*(z))=*(u)  in the graph °L.(K[z1, z3,..., Zm:s]) With ¢(2)2=2G,

ey C([u]))="""([z]) in the graph **'L.(K[z1, Z2,..., Zms]) With b(2t+1)=%"*"H,
"Neeeey (1 ([2]))=2"(u) in the graph **'L.(K[z1, 2z2,..., Zmss]) With ¢(2t+1)=*"1G.

Finally we compute uas ¥, (**(u)) with b=H.
Assume that u=(h(zi, z2,..., 2s), ho(Z1, 229025 )ses Bs(Z1, Z29enees Zs)y Gs521(Z1s Zyeees Zsy Zsats Zsszseens Zswm)s
85+2(Z1, Z2yeeny Zsy Zsity Zsizoenes Zssm)y vy Gssm(Z1s Z2yens Zsy Zsrls Zsizseees Zswm))-
We consider the polynomial map F of K> to itself given by the following rule.
z1 —hi(z1, z2,..., Z5),
22 — ha(zi, 2a,..., Z5),

ceey



zo—> hy(z1, 22,...., Zs),

Zs+1 T gs+1(21; Z25eeey Zsy Zsily Zst+2seees Zs+m);
Zsi2 —> gs+2(zb Z2yeees Zsy Zs+1y Zs#2seees zs+m):
ceey

Zstm > gs+m(x1; X25e005 Xsy Xst1y Xs#2ye0ey X s+m)-

We refer to linguistic graphs I,(K) and *L.(K) of types (s, r, m) and (r, s, m) as graphs of
adjacent types. Let

I",(K) stands for the dual graph to I.(K) obtained via the replacement of partition sets P and
L.

So graphs I,(K) and I*.(K) are isomorphic graphs of adjacent types.

The transformation F is defined via the sequence of linguistic graphs of consecutively
adjacent types Ln(K)="Ly(K), 'In(K), *Ln(K), ....”**"'I,(K) and listed above sequences of tuples ‘H,
i=0, 1, ..., 2t+2 and ‘G, i=0, 1, 2, ..., 2t+1 with coordinates from K[z, zs, ..., z;] of length s or r.

Proposition 1 [22] . Let z; —hi(zy, 22,..., 25), 22 — ha(z1, 22,0 Zs)sees 25— hs(21, 22,...., Z5) DE @
bijective map B from K* onto K*. Then transformation F=F(L,,(K),’G, 'H), j=0, 1, ..., 2m+1, i=0, 1, ...,
2m+2is a bijective map of K> to itself.

Proposition 2 [ 22]. Let the conditions of the Proposition 1 holds and the polynomial map B
has a trapdoor accelerator. Then the standard form G of L,FL, where L;and L, are affine
transformations from AGL,(K), n=s+m has a trapdoor accelerator.

Proof. We justify the Proposition 2 via the construction of trapdoor accelerator for G.

Assume that condition of Proposition 1 holds. We assume that Alice and Bob share the
standard form of G. Alice poses the trapdoor accelerator T of B and the knowledge on graphs
I.(K) and tuples ’G and 'H.

Alice will work with the intermediate vector u = (u;, Us..., U.m). She selects affine
transformation L, from AGL;..n(K) of kind

21 = Li(z1, 22wy Zimes) =Us,
22 —La(Z1, Z2,ees Zimss) =Ua,

ceey

Zs+m —)Ls+m(21y 225000y Zm+s)=um+s,

Alice computes (Wi(zi, Zz -y Zmes)y WoZ1, Z2, wovs Zmes)oess Wines(Z1s 225 ey Zmes)) =W via the
substitution of written above expressions for u; into  F(u;, us, ...us.s). She selects another affine
transformation L, from AGLn.(K) and compute Lo(w)=(81(z1, Zz,-.s Zmes)s §(Z1s Z2yess Zmss)s s Emes(Z15
Z2,..., Zmss)). Alice announces publicly the standard form of the map G: z; —g;, i=1, 2,..., m+s.

The trapdoor accelerator T for G consists of graphs I.(K) of type (s, r, m), linguistic graphs
I.(K), tuples ‘H, i=0, 1,..., 2t+2and ‘G, i=0, 1,..., 2t+1 with coordinates from K[z, z,,..., z;] and affine
transformations L;, i=1, 2.

Assume that Alice gets the value c =(c¢;, ¢z, ..., Cmes ) 0f G(D1, P2, ..y Dmss ). She computes (L,)
“(c)="c=("c1, "z, ..., 'Cmas). Alice works with the equations

hl(ub Uz,..., us)= 1C1,
hz(uz, Uz,..., us)= 201,

ceey



hs(ub Uz,..., us)= ¢y
She is getting the solution w=t; i=1, 2,...,s from K. Let (1, ts, ..., t;)=(t).

She computes tuples **'G(t,, t..., t,)=a(2t+1), H***!(t;, t..., t,)=b(2t+1), **G(t;, t..., t,)=a(2t),
H?(t, ty,..., t,)=b(21), ..., G'(t,, ts..., t;)=a(0), H'(t,, t,..., t,)=b(0).

Alice works with the sequence of graphs /I,(K), ,j=2t+1, 2t,..., 1, 0.

She computes *F,i.1(c )=*""'c and treat it as vertex of the graph **'I,(K) Then Alice computes
the neighbours Nje..(**'c)=**"b of this vertex in **'I,(K) and treat it as a vertex of graph *
Ln(K). So, she computes the ?7,z)(**'b)=""c. Then Alice computes the neighbour Ny (*'c)="'b in
the graph * I,(K). She continue this process.

Finally Alice gets J.)(?b)="c and Ny;)(*c)="b together with J.)(*b)="c and Nyw)(’c)="b.

So she gets (u”) as "Ju(°b)=(t1, tz, ..oy bs, Uset, Usizyerny Usim)-

Alice computes the plaintext (p) as (L))" (u”).

Remark. We can substitute elements L; and L, by surjective affine map L’; of affine space
K" onto K", n’>n and surjective map L’; of affine space K™ onto K™, m>m’and get surjective map
L’; F L, of affine space K" onto K™.

1)  Algorithm 2.
Let us assume that s>r. We select the linguistic graph L.(K) of type (s, r, m) with symbolic

scheme S and graphs 'I,(K) of type (7, s, m), ’I.(K) of type (s, r, m),..., graph *I,, of type r, s, m
with the symbolic schemes 'S, i=1, 2,..., 2t. Similarly to algorithm 1 we consider the graphs
Ln(K{z1, 22, ..., Zssm]) together with

IIn(K[z1, Z2,..., Zmss]) , j = 1 and select the polynomial tuples

°H=("hi(z1, z2,..., 2s), "ha(z1, Z2, ey Z5)s oonr "hs(Z1, Z2, ooy Z5)),

°G=("gi(z1, 22, -.vs Zs), "G2(21, Z2, weoy Zs)yers 821 22y vy Z5))s

"H=("hi(z1, z2,..., Zs), "ha2(z1, Z2y ovr Z5)s ooy "hl(Z1, Z2, oony Z5)),

'G=("gu(z1, 22, s Z5), "G2(21, 22y vy 25y o2ty 22y s Z5))s

’H=Chi(z1, z2,..., 25),"h2(21, Z2, ooy Zs)y ooer 2hs(2Z1, Z2y ooy Z5)),

’G= (2g1(z1, 22 ooy 25), °82(21, 22y cvvy Zs)soes “Gr(Z1s 22, woes Z5)),

s
2tH=(2h1(Z1, Z2yeuey Zs),2h2(21, Z2y veny Zs), ey 2h5(21, Z2y vuey Zs)),

“G= ("gu(z1, 22, oy 25), " 82(Z1 22, ey Zo)os Grl(Z1, 22y ey T))s
H:H2t+1=(h1(21, Z2yeuey Zs), hz(Z], Z2y vy Zs), ey hr(21, Z2y eeey Zs)).

As in the algorithm 1 we take a special point (z;, 2z, ..., Zs, Zs+1, Zss2,--.» Zmes)=(z) and compute
Jow ((z)) =°(z) in the graph L.(K[zi, zs, ..., Zs.m]) With b(0)= °H,

Noo *(2)="([u]) in Ln(K[z1, 22, ..., Zs:m]) With ¢(0)=°G,

Joy C([u]))="([z]) in the graph 'L.(K[z1, z2,..., Zm+s]) With b(1)="H,

New (([2])="(u) in the graph I.(K[z1, 22,..., Zmss]) With ¢(1)="G,

oy ("(w)="(z)  in the graph ’L.(K[z1, Zs,..., Zmss]) With b(2)=*H,

’Ne@ (%(z))=*(u)  in the graph °L.(K[zi, za,..., Zmss]) With ¢(2)2=°G,

;};(Zt) C([u]))=*([z]) in the graph *L.(K[z1, Z2,..., Zm:s]) With b(2t)=*"H,



! c(2t) (Zt([z])): Zt(u) in the graph 2 m(K[Zl, 22500y Zm+s]) with C(2t)= ZtG.

Finally we compute uas 7, (*(u)) with b=H.
Assume that u=(h(z1, za,..., 2s), h2(21, Z2,0-0:25)s0e W21, Z2s1ne0s Z5), 8s11(21, 220000 Zoy Zso1s Zsizerns Zsem),
gs+2(zh Z25ye0es Zsy Zstly Zst2seees Zs+m)y eoey gs+m(zl; Z2yeees Zsy Zst1s Rst2seees Zs+m))-

We consider the polynomial map F of K> to K™™ itself given by the following rule

(Z1s Z2pees Zsy Zstty Zsszseens Zsom)—>(M1(Z1, Z2yerny Z5), M2(Z1, Z2geney Zs)yees Ns(Z1y Z2genees 20)y Gs21(Z1s Z20enes Zs,
Zssts Zsszsenns Zsrm),

85+2(Z1s Zayeeey Zsy Zsaty Zsazpenes Zsem)y v Bsom(Xty Xyeees Xsy Xsuts Xstzgoees X som)-

The transformation Fis defined via the sequence of linguistic graphs

of consecutively adjacent types ILn(K)="L.(K), 'Ln(K), Z?Lu(K), ...”I.(K) and listed above
sequences of tuples 'H, i=0, 1, ..., 2t+1and ‘G, i=0, 1, 2, ..., 2t with coordinates from K[z;, 2o, ..., zs]
of length sor r.

Proposition 3 [22]. Let (z1, 25, .., z))—=( hi(z1, Z20e-s 25), ha(21, 22,0y Z5)seees (21, 2., 25) DE A
surjective map B from K® onto K. Then transformation F=F(L.(K),’G, 'H), j=0, 1, ..., 2m+1, i=0, 1,
..., 2m+2is a surjective map of K*™ to K™ .

Proposition 4 [22]. Let the conditions of the Proposition 1.1 holds and the polynomial map
B has a trapdoor accelerator.

Assume that L’; and L’, are surjective affine maps of affine space K" onto K*, n’>n and
affine space K™ onto K™, m>=m’ respectively . Then polynomial surjective map L’; F L’; of affine
space K" onto K™ also has a trapdoor accelerator.

Below we present a modification of Algorithm 1.

Let I.(K) be a linguistic graph of type (s, r, m). We

define its digraph cover D(I.(K)) as the following directed graph.

The set of vertexes of D(I,,(K)) is subdivided into two blocks.

3The first one PL.(K) is the totality of ordered flags of kind ((p), [l]) of the incidence
structure I,(K) where (p)=(D1, Pz,-s Pss Psetsees Psszoenss Pssm)s [L=[l1y Loyeres by List, Lrsz,e..y Lrom] such that
(p)I[1] and the totality

LP,, (K) of ordered flags of kind [[l], p] and binary relation 1 which is defined via the
conditions

(o), [DVIITT ()] if (-1 and ()4G0, [ILIV((p’) (1)) if

p)=(). [ #[I'].

We refer to pair of tuples <(ps, pz,.... ps) [l1, bz, .., L.]> of ((p), [1]) from PL,,(K) as the colour of
the flag. We say that (p,p.,....ps) and [1,,L,...,I] are internal and external colours of the flag ((p),
[1]). The information on the flag can be given by the tuple (ps, pz, .., Ds, Psets Psezeeres Psems bty Lz ey L)
Dual presentation of ((p), [1])is (P1, P2s---> Pss L1 lrszsees brimy Ly Loy, 1) " given via the coordinates of
line.

Similarly we say that [1;, L,...,.I,] and (p.,pa....p;) are internal and external colours of [[I],(p)].
The information on this flag can be given by the tuple [1,,L,,..., L, L1, Liszyeres L, P1, P2,.-.., ps] o1 dual
presentation [li,Ls,..., L, Dsi1s Psszeeres Psms P1> Paseees Ps]



We introduce operator of change the colour "JC, a=(p’s, P 20ees P’ss U'ts Usees 1) [(D), [1])]= (P31,
D2 wes P’ss Psets Psszseees Psems Un, Uayeny ) acting on PL,(K) and operator *JC, , a=(1l;’, Usyeceey Uy, P
D 2eees P5) PTCa([[L,(0)]) [Vt Uz Uy Lrst shrizy ooy Ly D1, P2 .. ’s] acting on the set LP(K).

Algorithm 3.

Alice takes the sequence of graphs D(I.(K)), D( 'I.(K)), I=1,2,...,t. She will work with the
multivariate ring K’=K[zi, Zz..., Zs, Zsit, Zsszeees Zssms Zisemsts Zssmszs - Zsemer ] and graphs
D(In(K)).D('In (K°)).

Alice selects the tuple °H=(hy, ha,..., hs, g1, 82y &) » H=(W'1, B's,..., B, g1, 875, g7) and
‘H=('hy, ‘ha,..., 'hs, ‘g1, 'gs,..., 'gr) from (K’)*" . She takes the flag (z)=( z1, Za,..s Zs Zset, Zsszorees Zsims
Zssmsts Zssmszs - Zssemer ) OF Ln(K).

Assume that for ((p),[ ]) from 7 PL(I.(K’)), j=1.2,...,t-1 symbol ((p),[ 1])*

means ([1], (p)) from7*'PL(L.(K’)). If ((p),[ 1])is a flag from'PL(L.(K’)) then ((p).[ 1])* is ([1], (p))
from "'PL(I.(K’)).

Alice uses operator "%, a=°Hand computes 'z ="Ju(z)=(hi, ha,..., Bs, Zss1, Zss2,eees Zssms 815 G20n--
&» in the graph D(I,,(K)). She computes ("u)=("z)"= [ g1, 82,--- 8r Z 5415 Z 51200+ Zssms N1, Pz, hs] OF
the graph 'L, (K’) where [ g1, §2,-.- 8 Z’ s+1, Z’se20e-» Zs4m] 1S the neighbour of (hy, hs,..., h, Z 5.1,)
Zss250-er Zsem) N Ln(KO).

2Next Alice uses "Ju), a(1)= 'H and computes  "J,u('u)=?z in the graph I, (K’) and
(Cu)=(*z)* from *L, (K’).

She continue this procedure and constructs (‘u), i=3.4,..., t. Alice takes ("u) from I, (K’)

and uses *J, b= H’ for the computation of u="J(u) of kind (h’s, h's...; B’ Vi, Vo, ooy Vi, &1,
820000 £1) O (871, 8200005 &5 Vis Voy vty Vi, Bty B, ..., B'5) dependently on t mod 2.

She uses the following map G= G=G(I.,(K), 'H, H’), i=0,1,...,t as the output of the algorithm.

21—*}1’1(2’1, 2250005 sy Zstm+1s Zstm+2s +--5 semer),

B
ZZﬁh 2(21; Z2ye005 Zsy Zsim+1s Rs+m+2s «oes Zs+m+r),

Zs—)h,s(zb 22;---; Zs; Zs+m+1; Zs+m+2; ceey Zs+m+r),

ZS+1—)V1(Z1, Z2yeees Rsy Zst1s Zs+2seees Lstms Kstm+ls Zs+m+2s +-os Zs+m+r),

Zss2™ Vz(zb 223"'5 zs; Zs+1: Zs+2,-~~, Zs+m9 Zs+m+1; Zs+m+2; ceey Zs+m+r),
veny

Zs+mﬂyvm(zb Z25eeey Zsy Lst1s Zs+2seees Zsims Zsrm+ls Zs+m+2s -5 Zs+m+r),
zI+s+m_)g’1(le Z2ye.es Zs Zs+m+1s Zs+m+2s -5 Zs+m+r),

B

Z2+s+m ig 2(21; 225000y Zsy Zstm+ls sem+2s «+os Zs+m+r),
B

Zris+m ;g r(zh Z25eee5 Zsyy Zsimls Zs+m+2s o5 Zs+m+r).

Proposition 5 [22]. Let z; —h 1(21, 22,y Zs Zsimets Zssmszs oes Zsmer)s 22 = Wa(Z1, Z2yery Zs s Zsomets
Zssmazs «ees Bssmr)yees 25— Ws (21, Z2MZs Zosmsts Zsrmezs +vs Zssmar)s Zisssm—>L 1(Z1, Z2peves Zs Zsumsts Zssmazs +-os
Zsimer), Z2esem=—g AZ1, Zoseos Zs Zsimel, Zosme2s «-or Zsmer), . )y Zresim=—L K21, Zaeees Zs » Zsumet, Zsemazs oo
Zs+m+r)

be a bijective map B from K**" onto K*"". Then transformation G=G(I.(K), ‘H, H’), j=0, 1, ..., tis
a bijective map of K*"*™ to itself.



Proposition 6 [22]. Let the conditions of the Proposition 3 holds and the polynomial map B
has a trapdoor accelerator. Then the standard form F of L;GL, where L;and L, are affine
transformations from AGL,(K), n=s+r+m has a trapdoor accelerator.

The justification of this statement can be obtained via the modification of the procedure in
the proof of Proposition 2.

4. On the examples of Schubert cellular graphs, their
symplectic quotients and cryptographic algorithms

Let us consider graphs ™"'CS ,....1(F) over the field F which are induced subgraphs of projective
geometry PG,.i1(F) with vertices from the largest Schubert cells on the totalities of
m=dimensional and m-1 dimensional subspaces of the vector space F***. They can be defined as
totalities of points (x)=(x1, X2....Xk X115 X120 +--5X k-1 ) A0A lines [Y]=[V1, Yorerss Yin-ts X115 X12000005X kom-1]
from FKm*and F*m:m1  where indexes of coordinates of kind i,j for " i=1,2,....k and j=1,2,...,
m-1are lordered lexicographically and the point (x)is incident to the line [y] if and only if the
conditions for each pair ij.

Thesymbolic type S of this graph is the triple (k, m-1, k(m-1)) and the list of L;;={x; y;} ordered
lexicographically. Let Kbe commutative ring with the unity then graph ™"'CS ,,.1.:(K) is defined
via the change of F for K.

Let Iim-n(K) be the Jordan-Gauss graph over K symbolically equivalent to ™™ 'CS ,..«-(K) then
corresponding equations are a;x;;- byy,= cijx;y; where a;; and b; are elements of multiplicative
group K* and ¢;; are elements from K-{0}.

We can see that arbitrary nonempty subset M of {(11),(1,2)...., (m-1, m-1)} is define the
symplectic quotient Iy of Iim-(K).

Other special case of cellular Schubert graph is ™'CS,.(F) of type (m-1, m-1, 1) when we have
points and lines of kind (xi, X..., xm) and [y5, Vs, ..., Yu] and equation X, -y.=xXiy: +Xzyz+...
+X -1y m1. Symbolically equivalent to ™'CS,,(F) will be Jordan-Gauss graph of type (m-1, m-1, 1)
with the incidence given by an equation of kind ax,-byn=c1x:y: +C2%2Y2+. ..+ Cm-1Xm-1Ym-1 With a and
b from the multiplicative group K™ and ¢; from K-{0}.

Let us consider special homomorphisms of linguistic graphs and corresponding semigroups.
Let I(K) be linguistic graph over commutative ring K defined in section and M = {m(1), m(2)....,
m(d)} be a subset of {1, 2, ..., m/ (set of indexes for equations). Assume that equations indexed by
elements from M of the following kind

am(1)+s xm(]) 'bm(l)ym(1)+r:fm(1)(x1; X2y veey Xs sYI, J/2, eee s Yr)

U@ Xm@)+s ~bm@Ym@1= fn@ (Xt Xos oo s XsXm(esY 1, V2o o 5 Vi, Yim(1)er)

).

rn(@Xm@ps =D Ym@sr =fnia) (X1, Xoy oo, X, Xn(1)sss Xim2)es,ee, Xom @1)25 Y 1,Y25 o5 Yoo, Yimii)ers Ym(2)ors.., Yom de1)or)
define other linguistic incidence structure I.

Then the natural projections &;: (x)— (x5, X2, ..., X5, Xin(1)ess Xm(@)es...., Xm(@es) and 8o [Y[—[V1, Vo, ... s
Ve, YwerYm@er.., ¥ mas] of free modules define the natural homomorphism & of incidence
structure I onto I'=I,. We will use the same symbol p for the colouring of linguistic graph Iy,

It is clear, that § is colour preserving homomorphism of incidence structures (bipartite
graphs). We refer to § as symplectic homomorphism and graph I as symplectic quotient of



linguistic graph I In the case of linguistic graphs defined by infinite number of equations we
may consider symplectic quotients defined by infinite subset M (see [22] where symplectic
homomorphism was used for the cryptosystem construction).

As it follows from the definition the symplectic quotient of Jordan-Gauss graph is also
Jordan-Gauss graph.

For each linguistic graph I and M={1, 2,...,d}, d<m there is the symplectic quotient I.

Let us consider graphs ™" 'CS ,..«(F) over the field F which are induced subgraphs of
projective geometry PG,...(F) with vertices from the largest Schubert cells on the totalities of
m=dimensional and m-1 dimensional subspaces of the vector space F**. They can be defined as
totalities of points (x)=(x1, Xz....Xk X115 X120 +--5X k-1 ) A0A 1ines [Y]=[V1, Vorerss Yinets X115 X12000005X kom-1]
from FkKm*and F*mm1  where indexes of coordinates of kind i,j for " i=1,2,....k and j=1,2,...,
m-1are lordered lexicographically and the point (x)is incident to the line [y] if and only if the
conditions for each pair i,j. The symbolic type S of this graph is the triple (k, m-1, k(m-1)) and the
list of L;;={x; y;} ordered lexicographically. Let K be commutative ring with the unity then graph
"M ICS mik1(K) is defined via the change of F for K.

Let Iim-1(K) be the Jordan-Gauss graph over K symbolically equivalent to ™™'CS ,.-4(K) then
corresponding equations are a;;x;;- byy;= c¢ijx:y; where a;; and b; are elements of multiplicative
group K*and ¢;; are elements from K-{0}.

We can see that arbitrary nonempty subset M of {(11),(1,2),..., (m-1, m-1)} is define the
symplectic quotient Iy of Im-n(K).

Let us consider trapdoor accelerators defined in terms of cellular Schubert graphs.

We introduce the degree of the tuple from K[z, z,, ..., z,], p>1 as maximal degree of its
coordinates as multivariate polynomials.

Proposition 7 [22]. Let the condition of Proposition 1 holds, graph /I,(K), j=0,1, ..., 2t +1 are
symbolically equivalent to **CS,(K) or its dual graph and deg(H)+deg(G)<2, j=1,2,..., 2t+1,
deg(H)=2. Then transformation G=F(L.(K), G, 'H), j=0, 1, ..., 2t+1, i=0, 1, ..., 2m+2 is a bijective
quadratic map of K™ to itself.

So under the conditions of Proposition 7 the construction of Proposition 2 is a bijective
quadratic transformations with the trapdoor accelerator.

Proposition 8 [22]. Let the condition of Proposition 3 holds, graph 'I,(K), j=0,1, ..., 2t are
symbolically equivalent to **CS,(K) or its dual graph and deg(H)+deg(G)<2, j=1,2,..., 2t,
deg(H’)=2. Then transformation G=F(L,(K), ’G, 'H), j=0, 1, ..., 2t, i=0, 1, ..., 2m+1 is a surjective
quadratic map of K> to K™ itself.

So under the conditions of Proposition 8 the construction of Proposition 4 is a surjective
quadratic transformations with the trapdoor accelerator.

Proposition 9 [22]. Let the condition of Proposition 7 holds, graph 'I,(K), j=0,1, ..., t are
symbolically equivalent to **CS,(K) or its dual graph and deg(h;, 'ho, ,,,, ’h;)+deg(’g1, ‘g2, »» '8:)<2,
j=0,1,2,..., t, and deg (H’)=2. Then the transformation G=G(L.(K), 'H, H’), j=0, 1, ..., t is a bijective
quadratic map of K¥™ to itself.

So under the conditions of Proposition 9 the construction of Proposition 6 is a bijective
quadratic transformations with the trapdoor accelerator.

Remark. We can substitute graphs ‘I,,(K) of the propositions 7, 8 and 9 for the nontrivial
symplectic quotients of these Jordan-Gauss graphs.



5. On the extensions of known trapdoor accelerators

Let us discuss Algorithm 1 in the case when the conditions of Proposition 2 and Proposition 7
hold. So graphI,(K), j=0,1, ..., 2t +1 are symbolically equivalent to **CS,(K) or its dual graph and
deg(H)+deg(G)<2, j=1,2,..., 2t+1, and deg(H)=2 and the transformation B has a trapdoor
accelerator T. We suggest the following two options for the construction of the pair (B, T).

1.We take the triangular transformation Q:x;—ax;+bi, x:—=a:50+f2(x1), X5—=>asx3+f3(x1, X2),...,
X X+ f(X1, Xz,...,%:1) Where a;, =1, 2,..., s are elements from K and deg fi=2, i=2,3,...,s together
with two elements D;,, and D, from AGL(K) and define B as D,QD..

So the standard form of B and the decomposition of B into D;QD, will be used as a trapdoor
accelerator.

2. In [1] authors constructed multivariate quadratic cryptosystem based on Jordan-Gauss
graphs D(s, K), s>4 of type (1, 1, s). Corresponding trapdoor accelerator is a standard form of
automorphism of K[z, z,,..., z,] and trapdoor accelerator which provides1 the knowledge on the
graph D(s,K) and the tuple of ring elements of length O(n’). We may assume that the knowledge
on the graph is publicly known.

3. We can use the procedure of Algorithm 1 under the conditions of Proposition 2 and
Proposition 7 in the case of graph **CS,, k<s for the construction of B. Alice can select the tuples
°H ° G, ' H, !G,..., **'H, "G and can choose #*'H which defines the transformation from AGL..
«(K). This way she obtains the quadric bijective transformation Fand construct B as the map
D/\FD; D,, D;eAGL(K) on the affine space K.

In the case of finite fields of characteristic 2 Alice can use quadratic automorphism of F,[z,,
Zs,..., z;] from Matsumoto-Imai Cryptosystem. In the case of general finite field F, she can use
bijective encryption map of Oil and Vinegar public key or use other transformations with the
trapdoor accelerators from known suggested multivariate schemes.

Remark. The simplest choice of linear transformation B is not appropriate for the
construction of multivariate public key. Accordingly [22] the choice of B as the element from
AGLy(K) insures the fact that the inverse map for F is also quadratic transformation. So the
linearization attack will allow to construct inverse transformation in a polynomial time.

Example 1.

Let us assume that the graph I,,(K) of the Algorithm 1 is ""'CS..; and the conditions of
Proposition 7 hold.

The type of this Jordan-Gauss graph is (k, r-1, m) where m=k(r-1). Let us assume that k=O(n)
and r=0O(n). So m=0(r?),

The interpretation of each graph from the sequence requires 2k(r-1) elements of K* and (r-1)
elements from K-{0}.

So Alice has to select the parameter t and form the tuple from (K*)*®*?"Y and the tuple from
(K-{0))2xD)

Let us assume A that k= r-1. She has to form the colours of the point and line as the tuples of
length k and r-1 with coordinates from K|z, z;,...., zi] of degree 2, 1and 0. In the entscase of the
colour of the point of degree 2 Alice has to choose ((k(k-1)/2+k+1)k coefficients from K.
Roughly the number of parameters is (1/2)k’. In the case of degree 1 or 0 the numbers will be
(k+1)k and k respectively.



In the case of line we get (k(k-1)/2+k+1)(r-1), (k+1)(r-1) and r. Assume that the parameter t has
size O(n).

The construction of the chain °H, °G, 'H, 'G,... requires O)(n*) parameters. The trapdoor
accelerator T can be thought as the sequence of O(n*) elements of the commutative ring. Alice
has to keep it safely as her private key.

Recall that the dimension of the space of plaintexts is d=k+k(r-1). It means that the trapdoor
accelerator is a tuple of length O(d?).

The symbolic type of the graph can be given publicly.

The cost of the computation of the neighbor of vertex in the graph is O(d). The computation
of the walk with jumps of length O(n) costs O(d*?) and application of the element from AGLy(K)
costs O(d%).

Thus the complexity of private decryption procedure is O(d®).

The obfuscation of the algorithm.

a) Let us take permutations ‘z, 'z, °x, , ..., °’x

on the set {1, 2,....k} and °u, 'u, *u, ..., *"'pon the set {1, 2,..., m-1} and change the incidence
equations of 'I,(K), I=1, 2, ..., 2t+Ifor 'a;jx;; -'bijy; = 'cijx yp where ‘i="n(i), j’='u(j) and get the new
graphs 'I’,,(K).

It is easy to see that graphs 'I’,(K) and 'I,(K) have different symbolic type but they are
isomorphic incidence structures.

We can change graphs 'I,(K) for 'I,,(K) and construct the new quadratic transformation F’
with the trapdoor accelerator.

b) We can select a nontrivial subset M of the Cartesian product of {1, 2,....k} and {1,2....,m-1}
and consider a symplectic quotient I,(K) instead of I,(K) in the Proposition 5 The degree of a
new transformation F’ will be the same. The information on the choice of a subset M can be
treated as part of the trapdoor accelerator. So the graph I,,(K) will be unknown to public.

Example 2.

Let us assume that the graph I,(K) of the Algorithm 2 is "'CS;.,; and the conditions of
Proposition 6 hold. We assume that k >r-1.

In this case Alice also has a wide choice of options to create appropriate transformation B°
from K’ to K.

For instance she can use bijective transformations B on K* in the presented above schemes 1
and 2. Alice takes affine map D from AGL(K) and surjective affine map D; from K® onto K" and
forms B’=BD:;.

In the case of finite fields K=F, we can use for the construction of B recently developed
scheme TUOV.

In the case of the field of characteristic 2 Alice can use B of kind (z;, zs,...., zt)—(li(z1, z2...,
2P +by, Iz, zoy..., 271 +bs,..., Li(z1, Za,..., 21)P+bry) Where (25, zo,...., zZL)— (21, 22,-.., 21), L(z1, 2oy...,
Zi)ye-ss bei(21s 25,--., 21)) 1S a linear map of rank r-1.

She can use (zy, za...., zt)—=(L(z5, 27,...., 22)+by, L(zf, 27,..., z) +by,..., Li(zf, 275,..., zi%)+b.y)
alternatively.



Alice will use the same graph I,(K)="""CS..: of the Algorithm 1 but under the conditions
of Proposition 6.

She will select that k=O(n) and r=0(n). So m=0(n’). Recall that the interpretation, of each
graph from the sequence requires 2k(r-1) elements of K* and k(r-1) elements from K-{0}.

Alice selects symbolically equivalent to »"'CS,-;  graphs ‘I.(K), m=k(r-1), j=0,1, ..., 2t and
symbolic colours

*H=("hi(z1, 22,..., 2k), "ha2(21, Z2, oey Zk), ooy *hs(Z1, 22, ..., 2k)), °G=(°81(21, 22, ..., Zk), °82(21, Z2, ey Zk),ns
"gm(Zz, Z2y ey Zk));
"H="hi(z1, z2,..., 2k), 'ha(z1, 22, .oy Zk), oo "het(21, 22, ..oy 20), 'G= ('81(21, 22, ... Zk), '82(21, 22, ..,
Zi)ses "G(Z1, 22y ey 2K))s
’H=Chi(z1, 22, 2,2 h2(21, 22, ovey Zk)s ooy “hi(21, 22, ooy 20).7G= (P81(21, 22 ooy Zk), 28221, 22, vovs Zk)sens
Zgr-1(21, Z2y ves Zk));

"H=Chy(z1, 22y 2k),°h2(21, Z2, ooy Zk); woos *Pi(Z1, 22y oy 20)).7G= (P'81(21, 22, .oy Z1), P'82(21, 22, s
Zk)yes Z'8ra(Z1, 22, .onr ZK)),

Alice chooses the tuple H==(hi(z1, z2..., zi)h2(z1, Z2, .oy 2Zk); ooy Br1(Z1, Z2, .., Zi)). Recall that
B(z)=H.

She follows to Algorithm 2 and creates the polynomial map F of K> to K™ itself given by
the following rule

(Z1s Z2sees Zhy Zhots Zhszyenes Ziom)—>(M1(Z1, Z2yeees Z0)s M2(Z1, Z2yees Zi)seees Mr1(Z2y Z2yennes Z0)y (21, Z200ns 2k
Zkets Zhzoens Zhom)s

8ri1(Z1s 22wy Zhy Zhoots Zhszyenss Zhoom)s weos Crem-1(X1s Xzyery Kbty Xsity Xsszseens Xierm)-

Alice forms L’;and L’; of the Proposition 2.1 which are surjective affine maps of affine
space K" onto K", n’>n=k+m and the affine space K™ onto K™, m+r-1=m’ respectively. Then
she computes the standard form G of polynomial surjective map L’; FL’; of affine space K" onto
K™ and sends it to Bob.

Assume that Alice and Bob gets the hash value (¢4, ¢, ...., Cm).

Alice creates the intermediate tuple of variables u=(us, ... U1, Ur, Upst, ..., Urem-1) and writes
the system of linear equations L’; (u)=c. So she gets the solution *u=(*u;, *“us,..., “Ur.1, “Us, “Ups1,
ves “Urm-1) and considers the quadratic equations B(zi, za..., zx)="u =("us, *u..., “u.1). The
knowledge on the trapdoor accelerator of B allows Alice to get a solution z*=("z;, *za,..., *z).

*

*

So Alice computes *G= ( *gi(*z1, *z2, -, “zi), 82("21, 220 s’ Ziyos  Z@ri(Tz1, 22 s
“z1))=b(2t),

"H=Chi(*z1, *z2p0ry "2, 2h2("21, “Z2y ooy “28), ooy P21, *23, ..., T21))=a(21),...,

2G=(Pg1("z1 " 220 s 21), 222215 220 s “Zi)s 28ra(P71 22 oy “21))=D(2),

H=Chi("z1, “22y0es “21),2M2("21," 22, oy “21), oy (P20, 22, ., 21))=0(2),



1G= (g:(*z1, *22, r “2k), 182" 21, *Z2s oo *Zk)rs @k(*21 ¥ 22y ooy Y2k))=D(1),
H="hi("z1, *z2,., “21), "ha(*z1, “Z2y ooy “28), oo "Mes(¥21, “22, ..., “z1))=a(1),
°G=("g1("z1, *z2, .or 7). °G2(*21, “22y ey ") 8ra(P21, 22, .y T2k))=D(0),

°H="hi(*z1, “z2,.., “21), *ha(*z1, “22, ooy “21), oo "2, *22, ..., “21)))=0(0).

Alice considers the graph *I,,(K) with the line *u and computes ?Fyq(“u)=uz. She

takes the point Nagy(uzt)=Var.

Alice treats vy as the line of the graph *'I,(K) and computes *Jy@s-1=tiz.1. Alice forms the
vertex

Nae-y=Vae1 of graph #L,(K).

She treats vs.; as vertex of ?**[,,(K) and computes *Fys-2=Uz-5.

Alice takes the neighbour N,e:.z)(Uz-2)=Vat2.

She continues this process.

Alice takes the vertex v; of the graph 'L, (K). She treat it as the line of the graph °L.(K).
Alice computes *Fuo)((v1)=tlo.

She computes No)(Us)=Vo .

Finally Alice computes v="%(v,).

So she gets v=(vi, Va...., Vi, Vices, Vieszse o Viesm)-
Alice writes the system of linear equations
L’1(y1, Y2, ...., yw)=v and gets the solution *y= ("yi, *yz ..., “yw).

She sends *yto Bob. He checks that G(*y)=c.

6. Conclusion

6.1. Some remarks

Below we present some heuristic arguments supporting the conjecture that the complexity to
find the reimage of quadratic map of algorithms 1 and 2 without the knowledge of described
trapdoor accelerator is nonpolynomial.

Let us consider the case when Alice does not use endomorphisms L; and L, of degree 1.

Assume that she use only one cellular Schubert graphs “*CS,,(K) with the operator of
changing colour and the operator to compute the neighbour of chosen vertex. We can consider
the graph i of the binary relation “ colours of vertexes x and y of different type can be changed
to make recoloured vertexes adjacent in **CS.(K). Then input x and output y vertexes of



algorithm 1 or 2 will be connected by the walk in -i. Dijkstra algorithm will allow us to find the
walk between x and y and recover the reimage of y in time vin (v) where v is the order of graph.

Let d, d>3be the order of finite commutative ring K and n be the maximal dimension of the
space of the partition sets of . Then v>d" and the complexity of Dijkstra algorithm of finding
the path between the input and the output of the algorithm is exponential one. We can expect
that with the temporal graph defined via the sequence of Jordan-Gauss graphs I,(K), j=0, 1, 2,...
the complexity of finding the path will be higher.

Temporal Jordan-Gauss graphs can be used for the constructions of new platforms of
Noncommutative Cryptography (see [36], [37], [38], [39], [40], [41], [42] and new cryptanalytic
results [43],[ 44], [45], [46], [47], [48], [49]). These platforms are special semigroups or groups of
degree bounded by constant (2 or 3) of the Cremona semigroup of all endomorphisms of K[x;,
Xa2,..., Xn] OVer the selected K. Examples of such platforms can be found in [33], [22].

6.2. The summary

Multivariate Cryptography (MC) is one of the five core directions of Postquantum
cryptography. It is specially important for creation of fast digital signatures procedures. Despite
the fact currently announced by National Standards of Information Technology (NIST, USA)
standards of postquantum cryptography are constructed in the terms of alternative to MC
approaches the intensive research on new multivariate cryptosystem is continue. When it
comes to digital signatures, NIST has developed two standards. The first is called Module-
Lattice-Based Digital Signature Algorithm (ML-DSA for short) and defines a general digital
signature algorithm.

The second one is called Stateless Hash-Based Digital Signature Algorithm (SLH-DSA for
short). It is a digital signature algorithm based on the hash technique. Essentially shorter
signatures can be obtained with the multivariate cryptosystem “TUOV: Triangular Unbalanced
0il and Vinegar” algorithm were presented to NIST (see
https://csrc.nist.gov/csrc/media/Projects/pqc-dig-sig/documents/round-1/spec-files/TUOV-
spec-web.pdf) by principal submitter Jintaj Ding.

Our paper presents several new multivariate digital signatures. Some of them are the
generalisations of schemes [31] known since 2015 for which the cryptanalysis is still unknown.
Proposed methods allow us to construct obfuscations of arbitrary selected multivariate
cryptosystem such as mentioned above TUOV, old Matsumoto-Imai system, various variants of
Oil and Vinegar system and others. Additionally new method gives an option to create algebraic
cryptosystems over the finite commutative rings K different from finite fields such as
arithmetical or Boolean rings. We believe that Multivariate K-theory for which the main
instrument is an element of Cremona semigroup of endomorphisms of K[xi, xa,..., x.] (see [25],
[26]) has a capacity to provide efficient digital signatures. Suggested algorithms in case of finite
fields and arithmetical rings can be already used for the protection of Information systems.
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