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Abstract

The article presents the use of information coding using the least significant bit of an image using a
numerical linear-radial model. The application of technology, where images are used as a container, offers
much more possibilities than text documents. Using image formats allows you to hide not only text
messages, but also other images and files. For this, the use of technology based on the numerical beam is
effective. This technology involves the replacement of some image pixels, which makes it possible to create
efficient encoding and decoding algorithms that allow detecting up to 50% and correcting up to 25% of
distorted pixels. The results of this work show the effectiveness of the proposed approach, both for graphic
files and for text messages.
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1. Introduction

The process of transmitting information through communication channels provides for the reliability
and confidentiality of the transmitted data. That is why it is important in the process of transmitting
information to use modern technologies that provide interference-resistant coding and, accordingly,
decoding of data in real time [1]. The risk of unauthorized interference in the data transmission
process is a serious problem. Therefore, it is important to ensure the protection of information from
unauthorized access, as well as from its distortion. The relevance of personal data protection is
determined by the following main factors:

e the increasing use of modern information technologies, the scale and diversity of the
information dissemination process, a significant increase in the number of appropriate
equipment;

e increasing the level of trust and wider involvement of automated management systems and
information processing methods;

e the involvement of a significant number of people and enterprises in the process of
information activities, the rapid increase of their information needs, the intensification of the
flow of information between the participants of the process;

e concentration of large volumes of information with different purposes using electronic
media;

e the use of information as a commodity, where there is competition on a market basis in the
provision of information services and industrial espionage is possible;

e emergence of various threats and detection of new channels with unauthorized access to
information;
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e a significant increase in the number of skilled computer users who can potentially be
involved in the process of creating malicious software and mathematical operations in
information processing systems;

e the presence of market relations in the software development process, including in relation
to means of information protection [2, 3].

Modern requirements acutely raise the issue of preserving the confidentiality of information.
Information security is important in various cyber-physical systems [4-6] and when using wireless
sensor networks in smart systems [7]. Many different methods are used to protect information. A
reliable method of protecting information is to hide part of the information in the image. This is
important, for example, when ensuring reliable storage of patient records on computers in hospitals
and when transferring them over unsecured networks [8,9].

One of the methods of image protection uses the principle of replacing a certain image color with
a similar color. In the process of this replacement, the program replaces some pixels, and for this you
need to calculate their location. This is a pretty good approach, as it will be difficult to determine the
hiding technology for the text. It is worth noting that this approach can be applied not only to the
textual information on the image, but also to the image itself. To do this, you need to place one image
inside another image [10].

The application of the technology of using an image as a container provides significantly more
opportunities compared to processing only text documents. The use of graphic formats makes it
possible to hide, in addition to text messages, other images, as well as files. At the same time, an
important condition is the size of the hidden image, which should not exceed the size of the storage
image. That is why replacing some pixels in the image is an effective solution.

The rest of this study is structured as follows: in the second section, a literature review was
conducted on studies of the use of Barker and Golay codes, and the issue of image file protection
algorithms is discussed.

The methods and proposed model used in this paper are presented in the third section. The fourth
chapter presents the results of the research, where there is a comparison of the proposed method
with other known methods. Finally, in the conclusion section, the main results of the study are stated
and the advantages of using the proposed method are indicated.

2. Related works

Coding of information is used in various applied tasks. For example, paper [11] presents a hybrid
coded method for an ultrasonic testing system, which uses a convolution of the Barker code and a
pair of Golay codes. The combination of these two coding methods increases the flexibility of the
code length. The use of a hybrid code for the excitation of directional waves showed a significant
improvement in the signal-to-noise ratio and the peak level of the side lobes. A similar combination
of convolution of Barker and Goley codes as coded excitation signals for low-voltage ultrasonic
control devices was used in [12]. In [13], Barker codes are used in micro-computed tomography
(micro-CT) to obtain micro-CT images and a k-wave toolkit-based micro-CT model is proposed that
can visualize the microstructures of trabecular bone. The issue of effective use of Barker codes is also
considered in the studies of other authors [14, 15].
This article deals with the problem of information failures caused by the following factors:

e anincrease in the number of computer users;
e alarge volume of information rotation;

e avariety of information carriers;

e an increase in the value of digital information;
e anincrease in the types of threats.



The main focus of this article is on graphics files, as they are quite common at the moment. The
rapid development of image compression algorithms led to changes in ideas about the mechanism of
implementation of secret information. In papers [16, 17], the authors propose to include information
in lower bits to reduce its visibility to an outside observer.

So, the least significant bit (LMB) method. This is one of the simplest methods of digital
steganography. The specified method will be used to hide data with container distortion, where the
peculiarities of human perception are taken into account.

The main idea of the method is as follows: we take a photo in BMP format, where it is best to use
TrueColor in 24-bit format, and change the smallest color particles so that it remains unnoticed by
the eye. The question arises, why use 24 bits. This is caused by one of the important factors of the
container volume, that is, what can be squeezed into the image so that the image becomes sharp.
From this follows the logical conclusion that the size of the container determines the volume of what
it can contain.

Therefore, modern 24-bit BMP files are most suitable for these tasks. This format assumes that
three bytes are allocated to each point of the image, each of which contains information about its
red, green and blue components, that is, we have a total of 3x8=24 bits.

The procedure for adding a secret message looks like this:

e select a message, perform its preliminary preparation: encrypt and archive. The result of
these actions is the achievement of two goals at once: reducing the size and increasing the
stability of the system;

e the next step is to select a container and process the message from the previous point, in its
lower bits, in any convenient way.

The easiest way to implement is:

e decompose the packed message according to the sequence of bits;

e using a certain algorithm, the extra bits of the container are replaced with message bits.

For the actions specified at this stage, most existing algorithms have a significant error [18, 19].
The degree of reliability of the specified implementation will strongly depend on the nature of the
distribution of the least significant bit in the container, as well as in the message [20, 21]. For the
vast majority of cases, we get different distributions in different grades [22, 23]. In the case of images
built using binary codes, we will get a more or less uniform distribution of "0" and "1" in the lower
bits, and therefore such actions can be noticed even visually by eye.

The main goal of the work is the pseudo-random distribution of the smallest bit based on ideal
ring bundles. The research objectives are to use ideal ring bundles to encode and decode the smallest
bit with the ability to find and repair damaged pixels. Therefore, an important task is the selection
of the LCM distribution [24-26].

3. Improvement of the method

It is proposed to use the combinatorial numerical model of the ideal ruler bundle (IRB) for the LMB-
decomposition [27].

The ideal ruler bundle with parameters (S,,n,7) -is an algebraic structure formed by a sequence
of n positive integers, the values of which, as well as the values of the sums for adjacent numbers
placed between each other, exhaust the number of natural numbers no more than once (r = 1). The
elements of the IRB are located one after another in the form of a chain, and their sum is equal to S,,
[28].

IRB is the maximal combinatorial diversity of a system of integers k4, k5, ..., k, subject to the
arithmetic operation of addition with the restriction on the addition rule: only adjacent numbers can



be added. Consider the following structure of a line, where the condition that the numbers are
arranged in a line and characterized by the following numerical set of elements (1) [27] is fulfilled:

ki, ko, o ks
ki + k3 ky + k3, kg + ky; (1)
ki+ky+ ks ky+ks+ky . ky o+ ky g+ ky
ki + ky + - +ky.

Let's consider the main steps of the algorithm for encoding each pixel of an image from ASCII
codes to IKV-based codes. To solve this problem, it is necessary to find an optimal combinatorial
variant of chain powers, in which any natural number can be determined in a unique way [28, 29].
Since an encoding is used for an ASCII code table with 256 codes, but no packets are found for the
sum of 256, then for example the following IRBs (283, 20, 1) should be used [28]. Based on the input
data, you need to create an array of codes. This set consists of an array, where each element has the
following form (0, 0, ..., 0, 0):

e  we take the serial number of the symbol from the selected alphabet, if this number is between
the communication elements of the bundle, then “1” will be written into the array element,
at the position of the necessary communication element of the bundle;

e if the specified serial number is not in the table, then "1" will be placed on the position of the
package elements that give the required amount. It should be kept in mind that such
summation will be performed according to the rules defined for the IRB.

The next steps are to read from the symbol file of the source information, then the number of the
symbol to be read in the given alphabet will be determined, the code corresponding to the specific
given number will be determined. This code will be stored in an intermediate file. Next, the code
from the intermediate file will be sequentially added to the low-order RGB bits of the BMP file.

Consider the proposed coding process using the following example: IRB (11, 4, 1)=(3, 1, 5, 2). The
selected alphabet consists of 11 characters. Hence, the IRB-based code table would look like this:

Nel 0100 N6 0110

Ne2 0001 Ne7 0011

Ne3 1000 Ne§ 0111

N4 1100 Ne9 1110

Ne5 0010 Nell 1111

The characters of the alphabet will be indicated by serial numbers. So, for example, the message
(11 2 4 1) will be encoded as shown below:

1111 0001 1100 0100

This sequence will be in the intermediate file.

When performing the decoding procedure of such an image, the output values of the least
significant RGB bits in the BMP file will be calculated from the sequence of the least significant RGB
bits in the BMP file, and then it will be necessary to read a sequence of n symbols in the order of n
IRB. To read n characters, we select the IRB code table in which the encoding of the ASCII alphabet
character was performed, and finally get the result file.

To solve the problem of preventing the loss of digital data, it is necessary to create an effective
interference-resistant code based on an ideal ring beam to ensure reliable protection and recovery of
information [29]. The corresponding software product uses the generated code as a basis in the
procedure of encoding and decoding information [28].

A set of ideal ring bundles (IRB) is a cyclic sequence of numbers in which all possible cyclic sums
exhaust the values of natural numbers from 1 to S, = n(n — 1) [29] (Fig.1).
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Figure 1: Ideal ring bundle.

The corresponding structure based on ideal ring bundles is shown in Figure 2.

IRE= 11,23

11 2 3
A

Figure 2: The code is based on the ideal ring-bundles
The following values are used here: n = 4, R = 2.
Length of the code sequence is determined as follows:

_nn-1) B (2)
Sn—T+1—7.

Number of the detected errors is determined as follows:

t;=2(n—R)—1=23. (3)
Number of the detected errors is determined as follows:

tp=n—-R-1=1. (4)
Let's consider the data encoding and decoding scheme by the method proposed in the paper.

The construction of the coding alphabet will be performed through a cyclic shift of the base

sequence, procedures for adding inverse sequences, sequences of zeros and ones, and performing a
bit parity check [29], as shown in Figure 3.
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Figure 3: Construction of the encoding alphabet.

Let's consider the decryption and error correction scheme [30].

Next, we need to perform a comparison between the input sequence and the encoding alphabet.
The most similar sequence will be correct, as shown in Figure 4.
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Figure 4: Decoding and fixing errors.

We will use the schemes presented in Figure 3 and Figure 4 to test methods of encoding, decoding

and error correction.

4. Results

Let's consider the results obtained by our method and compare them with other known methods.
The comparison was made according to each of the methods, which are based on interference-
tolerant coding, taking into account the redundancy, the number of found and corrected damaged
pixels. A comparison with existing solutions [29] is shown in Figure 5. We see a comparison of our

approach with methods BCH, Hemmings and Non-equidistant.
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Figure 5: The number of information symbols.

Table 1 shows the numerical data of the number of information symbols for our method, as well
as the methods of Non-equidistant, Hemmings and BCH.
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Table 1
The number of information symbols

Ne N N; N; N; N;

Own Non- equidistant Hemmings BCH
1 3 1 2 1 1

2 7 4 3 3 3

3 15 5 4 10 5

4 31 6 5 26 6

The number of errors, which are being fixed shown in Figure 6.
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Figure 6: The number of errors, which are being fixed.

The results of the performed numerical calculations with corrected errors are shown in Table 2.
Here, the results of the calculations for our method, as well as for the methods Non-equidistant,
Hemmings and BCH are presented.

Table 2
The number of errors, which are being fixed
Ne N t, t, t; t,
Own Non- equidistant Hemmings BCH
1 3 0 0 1 1
2 7 1 1 1 1
3 15 3 3 1 3
4 31 7 7 1 5

Figure 7 shows the power of BCH, Non-equidistant and our codes. We can see in the figure
presented results for four different sets.
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Figure 7: Power of the code.

Accordingly, the results of the numerical calculation of the power of the code for our method,
Non-equidistant and BCH are shown in Table 3.



Table 3
The code powers

Ne N P P P
Own Non- equidistant BCH
1 3 2 6 2
2 7 16 14 8
3 15 32 30 32
4 31 64 62 64

In this way, a software product that simulates error-tolerant code based on IRB has been
implemented. When running the check on the graphics file, the following results were obtained: the
number of errors fixed was 12118, the number of errors introduced was 13465. The maximum
percentage of damage was 20%, and the damage was 15%. When using a text file, the following results
were obtained: the number of errors that were corrected - 541, the number of errors that were
introduced - 570. For the text file, the maximum percentage of damage was within 75%, damage
reached 60%.

5. Conclusion

The developed coding method based on ideal ring bundles has high redundancy (the length of the
output code is more than twice the input code) compared to other methods, but this is a price to pay
for the ability to detect up to 50% and correct up to 25% of errors.

The article provides a comparative analysis of error-tolerant code based on IRB with other known
methods. The main contribution of this work is as follows:

e the only previously unreported case of improving non-equidistant codes is presented;

e anerror-correcting code model is developed based on ideal ring rays, which allows correcting
up to 25% of errors in a code word;

e an improved method of an error-correcting code with a non-equidistant structure,
introducing information symbols into the code sequence.

The advantage of the coding method based on ideal ring rays is high false stability of the code. In
the developed coding method based on ideal ring rays, high redundancy is corrected compared to a
non-equidistant code sequence. Due to its properties, this coding method is able to compete with well-
known Hamming and BCH code solutions on the market. This solution can be used in many areas,
both for personal use of users and for recording important data with the ability to preserve their
integrity.

Thus, the possibility of coding information in an image using IRB models was demonstrated,
creating effective coding and decoding algorithms. The study of combinatorial optimization models
and methods expands the scope of practical application of linear rays in computer science problems
and the design of reliable coding systems.
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