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Abstract

The construction of subsystem models of a decentralized and centralized OS security system designed to
work as part of a protected system for processing confidential information in a multi-machine network
computer system is considered. An analysis of publications related to the construction of OSs resistant to
the leakage of confidential information and, in general, the protection of the information processed in them,
was performed. Their protection mechanisms and methods of improving the efficiency of their work within
the framework of OS security systems are considered. The principles of building decentralized and
centralized OS security systems and the principles of organizing the operation of their security mechanisms
are considered. A comparative analysis of the effectiveness of centralized and decentralized security
systems was performed. A graphical model of a centralized security system for construction is presented.
The key aspect, according to the adopted approach, is to find a balanced OS security subsystem architecture
that can effectively ensure the OS's resilience to information leakage and its information protection in
general.
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1. Introduction

The development of information technologies has led to the fact that almost all aspects of human
activity have become critically dependent on various achievements in computers, computing systems
and their mathematical support. The successful operation of computer systems, in turn, is a hostage
to their qualities, such as reliability, fault tolerance and, most importantly, information security.

Their work is based on operating systems of different types and purposes. The fundamental
nature of the OS is to abstract the hardware from the user of the information system, allowing the
user not to experience all the complexity of the multifaceted hardware platform of a modern
computer system, allowing him to focus on solving his application task. OS, managing the work of
the computer system, solves very important system-wide tasks related to the distribution of
hardware resources, multitasking, productivity and, most importantly, ensuring information
security.
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2. Analysis of known solutions

It immediately became clear that only the anticipatory development of OS protective mechanisms
will allow them to provide their functionality without significant information losses. The search for
models of OS architectures resistant to various types of destruction has become a constant process.
An important stage in the formation of the OS was the presentation of several abstract models of
protection systems, which became their fundamental bases. One of the first was the 1977 Biba model
[1]. According to it, all subjects and objects of some system are previously divided into several levels
of access, with the imposition of restrictions on their interaction [2].

The next step in the development of abstract models of OS security systems was the 1982 Goguen-
Meseguer model, based on the theory of automata [3]. In 1986, the Sutherland model of protection
was presented, which emphasizes the interaction of subjects and information flows. According to it,
as in the previous model, the system can only be in predefined states [4]. An important role in the
theory of information protection is played by the Clark-Wilson (Clark-Wilson) protection model of
1987 [5, 6], which is based on the use of transactions and on the balanced granting of access rights
of subjects to objects.

In addition to purely abstract models of building OS protection systems, there are many practical
developments [14] embodied in physical OSes. The process of development of operating systems, as
a class of software, began with universal OSes and led to the separation of subclasses in them based
on the principle of increasing the importance of some operational parameters. Thus, the advantage
of security parameters led to the emergence of a subclass of protected OSes, which must meet certain
standards and use specialized mechanisms to counter threats [9]. Today, this is not only a purely
scientific or technical concept, but also a legal one. Requirements for such systems are defined in
national standards (7, 8]. Thus, the US standard developed by the National Institute of Standards and
Technologies (NIST) defines a protected OS in the context of requirements for information systems
at the federal level [10].

Protected OS, unlike universal ones, includes more effective, mandatory protection mechanisms
against various threats and a wider range of them. The main ones are: mandatory access control
(MAC), minimization of privileges, auditing and security monitoring, OS kernel security, process
isolation, memory protection, encryption, backup, network control, and data integrity and
authenticity control. Many scientific works have been devoted to the development of methods for
increasing their efficiency and removing various kinds of vulnerabilities [11, 12].

Minimizing privileges allows you to significantly reduce the number of potentially vulnerable
system components [15]. New methods of authentication can use, in addition to a password, an
electronic key, a smart card, and biometric data [17].

Auditing plays a critical role in ensuring data security and system integrity. Its improvement in
terms of registration and analysis of actions of users who have access to system resources is
considered in [15, 16]. New mechanisms of combating ZPP are proposed [24].

As you know, the kernel is the central part of the OS and serves as an interface between the OS
hardware resources and applications. Improvement of the application switching mechanism,
loading/unloading of their contexts is considered in [18]. The organization of input-output processes,
file system operation, processing of processor interruptions, process dispatching is given in [19].

In [20], a process isolation method is proposed, which is a fundamental approach to ensuring the
safety, stability, and efficiency of protected OSes, which is based on the protection of the OS against
malicious or incorrect actions of user programs.

In [21], issues of centralization of encryption and the use of new cryptography tools for memory
protection are considered. In protected OS, the presence of a backup mechanism is mandatory, as it
significantly increases the OS's resistance to all types of failures. Implementation methods are given
in [22].

The mechanism of control of incoming and outgoing traffic according to the specified rules is
presented in [23, 25]. This is quite an important point in view of the significant increase in the



number of services that actively use networks. Mechanisms for combating BOTNET are proposed
[26, 27, 28].

The analysis of the state of use of the mechanisms for ensuring the stability of the OS against the
leakage of confidential information and the protection of information in the OS in general covered
almost all levels of system construction - from their hardware platform to the OS core. He showed
that despite the presentation of a large number of fairly effective methods of ensuring OS resistance
to the leakage of confidential information and, in general, information protection, their application
is restrained by the ever-increasing complexity of implementation and the limitation of the
comprehensive application of protective mechanisms at all levels of the OS architecture.

3. Formulation of the problem

The continuous development of computer information technologies has led to the need for
widespread use of protected OSes designed for processing confidential data, which requires a new
approach in building their security subsystems. They must provide their functionality with
simultaneously high levels of fault tolerance, survivability and protection of the information
processed in them.

The task is to find such a model of the architecture of the OS protection subsystem, which would
integrate the most effective mechanisms for ensuring its resistance to leaks of confidential
information, information protection in general. In this way, the scientific problem solved can be
characterized as relevant and as one that has a fairly wide practical application.

4. The main part

4.1. Architecture model of the decentralized OS protection subsystem

The model of a decentralized OS security system is based on the principle of distributing security
functions between different components or segments of the system. In such an architecture, each
component independently manages its own security policies, protection mechanisms, monitoring,
and privilege management.
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Figure 1: Model of the decentralized OS security system.



Decentralized OS security systems are characterized by the presence of local access control
systems, where each system component (database server, application, or process) has its own access
policies implemented through local access control lists (ACLs).

Provision of access rights is carried out on the basis of roles or attributes using local
authentication mechanisms. An example can be various types of servers operating under OS
management and file systems of the same OS that use their own access policies for each user (Figure
1).

The main feature of the decentralized model is the absence of a single security management
center. The situation when each component is responsible for its own protection leads to an increase
in its vulnerabilities: security management is complicated, the probability of configuration errors is
increased, and coordination between protection mechanisms is limited.

4.2. Architecture model of the centralized OS protection subsystem

To overcome the above problems, we will introduce the central security management module CSMM
(central security management module) into the OS architecture, where we will concentrate OS
security management. Its functions include defining security policies, monitoring events in the
system, responding to incidents, and auditing. The model of such organization of the architecture of
the OS security system is presented in Figure 2. In order for the central CSMM security module to
receive information about the state of security from all important nodes of the OS, we will introduce
into their architecture the peripheral security modules PSM1 - PSMn, which are installed on each
node of the OS.

Figure 2: Graph model of the centralized security system of the abstract OS.

In the given centralized OS security model presented in the form of a graph, the vertices
correspond to the modules of the centralized OS security subsystem, and the directed edges of the
graph indicate the corresponding interaction between the modules, determining the algorithm of its
operation. Main interactions:

e CSMM sends security policies to peripheral security modules PSM1 - PSMn;



e PSM1 - PSMn modules send monitoring data and reports to the CSMM central control
module.

The model can be extended by including other security mechanisms as needed.

4.3. Analysis of the effectiveness of architectures with regard to their resistance to
leakage of confidential information

A single center for managing access and security policies allows you to ensure consistency of all
access rules to confidential information. Policies can be easily applied to all users and resources,
reducing the chance of configuration errors that could lead to information leakage. Centralized
privilege management allows you to restrict access to confidential data based on roles, which
minimizes the risks of unauthorized access.

Architectures based on the use of centralized OS security systems show high efficiency of all
security mechanisms. Centralized management allows you to monitor all events in the system, which
facilitates the detection of potential information leaks. A monitoring system (for example, MaxPatrol
SIEM in Windows Server 2019) allows you to detect abnormal activity in real time and quickly
respond to threats. Centralized event and audit logging provides a more complete picture of access
to sensitive data. A single encryption standard allows you to ensure data protection at all levels of
the system.

The redundancy mechanism within the framework of the centralized security system allows to
ensure the protection of confidential data in case of failures or attacks of malicious software more
fully than in the decentralized system.

A centralized OS security system allows for a more prompt response to malware attacks and
lower administration costs.

The centralized OS security system allows for a more prompt response to malware attacks and
lower administration costs. However, centralized systems are vulnerable to their central node. and
centralized OS security systems, but it is always easier to protect a central node than several in
decentralized systems.

Therefore, regardless of the mentioned vulnerability, the centralized security systems of the OS
provide more effective protection of information in general and against leakage of confidential
information in particular.

5. Experiments

5.1. Access control testing

The purpose of the experiment: to test how effectively a centralized security system restricts access
to resources based on policies set by administrators.

As a laboratory installation, we will use a virtual machine with a centralized security system.
Setting up the OS for conducting the experiment consists in creating users test_user1 and test_user2
with different levels of access to resources in the OS, which will work from a computer with the
domain name winserver.test.ua.

We set centralized access policies through Active Directory of the resource with confidential data
1111.txt.

During the experiment, users try to access the file with confidential data 1111.txt, to check the
operation of the centralized security system.



¥ Number of events: 27

Level Date and Time Source Event D Task Category
(i) Information 10/2/2024 11:05:08 AM Microsoft Wi... 4663 File Systemn
(D Information 10/2/2024 11:05:09 AM Microsoft Wi.., 4663 File System
(D Information 10/2/2024 11:05:11 AM Microsoft Wi... 4663 File System
(D Information 104272024 11:05:11 AM Microsoft Wi... 4663 File System
(i) Information 10/2/2024 11:05:11 AM Microsoft Wi... 4663 File Systemn

1 Information 10/2/2024 11:05:11 AM Microsoft Wi... File System

a)
Event 4663, Microsoft Windows security auditing. x
General Details
An attempt was made to access an object. ~
Subject:
Security ID: TEST\test_userl
Account Name: test_user]
Account Domain: TEST
Logon ID: 0x23A992
Object:
Object Server: Security v
Log Mame: Security
Source: Microsoft Windows security  Logged: 10/2/2024 11:05:11 AM
Event ID: 4663 Task Category:  File System
Level: Information Keywords: Audit Success
User: N/A Computer: WinServer.test.ua
OpCode: Info
More Information:  Event Log Online Help

Figure 3: The reaction of the OS security system to an attempt to access a file system object without
the appropriate rights.

The result of the experiment. The user test_user1 with missing rights to the resource 1111.txt was
blocked when he tried to access it, as a result of which an entry was made in the audit log dated
10.2.2024 11:05:11 "An attempt was made to access the object." (Figure 3 a)), and its details are given
in figure. 3 b). This test confirmed the effectiveness of centralized access control policies.

5.2. Data encryption testing

The purpose of the experiment: to check the reliability of the centralized encryption system, namely
during transmission over the network.

1" stage. Let's try to intercept data by physically accessing network traffic. To do this, using the
Wireshark network analyzer, with the encryption system turned off, we will view the content of the
network data packet taken from the machine with IP 172.20.110.114. The result is shown in figure 4.
As you can see, in such a situation, the data are available, which means that their protection is absent.

2" stage. Enable the data encryption system in the OS using BitLocker and configure encryption
policies for network connections (SSL/TLS). We will intercept the network packet from the same IP
address.

The result is shown in figure 5. As can be seen from it, analysis of the packet data is impossible
due to their encryption protection, which confirms the effectiveness of the centralized encryption
system.
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Figure 5: Network package with the centralized encryption system enabled.

5.3. Audit testing and logging

The purpose of the experiment. It is tested how effectively the central module stores and processes
event logs, according to the given security policies, and whether these logs can be used to detect
information leaks or suspicious activity.

Level Date and Time Source EventID  Task Category
(D Information 10/2/2024 10:52:42 AM Microsoft Wi... 4663 File System
(D Information 10/2/2024 10:52:42 AM Microsoft Wi... 4663 File System
':D Information 10/2/2024 10:52:41 AM Microsoft Wi... 4663  File System
':D Information 10/2/2024 10:52:41 AM Microsoft Wi... 4663 File System
(D Information 10/2/2024 10:52:40 AM Microsoft Wi... 4663 File System

10/2/2024 10:52:40 AM Microsoft Wi 4663

Microsoft

'ﬁ)lnformation File System

(i) Information 10/2/2024 10:52:30 AM Microsoft Wi 4663 File System
(i) Information 10/2/2024 10:52:21 AM Microsoft Wi... 4663  File System
(i) Information 10/2/2024 10:52:21 AM Microsoft Wi... 4663 File System
L T - 101N INETDIT ARA [ C— £ ABED  Cile Coombmnn

Figure 6:. Security system audit log.

Event 4663, Microsoft Windows security auditing.

General Details

Object: ~
Object Server: Security
Object Type: File
Object Name: C:\Network resource
Handle ID: Ox16ad
Resource Attributes: S:Al
Process Information:
Process ID: 0d
Process Name: ©
Log Name: Security
Source: Microsoft Windows security  Logged: 10/2/2024 10:52:40 AM
Event ID: 4563 Task Category: File System
Level: Information Keywords: Audit Success
User: N/A Computer: WinServer.test.ua
OpCode: Info

More Information:  Event Log Online Help

a)



General Details
@ Friendly View (O XML View

- EventData
SubjectUserSid $-1-5-21-3549771298-2457169338-
3049442420-1104
SubjectUserNametest_user1
SubjectDomainName TEST
SubjectLogonld 0x23a992
ObjectServer Security
ObjectType File
ObjectName CA\Network resource\1111.txt

Handleld 0x16f0

AccessList %%4424

AccessMask 0x100

Processid 0x4 v

b)

Figure 7: Details of the event recorded in the audit log.

The result of the experiment. As can be seen from the audit log, all events, in accordance with
established security policies, are recorded in the system (Figure 6, 7). Each event can be detailed,
providing information about the event that includes all the main parameters. Such a high degree of
detailing of events allows detection of attempts of unauthorized access to resources, suspicious
activity of individual users, which increases the ability of the central module to prevent information

leakage.

6. Conclusions

A centralized OS security system is not an absolute solution, but when the operating system is
focused on preventing the leakage of sensitive information and generally protecting the information
processed by its applications, it is, as experiments have shown, a better solution. Its key role in
countering the leakage of confidential information is the use of integrated protection mechanisms
and centralized management of all aspects of security. This guarantees the coordination of security
measures, comprehensive, unlike decentralized systems, activity monitoring, access management
and control over user and process actions, which significantly reduces the risk of unauthorized access
to resources or data leakage.

The results of information technology research on the construction of a centralized OS security
system confirm the improved level of resistance to the leakage of confidential information, the
simplification of the management of mechanisms for assigning access rights to resources.

As an alternative approach for future research, developing a centralized OS security system can
be used, considering the analysis of its components' importance [29]. In reliability engineering, this
approach is known as importance analysis [30]. Machine learning based on the importance analysis
of systems can be effective for security systems too [31].
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