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Abstract

As financial institutions move to offer more digital based services, the need for secure and accurate eKYC services
increases. Identity documents submitted during the eKYC process are fundamental to establish the identity of
customers. The ability of bad actors to modify identity documents using digital imaging software opens these
eKYC services to new threats, resulting in identity theft and reputational damage. In this exploratory research we
apply auto-encoder/decoder anomaly detection to the domain of recaptured identity document detection, using
the Meijering filter as the feature extraction mechanism.
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1. Introduction

Traditional Know Your Customer (KYC) solutions require banking customers to present themselves at a
physical building, a slow and costly process [1]. eKYC solutions allow customers to sign up for new
services remotely, greatly benefiting banking institutions. It also opens up new attack vectors from bad
actors looking to commit fraud or identity theft. Regulations !, such as Anti-Money Laundering (AML,
including Politically Exposed Persons (PEPs) screening ) and Countering the Financing of Terrorism
(CFT) regulations impose strict identity proofing standards. The ability to prove the authenticity of an
identity document during a remote account opening is fundamental in establishing the true identity of
a new customer and to ensure compliance with such regulations.

The advanced nature of computer graphic software means it is easy to create/modify images of
identity documents. Recent research by Magee et al. [2, 3, 4] demonstrated that biomedical imaging
filters (the Meijering filter, the Sato filter and Frangi filter) can be used to help identify recaptured
identity documents. Their best results were obtained using the Meijering filter and a Random Forest
classifier (APCER=7.5%, BPCER=6.6%)[4]. However, it is not possible to know what new attack vectors
bad actors will use when attempting to by-pass security mechanisms designed to detect fraudulent
documents, thus exposing a limitation on the use of a classification based systems in this domain.

Machine learning techniques are divided into two categories, classification and regression. Classifica-
tion techniques are designed around the premise that a dataset is divided into discrete instances, referred
to as ’classes’. Training techniques ensure the model learns features to distinguish between classes.
Regression techniques predict a value across a continuous range [5]. These techniques require datasets
that are labeled. It is not always possible to have such datasets available when researching sensitive
domains, such as identity document fraud. A paradigm known as anomaly detection [6, 7] can be
useful in such circumstances. This technique takes advantage of an understanding of expected data and
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attempts to identify anomalous patterns [7]. Hilton & Salakhutdinov [8] showed that auto-encoders can
reduce the dimensions of the input data into a more efficient latent space. The decoder regenerates the
latent space into the input format. The difference between the input and reconstruction is leveraged to
detect anomalous events [7]. The auto-encoder/decoder architecture is also fundamental to the modern
development of generative Al [9]. Based on our previous research, we pose the following research
question: "Can anomaly detection using neural network based auto-encoder/decoder architecture be
used to detect recaptured identity documents processed by the Meijering filter?".

The structure of this paper is as follows: Section 2 presents a brief overview of the related work;
Section 3 introduces the experiment design; Section 4 presents our results and discussion; Section 5
presents our conclusion and future work.

2. Related Research

This section introduces a review of the identity document datasets, techniques used to date for document
recapture/forgery detection and the usage of anomaly detection across industries.

2.1. Identity Document Data Sets

The Mobile Identity Document Video (MIDV) is a data set released by Smart Engines °. It consists of
captured synthetic identity documents, the purpose is to further advancement in Optical Character
Recognition (OCR) and Machine Readable Zone (MRZ) processing. Three versions of MIDV exist,
MIDV-500[10], MIDV-2019[11] and MIDV-2020[12]. MIDV-500 consists of 500 video clips for 50 identity
document types as well as annotated images in TIFF format. MIDV-2019 extended the original dataset
by including high resolution images captured under different lighting conditions. MIDV-2020 further
expanded the data set, including JPEG images of the documents. As this dataset does not include
recaptured identity documents, it is not applicable for use in this experiment.

Kumar et al. [13] describe an image generation system for synthetic passports, driver’s licenses and
Visa stickers. They have published a data set consisting of 15,000 images, available on Kaggle *. Special
character sets and fonts exist in official documents. The goal of this dataset is to further the study in
this field as one of the leading indicators of forged documents is typically font related i.e. the forger
used the wrong fonts.

More recently, Benalcazar et al. [14] published another mechanism for synthetic data generation using
three different approaches, including computer vision algorithms and Generative Adversarial Networks
(GANSs). Their dataset includes print/scan recapture and screen recapture images of documents. Using
the Chilean ID Card as a template, they used a range of random facial images (from the FERET database),
signatures, names and dates to generate random instances of ID Cards. They developed the ability to
transfer different types of noise into the images to simulate actual capture from a device e.g. screen
recapture. Their data set is not publicly available as access is controlled, otherwise this would considered
for use in this experiment.

Soares et al. [15] released the Brazilian Identity Document (BID) data set, a synthetic identity
document dataset generated using the Brazilian ID Card as a template. The purpose of this data set is
to advance the domain of document segmentation and Optical Character Recognition (OCR) research.
This is the source dataset used to build the dataset for our experiments as it contains both portrait and
landscape captures and when printed are approximately the same size as the information page on a
passport book. This is published on Kaggle °.

Chen et al. [16] published a data augmentation method to assist with the training of algorithms for
forged document detection. Their method was shown to increase the accuracy of deeply trained models
by 6.8%. While this work doesn’t specifically focus on identity documents, some of the techniques are

*https://smartengines.com/
*https://www.kaggle.com/turabbajeer
*https://www.kaggle.com/datasets/johnmageetud/recaptured-identity-documents



applicable to this domain as special documents e.g. certificates, contain complex features specifically
designed to ensure authenticity, and by design to make the documents harder to forge. It is not clear if
this approach can be used in the context of anomaly detection.

2.2. Classification for Document Recapture/Forgery Detection

Berenguel et al. [17] developed a document classification based on texture analysis. Their system
uses a Naive Bayes classifier based on multivariate Bernoulli distribution to detect if a document was
genuine or counterfeit. The Naive Bayes classifier inputs are constructed by a sequence of components
that include Principal Component Analysis (PCA) and Linear Support Vector Machines (SVM). They
construct a dataset of crowd sourced recaptures of the Spanish ID Card, capturing both sides of the ID
Card. This is a binary classification network and they report a classification F-score of approximately
98% across each side of the ID Card. Further work by Berenguel et al. [18] was the development of the
Counterfeit Recurrent Comparator (CRC) to identify counterfeit documents. This design takes into
consideration existing research of the human perception system [19]. This network is trained using an
existing dataset of counterfeit bank notes from their own research [20] and they report a AUC of 0.984.

Yang et al. [21] developed a Convolutional Neural Network (CNN) to detect recaptured images. Their
network is a binary classification network, classifying if an image is genuine or if it is recaptured. This
research is not specific to identity documents, but it can be applied to identity document images if
a sufficient dataset was available. Their network is trained using lower quality images, only 512 by
512 pixels in size. Their research reports a classification accuracy of 99.74%. Testing with even lower
sized images reduced this accuracy slightly. However, this approach shows that processing images in
patches is possible alternative to processing whole images which is something we use in the experiment
documented in this paper.

Chen et al. [22] developed a Siamese neural network to detect recaptured documents. A Siamese
network is a complicated neural network design containing of two identical components that find
similarities between inputs. Despite its complexity, in this case it was ultimately configured to be a
binary classification network. They train and test their network using synthetic document data and
achieve 6.92% Attack Presentation Classification Error Rate (APCER) and 8.51% Bonafide Presentation
Classification Error Rate (BPCER).

Research from Magee et al. [2, 3, 4]. has also focused on a classification approach to recaptured
identity document detection. This research utilises the Meijering filter as a feature extraction process
and the Random Forest classification algorithm. They achieved APCER 7.53% and BPCER 6.59% using
an optimised Meijering filter configuration discovered using a grid search approach. These accuracy
results are comprable to the results obtained by Chen et al. using their complex Siamese neural network
architecture.

The papers presented above [18, 20, 21, 22] show a clear trend toward the use of neural network
architectures for classification models. Our own work [2, 3, 4] used traditional machine learning models
for the purposes of classification. All these algorithms depend on the existence of structured data
for training, which is a limitation we have identified. There are no examples of the use of anomaly
detection.

2.3. Anomaly Detection Algorithms

A comparative analysis by Kharitonov et al.[23] shows the most common anomaly detection algorithms
include neural network based auto-encoders, Isolation Forest, K-Nearest Neighbour(KNN). The success
of neural networks in recent years has propelled the use of auto-encoders in this domain.
Autonomous vehicles are a recent literature source for anomaly detection. Rezaei et al. [24] used a
GAN based auto-encoder/decoder architecture for sensor fault detection as well as to protect vehicle
systems from cyber attacks. Their network follows the auto-encoder/decoder architecture where the
encoder is under-complete [25] (the number of neurons in each layer decreases, forcing the network to
learn a smaller dimension latent space representation of the input). The decoder network then uses the



over-complete network architecture to reconstruct the reduced dimensional representation back to that
of the original input. They report their results in terms of accuracy, sensitivity and specificity derived
from the range of anomaly scores. Han et al. [26] developed an anomaly detection system based on
the transformer architecture for GPS spoofing threats. Their system combines image and positional
data to detect anomalies, the images broken down into patches. The image and positional data are
merged and encoded by the transformer. This encoded feature set is the input to a one-class classifier
Multi-Layer Perceptron (MLP), computing the probability that the input is anomalous. Han et al. report
results using the F1 and Area Under the Curve (AUC) metrics but no threshold is defined. Di Biase et
al. [27] present a computer vision based pixel-wise anomaly detection framework. This is specifically
designed to detect anomalous objects in the path of a vehicle (e.g. a person, a dog or another vehicle)
using an image re-synthesis approach. Their encoder is an under-complete architecture based on the
VGG-16 [28] network architecture. Their decoder component is an over-complete architecture but adds
the novelty by concatenating a generated semantic image into each decoder network layer, augmenting
the role of the decoder. Their metrics are based on the false positive rate as a fixed threshold of 95%
true positive rate.

An overview of the application of anomaly detection in industry is presented by Kharitonov et al. [23].
They show traditional machine learning methods, e.g. KNN and Isolation Forest, have a wide application.
They investigate the robustness of each algorithm to predict machine breakdowns based on historical
data. Their experiments show that traditional machine learning algorithms can still outperform neural
network based auto-encoders. Gruber & Heselmann [29] developed a Frangi filter [30] based detection
system to detect defects in transparent materials. The Frangi filter is a biomedical image filter, designed
to enhance vessels in images. Their system uses feature extraction from filtered images and the KNN
algorithm for fault detection. Chen et al. [31] present a system for fibre inspection in an industrial
textile setting. They use an under-complete LeNet-5 [32] CNN based encoder component and a Support
Vector Machine to predict fibre classification. Input images are split into patches for processing. They
measure their solution effectiveness using the precision metric when varying the amount of data used
in the training process. When their system is trained with 80% of the available training data it is able to
outperform existing state of the art.

Medical applications of anomaly detection is using autoencoder/decoder architectures is common in
electrocardiogram (ECG) event monitoring. Verardo et al. [33], Lomoio et al. [34] and Shan et al. [35]
all follow this approach, using the MSE or MAE loss functions.

2.4. Gap Analysis

It is clear that anomaly detection is a widely accepted method in industry and we take inspiration from
the diverse examples of its application across different domains. We note that there are no examples of
anomaly detection being used in the domain of recaptured identity document detection, classification
models[17, 18, 20, 21, 22, 2, 3, 4] are used exclusively. Therefore, we will apply anomaly detection to
the domain of recaptured identity document detection in this experiment.

3. Methodology

3.1. Data set

This research reuses our dataset used in [4] that consists of recaptured images from the BID dataset
[15]. The scope of this research extends the base dataset to include captures from an Android device, a
Motorola G62.

The recaptured dataset consists of two types of recaptured identity documents, 306 screen recaptured
images and 918 printed recaptured documents, captured using two iPhone models (8 & 12) and a Motorola
G62 Android device. Printed recaptured documents are subdivided into printed paper recaptures and
plastic covered printed paper recaptures. The final breakdown of the dataset used in this research is



represented in Table 1. A sample capture of the raw documents and the resultant images after being
processed by the Meijering filter are shown in Figure 1.

Table 1
Type and count of recaptured documents per device.
Source Printer iPhone8 iPhone12 M Gé62
Paper Inkjet 102 102 102
Laser 102 102 102
Plastic covered Inkjet 102 102 102
Laser 102 102 102
Screen Recapture | N/A 102 102 102

1
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Figure 1: Shows (A) the raw captured image of an inkjet printout from the Motorola G62 and (B) the resultant
image after being processed using the Meijering filter. (C) the raw captured image of an inkjet printout from the
iPhone8 and (D) the resultant image after being processed using the Meijering filter.

3.2. Network Architecture

The network architecture used in this research is described in Table 2. The encoder component
represents a traditional under-complete network, where the network is forced to learn a lower dimension
representation of the input [25]. The decoder component is the traditional over-complete network that
learns to reconstruct the original input. The network is not symmetrical as the decoder component
contains one more layer than the encoder component. It is well-known that auto-encoder/decoders
always produce a lower resolution reconstruction of the input data, therefore this is included to provide
the decoder with additional weights (degrees of freedom) to better reconstruct the input. As this research
is a proof of concept, a minimal network architecture is used consisting only of dense layers.

Table 2
Describes the individual layers in the encoder-decoder architecture.

Component Layer Input  Output Activation

Encoder Input 9176 ~ 9176
1 9176 1248 RelLU
2 1248 512 ReLU
Decoder Input 512 RelLU
1 512 768 ReLU
2 768 1248 RelLU
Output 1248 9176 ReLU

3.3. Loss Functions

The most common loss functions used by neural network based auto encoders are the Mean Absolute
Error (MAE), Mean Square Error (MSE) and Cosine Similarity (CS). The MSE [36] is defined in Equation
1 and computes the squared error between the value, y, and the predicted value f (x), and computes
the mean of these values across the number of samples n.
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The MAE [37] loss function is defined in Equation 2. A variation on the MSE, the absolute error value
is computed, and the mean is taken across the number of samples n.

n
MAE = =3[y f (&) ®
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The CS [38] loss function is defined in Equation 3. This measures the angular distance between the
given and predicted values. This has been shown to be better than metrics like MSE and MAE that
attempt to measure a linear distance. This metric has resulted in exceptional results in the domain of
natural language processing and is integral to the functioning of the transformer architecture [39].
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3.4. Data Processing
The image processing pipeline used in this research consists of the following steps:

1. Image filtering. Apply the Meijering filter to each of the input images. Input image dimensions
are 1344x848 pixels. The filtered output are gray scale images of dimensions 1244x748 pixels,
saved using the viridis colour space.

2. Image cropping. The images are cropped to a final dimensions of 1240x740 by removing the outer
most pixels.

3. Generating image patches. Each image is divided evenly into 100 patches of dimensions 124x74
pixels.

The final step is to aggregate the individual files containing the intensity pixel values so they can be
used in the training process. This step simply copies individual patch data into CSV files, generating
the training and validation dataset files. The output of this process provides us with:

1. Training dataset. Consists of 27,540 patches of filtered screen recaptured documents.

2. Test dataset. Consists of 3,060 patches, reserved from the training dataset, that is used to test all
models. This test dataset remains static across all models and all training files.

3. Validation dataset. This consists of 122,400 patches of the filtered printed recaptured documents.
This is considered anomalous data for the purposes of this experiment.

3.5. Training the network

The NVIDIA GeForce GTX 1650 Ti GPU used in this research can only accommodate approximately
2GB of data, therefore the data is distributed across 10 separate files. The training procedure uses each
file sequentially, enabling the ability to train in batch mode. The Keras ¢ framework, version 2.10.0, is
used to train the models, with the ADAM optimizer. The three popular loss functions in the field of
anomaly detection are used, MSE, MAE and CS. The following safe guards are employed in order to
avoid over fitting the training data: a) we randomise the input data so the algorithm cannot learn from
a predictable input sequence, b) we enable shuffling of training data after each epoch. The models are
trained using four different epoch levels, 50, 100, 150 and 200. We then compare the performance of
models trained for the same number of epochs. No significant increase in performance was observed
past 200 epoches.

Shttps://keras.io/



3.6. Testing the Model

The performance of machine learning classifiers typically report results using the confusion matrix and
its constituent metrics i.e., True Positive Rate (TPR), True Negative Rate (TNR), False Positive Rate (FPR)
and the False Negative Rate (FNR) [37]. When measuring the performance of an anomaly detection
model, these metrics cease to be as useful because the model is not aware of classes. The results in
this research are presented using the range based Equal Error Rate (EER) metric [40]. This approach
determines a threshold value at which both error rates (FPR and FNR) are equal. Measuring error rates
is industry standard for biometric and document classification systems as error rates are a measure of
security of the system. This is formalized in the ISO Presentation Attack Detection standard (30107) ’.

3.6.1. Algorithm to compute EER

The output of the testing procedure is a range of MAE scores, one for each patch, from the test and
validation datasets. These are processed by the algorithm described in Algorithm 1.

Algorithm 1 Algorithm to compute logistics curves to determine EER

Require: len(test_scores) > 0

Require: len(validation_scores) > 0
1: procedure ComrUTEEER(test_scores, validation_scores)
2: min_threshold < min(test_scores)

3: maz_threshold < maz(validation_scores)

4: threshold_range < seq(min_threshold, max_threshold,0.1)
5: index < 0

6: index <—next value

7: while index < len(threshold_range) do

8: threshold_value <+threshold_range[index]

9: fa < count(test_scores > threshold_value)

10: fn « count(validation_scores <= threshold_value)
11: save( threshold_value, fa, fn)

12: index <—index + 1

13 end while

14: end procedure

The algorithm is based on a computation of the false classifications at a specific threshold value.
The algorithm is initialised on lines 2 and 3 by obtaining the minimum score from the test dataset
and the maximum score from the validation dataset. These values are used in line 4 to compute a
sequence of threshold values, in increments of 0.1, between the minimum and maximum values using
the seq function in R. The procedure iterates over the threshold values and computes the number of
misclassifications at each threshold (lines 8 & 9). The threshold and the misclassifcation rates are then
saved to file (line 11). A chart plotting the misclassification rates is shown in Figure 2, where the reader
can see the intersection point of the two logistic curves, representing the threshold to provides the
equal error rate.

4. Results and Discussion

The results are shown in Table 3. The model trained using Cosine Similarity produced lower EER
values than the MAE and MSE models. The lowest EER obtained using MAE=9.03% compared to Cosine
Similarity=8.08%, while MSE=9.12%. The lowest mean EER is achieved by the models trained using
Cosine Similarity=39.58% compared to MAE=44.94% and MSE=45.45%. The highest EERs are produced
by dark patches where no real distinguishing information is available.

"https://www.iso.org/standard/83828.html



Figure 2: Chart showing the EER plotted to show the intercept point of the two curves.

Table 3
EER statistics for models trained using loss functions MAE, MSE and Cosine Similarity
MAE MSE Cosine

Epochs Min Mean Max Min Mean Max Min Mean Max
50 11.39% 47.10% 93.97% | 9.16% 46.36%  93.86% | 8.57% 41.33% 81.86%
100 9.13%  46.06% 93.35% | 9.57% 45.78% 93.49% | 8.08% 40.73%  82.48%
150 9.03%  45.55% 93.37% | 9.55% 45.64% 93.25% | 8.14% 39.71%  83.33%
200 9.13%  44.94% 92.95% | 9.12% 45.45% 93.07% | 8.08% 39.58% 82.76%

All models show a large EER range, due to the relevant performance of different patches. We see
that each loss function responds differently to the input patch. Models trained using the MAE and
MSE loss function produce models that result in significantly lower EER for vertical document features
while models trained using the Cosine Similarity produce lower EER on horizontal document features.
Figures 3 and 4 show patches with vertical and horizontal features, overlaid with the mean patch EER,
highlighting for the reader the difference in performance. Further research is required to understand
if this is a true response to features intrinsic to the documents or if this is just co-incidence. Visual
inspection shows that patches tend to be reconstructed to a higher degree of accuracy for test samples
(see Figure 5) compared to validation samples (see Figure 6). Validation patches reconstructed by the
models also shows signs of hallucination, as shown in Figures 7 and 8.

MSE Cosine Similarity

L, T rEsewmm |

Figure 3: Comparing the performance of MSE and Cosine Similarity models based on vertical features. See the
patch EER for highlighting the difference in performance.

The loss function used to train a model is critical. While MSE and MAE are extensively used, as
shown in our literature review in Section 2, they do not have the sensitivity to accurately represent the
error in image reconstruction scenarios like the one we undertook in this research. Similarly, the CS
loss function was capable of training a model that produced lower mean EER, but still far too high for
practical use.
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Figure 4: Comparing the performance of MSE and Cosine Similarity models based on horizontal features. See
the patch EER for highlighting the difference in performance.
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Figure 5: Manual reconstruction of patches from a screen recaptured document, image recaptured using an
iPhones8.

Figure 6: Manual reconstruction of patches from a paper recaptured document from an inkjet printed, image
recaptured using an iPhone8.

5. Conclusion

We posed the following research question: "Can anomaly detection using neural network based
autoencoder-decoder architecture be used to detect recaptured identity documents processed by the
Meijering filter?". Based on our results, the answer is a qualified "Yes". We see the MSE and CS loss
learn different patterns, CS performed better with horizontal features while MSE performed better with
vertical features. These features correspond to parts of the document that produce visually different
impulse responses from the Meijering filter, thus validating this approach.

Care is needed to ensure we don’t infer too much about how real identity document images will
behave under the same experimental conditions, but we have demonstrated the potential of this
approach. Another aspect that requires caution is that this research evaluated the EER at a patch
level, not considering the document as a whole entity with a single metric. Despite its limitations,
this proof-of-concept shows the potential for the use of anomaly detection when detecting recaptured
identity documents. While this paper specifically targeted the eKYC process for financial institutions,
the practical use of this technology can extent to any sector where establishment of identity is important,
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Figure 7: Visualising the reconstruction of sample patches for models trained using MSE and Cosine Similarity
loss functions.

Test Samples Validation Samples

Figure 8: Examples of generated patches that demonstrate hallucinations by the network. Samples from the
test dataset recreate the actual patch whereas the same patches from the validation set appear to make up
features that are not present in the actual input.

such as the government and health sectors.

5.1. Future Work

Based on the limitations of the loss functions, investigations into different loss functions is a priority.
Research by Yan et al. made use of a loss function to combine MSE and Cosine Similarity. Other
loss functions typically associated with generative models, MinMax, Wasserstein and Diffusion loss
functions, are obvious next steps. Experimenting with deep model architectures like ResNet-50 and
Diffusion models are on our list of next steps. In this research we trained our own model from the
beginning as this was simply a proof of concept, however, it is well established that transfer learning is
a valid strategy to improve the training of neural networks by leveraging the weights from models that
are already trained. Expanding our dataset is critical to ensure the results of this research generalise
across other mobile devices, and to capture realistic input data to represent genuine identity document
captured images. Investigating the use of an error metric for the entire document rather than individual
patches is also in the scope for future work.
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