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Abstract

Anomaly detection algorithms identify unusual events and outliers in large datasets where manual approaches are
highly impractical. Most prior anomaly detection methods assume simple unimodal Gaussian data distributions;
however, they produce suboptimal results on complex multimodal distributions. To address this problem,
we propose D1p-ECOD, a novel anomaly detection algorithm leveraging unsupervised machine learning that
generalises to both multimodal and unimodal distributions. Dip-ECOD integrates a dip test within the ECOD
framework, using SkinnyDip to split a probability distribution into separate modes, after which ECOD is applied.
In this way, difficult-to-find outliers between modes and hidden in the distribution tails of each mode are
also detected. Experiments using nine benchmark datasets across a range of domains such as healthcare and
imagery demonstrate D1p-ECOD’s improved performance over ECOD in detecting outliers in both multimodal
and unimodal distributions, with D1p-ECOD achieving an average AUC score of 0.791 compared to ECOD’s
0.761. Further, using a proprietary enterprise dataset, we show Dip-ECOD effectively identifies anomalous
GitHub commits, indicating its applicability to information security and software vulnerability, where multimodal
distributions are expected.
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1. Instructions

Outliers refer to rare events, data points, and unusual behaviors that do not follow the same trends,
distributions, or patterns as the majority of a dataset. Outlier detection (OD) algorithms have a range
of important applications, for example, intrusion detection [1], log anomaly detection [2], malware
detection [3], fraud detection [4], and medical diagnosis [5]. Proximity-based approaches and machine-
learning algorithms previously obtained promising results, although often led to high computation
costs and suffered from the curse of dimensionality [6], [7]. Recent work [8], [9], [10], [11] developed
distribution-based approaches by fitting probability distributions to data points. However, they assumed
unimodal distributions [8], [12], meaning a performance drop on more complex data distributions.
While unimodal Gaussian distributions are a common assumption that fits many tasks, it does not
hold for more nuanced problems where multiple phenomena or data sources can cause abnormality.
In this regard, there is little existing work focused on multimodal datasets [13],[14], [15] or detecting
anomalies within multimodal distributions. With the majority of real-world datasets [1], [4], [5] being
multimodal, we are thus motivated to investigate this under-researched area of OD.

This paper presents D1p-ECOD, a novel unsupervised learning method for effective anomaly detection
within multimodal distributions. Our proposed approach generalises Empirical Cumulative-distribution-
based Outlier Detection (ECOD) [8] from simple unimodal Gaussian distributions to more widely
applicable multimodal cases. This is achieved using the statistical dip test [16] of unimodality and
integrating it within the ECOD framework. We assume each dataset dimension is a multimodal Gaussian,
a generalisation of unimodal Gaussian. Inspired by SkinnyDip [17], we apply the dip test [16] recursively
to detect all the areas that cover the least frequent value between the modes, which we call anti-mode
intervals [18], and use midpoints of each anti-mode interval as the split points for separating multimodal
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distributions into anti-mode distributions. After dividing the data distribution into separate unimodal
distributions, ECOD is applied to each anti-mode distribution to detect outliers at the tail of each mode’s
distribution.

D1pr-ECOD’s performance is first demonstrated on multiple benchmark datasets from varying real-
world domains such as healthcare and imagery. Afterward, we further show its applicability to in-
formation security by evaluating Dip-ECOD against a proprietary enterprise cybersecurity dataset of
GitHub commits. Identifying unusual and suspicious GitHub commits can prevent malicious actors
from executing software attacks, though in reality, it is impossible to check all codebase commits by
hand so OD algorithms are required.

Our contributions are:

+ A novel unsupervised anomaly detection method, D1p-ECOD, performs on both multimodal and
unimodal distributions, including the first use of the statistical dip test within OD.

 An extensive evaluation on nine different real-world benchmark datasets showing D1p-ECOD’s
wider general-purpose applicability. Dip-ECOD outperforms eight other state-of-the-art methods
to achieve an average AUC score of 0.791.

+ A further evaluation using a proprietary enterprise dataset of GitHub commits showing its
suitability to information security.

The rest of the paper is organised as follows. In Section 2, related work on OD is reviewed. Our
approach, Dip-ECOD, is discussed in Section 3. The proposed model is evaluated in Section 4 while
Section 5 contains experimental results and analysis. Section 6 presents our conclusions and discusses
future work.

2. Related Work

In this section, relevant anomaly detection approaches and software vulnerability detection in the
literature are reviewed.

2.1. Distribution-based approaches

Anomaly detection methods based on out-of-distribution assumptions are implemented by fitting
probability distributions to data points, where the anomalies are those that have a very low probability.
Common distribution-based approaches for anomaly detection include the Gaussian Mixture Model
(GMM) [10], linear regression [11] or Kernel Density Estimation (KDE) [9]. However, those methods
either require tuning hyperparameters or have high computational costs [8]. To address the sensitivity
to key parameters, a parameter-free, interpretable, and fast algorithm was introduced by Li. et al 8],
called ECOD. ECOD is an unsupervised learning anomaly detection technique based on empirical
cumulative distribution function (ECDF) [19]. ECOD is inspired by the fact that outliers are often
the rare events that appear in the tails of a distribution. For each dimension, a univariate ECDF was
computed; then outlier scores were calculated by multiplying all of the estimated tail probabilities from
each of the univariate ECDFs. However, ECOD is built on the assumption of unimodal distributions,
and so may not perform well on multimodal distributions where for instance the outliers lie between
modes not detectable by ECOD. It has been stated the majority of datasets are multimodal [20], meaning
it is worthwhile for us to investigate a method to handle the multimodal scenario. Therefore, taking
inspiration from [8] and [17], we propose a novel anomaly detection method called Dip-ECOD to solve
this problem of anomaly detection from data with multimodal distributions, with our motivation being
that rare events are also located in the shallows between frequent events rather than solely in the tails.

2.2. GitHub repository analysis for software vulnerability

There are many studies on detecting vulnerabilities in GitHub repositories. The existing methods
analyse GitHub repositories from three aspects: source code patches [21], [22], [23], [24], commit
messages [25], and commits logs [26], [27], [28].
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Figure 1: Overview of DIP-ECOD approach

Among the most recent approaches, deep Learning architectures and neural networks, such as RNN
[21], [25] and hierarchical attention networks [22] have been proposed reporting good results using
either code change features or commit messages. However, those methods need the complete code
that is built into the packages or needs to access the whole source code files, which means that the
code snippets are not suitable for the methods and the methods are slow and cumbersome to be used in
real-time at commit upload. They also required a large amount of annotated training data given their
supervised approach, so they rely on either synthetic source code [21], such as the Juliet Test Suite [29]
or privately annotated scrapped datasets [25].

Simpler approaches, less reliant on annotated data have also been proposed. In this respect, commit
logs are also analysed to detect anomalous commits. Gonzalez. et al build a rule-based model to detect
malicious commits from the metadata of commit logs [26]. The metadata features they considered
include lines of code added, removed, and modified, the number of files, and the number of unique file
types modified. Although they successfully detect more than 50% of the malicious commits, there are
still high false positives. It shows that there is still space to improve. Therefore, we proposed detecting
software vulnerabilities by analysing commit logs using unsupervised approaches.

3. Methodology

In this section, we propose Dip-ECOD, our novel anomaly detection method. This approach is based
on the assumption that a dataset distribution is an equally weighted multimodal mixture Gaussian,
with rare events lying both in the tails and between the mixture components. Our aim is to generalise
the anomaly detection method ECOD [8] to multimodal datasets. We also assume the outliers are rare
events whose data points occur in low-density regions of the probability distribution [30, 31].

Figure. 1 presents the architecture of our proposed approach, Dip-ECOD. Our approach involves
first estimating the modality of each dimension from data by using a dip test, a p-value is calculated
and modal intervals are returned. If it is unimodal, the ECDF is estimated straightaway; otherwise
component splitting is applied to locate each component’s modal intervals recursively, followed by
taking the middle points between the modal intervals to split a multimodal distribution into individual
components. Then ECDF of each component is estimated and the skewness is calculated. The outlier



score for each data point is obtained by concatenating the outlier scores for each dimension. More
details are demonstrated in the following section.

3.1. Modality estimation

We estimate the modality of a dataset first. In the case of multimodality, as most real datasets are
expected [20], D1p-ECOD’s component splitting will detect and isolate each modality. Otherwise, if
it happens to be unimodal, our approach becomes equivalent to ECOD. More details can be found in
Section 3.2.

Hartigan’s dip test [16] is a common approach to test the modality of distributions. In the dip test,
the null hypothesis assumes that the observed dataset is drawn from an unimodal distribution, which
means that there is only one mode in the distribution. The alternative hypothesis suggests that the
dataset is derived from a multimodal distribution, meaning that there is more than one mode.

Dip statistic dip calculates the maximum difference between the empirical distribution function of
the observed dataset, denoted F'(z), and the best-fitting unimodal function G(x) that minimises that
maximum difference, which represents the departure of the samples from unimodal distribution and it
can be calculated as

dip = max,|F(x) — G(z)] (1)

with dip € (0, 0.25], where if a dip value closes to zero, the distribution is unimodal, while the distribution
is deemed multimodal if dip is close to 0.25. G(z) can be obtained by estimating the greatest convex
minorant (g.c.m) and least concave majorant (L.c.m) of F'(x) [16], [32]. The modal interval (X, X¢/),
which indicates the region of the steepest slope in the F'(z), i.e. the g.cm of F(z) is in (—o0, X[ ]
and the l.cm of F'(x) is in [Xy, 00). The g.c.m of F'(z) in (—oo, X1 ] means that function G(x) is
convex in (—oo, X | and nothing is greater than F'(x). In contrast, l.c.m of F'(x) in [ X7, 00) means
that function G(z) is concave in [ X7, 00) and nothing is less than F'(z) [16]. In other words, F'(z)
increases in (—o00, X1 ] and decreases in [ Xy, 00). The modal interval will be used in the following
stages of Dip-ECOD.

To assess the significance of the dip statistic, given the sample size n and the computed dip statistic
dip, the p-value can be calculated using the formula

p — value = v/n * dip (2)

A p-value represents the probability of occurrence of the given events. In other words, it measures the
difference between the data and the null hypothesis using an estimate of the parameter of interest. The
smaller the p-value, the stronger the evidence against the null hypothesis. Note the p-value is affected
by the sample size. The larger the sample size, the smaller the p-value [33]. As the sample size increases,
the uncertainty about where the population mean lies may decrease. With a very large sample, the
standard error becomes extremely small, so that even minuscule distances between the estimate and
the null hypothesis become statistically significant [34].

We then compare the p-value with a threshold « to determine whether our p-value is low enough
to reject the null hypothesis, i.e. where the dataset is unimodal. The higher the «, the higher the
probability of rejecting the null hypothesis and therefore identifying the data as multimodal. On the
other hand, the lower the «, the lower the probability of identifying the data as multimodal. After
careful consideration, we choose o = 0.001 as our default setting for all the experiments.

3.2. Cumulative distribution function (CDF) and empirical cumulative distribution
function (ECDF)

A cumulative distribution function (CDF) tells us the probability that a random variable X takes on a
value less than or equal to z, which is usually denoted as F},(x). The CDF of a random variable X is
formally defined by:

Fp(z) = P(X <) (3)



where P(X < x) is the probability that the random variable X takes on a value less than or equal to x.
A CDF has four properties: it is non-decreasing and right-continuous [35], with lim,_, o Fy(z) =0
and lim,_, { o, Fy(z) = 1, illustrating the CDF approaches 1 as = becomes large and vice versa.

To estimate a CDF, an empirical cumulative distribution function (ECDF) [19] is used. It assigns
a probability density of % to each datum, orders the data from smallest to largest by data value, and
calculates the sum of the assigned probability densities up to and including each datum. The result is a
step function that increases by % at each datum. The ECDF, Fx_(a:), is formally defined as:

_ 1 &
Foe) = =3 1(X <a) @)
=1
where 1(X < ) is an indicator of the event X < .

3.3. Mixture distribution

A mixture distribution, also called a multimodal distribution, is a collection of probability distributions.
Each distribution that forms the mixture distribution is called a mixture component and can be regarded
as an unimodal distribution. A weight is associated with each component to model its influence
on the overall distribution. The number of components in a mixture distribution can be finite or
infinite. However, in practical terms, a finite number of components should suffice to model the mixture
distribution within a defined error €. In our case, we only assume that the mixture distributions we
investigate have a finite number of components.

Given a finite set of CDF, Fi(x), F5(x),..., F},(x) and weights w1, wa,..., wy, such that w; < 0 and,
the CDF of the mixture function can be represented by F'(z) as a sum, formally:

F(z) =) wiFi(z) 5)
=1

where w; F;(x) can relate to the combination of individual distributions F;(z) (or components) and
their associated weight w;.

3.4. Component splitting

The main idea of our method is to generalise ECOD to multimodal distribution. To do so, a process
called component splitting is introduced to split the multimodal distribution into individual unimodal
distributions or components. In this section, we will focus on explaining how we split multimodal
distributions.

Once a multimodal distribution is identified, (see sec.3.1), the intervals of each mode from each
component in each multimodal distribution, called modal intervals, are also identified by using [17].
Next, the intervals outside the modal intervals are the areas where the modes do not local, i.e. anti-
modal interval, can also be identified. Then, the middle points are obtained by taking the middle points
between two anti-modal intervals for component purposes. Consequently, the multimodal distribution
is split into multiple unimodal distributions or components according to the middle points. Finally,
ECOD can be applied to each component to calculate the outlier scores.

We assume that we have a multimodal dataset with n data points X = {X;}"_; €R"*9. There are m
components or modes or modal intervals in the dataset and the index of each component is represented

as p. The location of each modal interval p, i.e. [Xg:, X (UJ:] of each component {Cz(aj ) }21:1 at dimension

j are returned by using SkinnyDip from [17], where X gp) and X [(f ) present lower bound and upper
bound of the modal interval. As a result, a set of the modal intervals of m components is obtained,

denoted as: {[X]gjl), X((le)L " [X(j) X[(Jj) L.

Lm>
The split point can be located according to the modal intervals obtained from the previous step.

Knowing that there are m components in total, the middle point between each of two modal intervals



is taken as the split point s = {s;}7"";' € R where represents the k" split point of the j** dimension
and there are up to m — 1 split points by using the function below.

() (4)
XLp o XU(p—l) (6)
2

>3

)
Sk = XU(pfl) ™

where X () 1) is the upper bound from the first component and X(L]; is the lower bound from the

next component which beside the first component. As a result, the multimodal distribution is split
()

into multiple unimodal components, where each component Cj;’’ consists of all the data points with

the range of two split points, i.e. C}’ ) = {[X G) 81‘ |}. Each component consists of ¢ data points
where ¢ = {quw}— 1 = \{{C(])} L= \s (] 1| € R. For instance, ¢2 can be formulated as
= {05} =s5" — 5.
Hence all the components are separated as individual unimodal distribution. A similar procedure as
ECOD is applied to measure how anomalous each Xj is inside each component, the left and right tail
ECDFs of each component are estimated using the following equations:

F(g) m) Z]I{X(j < zw} (7)

for z, € C,gj)

F(J() (2 Z]l{X(] > 2w} (8)

for zy € C,g] )
where the indicator function 1{-} is 1 when its arguments are true and 0 otherwise.

Therefore, across all the dimensions d, based on the assumption that different dimensions are
independent of each other, we estimate the joint left and right tail ECDFs for each data point as:

d
d ,

J

EI

forz € R?

After estimating the joint left and right ECDF from the previous step, as a part of the computation of
the outlier score for each data point, skewness is also needed. Skewness is the degree of asymmetry of
a distribution. A distribution can have right (or positive), left (or negative), or zero skewness. To decide
which tail should be kept, the skewness of each component is computed by using the function:

}U ;zwl(X(J) Xw(j))z’,
YViw = 3 (10)
2

w j = (4)
[ o X - X,

where X, W _ in 2-(‘7 ) is the data point mean of the j(*) feature in each component.

Finally, we move to the stage to calculate the outlier score for each data point. Since the values
of ECDFs are in the range of [0, 1] and the potential outliers have lower ECDFs. The negative log
probability is applied to aggregate the tail probabilities. As a result, lower tail probability corresponds



to higher outlier scores and vice versa. The left, right, and auto outlier score O; for the point X; of the
4% dimension are calculated as the equations shown below:

d , ,
OuX) = = log(F{ (X)) (11)

j=1

d ‘ ‘

0,(X)) = = log(FY (x))] (12)

j=1

d A ‘
Oauto(Xi) = — Z[]l{'yj < O}log(Fl(])(Xi(])))

j=1 (13)

+1{n; > 0}log(FY (x19)))]

T (3

and then the highest tail probability among O;(X;), O, (X;) and Ogut,(X;) is taken as the outlier score
O; for X; in each dimension shown as:

Oi = max(Ol(Xi), OT (Xz); Oauta(Xi)> (14)

Lastly, the outlier score O; € [0, 00) for every point X; is obtained. The higher the outlier score, the
more likely it is an outlier. Note that the outlier scores cannot be interpreted as the probabilities, they
are only used for relative comparison across data points. The pseudocode of Dip-ECOD is displayed in
Algorithm 1.

Algorithm 1 Unsupervised Outlier Detection using Dip-ECOD

Input:input data X = {X;}" ; €R"*? with n data point and d features; X i(j ) refers to the value of the gt

feature of the i data point.
Output: outlier score O := DipECOD(X) €R"

1: for each dimension jin 1, ...,d do

Estimate modal intervals [ X gz, X [(JJZ] of each component C;(,j )

Obtain split points s = {sk}}fz_ll ER,s,(Cj ) refers to the k" split point of the j'" feature

(s}

@)

o, according to split points s;”’, where each

3
4:  Split multimodal distribution into m components {Cf,j ) i

components consist of ¢ = {q,, }1_; € R data points
5 for each component pin 1,...,m do
6 Estimate left and right tail ECDFs for each componen
7: Compute the data point skewness coefficient ;,,
8 end for
9: end for
10: for each data pointiin 1,.., n do
11:  Aggregate tail probability X; to obtain left, right and auto outlier scores Ol(]) (X%), oY) (X;)and ij}to (X3)
12: Select the highest outlier score for X; as OU)
13: end for
14: Obtain the final outlier score O;
15: return O = (04, ..., O,,)

4. Experimental Settings

In this section, we present in detail the datasets used to evaluate the performance of Dip-ECOD, the
performance measure, and the baseline methods we compare with.



s

(a) 1 = 0 and po = 10.The modal (b) p1 = 0 and po = 4.The modal in- (c) 1 = 0 and po = 3.The modal in-

—— o T |

intervalis [-1.6, 1.6] for the first terval is [-1.6, 1.6] for the first terval is [-1.6, 1.6] for the first
component and [8.3, 11.6] for component and [2.3, 6.6] for component and [1.4, 4.6] for
the second component and the the second component and the the second component and the
split point is 5. split point is 1.95. split point is 1.5.

Figure 2: A PDF of a 1-dimensional bimodal distribution dataset with different values of 113 and pgo for the first
component and the second component respectively. The outliers are in grey areas. The red lines are split points.

4.1. Dataset

We perform three types of evaluations in our validation, including synthetic datasets, nine public
benchmark datasets commonly used in previously published work [8], and a proprietary enterprise
dataset in software vulnerabilities. More details on each type of dataset are discussed in the following
subsections.

4.1.1. Synthetic dataset

We first create a synthetic dataset to evaluate the capability of the proposed method in a multimodal
scenario. A bi-dimensional bimodal synthetic dataset of 1,000 data points is built, where the distribution
of each dimension is multimodal or consists of more than one Gaussian.

Moreover, for evaluating our model on different shapes of the multimodal dataset, we have one fixed
standard Gaussian, i = 0 and o?=1; plus a second moving Gaussian which also has a o2 =1butits
mean moves from 10 to 2 on each iteration, in increments of 1. In this way, the distance between two
Gaussian changes. The larger the mean of the second moving Gaussian, the fewer the overlapping
points, and the more distinguishable the outliers. The data points present below the 5" percentile
and above the 95" percentile for each Gaussian have been labeled as outliers for Gaussian centered
between 6 and 10 since there are no overlapping points between two Gaussian. Figure 2a shows an
example of how we label the data points when = 10 for each dimension. In Figure 2a, the grey area
represents outliers, with the red lines being the 5" percentile and the 95" percentile of each Gaussian.

For Gaussian centered at 4 and 5, the data points below the 5/ percentile for the fixed Gaussian, and
above the 95" percentile for the moving Gaussian are labeled as outliers. For the overlapping points on
both fixed and moving Gaussian, we label as outliers the data points that are above the 95" percentile
of fixed Gaussian and below the 5t percentile of the moving Gaussian, per Figure 2b. For Gaussian
centered < 3, we only label as outliers data points which are below the 5" percentile for the fixed
Gaussian, and above the 95" percentile for the moving Gaussian, per Figure 2. The data points in the
middle are not included in the outliers.

4.1.2. Public benchmark datasets

Table 1 summarises the nine public anomaly detection benchmark datasets selected for this study,
including their dimensionality d and proportion of outliers. These benchmark datasets are part of ODDS
database [20] which also provides ground truth. The ODDS database was developed in 2016 to provide
real-world anomaly detection datasets with labels. Furthermore, the datasets cover different application
areas and domains, for instance, medicine (arrhythmia, wbc, pima, and lympo) and aerospace imagery
(satellite and satimage-2). The selected datasets are all multidimensional, which means there is more
than one feature in each dataset.



Table 1
9 real-world benchmark datasets used in this study for evaluation.

Dataset # samples dimension % outliers
arrhythmia 452 274 14.601
optdigits 5216 64 2.875
pima 768 8 34.895
satimage2 5803 36 1.223
satellite 6435 36 31.639
wine 129 13 7.751

wbc 278 30 5.555
speech 3686 400 1.654
lympo 148 18 4.054

4.1.3. Proprietary enterprise dataset

To highlight the applicability of Dip-ECOD for software vulnerability specifically, and for information
security in general, we also evaluate against the task of detecting anomalous outliers from real-world
GitHub commits in a software repository. Although this dataset is proprietary and non-public, we feel
it is worthwhile to provide the insights gained from using D1p-ECOD on this dataset.

After selecting an up-to-date commercial repository, we extracted commits over the last five years
(2018 January-2023 January) from the author who made the most commits, 743 commits. An example of
a GitHub commit is shown in Figure 3. Only contextual features such as the environmental data around
the changed code are extracted. We do this because we would like to detect the anomalous behaviors
from a high-level aspect instead of from the content data i.e. changed code itself. This approach is
faster and more privacy-preserving than analysing code. The contextual features for our experiments
include changed code, commit ID, number of changed files, number of added files, number of deleted
files, and commit time by using git and then saving as a CSV file for analysis. Expected outliers could
be anomalous working patterns of the author, unusual code commits or deletions, etc.

S @@ -319,17 +319,17 @@

319 319 {
320 320 “source": [
321 321 "# These are the steps how we use our data on deep learning model:\n",
322 - "### 1.Load data\n",
322+ "### 1.Load Public data (Juliet Test Suite)\n",

Figure 3: An example of contextual features from a GitHub commit.

4.2. Experimental setup and evaluation metrics

We split each dataset, using 60% for the training set and 40% for the testing set, with a 10-fold stratification
used to help avoid overfitting and artificially high results. Our main focus is to see how much the model
is capable of distinguishing between classes. Area Under the Curve (AUC) score is calculated from the
area under the Receiver Operating Characteristic curve (ROC). The positive case is an outlier, and the
negative case is a non-outlier, or normal, data point. The ROC curve is created by plotting the true
positive rate (TPR) or sensitivity against the false positive rate (FPR) at various threshold settings. The
calculation of TPR and FPR are formally shown in Equation 15 and Equation 16:

TP
TPR= ——"— 15
R TP+ FN (15)
rpP
FPR= ———F—+— 16
R FP+TN (16)

AUC represents the degree or measure of class separability by varying TPR and FPR. It tells us to what
extent the model can distinguish between classes. The higher the AUC, the better the model predicts



each class correctly. In our case, this is how well the model distinguishes between outliers and normal
data points. An excellent model has an AUC near 1, meaning it has a good measure of separability. A
poor model has an AUC near 0, meaning it has a worsening measure of separability, predicting the
negative class as positive and the positive class as negative. When AUC is 0.5, it means the model has
no class separation capacity.

4.3. State-of-the-art comparison setup

We compare the performance of Dip-ECOD with ECOD [8] and seven other state-of-the-art outlier
detection algorithms. This variety of algorithms ensures the state-of-the-art comparison is more robust.
The seven other outlier detection algorithms are Clustering-Based Local Outlier Factor (CBLOF)[36],
Histogram-based Outlier Score (HBOS)[37], Isolation Forest (IForest) [38], k Nearest Neighbors (KNN)
[39], Lightweight On-line Detector of Anomalies (LODA) [40], Local Outlier Factor(LOF) [41], and
PCA-based outlier detector (PCA) [42].

5. Results

To evaluate the performance of Dip-ECOD we conduct experiments on a variety of synthetic data and
real-world data sets, comparing Dip-ECOD’s results with those of the state-of-art algorithms. AUC is
used to measure the overall performance of each algorithm.

5.1. Synthetic dataset evaluations

First, to demonstrate Dip-ECOD is suitable for multi-dimensional multimodal datasets, we tested on
the synthetic datasets described in Section 4.1.1. As illustrated in Figure 4, the Gaussian lies along the
diagonal, i.e. the two dimensions are independent of each other. Three experiments are performed;
varying the means of the moving Gaussian, varying « of the Dip Test, and varying the number of
modes.

12 .

10 4

Figure 4: 2-D synthetic bimodal data.

5.1.1. Varying the means p of the moving Gaussian

The first experiment focuses on illustrating the main contribution of the proposed algorithm, which
is performance against multimodal distributions. By changing the mean of the moving Gaussian, the
modality and how obvious that modality is also changes. The larger the value of the mean, the more



likely the multimodality. The AUC of varying means of the moving Gaussian is displayed in Figure 5. It
can be seen that Dip-ECOD’s AUC is significantly better than that of ECOD.
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Figure 5: Average AUC of Dip-ECOD and ECOD across varying means of the moving Gaussian.

However, when the mean of the moving Gaussian is less than 3, i.e. the two Gaussian are closer to-
gether, Dip-ECOD performance is similar but slightly lower than ECOD. This is likely due to distribution
approaching unimodality where ECOD performs slightly better. This result proves two things: firstly,
D1p-ECOD performs well on multimodal data, and secondly, ECOD indeed works well, as expected, on
unimodal data.

5.1.2. Varying « of the Dip Test

As section 3.1 discussed, the threshold « determines whether our p-value is low enough to reject the
null hypothesis, i.e. where the dataset is unimodal. An optimal « could balance Type I and Type II
errors. In this case, o = 0.001 is the default setting for our remaining experiments. Note that the larger
the sample size, the smaller the p-value. This is because the larger the data size, the more accurate the
statistical test, and therefore, the stronger the evidence rejecting or supporting the null hypothesis [33].

5.1.3. Varying the number of components

This third evaluation focuses on the impact of varying the number of components or modes. We created
additional synthetic datasets with distributions beyond the bimodal dataset but still allocated 1,000 data
points for each Gaussian. We have one fixed standard Gaussian, j = 0 and 02 =1, and we have multiple
Gaussian which also have a 02 =1, with their means being multiples of 1 to 10. By using « = 0.001, the
number of components from 2 to 10 is explored.
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Figure 6: Average AUC of Dip-ECOD and ECOD across varying number of components.

Figure 6 shows there is no significant change in AUC as the number of components varies. We
can also see that our model outperforms ECOD in multimodal cases. In summary, the number of



components does not have a significant effect on the performance of our model, and it strongly proves
that D1p-ECOD outperforms ECOD on multimodal distributions.

5.2. Real-world benchmark dataset evaluations

To demonstrate the generalisation potential of our approach to real-world cases, we evaluate Dip-ECOD
on the previously discussed nine selected publicly available benchmark datasets against eight other
state-of-the-art methods. The datasets are of varying modality types to test the performance of the
D1p-ECOD model in both multimodal and unimodal scenarios.

Per Table 2, results show Dip-ECOD consistently outperforms all other models, including ECOD.

Overall, D1p-ECOD achieves an average AUC score of 0.791, compared to the ECOD AUC of only 0.761
and the lowest AUC average from LOF of 0.617. This demonstrates Dip-ECOD performs better than
the other models when it comes to classifying outliers and normal samples. Moreover, Dip-ECOD
reaches a higher AUC than ECOD on all the Gaussian multimodal datasets and matches ECOD on all
the strongly unimodal datasets, especially the real-world datasets that have a mix of unimodal features
and multimodal features. In addition, Dip-ECOD generalises better than ECOD in multimodal mixture
Gaussian cases while maintaining strong performance on the unimodal datasets. Although it is only a
0.03 improvement on AUC, it could reduce False Negative rates dramatically on large datasets, such as
a dataset with 100,000 samples.

Table 2
Average AUC on benchmark datasets.

Dataset ECOD Dir-ECOD LOF [IForest HBOS LODA KNN CBLOF PCA

Multimodal arrhythmia  0.852 0.855 0.678  0.641 0.700 0.598 0.692 0.654 0.675
optdigits 0.584 0.734 0.479 0.472 0.483 0.468 0.487  0.479 0.486
pima 0.602 0.626 0.588 0.553 0.532 0.567 0.558 0.543 0.544
satimage-2  0.965 0.988 0.528 0.925 0.849 0.917 0.935 0.921 0.920
satellite 0.564 0.632 0.553  0.695 0.686 0.625 0.602  0.597 0.590

Unimodal wine 0.864 0.864 0.624  0.592 0.821 0.602 0.449  0.647 0.48
wbc 0.895 0.895 0.772  0.790 0.820 0.778 0.828 0.726 0.699
speech 0.522 0.522 0.510  0.506 0.510 0.502 0.529  0.525 0.507
lympo 1.0 1.0 0.823 0.893 0.923 0.642 0.948 0.992 0.964

Average AUC 0.761 0.791 0.617 0.674 0.703 0.633 0.670  0.676 0.652

5.3. Proprietary enterprise dataset evaluations

In this last experiment, we evaluate our approach using the enterprise dataset described in Section 4.1.3
by applying D1p-ECOD to identify potentially unusual and anomalous GitHub commits. Five features
are extracted from the GitHub commits, per Table 3 - the name of the author, the commit data, the
number of additions and deletions, plus the number of changed files. Implicitly these are key contextual
features that may contain anomalous signals. We analyse all the commits from the most active author
in the selected repository, numbering 738 commits over five years.

Feature engineering transforms each commit date’s year, month, and day into individual features.

Days are converted to integers between 1 and 7, where 1 represents Monday, 2 represents Tuesday, and
so on, with the same for month integers running from 1 to 12. The 24-hour time of the commit date is

represented as a float, with the number of additions, deletions, and changed files remaining as integers.

To illustrate, a commit made at 3:11 am Thursday, August 2017 with 29 additions, and 1 deletion across
1 file, is converted to the feature vector [3.11, 4, 8, 2017, 29, 1, 1].
D1p-ECOD identifies potentially unusual and suspicious commits from the enterprise data. We set

the top 1% as anomalies in this case. Therefore there are 7 out of 743 commits identified as anomalous.

The results are reviewed by an expert engineer and 3 out of 7 are confirmed as TPs that were never
detected by the company. For instance, the commit made on Thursday, August 3"%, 2017, at 3:11 am



Table 3
Example of the five extracted features from the enterprise GitHub repository for each commit

Author Max Williams
Commit date 2017-03-24 3:11am
Number of addition 29

Number of deletion 1

Number of changed file | 1

with 29 additions, 1 deletion, and 1 changed file is identified as an outlier with the highest outlier score
of 10.94, which indeed seems unusual given the time is in the middle of the night and does not fit the
normal working patterns of the developer, i.e. 9.00 a.m. to 5.00 p.m. This demonstrates the potential of
our model to be used to identify unusual events on information security from a range of unlabelled
real-world datasets with multimodal distributions.

6. Conclusion and future work

A novel anomaly detection algorithm, Dip-ECOD, has been presented, offering superior outlier detection
performance on multimodal datasets without loss of performance in the unimodal case. Results show
D1p-ECOD outperforms eight other state-of-art techniques using five datasets of multimodal mixture
Gaussian and four unimodal datasets, achieving an AUC of 0.791 on average, compared with 0.761
achieved by the next best, ECOD, and surpassing other 7 techniques. D1r-ECOD has a set of unique
properties that makes it interpretable while not requiring distance calculation, making it faster to
compute. D1p-ECOD exploits the Dip Test to identify modal and anti-modal intervals, enabling the
modeling of a multimodal Gaussian mixture dataset as separate unimodal Gaussians, enabling outliers
hidden between modes to be identified.

Like other anomaly detection techniques, D1p-ECOD may have a limitation in that the dip test and
ECOD both treat each dimension independently as univariate data, meaning information occasionally
may be lost as a consequence, while D1p-ECOD is also generally restricted to continuous data. Future
work could consider including the likelihood of each data point belonging to a given mode to better
separate multimodal data. Lastly, the dependencies of each dimension and the computational complexity
of our model may be worth investigating.
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