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Abstract
Data spaces present significant opportunities for organizations to collaborate and leverage decentralized, interoperable, and secure data
for advanced analytics and Federated Machine Learning. However, challenges such as ensuring data quality, managing privacy, and
integrating heterogeneous data formats and semantics remain critical. Addressing these challenges requires robust data governance,
real-time quality assurance, and the adoption of AI-data integration tools to improving decision-making and generating value in
dynamic business ecosystems.
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1. Data Spaces and Collaborative
Models: Challenges and
Opportunities in Data
Management

Today, the efficient use of data is a key factor in the success of
an organization. The advancement of organizations toward
more collaborative and interconnected models can foster
the emergence of new ways to manage and leverage data
[1].

In this regard, data spaces present opportunities to en-
hance advanced analytics and foster collaboration between
companies, representing a crucial evolution that could shift
the big data paradigm, currently based on data warehouses
and data lakes. However, this evolution requires a high
level of maturity, with big data management and AI devel-
opment being key. Organizations must adapt to a dynamic
and complex data infrastructure, considering aspects such
as decentralization, interoperability, and data quality, which
pose essential technical and organizational challenges to
optimize the use of data in strategic decision-making and
value creation [2].

2. Data spaces in business
ecosystems

To date, organizations rely primarily on traditional big data
architectures such as data warehouses and data lakes. These
are designed to consolidate structured data in a centralized
environment. However, with the advent of data spaces,
there is the challenge of managing data in a distributed
and decentralized manner while simultaneously adhering
to the principles of interoperability, security, privacy, and
data governance [2]. Furthermore, data spaces must address
the challenge of fostering trust-based collaboration among
participating organizations [3].
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Despite the challenges, data spaces enable organizations
to collaborate with each other and share information with-
out the need to move data from their original sources. The
advantages of data spaces are invaluable, as they facilitate
new opportunities for the metrics necessary for KPI moni-
toring through distributed analytics models [4]. Moreover,
data spaces can support Federated Machine Learning [5],
allowing companies to learn collaboratively while ensuring
that personal data remain confidential and private, without
leaving the organization’s private environment. This also
helps to comply with privacy regulations.

3. Evaluating and improving the
quality of data-driven services

An inherent challenge that users will face in data spaces
is the evaluation of the quality and reliability of the data
they consume [6]. It is true that data spaces offer a rich
ecosystem of information sources, but their heterogeneity
raises critical questions: How can we ensure that the shared
data is accurate, up-to-date, and free from biases? What
mechanisms can guarantee that data-driven services are
consistent and reliable enough to be integrated into my
business process?

Furthermore, in a context where companies can consume
third-party information to feed their business models, it is
crucial to have metrics that allow the evaluation of data
quality aspects [7], such as completeness, accuracy, or con-
sistency. This is because if the data are of low quality, the
results obtained, as well as AI-based decisions, may be erro-
neous [8].

To address this issue, organizations must implement ro-
bust data governance processes, combined with technologi-
cal tools that enable the auditing and certification of data
quality, even in real time. Furthermore, the use of quality
labels or certifications could become a standard in these data
spaces, similar to how products or services are evaluated in
other sectors.

4. Use of Heterogeneous Data with
Different Formats and Semantics

Data heterogeneity has been a recurring obstacle in tradi-
tional information management systems, but it becomes
even more pronounced in distributed and decentralized
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ecosystems [9]. In this regard, organizations face another
key challenge, which is the ability to work with data that
does not necessarily share the same format, structure, or
semantics as their own data [10]. For example, a transport
service provider may receive traffic data from one source
and weather data from another, but analytical models must
be able to integrate these datasets to extract valuable in-
sights that can support decision-making.

The solution to this challenge is not trivial; however, it
necessarily involves the use of standards such as ontolo-
gies, as well as advanced technologies, including integra-
tion and automatic transformation tools. In this context,
approaches based on embeddings [11] or AI [12] may fa-
cilitate the alignment of heterogeneous data, enabling its
effective integration and utilization.
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