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Abstract

The Internet of Things (IoT) has many disadvantages despite the fact that it has made a vast array of applications
possible in many facets of society. Security and privacy are two examples of these issues. IoT devices are more
susceptible to security flaws and attacks. There are currently no viable security solutions for IoT devices and
apps due to their size, power, memory, and other limitations, which is keeping the world from being securely
connected. Going beyond traditional or standard approaches and integrating the IoT device’s security features
is a feasible way to solve this issue. As cutting-edge technologies like blockchain, fog/edge/cloud computing,
machine learning, and quantum computing have been used, IoT networks now have more weak points. The
protocols and standards for the next generation of IoT systems are enhanced by the IoT architecture employed
in this study. A comparative examination of protocols, standards, and proposed security models is presented
in accordance with the IoT security requirements. In order to protect the hardware, software, and data from
different threats and attacks, this study emphasises the importance of consistency at the communication and
data verification level. This survey work emphasises the need for methods that can be applied to various threat
vectors and some mitigating measures. An outline of the key advancements in security research that will help
IoT security expand is provided in this article. By incorporating the finest security measures for IoT-based goods,
the research findings can benefit the IoT research community.
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1. Introduction

We are blessed to be alive in such exciting, tumultuous times. Reality appears to be the norm as
technology develops, and cognition becomes artificial [1]. Although new and imaginative technologies
are always being developed, some of them remain more promising and grounded in actuality than
others. IoT is not just one technology; rather, it is a group of interconnected technical developments
that offer ways to link the digital and physical realms. Today’s wireless technology is a necessary part
of our daily lives. Wireless sensor networks (WSNs), WiFi, ZigBee, RFID, actuators, and other wireless
sensor technologies are all used in the Internet of Things (IoT). Online real-world product identification
is made possible by tagging technologies like NFC, RFID, and 2D barcode, are some examples. These
wireless tagging methods are the core components of the Internet of Things [2]. All IoT concepts are
built on a layered architecture. IoT architecture explains how each layer interacts with the underlying
technology, services, and external objects. Security issues differ according to tier. IoT makes it possible
to virtually depict and identify individual goods.

IoT is helping to solve problems that individuals and businesses face every day in a variety of smart
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Figure 1: loT Model with Cloud.

environments and technology sectors. Soon, the number of IoT participants will be greatly outnumbered
by the number of participating items [3]. Technology advancement and new applications for corporate
expansion have a favorable impact on the Internet of Things. Everyday items are linked to a network in
the IoT, enabling a variety of applications in virtually every field, such as smart cities, smart healthcare
models, smart agriculture, smart transportation, etc.

IoT has many applications in retail, transportation, medical care, administration, and other industries
and is having an impact on almost every aspect of life. IoT will soon grow to be a big business as a result
of the integration of people, things, locations, and processes [4]. Resources, energy, QoS, interoperability,
interfaces, security, and privacy will all be handled by the IoT applications in the upcoming process.
An extensive analysis of the literature on IoT application domains shows that more on-demand data is
produced by queries as websites change from static to dynamic websites for social networks. Through
short-range communication methods, data is exchanged in this varied environment. Figure 1 depicts
the IoT model with the cloud.

The creation of this new technology, which boosts social efficiency, has unintended side effects
regarding information security and privacy. This is due to the large amount of private and sensitive data
that must be maintained cautiously and enhanced through security measures on the computer system.
Important IoT issues include data protection, information security, and user privacy. IoT security issues
are examined at the national level by authors in [5] due to the IoT’s diverse uses, which include smart
services. Establishing access control policies, protecting keys with hardware and software security
mechanisms, including essential components in the design, and providing add-on capabilities are just a
few of the responsibilities involved in IoT security. I0T, a pretty broad term, refers to the fact that most
electronics will be connected in a few years rather than connecting people. In wireless sensor networks
where numerous sensor nodes transmit sensitive information, IoT requires exceptional information
privacy and security [6]. Only a small percentage of them use the same encryption methods as regular
desktop PCs and powerful processors. However, the bulk of them employ low-feature, low-power,
and resource-efficient microcontrollers. Therefore, it is crucial to study and create new cryptographic



methods.

2. Research Contribution

Due to different IoT applications, effort has been induced to examine security vulnerabilities in IoT
devices. To understand the security component of 10T, it is first important to understand the infrastruc-
ture we are working with. To that end, we’ve talked about IoT architecture and evaluated the various
standards and protocols used in IoT. To establish an IoT security framework, additionally, analysis
entails examining all relevant facets of current IoT security research. The thorough analysis of this
survey focuses on the most recent security techniques that have been offered for the Internet of Things
industry in recent years, as well as the considerable risks that now exist in IoT systems.

The goal is to describe mitigation techniques in terms of the four security needs for IoT: trust
management, confidentiality, and integrity [7]. Identifying and comparing popular IoT protocols and
standards makes up our third research contribution. We’ve covered the most recent developments and
standardization techniques used in IoT [8], the categorization of security concerns in IoT based on
how much the entire ecosystem is impacted, and the appropriate solutions. The results of the study
demonstrate that new security design models and existing encryption techniques are used to address
IoT security issues. Trust and communication integrity has been identified as the two main security
concerns. Additionally, it was discovered that integrating IoT with different network protocols like SDN
makes IoT security concerns more difficult [9, 10]. It is also established that there must be uniformity
at the assembly level to reveal software and hardware faults [11]. According to inspections, a wide
range of threat vectors must be dealt with [12, 13]. The study’s findings can benefit the IoT research
community by making it possible to deploy the safest security measures in IoT-based goods.

The remainder of this work is organized as follows, Section 3 describes the related works on IoT-based
communication and security. Section 4 deliberates the IoT architecture in detail. The various security
challenges are listed in Section 5 and their mitigation techniques are presented in Section 6. The
comparative analysis is presented in Section 7. The paper is concluded in Section 8 with some ideas for
future research.

3. Related works

In this part, we present some of the most recent research on the privacy and security of IoT surveys
that have been published. A full analysis of the security-related difficulties and likely sources of attacks
in IoT applications was provided by the study in [14]. The report included detailed recommendations
for enhancing the IoT framework to enable secure communications. The author also discussed ways
to improve IoT security by utilizing cutting-edge technologies like blockchain, edge computing, fog
computing, and machine intelligence. Similar concerns regarding IoT security and safety were discussed
in [15]. This is achieved by highlighting security flaws that potentially lead to security breaches as well
as general risks and attack vectors against IoT devices.

This study also included several security upgrades, risk-reduction techniques, and patches for infected
devices. Mishra et al. evaluated the I0T’s development, uses, and difficulties [16]. The security flaws
related to IoT were demonstrated using a layered approach. To improve IoT security, anomaly detection
methods were contrasted with the most recent Intrusion Detection System (IDS). The authors in [17]
reviewed the IoT security research trends from 2016 to 2018. This study described modelers, simulation
tools, analytical and statistical platforms, and other crucial tools and simulators used by researchers
studying IoT security.

Based on the 3-tier IoT model, HaddadPajouh et al. [18] explored IoT security concerns, difficulties,
constraints, requirements, and potential solutions. In their discussion of machine learning (ML) and deep
learning (DL) techniques, Al-Garadi et al. [19] argued that these techniques can change the nature of the
Internet of Things security from "facilitating secure communication between devices to security-based
intelligent systems." In this work, the attack vectors and possible vulnerabilities of IoT devices were



investigated [20]. To solve the security difficulties based on a layered IoT architecture, Zaman et al.
provided a survey on concerns regarding IoT security in addition to Al-based security models. The
security advantages that modern innovations like blockchain and software-defined networks (SDN)
bring to IoT networks were stressed by Kouicem et al. [21]. Flexibility and scalability are these two
systems’ two key security advantages.

The problems and security needs for different applications for the Internet were also examined in the
report. Security solutions come in two flavors: traditional and modern. Data security, communication,
and device security are all included in the taxonomy of security demands that Harbi et al. used to examine
IoT security [22]. The essay examined the issues with various IoT applications and offered security
solutions. IoT security risks were covered by Hamad et al. [23] along with potential defenses, and
identified the key security criteria required to minimize the IoT’s resource limitations and heterogeneous
nature as security concerns. According to the study, security services including access control, integrity,
authentication, anonymity, confidentiality, and privacy are categories under which security solutions
are categorized.

In [19], the authors explored portable cryptography techniques for restricted IoT entities. Symmetric
and asymmetric lightweight cryptography models are the two main categories. Resource requirement
performance measures for hardware and software are introduced. In the paper, lightweight methods
that were mentioned in the literature were briefly described. A lightweight algorithm that successfully
balances efficiency, expense, and security is the best. According to Hameed and Alomary [24], a variety
of attacks on the IoT are reduced by employing simple encryption and authentication mechanisms.
Additional research, according to the authors, is necessary to enhance IoT device security. Lu and Xu
[25] used the 4layered security-based design for IoT to examine security assaults on the technology
and provided the organization of IoT cybersecurity attacks. They discussed its significance in different
industries and how to ward off assaults. Although various works on IoT security have been published,
as was indicated above, they are only relevant to a small portion of IoT. There is a need for more
thorough surveys because some topics have not been addressed, such as security problems associated
with incorporating new technologies into IoT and security hardware solutions that can match IoT
devices with limited resources. Below is a list of what this work contributed.

1. Analysis of difficulties and potential solutions related to the IoT’s integration of developing
technologies.

2. Outline cost-effective hardware security options for IoT devices with limited resources.

3. Review the hardware, software, and data-in-transit security risks associated with IoT.

4. Identify and describe common IoT security primitives as well as additional technologies used to
defend IoT networks and devices from threats or assaults

4. loT and its Architecture

The use cases for the Internet of Things range from single-limited node devices to substantial cross-
platform executions of implanted technology and real-time cloud systems [26]. As was previously
mentioned, IoT activities are made up of three main tasks, such as transmitting, retrieving, and processing
data. The IoT is a tool that consists of data interchange across varied devices that transmit information
continually to other auxiliary devices.

Figure 2 shows the multi-layer, multi-plane design of the Internet of Things. It consists of the
Device Management, Application Interface, and Communication Plane component areas. User Interface
(UI) Layer: At this layer of the design, there are embedded interface components that enable devices,
including the Arduino and Raspberry Pi development environments, sensors, actuators, and other
devices, to interact with the underlying architecture. By identifying the source and destination of
the data, the Device Management Plane maintains the device i/o activities. For instance, the central
Aggregator component collects the information arriving in from the devices.

The communication layer, an intermediary layer that establishes communication standards and
protocols for 10T network traffic, is made up of switches and other comparable network components.
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Figure 2: Multi-Layer Architecture of loT.

This layer, which regulates network traffic across the entire system, is made up of layers of the latest
protocols and standards. New, diversified communication protocols are used in embedded IoT contexts
that are more energy-efficient, better able to control congestion, and have improved QoS features.

5. Security Inclinations in loT

IoT is not constrained by scarce resources, as can be seen from the sections above. The IoT’s operational
perspective has expanded as a result of emerging technologies like 5G [27], blockchain [28], quantum
computing, and edge computing being incorporated. Figure 3 illustrates the real-world effects that
new technologies have on IoT functionaries. This unstable environment is made up of several physical
entities, such as switch nodes, actuators, gateways, and other embedded system parts. The core of the
entire notion, the engineering of smart devices, has an enormous effect on the IoT and goes beyond
networking concepts.

The most recent IoT breakthrough is self-configuring hardware that uses the M2M communication
paradigm. Through the use of algorithms and additional technology, this configuration gives nodes
the intelligence necessary to make decisions on their own under any circumstance [29]. It is useful
during rescue operations and other emergencies where configuring the network for a specific area is
difficult since damaged nodes may not be able to provide much support. However, since machines are
not infallible, a reliance on them that is too great leaves it open to risk. Particularly in the present,
adversaries make use of poor authentication, vulnerable internet-based credentials, unpatched firmware,
and weak authentication.
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5.1. Security Challenges

There are several security issues with IoT today that relate to traditional network architecture [30],
including:
A. Heterogeneous Device Configuration:

IoT devices use a different method of physical world communication than older traditional network
devices. The variety of IoT devices has an impact on how other networking components work. NIST
stressed that cybersecurity measures and privacy legislation tailored to the Internet of Things [31] must
take into account how IoT devices affect physical components [32], which in turn have an impact on
the physical environment. As a result, a form of security problem is represented by heterogeneity’s
properties [33].

B. Dispersive Network Update Policy:

IoT devices are handled globally through widely dispersed servers, whether they are in a business or a
person’s workspace. Such IoT devices can be accessed, controlled, or analyzed using a different type of
rule engine, and security policy varies depending on the system’s devices.

As a result, updating every device is necessary for regularization, which is a time-consuming and
challenging procedure for the business. The pace of updating may not be uniform, new switches may
leave some devices behind that aren’t updated, or nodes may be improperly configured because it takes
time to keep track of millions of nodes. The system’s access control may be compromised by outside
assistance in the discussed issue. Geographically scattered organizations face time- and cost-intensive
problems and need to be updated and safeguarded.



C. Add-Ins Security Policy:

Security controls were never intended to be a part of the Internet of Things. The layered IoT design is
improved with more plugins and security controls to produce secure applications. The ability of the IoT
architecture to operate with more resources, in contrast to the outdated network paradigm, is therefore
essential to the effectiveness of security features. The efficiency of the IoT’s security is also influenced
by client behaviors, such as how they choose from the various security options.

D. Physical IoT threats:

Network-integrated healthcare systems, industrial units, and corporate sectors all confront real physical
security threats with their physical IoT implementations. The two main attack vectors are communica-
tion routes and data audit functionaries [34].

At the moment, network entities, participant trust management, and the communication channel’s
network mode are all security-related concerns. Specific security challenges for data audits demonstrate
the vulnerable security points present during massive amounts of data transmission through networks
and the collection layer of IoT architecture. The sophisticated network components being unintentionally
or purposely damaged is another issue with physical security. IoT hardware, such as robotics, sensors,
and hardware devices, might provide physical risks to the physical entities in industrial systems [35].

E. Exposure Threat:

The I0T’s end devices, which include IP cameras and sensors placed in public areas, are the threat points
that are most accessible to the adversary. As a result, physical-based and proximity assaults pose a
threat to the user’s integrity and authentication [36]. The largest security challenges in this field are
related to the framework modifications that will make to the protocol or communication system to
protect such devices from attackers.

5.2. Attack Types in loT

Designing security solutions requires careful consideration of probable threats to design depending on
behavior and target set. In recent years, several commercial businesses have made significant financial
investments to secure their IoT-based networks. The two modules of IoT attacks are represented in the
figure as follows:

1. Protocol-Based Attacks:
These attacks take use of the embedded systems’ inherent protocol-based architecture to affect
the communication channel and forwarding channels. These are further divided into different
categories. Two are protocol-based:

a) Attacks based on communication protocols This exemplifies the various forms of exploitation
that happen between nodes during times of transition. These comprise crucial pre-shredding
assaults, flooding attacks, and sniffer attacks.

b) Attacks based on network protocols: This article talks about the exploitation that occurs
when connections are made. Attacks include wormhole assaults, targeted forward assaults,
and sniffing assaults.

2. Data-Based Attacks:

These include dangers involving the initial packets of data and messages moving across node
sites. Some of its most severely affected security exploitations are data leakage, malicious node
VM formation, hash collision, and denial of service.

Active and passive ways of 10T attack classification Several well-known attacks use active and
passive forms. Such attacks are crucial for IoT security because the various network performance
consequences of the security mechanisms employed in the context of IoT to avoid active and
passive attacks vary. Active attacks must be defended against current, responsive security methods
to minimize risk and impact network performance. However, passive attack defenses, which are
limited to monitoring techniques, have little effect on the network’s effectiveness.

a) Distributed denial of service (DDoS) [37]: DDoS is a noteworthy IoT concern because it
affects the availability of a network security parameter. To conduct a DDoS attack against



sensor nodes or any other physically vulnerable nodes, botnets are developed. Through
these entry points, infected packets from multiple sources get access, move down network
data paths, and finally jam up the entire link architecture, proving servers useless. Energy
transmission industries, military communications, emergency operations, and last but not
least, healthcare institutions, are all extremely risky.

b) Traffic sniffing attacks [38]: Active data collection, a threat activity in which crucial system
information is obtained and subsequently exploited for assaults like botnet attacks, includes
attacks employing traffic sniffing. Such a penetration operation involves the use of sophisti-
cated tools to examine information assets, such as usernames, passwords, unencrypted data
information, authentication type, and hardware information. The bulk of Internet of Things
(IoT) devices currently available are not fully intelligent enough to mitigate such risks and
easily become their targets.

¢) Masquerade attack [39]: This attack impersonates a valid access identification procedure
to get accessibility to target node information. It does this by using a phony network ID.
Devices that have shoddy authorization procedures are highly vulnerable. Through the
discovery of logical gaps in programs or the development of workarounds for the current
authentication procedure, such attacks make use of hacked passwords and user data. The
level of access that can be achieved by a masquerade assault relies on the penetrator’s
position of authority.

d) Message Replay Attack [40]: A replay attack consists of three steps: monitoring the gateway
or secure communication between IoT devices; intercepting the elements that establish
connections or acknowledgments; and intentionally delaying or rerouting data using mes-
sage replay. Forcing network devices to perform tasks for which they were not intended
or swaying the outcome in the attacker’s favor, hinders them from operating normally.
Because the entire message may be replayed after packet seizing to get access to the server,
implementation is simpler and doesn’t require complex message decryption skills.

e) Port Scanning: The elements of port scanning include SYN requests, target ports, sources,
firewalls, packets, open nodes, and monitoring nodes [41]. A common technique is SYN
scanning, which involves sending an SYN packet to establish a tenuous link to the target
port’s host system to gauge its initial response.

6. Mitigation Techniques for loT

Data at rest (data saved on a device) and data in transit (data sent via a communication channel) should
both be encrypted using the best methods possible. This is the accepted procedure for tackling various
risks to IoT networks and the Internet of Things. So, to confirm the legitimacy of an entity requesting
access to a network, device, or service, the proper authentication methods are required. The following
stage is to consider how to implement various security protocols from the standpoint of the tiers of the
IoT security architecture. Additionally, we need adequate security measures to safeguard IoT networks
and devices against sophisticated threats and attacks that could be application-specific.

6.1. Cryptographic Solutions for Protecting Data

Unfortunately, not all of the cryptographic techniques that can be used to safeguard our private
information are appropriate for situations when resources are limited, such as IoT devices. IoT devices
deployed in commercial and industrial contexts may be subject to IoT-specific risks [42, 43]. We'll soon
see a lot more security catastrophes if we stick with the current IoT device design cycle, where security
is treated as an afterthought. To develop a robust cryptographic solution for restricted IoT devices,
researchers are looking into lightweight cryptographic methods.

1. Lightweight Cryptography: Data encryption is necessary for the perceptual, network, and
application levels to safely protect the data they generate and send. The perceptual layer is the



most limited of all three layers, necessitating a simple cryptographic scheme. A cryptographic
algorithm’s lightweight is assessed using two criteria [44]. The time and memory complexity of
the cipher determines the first demand, which is the weight of the computer program. Memory
complexity or time complexity refers to how long it takes the cipher to transform plaintext into
ciphertext. The amount of memory required to carry out the ciphering procedure is referred to
as "time complexity".

The second criterion is the cipher’s size, power consumption, and hardware weight. The size of
the cipher is determined by the number of gate equivalencies (GE) employed in implementing it,
whereas the power employed by the cipher refers to the energy expended during implementation.
To calculate the general efficiency (GE), divide the area of a two-input NAND gate by this area. The
algorithm must adhere to lightweight requirements while performing similarly to conventional
algorithms in terms of security standards and defense against security assaults. There are
two groups of the present cryptographic primitives: Both symmetric key and asymmetric key
cryptography are used.

. Asymmetric Key Cryptography based Solutions: Asymmetric cryptographic algorithms have
unfortunately not yet produced findings that are as consistent and fruitful as symmetric crypto-
graphic algorithms, despite the efforts of a small number of lightweight cryptography experts.
Since the operation of lightweight asymmetric cryptographic algorithms is complicated, these
algorithms frequently do not use little space or power. These techniques are becoming more
exposed as attack models progress [45]. Trapdoor functions, such as prime and semiprime fac-
torization and Euler’s totient function, are often the foundation of asymmetric algorithms [46].
Key distribution methods and encryption algorithms are two categories of asymmetric algo-
rithms. Rivest-Shamir-Adleman (RSA) is a well-known illustration of an asymmetric encryption
technique.

Asymmetric key distribution algorithms include Diffie-Hellman and Elliptical Curve Cryptography
(ECC). To create a digital signature, ECC and the Digital Signature Algorithm (DSA) cooperate
within the structure of public key cryptosystems. Despite the complexity and slowness of key
generation, RSA is particularly safe because it makes it exceedingly difficult for an attacker to
reverse the process and create the private key from the public key [47].

. Elliptical Curve Cryptography (ECC): Although ECC is more complicated and challenging to
implement than other asymmetric algorithms, it uses comparatively less power. Therefore, ECC
is best suited for use in limited devices [48]. DH, or Diffie-Hellman. Although key generation is
complex and takes a long time, RSA is highly secure because it makes it difficult for an attacker
to reverse the process and produce a secret key from the public key [49]. However, this makes
RSA vulnerable to man-in-the-middle attacks.

. Digital Signature Algorithm (DSA): Compared to other asymmetric techniques, DSA is speedier
and more advantageous. Digital signatures are not only hard to share, but they also expire quickly
[47]. When compared to other asymmetric techniques, ECC utilizes the least amount of electricity.
Recently, this IoT adoption method has become a key research topic, especially from a software
perspective. The Contiki OS for IoT contains an open-source ECC that has been developed and
tested by [48]. The Berkeley Software Distribution (BSD) license was used for its distribution.
When implementing a Zero Knowledge Protocol in an open-source, general programming library
called Wiselib, [50] used an ECC approach. In [51], the authors demonstrated how effectively
side-channel attacks may be defended against when using an ECC computation. This strategy
adhered to lightweight specifications while maintaining a low level of security. A comparison
of RSA, Diffie-Hellman, and Elliptical Curve Cryptography with Diffie-Hellman (ECDH) has
been shown in [11]. The researchers’ conclusions show that ECDH outperforms various other
algorithms, related to power and area. As with symmetric key cryptography, the evaluation of
public key cryptography’s performance is incomplete.

. Symmetric Key Encryption: Because most operations in symmetric cryptography revolve around
bitwise functions like XOR and permutations, these algorithms are less resource-intensive and
faster. These algorithms are therefore better suited for IoT applications. The difference between



Table 1
Recent loT Protocols and Features.

Protocols Topology Energy Common Threats Security Solutions
Consumption
COAP Random, Chain, Low DDoS, Malicious Node Cre- IPSec, DTLS
Grid, Dumbell, ation, Botnet
and Cross
DDS Random High Man-in-the-middle, DDoS DTLS
BLE Piconet Low ID tracking, Man-in-the- GAP
middle
SigFOX One-hop Star Low Weak Payload Encryption  H/w Sec Module
Attack

Table 2

Security Requirements Based on Security Demands.
Papers Model Used Confidentiality Integrity Availability Trust Authenticity
[11] Data Encryption Yes Yes
[12] Fuzzy Logic Yes Yes
[13] Multi-level Data Encryption Yes Yes
[58] Mathematical Evaluation Yes Yes
[59] Blockchain Yes Yes
[60] Cryptographic Data Encryption Yes Yes
[61] Socket Programming Yes Yes Yes

block ciphers, hash functions, and stream ciphers in symmetric algorithms is crucial [52].

6.2. Recent Solutions for loT Security Issues

In contrast to earlier security, which was tool-centric, the most recent IoT security techniques are more
focused on software-centric security solutions [53]. Current solutions focus on three main security
issues: verification, trust, and the dependability of the communication route between IoT devices. Even
in its current state, IoT fails to support powerful devices and lacks enough adaptability to keep up with
the growing number of incompatible entities. Table 1 displays a comparison analysis of IoT protocols.
IoT has additional security concerns as it integrates with other emerging technologies like SDN for
improved scaling, node management, safety measures, and reliability.

Undoubtedly, the performance factor of these protocols has increased, but this has also highlighted
the weak points in the rule flows. The DTLS authentication system is supported by the CoAP protocol,
and IPSec offers ad hoc support. Although load-based attacks like a botnet and DDoS attacks are still a
security risk, the transient period is still secure [54]. The MQTT protocol provides a Transport layer-
based security support layer for secure transient periods. Problems include malicious node subscription
attacks and, once more, botnet attacks. EnOcean [55] offers a special rolling code key encryption
mechanism that ensures the nodes are in their environment. A hierarchical attack defense model has
been proposed and provided a solution for security threats in IoT [56].

Cons include concerns with key secrecy and code synchronization. For the changing IoT setup
environment, SigFOX [57] offers protection support through several security solutions. These solutions
include a strong firewall, hardware security component, a system for public keys, and on-the-go security
deploying security solutions. It is a paradigm for virtual security. Weak Payload encryption is the
problem. Nearly every new protocol has low energy consumption standards, which is an encouraging
characteristic because it will function greater in a high-density network and thereby improve network
performance.



7. Comparative Evaluations on Various Security Models

As was previously noted, a wide range of innovative security measures for IoT contexts have been offered.
As demonstrated in Table 2, the effectiveness of each in satisfying the essential security requirements
of the IoT network is compared. The technique’s parameters and the security standards are noted to
be met in this assessment. Confidentiality, reliability, and availability, as well as trust management
between nodes and authenticity, are all addressed in this section.

Incorporating the UDS and USD WSN authentication models, the dual authentication model put
forth by Xin Zhang and Fengtong Wen [62] is successful in meeting the authorization and trust security
requirements but falls short in terms of the CIA requirements, making it vulnerable to tracking, sniffing,
and DDoS attacks as well as botnet attacks. The security strategy suggested in [63] satisfies the CT
security requirements. Despite this, it is vulnerable to several security problems, including malware,
DDoS assaults, and relay attacks.

The authors in [64, 65] give recommendations for security techniques have security elements for
Integrity security demands. To prevent Integrity-based attacks, strong cryptographic security solutions
have been put out by Priyanka et al. [49]. To satisfy the requirements for secrecy and integrity security,
the paper’s [65] security proposal presupposes the usage of MFCC security coefficients. The model
proposed by the authors [66] satisfies accessibility and trust security criteria through the Hilbert-Huang
transformation; however, security parameters can be exploited.

7.1. loT Applications based Security Solutions

1. Non-Token based
To send or receive data, this method calls for the user to input credentials. TLS/DTLS (Transport
Layer Security/Datagram Transport Layer Security) is a popular protocol for this method. Based
on the thing that DTLS is not responsible for packet loss validation, it is used to handle UDP’s
unreliability. The computational cost of DTLS is high. Figure 4 demonstrates the use of the DTLS
handshake for mutual authentication. There are literature-based lightweight DTLS variants for
restricted devices.

2. Hardware-based Using the physical characteristics of the hardware, this technique performs
authentication. Implicit and explicit strategies can be separated into two groups [67]. Implicit
hardware-based solutions carry out the authentication process by utilizing the particular physical
traits of the device. Two often employed methods are the True Random Number Generator (TRNG)
and Physical Unclonable Functions (PUFs). One of the lightest hardware-based authentication
methods that have received the most research is PUFs. Explicit hardware-based techniques
perform authentication using keys kept on an IC.

3. Message Authentication
Data/message integrity in transit is a concern of message authentication. In other words, the
communication is not altered while in route, and the recipient can confirm the message’s original
source. Digital signatures and message authentication codes [68] are two methods for message
authentication. The "LightMAC" technique used for Message M authentication is shown in Figure
5.

7.2. Application-based Security Solution

The document [68] summarizes the security risks that several of the popular IoT products on the market
today face. The list of popular Internet of Things equipment with remarks on security concerns and
security fixes is provided below.
1. IDFA tags:
Area, electricity, computational power, and storage are the key limitations of RFID tags. The result
is the introduction of ultralightweight and lightweight privacy techniques. Security Alternatives:
Block ciphers TEA and KATAN, stream ciphers Grain and Trivium, and hash algorithms Keccak
and Spongent [69].



Client Hello——— >

<¢——Hello Verify Req

<¢—Server Hello, Certificate Req———

<¢—Server Key Exchange, Hello Done

Client —Certificate Verify, Certificate Exchange »- Server

Change Cipher Spec, Finished——»

Database

<¢—Change Cipher Spec, Finished

<¢—Application Data—— >

Figure 4: DTLS Handshake Model.

1sM[1] 2sM|2] 3sMI3] w4110*
Enc Enc Enc
Key 1 Key 1 Key 1

v
@_»(_D*(_D_’Enc

Key 2 L T

Figure 5: Light MAC Model.

2. Smart Watches:
Smartphone contains sensitive data, and hackers employ security risks to get access to it. Pairing-
Based Cryptography, SHA 1, SHA 2, RSA 1024, RSA 2048 E, and RSA 2048 D are security measures
[70].

3. Devices that support Universal Plug and Play (UPnP):
A malicious program may be able to completely avoid the firewall thanks to UPnP. Disabling
UPnP on routers until absolutely necessary is a security fix.

4. Minivan or small car:
Modern automobiles come with gadgets that can communicate via Bluetooth, radio frequency,
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and the internet. The gadgets’ heterogeneous implementation of security leaves the car open to
outside remote attacks.

. Toys for kids:

In the case that a hacker gains access to the device, any personal data kept on it needs to be
encrypted. Security fixes: Toys must adhere to pertinent security requirements set forth by
organizations like GDPR, COPPA, and PECR. For authenticated sessions, use Transport Layer
Security [71].

IoT Camera:

Many of the vulnerable devices lack both the encryption of all communications between the
camera, applications, and servers, as well as the authentication of the streaming video protocols.
Use Transport Layer Security (TLS) for data encryption and HTTPS for account authentication.
Additionally, data ought to be encrypted at rest using a recognized technique (like AES) [72].

. IoT Medical Devices:

There haven’t been any reported cases of IoT medical devices being used maliciously. However,
there are tales of successful hacks. AES-256 encryption is used to protect data sent to and from
devices, data is cryptographically signed to prevent tampering, and the private key is kept on
a Trusted Platform Module (TPM). Use multi-factor authentication for user access. Utilizing
Hardware Security Modules (HSMs) with server-side applications [73] prevents unauthorized
access.

IoT Thermostat:

The safe operation of this gadget could mean the difference between life and death because there
are locations with subfreezing winter temperatures and scorching summer temperatures.

. Security measure:

To connect to the Wi-Fi network, Google Nest uses two-factor authentication, Wi-Fi Protected
Access II (WPA2), and WPA3 security, with TLS to protect communication [74].

Smart Lock:

A smart lock does not increase the security of a lock over a standard mechanical lock. The smart
lock from August is a security measure. Security measures include two-factor authentication,
Bluetooth Low Energy (BLE) two-layer encryption, and a lost phone function that enables the
consumer to eliminate all virtual keys kept on the software loaded in the phone [75].

Air Quality Sensor:

These devices function as standalone wireless sensor nodes. Security procedures are needed to
protect them from security concerns that could jeopardize data integrity. Security measures Wi-Fi
should be secured using WPA2 or WPA3, and end-to-end encryption should be performed using
HTTPS. Flash encryption is used to safeguard sensitive data on flash memory [76].

Industrial IoT Devices:

An "egg shell" network paradigm must never be used for implementing security measures in
a SCADA system. Security measures Symmetric keys can be protected via hash algorithms
(SHA2 to SHA5) and hash-based Message Authentication Codes (HMAC). For asymmetric keys,
use the Elliptic Curve Digital Signature Algorithm (ECDSA). A hardware root of trust (HRoT)
model, including a hardware security module (HSM), a TPM, and secure mutual authentication is
discussed in [77].

Voice Activated Services:

Many works have proved that a hacker can command a device audibly with or without having
physical access to it. Multi-factor authentication methods are security fixes. To encrypt data,
WPA2 or WPA3 can be used [78].

8. Conclusion and Future Work

This research highlighted the most current security advancements in the IoT model industry by reviewing
the recently proposed architectures, protocols, and encryption approaches necessary to safeguard the



IoT network. The study’s findings on IoT security risks highlight the growth of IoT threats’ attack
surfaces and flaws in data- and protocol-based attacks, demonstrating how outdated traditional defenses
against dynamic attacks like malicious nodes, DDoS attacks, and botnet attacks that are common in
heterogeneous IoT are no longer effective. The employment of various encryption approaches has
been demonstrated to be effective in protecting channels that transmit information attack surfaces in
the Internet of Things while promoting lower energy usage, according to studies of current research
models. By combining technologies like deep learning, fuzzy logic based on Al elliptical cryptographic
procedures, and blockchain, the security of IoT networks has increased. On the downside, it has made
the system’s overall complexity higher. The degree of openness in the purpose of security provisions
has reduced as a result of the extensive degree of abstraction of such complicated solutions. The
tireless efforts performed by scientific researchers around the world in previously discussed issues have
been attempted to deal with the evolution of current communication methods, protocols, and globally
recognized standards in this work. Nevertheless, there is always room for exploration.
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