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Abstract
The Open Digital Rights Language (ODRL) is a W3C recommendation widely adopted to express permissions and
prohibitions on digital content and services in multiple domains, including the Internet of Things, European Data
Spaces, and Knowledge Graphs. Despite its wide adoption, the ODRL recommendation includes only an ontology
and nothing regarding the enforcement of the policies. Due to this reason, multiple limitations, gaps, and issues
have been reported over time. In this article, common issues and limitations of ODRL reported in the literature
and others identified by the authors are analysed and grouped in a proposed taxonomy for categorising them.
Based on these findings, the authors propose a set of improvements and theoretical solutions. These proposals
outline a foundation for addressing the main challenges and inform future enhancements to ODRL.
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1. Introduction

The Open Digital Rights Language (ODRL) is a W3C recommendation to define policies for the use
of content and services [1]. It has been widely adopted, or recommended, in different domains like
Internet of Things [2, 3], European Data Spaces [4, 5], Solid PODs [6], or Knowledge Graphs [7]. ODRL
policies allow to express permissions, prohibitions, or duties in different context such as usage control
or data access. However, from the practical point of view, due to the use cases requirements ODRL’s
practitioners have lean towards expressing policies for access control instead of usage control. As
a result, most of the policies expressed and the scenarios described revolve around permissions or
prohibitions.

Implicitly, a policy or norm has been endowed with a shared meaning, so that it should be widely
understood, and because of this meaning it should be possible to be evaluated in order to know if
it was fulfilled or violated. This implicit nature of the policies implies two key dimensions: on the
one hand, the descriptive semantics of the policies must be unequivocally and universally interpreted
by a person or software system (agent, code library, etc.); on the other hand, policies are not mere
readable documents, but they have a behavioural dimension that can be evaluated thanks to the formal
semantics of the language in which they are expressed. In the literature, these dimensions have been
addressed differently: A) The adoption of ontologies, and particularly standard ones, allows one to have
a wide shared meaning to unequivocally and universally define and understand concepts; however,
ontologies are only descriptive and cannot be evaluated per se [1, 8]. B) Expressing policies as rules
within rule systems [9, 10, 11, 12] allows to evaluate policies; however, these policies do not have the
shared meaning that ontologies provide. As a result, the usage of policies in practical scenarios requires
understanding and taking into account these two dimensions.
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From the first version of ODRL to the latest, the standard has promoted an ontology (which has
evolved over time) to express its policies, but has not published a recommendation related to the
behavioural nature of the policies. In all versions of ODRL, its semantics is described informally in
English and no formal specification is provided, except a draft on the semantics of ODRL [13] showing
the relevance of the topic for the ODRL Community Group. The adoption of this standard in practical
scenarios and its comparison with other policy models have reported limitations and drawbacks [14]
due to, namely, ontology limitations and the lack of documents related to the evaluation of ODRL
policies. As a result, proposals have focused on ontology issues [15, 16, 17, 18, 19, 11, 20, 21], or on ODRL
enforcement/evaluation from the theoretical point of view as formal semantics [22, 23, 24, 15], or from
the practical point of view with implementations that might be supported with formal semantics [25, 6,
11, 20, 10, 17, 26, 27]. In addition, to the authors’ knowledge, only one proposal has explored the usage
control scenario exploring obligations through ODRL policies [11].

In this article, the authors analysed and classified common problems reported in the literature
regarding ODRL and presented a set of proposals to improve the current version, i.e. ODRL 2.2. On the
one hand, the limitations and issues reported around ODRL, and new ones identified by the authors,
are analysed, taxonomized, and specific proposals for addressing them are provided. On the other
hand, a deeper analysis of the obligations expressed using ODRL is performed based on use cases not
covered by the current ODRL model, and a set of improvements for ODRL are proposed. The findings
of this article may set the foundations for solving several of the current ODRL issues that have been
reported and that hinder the practical adoption of ODRL. However, note that the scope of this article is
to propose practical solutions, but not provide an implementation for each. Their implementation will
be addressed in future contributions. This paper is organised as follows. In Section 2 a taxonomy of the
limitations of ODRL is presented, then in Section 3 some theoretical approaches or ideas are presented
for solving the problems discussed. Finally, in Section 4 some conclusions are drawn.

2. Limitations of ODRL

As mentioned in the Introduction, the policies require two types of semantics, on the one hand, the
descriptive semantics that must convey a shared meaning and that must be unequivocally and universally
interpreted. On the other hand, behavioural semantics that must allow to evaluate a policy with respect
to a state of the world, obtaining the same results regardless of the system used to evaluate the policy.
Figure 1 shows the taxonomy of limitations proposed in this article, and in the following subsections the
authors will delve into the different categories, identifying the particular limitations from the related
works, and proposing new ones.

Refinement Extension Theoretical Theoretical and
PracticalPolicy types

Descriptive
(Ontology)

Behavioral
(Formal)

Limitations of ODRL semantics

Practical

Rule-based Software-based

Figure 1: Taxonomization of ODRL limitations and issues



2.1. Descriptive Semantics (Ontology)

The limitations and issues related to the descriptive semantics of ODRL revolve around the definition
or conceptualisation of its ontology. The authors differentiate different categories:
Refinement limitations: articles in this category report issues derived from the lack of precision,

or accuracy, in certain terms in the ODRL ontology. Some of these terms are operands (left and right),
operators, or actions that are defined in a too broad sense, leading to multiple interpretations of them
when implemented in practical scenarios [15, 16, 17]; namely, due to the fact that the term itself has a
deeper, or more complex, definition in natural language that is not present in the ontology. For example,
the following RDF excerpt from the ODRL ontology shows how the operand odrl:dateTime is defined:

@prefix odrl:< h̃ttp://www.w3.org/ns/odrl/2/> .
@prefix skos:< h̃ttp://www.w3.org/2004/02/skos/core#> .
@prefix owl:< h̃ttp://www.w3.org/2002/07/owl#> .
@prefix rdfs:< h̃ttp://www.w3.org/2000/01/rdf-schema#> .

:dateTime
a :LeftOperand, owl:NamedIndividual, skos:Concept ;
rdfs:isDefinedBy odrl: ;
rdfs:label "Datetime"@en ;
skos:definition "The date (and optional time and timezone) of exercising the action of the Rule. Right

operand value MUST be an xsd:date or xsd:dateTime as defined by [[xmlschema11-2]]."@en ;
skos:note "The use of Timezone information is strongly recommended. The Rule may be exercised before (

with operator lt/lteq) or after (with operator gt/gteq) the date(time) defined by the Right
operand. Example: dateTime gteq 2017-12-31T06:00Z means the Rule can only be exercised after (and
including) 6:00AM on the 31st Decemeber 2017 UTC time."@en ;

skos:scopeNote "Non-Normative"@en .

Listing 1: Definition of the 𝑜𝑑𝑟 𝑙∶𝑑𝑎𝑡𝑒𝑇 𝑖𝑚𝑒 term extracted from the ODRL ontology1

Note that several restrictions are stated in natural language as the value of the data property skos:def-
inition and skos:note. These restrictions encode information that does not only affect the term itself,
but also others such as odrl:lt, odrl:lteq, odrl:eq, odrl:gt, ordl:gteq, or odrl:neq and the values of the right
operand when used in conjunction with odrl:dateTime. All this information must be expressed in the
ontology so that the term odrl:dateTime and its meaning can be unequivocally understood and used by
humans, and also machines; since this is precisely the goal of using an ontology. Otherwise, this term
could be implemented in multiple different ways. This issue applies to all the terms related to actions,
operands, and operators in the ODRL ontology.

Extension limitations: articles in this category report issues found when applying ODRL in some
use cases where the terms of the ODRL ontology are too broad or generic for that specific domain [18, 19].
In particular, these issues are not derived from a lack of precision in the definition of the term but
rather due to the need to have domain-specific terms. A common approach to this issue followed by
other ontology standards like SAREF [28], is to define a core ontology that is general and broad and
then develop extensions linked to the core ontology for specific domains. For example, SAREF is about
devices that make measurements and then depending on the domain 12 modules are defined, one of
them is SAREF4BLDG [29] where concepts such as buildings, geospatial features and specific devices
such as sensors or actuators are defined.

In this sense, ODRL provides a recommendation to extend the domain specificity of policies by creating
the so-called profiles [6, 30]. However, this mechanism is insufficient to ground the ODRL ontology to a
particular domain. Also, sometimes the profiles are used to refine operators and operands, which is also
insufficient. OWL already provides extension mechanisms [31] and well-known methodologies, such

1https://www.w3.org/ns/odrl/2/ODRL22.ttl
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as NeOn [32], to adapt core ontologies [32], such as ODRL, to specific domains by defining extension
modules that extend the core ontology with terms belonging to this specific domain. The usage of these
mechanisms, rather than defining new ones, is the approach followed by several standard ontologies
from different domains such as SAREF [28], DCAT [33], or Brick [34].

Policy types: articles in this category report that ODRL is not expressive enough to describe certain
types of policy and, therefore, require adding new concepts and relationships to the core ontology of
ODRL [11, 20]. In [21] a list of different types of policies has been proposed. Crucial types of policies
are those that are activated: by the occurrence of an event (e.g., someone pays for a certain service), by
the satisfaction of a state of affairs (e.g., the actor of the regulated action is in a certain country), or both.
Other types of policy are those that contain time constraints for the actions they regulate or for the
period in which they are in force, such as prohibitions in force for an interval of time. Regarding the
activation condition, in ODRL it is not possible to specify that an obligation or a prohibition is activated
as a result of performing an action or by the occurrence of an event. For example, a policy may state
that when users play a file, they are obliged to write a review.

Regarding temporal constraints, it is impossible to specify using the ODRL ontology the deadline
by which an obliged action must be performed. For example, the obligation to delete a photo within 2
weeks of receiving it. In ODRL, it is not enough to specify a deadline using a odrl:dateTime refinement
for the obliged action. This is because it is not clear how the odrl:dateTime property has to be evaluated.
Differently, the deadline of an obligation should be used to represent a particular time event, before
which the obligation can be fulfilled, and after which, if the obligation has not been fulfilled, it becomes
violated; therefore, the notion of deadline should be represented in the ODRL ontology.

Another relevant problem of the ODRL ontology, in the context of policy types, is the usage of the
odrl:Duty class to represent two different concepts. The first is the notion of an obligation for an agent
to execute an action. This is represented in ODRL by connecting an individual that belongs to the
odrl:Duty class to a policy by using the odrl:obligation property. The second is the notion of duty used
as a precondition that must be satisfied in order to obtain a valid permission to perform an action. This
is represented in ODRL by connecting an individual that belongs to the odrl:Duty class to a permission
by using the odrl:duty property.

2.2. Behavioural semantics (formal)

The issues of behavioural semantics are related to the broad sense of evaluating a policy with respect to
the state of the world. For this topic, ODRL lacks a standard document that describes its behavioural
semantics. In the literature, it is possible to differentiate different categories:
Theoretical: articles in this category report the lack of formal semantics for ODRL and provide

it [22, 23, 24, 15]. Note that these proposals do not provide any implementation to support the formal
semantics stated in the articles.

Practical: articles in this category report the lack of an implementation in ODRL to evaluate policies
and provide a software-based implementation without describing formal semantics or providing a
conceptualisation or theoretical framework [25, 6].
Theoretical & Practical: articles in this category aim at providing a theoretical framework to

evaluate policies and an implementation to support it. To this end, two main approaches exist: rule-
based systems [11, 20, 10]; or software-based systems [17, 26]; which can (i) evaluate a certain subset
of policies expressed with ODRL [27], (ii) evaluate a subset with extension capabilities and therefore
potentially all the ODRL policies, or (iii) evaluate ODRL-based policies that are not exactly express only
with ODRL.

2.3. Relationships between categories

Note that the categories identified in the previous section can affect each other. For example, the fact
that the ODRL operands are broadly defined in the ontology but detailed in natural language leads
to proposals that provide formal semantics and implementations that behave differently for the same



operand, i.e. odrl:dateTime. This is caused by the need of refining the ontology that makes one term in
the ontology potentially translated into several different understandings of its implementation.

When applying ODRL in a scenario like GDPR the core terms are not enough, or if there is a need to
express policy with terms related to time. In these cases a domain-specific extension is needed, as has
been reported in the past[16].

Similarly, from the behavioural point of view, practitioners have different levels of odrl:permission.
Let us rely on an example to show these differences: in a hospital a patient creates a policy that only
a specific doctor has permission to access his/her clinical history. Some practitioners understand the
permission as if the patient is dying, and no one except the doctor can access the clinical history to save
the patient’s life. Instead, other practitioners understand that under extreme circumstances another
physician or a nurse can access the clinical history, keeping a record of this action, and later the policy
will be evaluated to check whether the violation of the permission was legit or not. This is caused due
to the lack of more specific policy types because in this case, both scenarios describe a permission,
but in the ontology they could not be described under the same terms because a machine, from the
behavioural point of view, needs to act differently depending on which scenario are.

3. Proposals for ODRL 3.0

Considering the different categories for which various problems have been reported, this section aims
at providing theoretical solutions or ideas for solving the general issues so that they could be considered
in the proposal of a new version of ODRL. To this end, we propose the following list of improvements
that will be detailed in the following subsections:

• Proposal 1. Refine the operands, operators and actions in the ODRL ontology;
• Proposal 2. Introduce and describe the concept of state of the world as a Knowledge Graph;
• Proposal 3. Introduce in ODRL the concept policy status;
• Proposal 4. Extending ODRL to support the specification of various types of policies;
• Proposal 5. SPARQL-based evaluation rules;
• Proposal 6. Introduce the notion of policy templates & variables.

3.1. Proposal 1: ODRL ontology refinement

ODRL is not the first standard that deals with ontology terms that somehow encode certain behaviour
such as operands, operators, and actions; in the past, the OGC GeoSPARQL initiative had to deal with
the same issue [35]. In this standard, their ontology describes geometries in terms of points, lines, or
polygons and a set of functions that can be computed with them, for example, to compute the distance
between two points or to know if a point is inside a polygon. All these terms, the data concepts and
the function ones, were defined in their ontology along with a set of rules to translate the ontological
terms related to functions into SPARQL query functions that any engine could implement. Following
this approach, any ontological term related to function could be used unequivocally and with the same
meaning in any SPARQL engine.
Following the OGC GeoSPARQL initiative, our first proposal is that ODRL adopts the

FnO function ontology in its core ontology [36], as it has been done for functions2, to describe
operators and operands (when they act as functions, such as odrl:dateTime) and to refine actions to
potentially include functions instead of being a mere concept. To showcase the benefits of adopting this
ontology, the following excerpt shows how the odrl:dateTime definition in Listing 2 could be improved
by narrowing down its degrees of interpretation:

@prefix odrl:< h̃ttp://www.w3.org/ns/odrl/2/> .
@prefix owl:< h̃ttp://www.w3.org/2002/07/owl#> .
@prefix skos:< h̃ttp://www.w3.org/2004/02/skos/core#> .

2https://opengeospatial.github.io/ogc-geosparql/geosparql11/functions.ttl
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@prefix rdfs:< h̃ttp://www.w3.org/2000/01/rdf-schema#> .
@prefix fno:< h̃ttps://w3id.org/function/ontology#> .
@prefix xsd:< h̃ttp://www.w3.org/2001/XMLSchema#> .

odrl:dateTime a odrl:Operand, owl:NamedIndividual, skos:Concept, fno:Function ;
rdfs:label "Datetime"@en ;
fno:expects ( odrl:datetime_utc_offset ) ;
fno:returns odrl:datetime_output .

odrl:datetime_utc_offset a fno:Parameter ;
fno:type xsd:integer ;
fno:required false ;
rdfs:comment "This parameter is the UTC offset applicable to the dateTime of the system" ;
skos:prefLabel "offset"@en .

odrl:datetime_output a fno:Parameter ;
fno:required true ;
fno:type xsd:dateTime .

odrl:before a odrl:Predicate, fno:Function ;
rdfs:comment "This predicate returns true when the first parameter has an xsd:dateTime that occurs

before the second xsd:dateTime parameter; if odrl:strict_before_parameter is set to true the
function returns false in the case both parameter are the same" ;

fno:expects (
odrl:before_parameter_1
odrl:before_parameter_2
odrl:strict_before_parameter ) ;
fno:returns odrl:preticate_output .

odrl:before_parameter_1 a fno:Parameter ;
fno:type xsd:dateTime ;
fno:required true ;
rdfs:comment "This parameter is an xsd:dateTime value" ;
skos:prefLabel "Starting datetime"@en .

odrl:before_parameter_2 a fno:Parameter ;
fno:type xsd:dateTime ;
fno:required true ;
rdfs:comment "This parameter is an xsd:dateTime value" ;
skos:prefLabel "Ending datetime"@en .

odrl:strict_before_parameter a fno:Parameter ;
fno:type xsd:boolean ;
fno:required false ;
rdfs:comment "This parameter states if the comparison of dates is strict; in the sense of if strict is

true the before function returns false whether two xsd:dateTimes values are the same, and returns
true if they are the same, and stric is set false. By default, this parameter is considered true" ;

skos:prefLabel "stric"@en .

odrl:preticate_output a fno:Parameter ;
fno:required true ;
fno:type xsd:boolean .



Listing 2: Definition of the dateTime term in the ODRL ontology with the FnO ontology

Listing 2 shows only an example of how ODRL could adopt this proposal to express operands, actions,
and operators using the FnO ontology. However, it does not necessarily mean the best ontology design.
Note that with the previous excerpt, the ontological definition of the operand can not be interpreted in
different ways from the behavioural point of view and, also, the restrictions regarding the operator and
right operand are encoded when used with the odrl:dateTime operand. In addition to refine the ontology
following this approach, and mimicking the OGC GeoSPARQl initiative, an ontology linking these
functions to the SPARQL language must be defined (in all probability, the one defined by GeoSPARQL
could be reused3).

Note that operands can also be static values; however, as discussed by Cimmino et al. [17] these
values could: i) lead to privacy leak if shown explicitly in the policies; or ii) these values may be dynamic
and change over time. To address this issue, the concept of policy variable is introduced in Section 3.6.
Although the adoption of FnO will bring benefits in terms of policy specification, it could also increase
the complexity when writing the policy due to the need of writing more RDF triples in order to be as
specific as possible when declaring the policy. In addition, the policies could potentially lean towards
programming similar semantics defining several functions and their parameters.

3.2. Proposal 2: A Knowledge Graph as State of the World

Traditionally, in the policy literature, the state of the world represents the concepts that encode all the
information a system needs to know to evaluate a policy [11]. In ODRL there is no definition of how
this state of the world shall be expressed or represented. Due to this reason and the fact that ODRL
policies are expressed in RDF, it is crucial that the state of the world should be expressed as a
Knowledge Graph in RDF following an ontology.

This approach may entail several benefits from different point of view: a) policy consistency, since
policies are already a Knowledge Graph in RDF, they could be linked directly to the Knowledge Graph
of the state of the world; b) evaluation, processing the data needed by the policy in the same format of
the policy eases the evaluation process; c) expressiveness, the state of the world could be expressed
with any domain ontology providing rich representation of it; d) modularity, named graphs linked to
one or more policies could be used to modularize the state of the world that relates to such policies; and
e) storage, the Knowledge Graphs of the policies and the state of the world could be stored in the same
place (centralised) or in different places (decentralised) without entailing any issue thanks to the nature
of the Knowledge Graphs.

The following Listing 3 shows an example of policy and state of the world.

@prefix odrl:< h̃ttp://www.w3.org/ns/odrl/2/> .
@prefix rdf:< h̃ttp://www.w3.org/1999/02/22-rdf-syntax-ns#> .
@prefix doc:< h̃ttp://www.organization.com/documents/> .
@prefix per:< h̃ttp://www.organization.com/people/> .
@prefix odrlx:< h̃ttp://www.w3.org/ns/odrl/2-extension/> .

## Policy
< h̃ttp://example.com/policy:33CC>

a odrl:Agreement ;
odrl:profile< h̃ttp://example.com/odrl:profile:09> ;
odrl:prohibition [
odrl:action odrl:index ;
odrl:assignee per:99 ;

3https://www.w3.org/ns/sparql-service-description.ttl
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odrl:assigner per:88 ;
odrl:remedy [
odrl:action odrl:anonymize ;
odrl:target doc:77

] ;
odrl:target doc:77

] .

## State of the world (historical)

per:88 odrlx:performsAction odrl:index ;
odrlx:target doc:77 ;
odrlx:timestamp "2025-03-05 17:26:49" .

per:87 odrlx:performsAction odrl:index ;
odrlx:target doc:77 ;
odrlx:timestamp "2025-03-06 08:42:32" .

per:88 odrlx:performsAction odrl:index ;
odrlx:target doc:77 ;
odrlx:timestamp "2025-03-06 09:05:08" .

Listing 3: Excerpt of sample Knowledge Graph containing an ODRL policy and the state of the world

Note that expressing the state of the world as a Knowledge Graph and linking the ODRL policies
to it may require a certain ODRL ontology extension, as assumed in the example shown by Listing 3.
In addition, in Section 3.6 authors will delve into the concept of policy variable that could be used as
linkage between a policy and the state of the world.

3.3. Proposal 3: Status of the policy as a concept of ODRL

As different articles in the literature point out [11], in almost all scenarios, policies are activated and may
or may not be fulfilled. These behaviours should be recorded to keep track of the historical life-cycle
of one or more policies. In this sense, authors propose to extend the ODRL ontology linking
to each policy the concept of activation holding different information relevant to know, such as
whether the policy was fulfilled or not, who activated the rule, the timestamp of activation (and maybe
the timestamp of the fulfilment). A draught of this extension is shown in Figure 2.

odrl:Policy

odrl:uid
odrl:profile

...

odrlx:PolicyActivation

odrlx:timestamp
odrlx:fulfilled

odrlx:hasStatus

odrlx:isStatusOf

odrl:Action

odrlx:triggers

odrlx:isTriggeredBy
odrl:Rule

odrl:action

odrl:permission
odrl:prohibition
odrl:obligattion

Figure 2: Draft of ODRL ontology extension for Activation

Note that the ontology described in Figure 2 is just a draught proposal and, in the case of adoption,
the ODRL community will provide valuable feedback. A sample RDF excerpt using the activation term
is shown in Listing 4, note that this excerpt is linked to the policy shown in Listing 3.



@prefix odrl:< h̃ttp://www.w3.org/ns/odrl/2/> .
@prefix skos:< h̃ttp://www.w3.org/2004/02/skos/core#> .
@prefix owl:< h̃ttp://www.w3.org/2002/07/owl#> .
@prefix odrlx:< h̃ttp://www.w3.org/ns/odrl/2-extension/> .
@prefix :< h̃ttp://www.example.org/activations/> .

:activation01 a odrlx:PolicyActivation ;
odrlx:isStatusOf< h̃ttp://example.com/policy:33CC>;
odrlx:fulfilled "true"^ x̂sd:boolean ;
odrlx:timestamp "2025-03-05 17:26:49"^ x̂sd:datetime .

:activation02 a odrlx:PolicyActivation ;
odrlx:isStatusOf< h̃ttp://example.com/policy:33CC>;
odrlx:fulfilled "false"^ x̂sd:boolean ;
odrlx:timestamp "2025-03-06 08:42:32"^ x̂sd:datetime .

:activation03 a odrlx:PolicyActivation ;
odrlx:isStatusOf< h̃ttp://example.com/policy:33CC>;
odrlx:fulfilled "true"^ x̂sd:boolean ;
odrlx:timestamp "2025-03-06 09:05:08"^ x̂sd:datetime .

Listing 4: RDF excerpt showing a sample activation status for the policy shown in Listing 3

In numerous existing models of norms and policies [9, 10, 37, 12] it is common to consider that
policies that are present in a system and have a precondition or activation condition that when fulfilled
or satisfied makes the policy in force. For example, a prohibition to share a video may be in force in
one specific country or in a specific time interval. The ability to obtain all active policies at a given
instant of time is useful for an agent to plan its future actions by, for example, fulfilling obligations
and avoiding violating prohibitions. It is also important in an open system where competing agents
interact by exchanging digital resources to be able to detect whether a certain obligation or prohibition
has been fulfilled or violated. This is crucial in order to be able to sanction bad behaviour or reward
good behaviour and thus to have an expectation of the future behaviour of the agents with whom one
interacts.

3.4. Proposal 4: Support various policy types

As discussed in Section 2.1, it would be crucial to extend the ODRL to allow it to express, both
descriptively and in terms of the behaviour that a policy can prescribe, a wide range of different
types of policies. In this article, we will illustrate some appealing types that have been found to be
discussed in various models. It would, of course, be appropriate to collect use cases from those who are
using ODRL in specific applications and to assess whether these cases fall within the various types of
policy that have been identified (here or in other works) and possibly extend them.

When focussing on obligations, it is crucial to observe that currently in ODRL it is possible to express
obligations governing the execution of an action carried out by a specific agent on the target of the policy.
The list of the various types of actions that can be regulated is available in the ODRL vocabulary [38].
The obliged action can be further specified by using refinements. Such obligations may be conditional,
i.e. only be in force when certain temporal or spatial conditions (to be assessed in the context in which
the action is performed) are fulfilled.

There are at least two types of obligations that cannot be formalised in ODRL. The first is the obligation
to perform an action before a specific deadline. Usually the exact value of the deadline is not known
when the policy is defined but it changes at run-time and must be calculated based on when the policy



is triggered by the occurrence of a specific type of event. For example, the obligation to pay a certain
amount of money within a week of playing a certain film. For these types of obligations, when the
deadline is passed without action being taken, there is a violation, which may involve a penalty, a penalty
that may sometimes also require, when possible, meeting the initial obligation by a new deadline and
paying a fine. The second type is the obligation to perform an action where the assignee is not specified
at design time, but it becomes known when the obligation is activated at run-time. For example, a given
service may decide to make the reading of the first chapter of a book available to all its users if they
agree that once they have read the chapter, they will write a review on the chapter within a week of
reading it.
To represent these types of obligations in ODRL, it is necessary to introduce into the

ODRL ontology a specific class Obligation that is separate from the class of Duty as discussed
in Section 2. It is also necessary to introduce the notion of activation condition of obligations (as
aforementioned in Section 3.3), i.e. the description of a class of actions or of events, like in [10, 11, 12],
and the notion of deadline. Furthermore, in order to be able to calculate the value of certain policy
properties at runtime (for example the value of the actual deadline or the value of the actual assignee of
an obligation), it is necessary to introduce the notion of variables as explained in 3.6.

As discussed in [39], considering that agents/parties are autonomous obligations, prohibitions, and
permissions can be implemented by a system with two control mechanisms. One is represented by
regimentation mechanisms that consist in making the violation of policies impossible. When focussing
only on permissions, regimentation is called access control, i.e. when an action is not permitted,
it is blocked. Regimentation may be difficult or impossible (e.g., regimenting an obligation to pay),
or sometimes it is preferable to allow agents to violate the rules, and in this case the enforcement
mechanisms are applied when violations are detected by reacting, for example, with sanctions. In this
second approach, the meaning of a permission and therefore its evaluation mechanisms are different
because violations are possible and other mechanisms are in place to discourage violations. For example,
a patient may strictly decide that only doctors are allowed to read their data and prevents a nurse from
doing the same. In a more flexible approach, a patient may decide that only doctors are allowed to read
his or her data, and in the event of a breach of this prohibition (e.g. by a nurse), the latter must appear
in front of a commission. Due to aforementioned reasons, authors propose to introduce two
different ontological classes into ODRL (or, in any case, the concept of regimentation) for the
various permission concepts, since such semantics are needed to differentiate different behaviours.

3.5. Proposal 5: SPARQL-based evaluation rules

Anytime the state of the world changes, policies should be evaluated in order to know if they are met
or not. Another point of view is that whether the state of the world changes, policies must be evaluated
to check if they are conformant to it. This mechanism is not defined in ODRL and is the main reason
for researchers to have proposed numerous articles from the theoretical and practical point of view.

In this sense, and considering that ODRL is a W3C standard built on top of well-known standards
like RDF or OWL, it is reasonable to propose that ODRL adopts and promotes SPARQL-based
evaluation rules along with the proposal of introducing the concept of policy activation and fulfilment
in their ontology (as discussed in Section 3.3). This proposal is also in alignment with the proposals
from Section 3.1, since the policies will be in alignment with the SPARQL functions, and Section 3.2,
since both the policies and the state of the world are expressed in RDF and thus can be queryable with
SPARQL.

Assuming the Knowledge Graph from Listing 3 a set of SPARQL-based evaluation rules could be the
ones shown in the following Listing 5.

PREFIX odrl:< h̃ttp://www.w3.org/ns/odrl/2/>
PREFIX odrlx:< h̃ttp://www.w3.org/ns/odrl/2-extension/>
PREFIX :< h̃ttp://www.example.org/activations/>



SELECT ?fulfilled ?result WHERE {

# Policy
< h̃ttp://example.com/policy:33CC> odrl:prohibition ?prohibittion ;

odrl:assigner ?allowedPerson ;
odrl:target ?targetResource .

# State of the world
?person odrlx:performsAction odrl:index ;

odrlx:target ?targetResource .

BIND ( ?allowedPerson == ?person AS ?fulfilled )
BIND ( if(?fulfilled, get(?targetResource), getAnonimized(?targetResource)) AS ?result )

}

Listing 5: Sample evaluation rule based on SPARQL SELECT query

Note that it is not required that SPARQL-based evaluation rules be necessarily SELECT queries. In
fact, in Section 3.6, the possibility of using CONSTRUCT queries to generate a policy on the fly as a result
of evaluating a different policy is explored. In addition, due to the proposal of Section 3.2 the SPARQL
query could even be an update query [40] with results which are the activation triples mentioned in
Section 3.3. Listing 6 shows an UPDATE SPARQL query which would update the Knowledge Graph
shown in Listing 4 with new activation triples.

PREFIX odrl:< h̃ttp://www.w3.org/ns/odrl/2/>
PREFIX odrlx:< h̃ttp://www.w3.org/ns/odrl/2-extension/>
PREFIX fn :< h̃ttp://www.w3.org/functions#>

INSERT {
?activationURI a odrlx:PolicyActivation ;

odrlx:isStatusOf ?policy ;
odrlx:fulfilled ?fulfilled ;
odrlx:timestamp ?currentTimestamp .

} WHERE {
# Policy
?policy odrl:prohibition ?prohibittion ;

odrl:assigner ?allowedPerson ;
odrl:target ?targetResource .

VALUES ?policy {< h̃ttp://example.com/policy:33CC> }

# State of the world
?person odrlx:performsAction odrl:index ;

odrlx:target ?targetResource .
BIND ( ?allowedPerson == ?person AS ?fulfilled )
BIND ( fn:createURI() AS ?activationURI )
BIND ( fn:now() AS ?currentTimestamp )

}

Listing 6: Sample evaluation rule based on SPARQL UPDATE query

It is worth to mention that ODRL actions should be also ran within the SPARQL query (as shown
in Listing 5). Also, from a conceptualisation point of view, the evaluation of a policy could be defined



as a tuple 𝐸𝑡 = (𝑃𝐾𝐺, 𝑆𝑜𝑊𝐾𝐺, 𝑄) where 𝑃𝐾𝐺 is the policies Knowledge Graph (i.e., a set of RDF triples),
𝑆𝑜𝑊𝐾𝐺 is the state of the World Knowledge Graph (i.e., set of RDF triples), and 𝑄 is a set of SPARQL
queries. This set of queries 𝑄 could contain similar queries as those shown in 5 or 6; These queries can
leverage certain behaviours, such as performing the action of the policy ( 5) or automatically updating
the policy activation status ( 6) and, in the case where both are contained in 𝑄, a potential system could
combine the benefits of both.

The main benefit of using SPARQL as evaluation rules is the fact that it is a W3C standard designed to
work with RDF and OWL, which are the standards used in ODRL. In addition, SPARQL has the necessary
expressiveness and formal semantics [41], to model the behaviour of policies that is independent of
ODRL itself; as demonstrated in other articles [17]. Nevertheless, adopting SPARQL could bring some
drawbacks, since it may require partitioners to have a deep knowledge of it, SPARQL may have limited
reasoning capabilities in certain scenarios, and reduced performance in very large graphs.

3.6. Proposal 6: Policy templates & variables

As briefly discussed in Section 2.1, it is not possible to explicitly represent in ODRL policies that contain
variables at design time that will be grounded to specific values when rules are evaluated at run-time
(e.g., the policies discussed in items 1 and 2 of the next list). It is also impossible to represent policies
that may generate many different specific obligations or prohibitions at run-time, such as the policies
discussed in item 3 of the next list. These types of policies can be called: abstract (as in [12]), template,
or pattern. For example:

1. A policy that has as recipients all agents of an interaction system who are unknown at the time
the policy is designed, and therefore it is not possible to specify their identifiers as assignees of
the policy.

2. A policy that contains an obligation with a deadline and the value of the deadline is computed
when the obligation is activated by the execution of an action by an agent. For example, when a
user reads a document, they must delete it from their system within two weeks.

3. A policy that contains an obligation or a prohibition that can be activated by the occurrence of
an event or action belonging to certain classes. The properties of such events are necessary to
compute the value of some properties of the obliged or prohibited action. For example, when
someone reads a book, she/he is forbidden to read all other books in the same category in the
following week. In this policy, the actor of the read action and the category of the book that was
read are used to specify the properties of the subsequent specific prohibition.

We propose to introduce the notion of a policy template to refer to policies that contain
variables and that, when activated, may generate more than one obligation or prohibition for
various assignees. From the Descriptive perspective, a possible solution may consist of proposing a
metalanguage over RDF to be able to specify variables as values of some of the properties of ODRL
policies [17], for example, the assignee or the deadline. Another solution may consist in introducing
the notion of a variable operator in the ODRL ontology. From the behavioural perspective, certain types
of policies that contain variables will have to generate specific obligations or prohibitions when they
are activated. This could be specified, for example, by using the CONSTRUCT clause of the SPARQL
query language.

4. Conclusions

ODRL is steadily gaining traction in a broad range of contexts, such as European Data Spaces or
Solid PODs, among others. Nevertheless, ODRL in its current version has severe limitations from the
theoretical and practical point of view. This article presents a survey on the limitations and issues of
ODRL reported in the literature and a taxonomy for categorising them. Based on such a hierarchy, in
this paper have proposed specific ideas and proposals to improve these limitations and issues.



Through the analysis conducted in this article, it has been highlighted how ODRL can paves the
way for diverse application scenarios, while also revealing key limitations related to its semantics
(descriptive and behavioural) and the need for formalising new types of policies.

In future work, we aim to present these identified issues and proposed solutions to the ODRL
Community Group. The goal is to assess the limitations and potentially evolve and integrate the
proposed solutions. Furthermore, we plan to continue studying the solutions presented in this article
with the aim of arriving at a more elaborate theoretical solution, creating frameworks, and evaluating
the research results through case studies and practical experiments.
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