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Abstract 
The landscape of cyberthreats is evolving with various new threats coming in every day. It is necessary to 
provide innovative educational approaches to individuals lacking the required knowledge or who are new 
to the Cyber domain through adapting to their specific profiles and the learning trajectory. Also, with the 
introduction of Artificial Intelligence (AI), it is of utmost priority to cater to personalised training for 
individuals, analysing user performance and creating and modifying tasks specific to it. This paper presents 
a systematic literature review of various studies related to the field of adaptive cybersecurity learning to 
facilitate its importance in the field of cybersecurity and analyse its implementation, frameworks adopted 
and the impact on learner’s outcomes. It also highlights insights related to the benefits from shifting away 
from the conventional methods of teaching to an AI-based and more personalised learning method, further 
providing adaptivity to the learning module and in turn to varied individuals using the platform. Although 
there are less research studies on this topic, the paper has tried to define the impact factor of how the 
proposed work can pave way towards developing an Adaptive AI Cybersecurity Education Tool which 
would incorporate all the shortcomings of the discussed review and formalise a better working model. 
Further research must be undertaken in the field for the inclusion of AI and adaptiveness in the learning 
methods. 
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1. Introduction 

In today’s ever evolving digital era, cybersecurity has become a paramount concern, especially as 
critical infrastructure and sensitive data increasingly reside online. The proliferation of 
interconnected devices, nodes generating massive amounts of data and the resulting data deluge 
create numerous entry points for malicious actors, amplifying the urgent need for skilled 
cybersecurity professionals and widespread public awareness. However traditionally set education 
often struggles to keep up with the constantly changing and ever evolving threats, technologies and 
attack vectors. This challenge is further compounded by the complexity of modern cybersecurity, 
requiring a comprehensive understanding of Learning Management Systems (LMS), data handling, 
and relevant tools [1]. 

Currently, there are multiple problems with cybersecurity education and awareness amongst 
people and learners. The curricula often do not cover the latest up-to-date threats, attack vectors and 
the learning methods. Traditional teaching methods, like more theoretical than practical, leaves 
learners ill-prepared for real-world cybersecurity scenarios, a point stressed in a recent literature 
review of cybersecurity education within computing science programs [2]. 
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 To address these shortcomings, adaptive learning has emerged as a promising solution. By 
integrating user behaviour analysis with Artificial Intelligence (AI), Machine Learning (ML), and 
Deep Learning (DL), adaptive learning personalises the educational experience. This approach caters 
to content, pace, and feedback to individual learner needs, ensuring targeted instruction and support 
through continuous performance assessment. One way to enhance this adaptive learning is through 
game based learning platforms [3]. 

Adaptive learning systems construct personalised learning profiles by analysing learner 
performance, engagement with the learning styles. These profiles facilitate the recommendation of 
relevant content, the adjustment of exercise difficulty, and the provision of targeted feedback. In 
cybersecurity education, adaptive learning employs personalised learning paths, dynamic content 
modulation, and continuous assessment to equip learners with the skills necessary to combat cyber 
threats. Reinforcing cybersecurity hands-on training with adaptive learning has been shown to be 
effective [4]. 

Adaptive cybersecurity learning platforms can enhance engagement through interactive 
simulations, gamified exercises, and real-world scenarios. Utilising threat intelligence, open-source 
intelligence, and vulnerability data, these platforms generate dynamic content that reflects the latest 
attack techniques and provides in-depth knowledge of emerging technologies and attack vectors. 
Gamification has been shown to be effective in online learning platforms [5], and game-based 
cybersecurity training has been shown to be effective for high school students [6]. Enhancing 
cybersecurity education and training through gamification has also been studied [7]. And the use of 
gamified adaptive learning environments for effective cyber security teams' education has also been 
studied [8]. 

The primary research gap across the papers is a comprehensive review specifically focused on the 
design, implementation, and empirical evaluation of adaptive learning systems explicitly within the 
domain of cybersecurity education. While we have general overviews of adaptive learning in online 
education and even some explorations of AI in learning systems, what's really missing is a deep dive 
specifically into how adaptive learning is being used and tested in cybersecurity education. We see 
individual studies looking at adaptive approaches in cybersecurity and others exploring things like 
gamification, but there isn't a thorough, systematic review that pulls everything together. We are 
missing a dedicated analysis that rigorously examines how adaptive learning ideas and technologies 
are being designed, put into practice, and measured for their effectiveness in teaching and training 
cybersecurity skills. 

This review aims to understand the current practices and the efforts in place for cybersecurity 
education and particularly the use of adaptive tech like AI and ML in cybersecurity education. We 
compare and analyse the work which has been done and up taken until now in the field of adaptive 
learning and adaptive cyber-security learning via a systematic literature review approach. We 
extensively analyse the literature indexed by major publishers or digital libraries and put forward 
the learnings and limitations accordingly. 

The remainder of this paper is organised as follows. Section 2 discusses the research methodology 
applied in this study to conduct the review and the research questions (RQ’s) that guided the study. 
Section 3 summarises the studies and Section 4 discusses the benefits and impact of adaptive learning 
in cybersecurity education addressing the RQ’s described in Section 2. Finally, Section 5 concludes 
the article with conclusion and future directions. 

 

2. Methodology 

This paper follows a semi-systematic but structured review protocol for collecting, selecting 
(inclusion/exclusion), and synthesising relevant literature. Two independent reviewers took part in 
the paper selection and data extraction process. Disagreements risen during the whole process were 



discussed and final call were taken based on the precise relevance of the topic of discussion related 
to this review. 

2.1. Research Questions 

The research questions are broadly categorised into two variants: 

• RQ1: What is adaptive learning and post AI integration, what impact does it have on 
enhancing the learning experience of individuals? 

• RQ2: What role does adaptive learning play in the field of cybersecurity and how it can be 
improved further? 

These questions formed the foundation of the study conducted, guiding the subsequent analysis 
throughout the review.  

2.2. Information Collection 

Articles or papers were selected based on their contribution to understanding of adaptive learning 
and the techniques used to evaluate its effects compared to conventional learning approaches. Two 
search queries “Adaptive AND (Learning OR Education)" and "Adaptive AND (Cybersecurity AND 
(Education OR Training))” were deployed to gather initial papers. Figure 1 presents a PRISMA-style 
flow diagram outlining the information collection and filtering process. These selected studies 
formed the basis for the summary, discussion, concluding remarks and future work 
recommendations. 
 

 

Figure 1: PRISMA style Flow diagram of the information collection process.  

 

2.3. Inclusion/Exclusion Criteria 

 Studies were included based on their relevance to adaptive learning, particularly in education and 
cybersecurity. Table 1 describes the inclusion and exclusion criteria for selecting the paper.  

 
 



 
 
 
 

Table 1 
Inclusion and Exclusion Criteria for literature selection 

Inclusion Criteria Exclusion Criteria 
Peer reviewed conference or journal papers 
focusing on adaptive learning or adaptive 
cybersecurity learning. 

Non peer reviewed sources such as books, 
websites, blogs. 

Incorporates AI, ML, data and behavioural 
analysis 

Lacks related methodology (papers based only 
on algorithms) or implementation. 

Specifies target groups and the end outcomes 
or target goal achieved or not 

Unrelated to adaptive learning or adaptive 
cybersecurity learning 

Published in IEEE, Elsevier, ACM, Springer, 
MDPI. 

No use of AI, ML, or adaptive mechanisms 

Published in English between 2017 and 2025. Published outside the specified time frame 

 

3. Research Studies Summarisation 

The review includes a conceptual summarisation of studies related to adaptive learning as well as 
adaptive cybersecurity learning. Table 2 and Table 3 provide a brief overview of the elaborations 
related to the target audience whose impact factor is considered and the focus area of the papers, 
whether they cater to the defined parameters during scope filtering. 

Table 2 
Overview of adaptive learning study conducted 

Research Study Target Scope Topic Focus Area 

Liu et al. (2017) [9] 
First Year 
Students 

Adaptive 
Learning 

Impact analysis of Adaptive Learning 
on a specific target audience. 

Vykopal et al. (2022) 
[10] 

Students (varied 
cyber proficiency) 

Adaptive 
Cybersecurity 
Learning 

Smart Learning environment for 
adapting to student’s proficiency 
needs. 

Gligorea et al. (2023) 
[11] 

E-learning 
platforms 

Adaptive 
learning using AI 

Analysis of Implementing adaptive 
learning algorithms and associated 
impact in the learning curve. 

Seda et al. (2021) [12] 
 

Students and 
individuals with 
professional 
experience 

Adaptive Tutor 
model for 
cybersecurity 
training 

Implementation of an adaptive model 
which includes the proficiency level 
of students while assigning tasks. 

Khosravi et al. (2020) 
[13] 

University 
Students  

Adaptive 
Learning System 

Qualitative analysis of Adaptive 
Learning System and various insights 
regarding the effectiveness and 
success in education. 



 

Table 3 
Overview of adaptive cybersecurity learning/education study conducted  

Liu et al. (2017) [14] 
 

First Year 
Students 

Behavioural 
Analysis for 
Adaptive 
Learning Design 

Using statistical analysis and data 
visualisation techniques to design 
better adaptive learning models 
considering user behaviour. 

Gautam et al. (2024) 
[15]  

Students 
Simulating 
Adaptive 
Learning 

Implementation of a design-based 
research framework for simulating 
adaptive learning systems, integrating 
Wizard of Oz techniques, intervention 
design, and decision-making 
processes. 

Smyrnova-Trybulska 
et al. (2022) [16] 

University 
Students  

Emphasis on 
Adaptive  
E- Learning 

Gathering feedback through platform 
interaction data and from university 
participants, highlights the 
importance of adaptive e-learning 
through statistical analysis. 

Essa et al. (2023) [17] 
Research Journals 
– Systematic 
Literature Review  

Integration of AI 
in Adaptive E-
Learning 
platforms 

Systematic Literature review 
highlighting the advantage of AI and 
ML based algorithm integration in E-
Learning to make it adaptive. 

Kabudi et al. (2021) 
[18] 
 

Research Journals 
– Systematic 
Literature Review 

Importance of AI 
in Adaptive 
Learning process 

Systematic Literature review 
highlighting the importance of AI-
enabled adaptive learning systems. 

Research Study Target Scope Topic Focus Area 

Chhetri et al. (2024) 
[19] 

Informatics 
students 

LLM powered 
learning 
systems 

It investigates how LLM powered 
technologies can enhance teaching 
methods to better prepare 
cybersecurity learners with the 
skills needed 

Gundu et al. (2024) [20] 
Organisational 
Employees 

Cybersecurity 
Culture  

Continuous learning and 
adaptability in organisations. 

Addae et al. (2019) [21] General Users  
Behavioural 
Analytics in 
Cybersecurity 

Personalised adaptive 
cybersecurity mechanisms. 

Mallipeddi et al. (2023) 
[22] 

Students, 
professionals and 
self-learners 

Quantum 
cybersecurity 
education, 
pedagogy  

This work outlines the framework 
for "Quark", a new intelligent e-
learning platform designed for 
quantum cybersecurity education. 

Palomino et al. (2024) 
[23] 

Organisational 
Employees 

Cybersecurity 
Training  

Tailored training for addressing 
social media risks. 

Alshehri (2024) [24] 
Industrial 
Employees 

AI-powered 
Cybersecurity 
Training  

Adaptive training for industrial 
environments using AI. 



 

4. Discussion 

Paragraphs The overall impact of adaptive learning in the field of education, especially focusing on 
the cybersecurity domain, requires formulation to draw further inferences related to its benefits and 
certain gaps which require future studies. Figure 2 provides an overview of the evaluation 
techniques, such as, user feedback/survey/questionnaires, deployment/survey-based user interaction 
data, and literature reviews, used to assess the impact of adaptive learning environments, 
highlighting the advantages of adaptive learning over conventional methods. 
 

 

Figure 2: Impact evaluation techniques used. 

User Feedback/Questionnaire/Survey – Pre and Post training question sets coupled with user 
interviews mentioned in studies [8, 9, 10, 12, 16, 19, 20, 22] served as the basis for data collection and 
subsequent statistical analysis. Methods such as correlation analysis, etc., were used to formalise and 
validate the positive impact of adaptive learning on users and to identify further improvements of 
the training models in use.   

Deployment/Statistics based User Interaction Data – Training tools with certain pre-
installed modules were presented to users in studies [8, 13-16, 22-27] to record user activity logs 

46%
39%

15%
User
Feedback/Questionnaire/Survey

Deployment/Statistics based User
Interaction Data

Literature Review

Barchenko et al. (2022) 
[25] 
 

Cybersecurity 
students in e-
learning systems  

Adaptive 
learning path 
formation, 
optimisation of 
learning 
algorithms  

Maximising learning quality 
within time and complexity 
constraints, using linear 
programming to optimise self-
control strategies in e-learning 
modules. 

Hodhod et al. (2023) 
[26] 
 

Everyday users, 
individuals, 
organisations  

Adaptive 
serious games, 
user modelling  

Developing an adaptive serious 
game called "CyberHero" to 
address the lack of cybersecurity 
awareness among users.  

Seda et al.  (2022) [27] 
 

Instructors, 
cybersecurity 
educators 

Adaptive 
cybersecurity 
education, 
hands-on 
training  

The paper utilised learners’ 
performance and skills to enhance 
their learning experience in areas 
like operating systems, 
networking, and cybersecurity. 

Alothman (2024) [8] 
Cybersecurity 
teams, students, 
professionals  

Cyber 
gamification, 
adaptive 
learning 
techniques 

Gamified elements are introduced 
such as interactive challenges, 
role-playing scenarios, and reward 
systems to create an engaging and 
motivational learning 
environment. 



during problem-solving tasks which were analysed using statistical/analytical models to assess user 
engagement and the learning outcomes. It further validated the positive impact of adaptive tools 
compared to conventional methods. 

Literature Review – Studies [11], [17], and [18] provided broader perspectives on AI and 
machine learning in adaptive learning. In contrast, [21] directly addressed the application of adaptive 
principles within the field of cybersecurity learning by focusing on the use of user behavioural data 
for personalisation.  

Our review is intended to demonstrate the capabilities of adaptive learning and the use of Machine 
Learning in enhancing the engagement of learners specifically in the field of cybersecurity. We 
address the challenges in the process of integrating adaptive learning in cybersecurity domain. We 
investigate the use of adaptive learning to overcome the shortcomings of traditional learning 
methods. We also analyse the impact of specific adaptive techniques like gamification on learners’ 
outcomes in cybersecurity. 

4.1. Benefits of Adaptive Cybersecurity Learning 

Adaptive cybersecurity learning is transforming cybersecurity education and training by addressing 
the limitations of traditional methods that struggle to keep pace with the evolving threat landscape. 
By leveraging AI, machine learning, and innovative pedagogical approaches, adaptive systems 
personalise the learning experience, enhance engagement, and improve learning outcomes [22, 26]. 
The advantages of adaptive learning in cybersecurity are multifaceted, extending beyond mere 
personalisation. 

Personalised Learning Experience:  Adaptive learning systems are designed to tailor course 
content, assessments, and feedback to individual learners’ progress and learning styles. This 
personalisation caters to diverse learners’ needs and optimises learning outcomes [9, 10, 12, 16]. AI-
powered systems dynamically adjust to learners’ competencies, offering real-time support and 
resources to bridge knowledge gaps [17, 18]. Platforms like Quark [22] allow students to select their 
learning objectives and outcomes, time to completion, and learning choices, enabling customised 
lesson plans [14, 11,19].   

Enhanced Engagement and Motivation: Furthermore, adaptive learning enhances engagement 
and motivation through gamification and interactive learning environments [13, 21]. Adaptive 
serious games, like Cyberhero, provide immersive and simulated experiences that make learning fun 
and engaging [18]. Gamified elements, such as interactive challenges, role-playing scenarios, and 
reward systems, cultivate a highly motivating learning environment [26].    

Improved Learning Outcomes: Adaptive learning systems have demonstrated substantial 
improvements in both individual and collective cybersecurity knowledge and skills. By dynamically 
adjusting to learner’s competencies and providing real-time support, these systems help bridge 
knowledge gaps and foster critical skills [4, 6].  

Adaptability to Evolving Threats: Adaptive cybersecurity learning systems can better prepare 
learners for the evolving landscape of cyber threats and security measures. These systems can ensure 
the continuous relevance of the learning content, aligning with the latest developments and trends 
in the cybersecurity field [1, 3]. 
Enhanced Efficiency and Automation: Adaptive learning systems and AI-driven security automation 
can enhance threat detection, response efficiency, and overall threat mitigation success rates. AI-
enabled adaptive learning systems can optimise curricula delivery and automate tasks, freeing up 
instructors to provide more personalised support. 

4.2. Limitations of Adaptive Cybersecurity Learning 

Even though there are numerous advantages of adaptive learning but along with some advantages 
there are some drawbacks too. These are significant and need prior attention before implementation 
of adaptive learning in education/learning systems. 



Development Complexity: Designing and implementing effective adaptive cybersecurity 
learning systems can be complex and resource intensive. It requires careful consideration of factors 
such as content creation, algorithm development, and system architecture.    

Data Dependency: Adaptive learning systems rely on data to personalise the learning 
experience. Gathering sufficient and relevant data on student performance, learning styles, and 
preferences can be challenging. 

Evaluation Challenges: Evaluating the effectiveness of adaptive cybersecurity learning can be 
complex. While some studies use traditional methods like surveys and tests, there is a growing 
recognition of the need for more integrated and in-game assessment methods [11].  

Technological and Resource Constraints: Implementing and maintaining adaptive learning 
systems may require significant technological infrastructure and resources, which may be a 
limitation for some institutions. 

Ethical Considerations: The integration of AI and data-driven personalisation in adaptive 
cybersecurity learning introduces significant ethical considerations. The collection and utilisation of 
learner’s data raise concerns about privacy, requiring robust security measures and transparency in 
data handling [19]. Algorithmic bias is another critical issue, as AI models may perpetuate or amplify 
existing inequalities if not carefully designed and validated [19]. 

Long-term support for content updates: One of the biggest issues with preparing an adaptive 
cybersecurity education tool is the long-term support in the form of latest content updates. It 
becomes a point of concern on how current and relevant the content provided on the platform is. 

4.3. Implications of Adaptive Cybersecurity Learning 

The integration of adaptive learning and gamification presents a transformative opportunity for 
cybersecurity education, moving away from traditional, uniform teaching methods. This shift, 
however, carries significant implications for educators, resource allocation, and the practical 
deployment within formal educational settings. The following points delve into these crucial 
considerations. 

Implications for Educators/Training Instructors: Educators will need to move beyond 
traditional; one size fits all model of training/teaching. Exploring adaptive cybersecurity training 
necessitates designing curricula and learning activities that can dynamically adjust to individual 
learners’ needs [17]. This requires a deeper understanding of individual student performance data 
and the ability to interpret and respond to it effectively [14]. Instructors will need to understand new 
skills in areas like Data Analysis, Technology Integration [1], Content Curation and Design [5,8], 
Facilitation of delivery of content and Mentoring [13]. 

Implications for Resource Allocation: Implementing adaptive learning and gamified 
cybersecurity education will likely require significant initial investment in technology infrastructure 
implementing LMS platforms with adaptive learning capabilities, specialized cybersecurity training 
software and potentially gamification platforms. It will also involve creating or acquiring interactive, 
engaging modular content including gamified scenarios and hands-on-exercises [5][6]. Resources 
will also be needed to keep up with the maintenance and latest content on LMS platforms. 

Implications for Deployment in Formal Education Settings: A gradual and a phased 
implementation and deployment of the material is needed. This allows for pilot programs, evaluation, 
and refinement in early stages before full-fledged large-scale deployment. Ensuring the availability 
of the adaptive learning resources to every learner is crucial. Robust security measures need to be in 
place to prevent the sensitive data of learners collected by the adaptive learning systems. Compliance 
with local regulations is necessary. Continuous evaluation and research are needed to keep in check 
the effectiveness of these adaptive learning systems.  

4.4. Addressing the Research Questions 

RQ1: What is adaptive learning and post AI integration, what impact does it have on 
enhancing the learning experience of individuals? 



Sections 1 and 4 effectively address the research question, depicting a shift of learners from 
conventional learning methods to more of an adaptive learning paradigm, adjusting to user needs 
and approach, personalising user experience and concluding with related impact on the learning 
curve. Post AI integration significantly amplifies the potential of adaptive learning as AI algorithms 
can analyse vast amounts of learners' data in real-time, identifying patterns and insights that human 
educators might miss or could be very late in identifying [11, 17, 18]. Ultimately, the integration of 
AI into adaptive learning fosters a more individualised and responsive educational environment, 
catering to diverse learners and potentially leading to improved learning outcomes and increased 
motivation [16]. 
 
RQ2: What role does adaptive learning play in the field of cybersecurity and how it can be 
improved further? 
Section 4 depicts the benefits of adaptive learning, specifically in the field of cybersecurity, ranging 
from improved learning outcomes to effective automation strategies for adaptive learning models 
through leveraging AI and Machine Learning models. This is useful for portraying a clear picture of 
how evolving threats would frame up the learning experience in the near future mentioned in Section 
1 of the paper. Gamification, often integrated with adaptive learning in cybersecurity education, can 
further enhance engagement and motivation by providing challenges and rewards that adapt to the 
learner's progress [8, 26]. Integrating large language models (LLMs) could enable more natural and 
interactive pedagogical approaches, such as AI-powered tutors that can explain complex concepts 
and answer questions in real-time [19]. Additionally, developing frameworks for intelligent adaptive 
education platforms specifically tailored for emerging areas like quantum cybersecurity is crucial 
[22]. Finally, continuous research into the effectiveness of different adaptive strategies and the 
incorporation of feedback from both learners and cybersecurity professionals will be vital for 
optimising these systems [13]. 

5. Conclusions and Future Directions 

The imperative to cultivate a robust and adaptable cybersecurity workforce has never been more 
pronounced. As the digital landscape expands and cyber threats increase and develop, traditional 
educational paradigms struggle to keep pace. Adaptive cybersecurity learning, powered by artificial 
intelligence, machine learning, and innovative pedagogical approaches, emerges as a transformative 
solution, offering a pathway to personalised, engaging, and effective training. Our research study 
defines a conclusion which integrates the insights gleaned from the provided literature and analysis, 
highlighting the profound benefits of adaptive learning, while acknowledging its inherent challenges 
and charting a course for future development. 

However, the implementation of adaptive learning in the cybersecurity domain is not without its 
challenges. During the study, it was found that developing and deploying these systems requires 
significant resources, expertise, and careful consideration of several factors. Data dependency is 
another critical consideration along with ethical considerations.  
The long-term support for content updates is a critical factor. The dynamic nature of cyber threats 
necessitates continuous updates to training materials. Maintaining the relevance and currency of 
adaptive learning systems requires sustained commitment to content development and curation. 
Looking ahead, future directions in adaptive cybersecurity learning should prioritise the 
development of more sophisticated AI models that can predict learner’s learning trajectories and is 
able to adjust the content in real-time. Research must focus on refining assessment methodologies 
to provide more nuanced evaluations of learning skills and knowledge retention. The integration of 
emerging technologies into adaptive learning platforms will also be essential for preparing learners 
for future cyber challenges. Finally, establishing collaborative frameworks between academic 
institutions, industry, and government agencies to ensure continuous content updates and resource 
sharing will be vital for sustaining the relevance and effectiveness of adaptive cybersecurity 
education.  
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