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Abstract
The research is devoted to analyzing the stability of cryptocurrency systems under threats associated with 
the development of quantum computing. The paper proposes a differential game model to formalize the 
interaction  between  cryptocurrency  systems  and  quantum  computers  (QCs).  The  methodology  uses 
differential  game theory to model the dynamics of the parties’  resource allocation and evaluate their  
player  strategies.  During  the  modeling  process,  scenarios  of  confrontation  between  cryptocurrency 
technologies and quantum computing were analyzed to identify key patterns and factors affecting the 
effectiveness  of  cryptographic  protection  and the  computational  capabilities  of  attackers.  The  results 
obtained may become the basis for the development of new cryptographic security standards and the 
formation  of  adaptive  strategies  for  the  protection  of  digital  assets  in  the  context  of  the  growing 
capabilities of quantum computing and quantum computers.
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1. Introduction

Modern challenges  in  the  field  of  information security  (referred  to  as  IS),  associated with the  
development of quantum computing, threaten the stability of cryptographic methods that underlie 
most  digital  systems,  including  cryptocurrencies  [1].  Cryptocurrencies  (referred  to  as  CCs), 
according to [2] may become particularly vulnerable in the face of the emergence of quantum 
computers  (referred  to  as  QCs)  capable  of  performing computations  inaccessible  to  traditional 
systems.  The  main  problem is  that  quantum algorithms,  such  as  Shor’s  algorithm [3,  4],  can 
efficiently  solve  problems  on  which  asymmetric  cryptographic  schemes  are  based,  such  as 
factorization  of  integers  and  calculation  of  discrete  logarithms,  which  potentially  will  allow 
attackers to use quantum computing power to bypass cryptographic protections and gain access to 
confidential  information  or  digital  assets.  With  this  in  mind,  research  into  modeling  the 
interactions between CCs and QCs is relevant as it will predict the dynamics of the confrontation 
between  data  protection  technologies  and  threats  caused  by  the  development  of  quantum 
computing. And, in particular, modeling using differential game theory methods provides a unique 
tool to analyze the adaptive strategies of the parties, taking into account resource constraints and 
dynamic  changes  in  system  parameters.  In  such  models,  the  resources  of  the  parties  can  be  
classified into several categories, e.g., for CC, these are primarily cryptographic defense methods 
and tools, including encryption algorithms that are resistant to attacks. This also includes resources 
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aimed at modernizing cryptographic mechanisms in response to new threats. Correspondingly, for  
quantum  computing,  resources  include  QC  computing  power,  as  well  as  infrastructure  and 
research efforts aimed at developing this technology.

The  analysis  methodology  proposed  in  this  research  involves  the  construction  of  a 
mathematical model describing the interaction between the parties, where the CCs and QCs act as 
players.  This  model  allows  us  to  formalize  the  resource  allocation  processes  and  predict  the 
outcomes of the confrontation, taking into account different scenarios. This approach can open 
new opportunities for developing adaptation and protection strategies aimed at minimizing the 
risks associated with quantum threats to CCs.
Thus, based on the above, the study of the problem of the stability of cryptocurrency systems 
under quantum computing conditions not only has theoretical significance but also has a high  
practical value,  since the results of such an analysis can be subsequently used to develop new 
standards of cryptographic security, create protocols for the protection of digital assets and form a 
long-term strategy for adapting cryptocurrency systems to quantum threats.

2. A review of prior research

With the rapid development of quantum computing [5, 6], there is an increasing need to investigate 
mechanisms to counter the threats associated with the use of QC to attack existing cryptographic  
systems [7,  8].  Quantum algorithms, such as Shor’s algorithm [9] and Grover’s algorithm [10], 
provide  significant  advantages  in  solving  factorization  and  search  problems,  which  puts  the 
security of traditional cryptographic algorithms such as RSA, ECC, and AES under threat.

On the other hand, the development of post-quantum algorithms [11] and the modernization of  
cryptographic systems, as shown in [9–18], provide an active counter to these threats. However, 
the dynamics of the confrontation between defenses and attacking technologies require careful 
mathematical modeling to predict the behavior of both sides in different scenarios. Therefore, new 
research in this direction is relevant.

3. Purpose, object, and subject of the study

The study aims to develop a mathematical model of interaction between cryptocurrency systems 
and quantum computers based on differential game theory to analyze the dynamics of the parties’ 
resource  allocation and to  form effective  strategies  for  adapting  cryptographic  mechanisms to 
quantum threats.

The object of the study is cryptographic and computing systems interacting in the context of 
quantum computing development, focusing on cryptocurrency platforms as the most vulnerable to 
attack by quantum computers.

The  subject  of  the  study  is  the  mechanisms  of  resource  allocation  between  parties 
(cryptocurrencies and quantum computers) in dynamic interaction, including adaptive strategies 
for cryptographic security and increasing computing power.

4. Methods and models

4.1. SLAM algorithms

The research methodology is based on applying differential  game theory [15–21] to model the 
interaction between two parties—CC systems and QCs. Differential games, as a section of optimal 
control theory, allow for the description of dynamic processes, where the strategic behavior of  
participants is determined by the change of system parameters over time. Using the system of 
differential  equations  proposed  in  this  paper  to  describe  the  state  of  resources  of  the  parties  
provides  the  possibility  of  taking  into  account  such  factors  as  the  limited  resources,  their 
purposeful  distribution,  and  time  characteristics  of  adaptation.  Within  the  framework  of  the 
constructed model, CC systems and QCs are considered players pursuing opposite goals. For CCs,  
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the goal is to maximize the level of protection by applying stable cryptographic algorithms and 
upgrading security mechanisms. For QCs, the goal is to achieve computing power sufficient to 
bypass cryptographic barriers successfully.

In  this  paper,  the  interaction  process  between  the  parties  is  described  by  a  set  of  control  
functions  that  characterize  the  expenditure  of  resources  on  the  corresponding  strategies.  The 
dynamics of  parameter changes are represented as a system of ordinary differential  equations, 
where  each  model  variable  reflects  the  level  of  resources  of  the  party  (e.g.,  the  level  of 
cryptographic  protection,  modernization  resources  of  CC,  quantum  computing  power,  and 
infrastructure  resources).  Numerical  analysis  and  programming  techniques  are  applied  to 
determine the optimal strategies, allowing us to study the system’s evolution in different scenarios. 
The  computational  experiment  results  were  visualized  using  cybernetic  modeling  tools,  which 
allowed  us  to  interpret  the  obtained  dependencies  and  identify  key  patterns  in  the  parties’  
confrontation.

4.2. A differential game model of cryptographic resistance to quantum threats 

For a detailed analysis of the players’ confrontation, it is necessary to consider the key variables  
describing the active cryptographic security and quantum computers and their mutual influence.

For cryptocurrencies and quantum computers, let’s define variables.
For the CC:
CC Active Means:
• z1(t) is the effectiveness of the current cryptographic algorithm.
• z2(t) is resources for modernization (e.g. transition to post-quantum algorithms).

Active means of quantum computers:
• z3(t) is computing power of a quantum computer.
• z4(t) is resources to increase computing power.

Active  cryptographic  defenses  characterize  the  current  and  potential  capabilities  of 
cryptographic defense systems in countering threats,  including attacks by quantum computers. 
Two  main  aspects  describe  them.  The  first  is  the  effectiveness  of  the  current  cryptographic  
algorithm. This variable reflects how resistant the current cryptographic algorithm is to attacks, 
including those using quantum computing. For example, RSA and ECC (elliptic curve) algorithms 
resist  classical  attacks  but  are  vulnerable  to  attacks  using quantum computers,  such as  Shor’s 
algorithm. The effectiveness can be expressed in bits of cryptographic strength, e.g. 128-bit AES is 
considered resistant to most attacks, but its strength must be re-evaluated in the face of a quantum 
threat. If a system uses the 256-bit AES algorithm to encrypt sensitive data, the effectiveness of the 
algorithm is  judged  by  its  ability  to  prevent  attacks  in  a  given  time  under  existing  quantum 
computing power. The second aspect is the resources for modernizing cryptographic algorithms. 
These  resources  include  the  costs  (time,  computational,  financial)  to move  to  more  secure 
cryptographic standards. For example, introducing post-quantum algorithms such as lattice-based 
cryptography [22] will require significant investments in training  [23], hardware upgrades, and 
software modifications [24–27]. Let us illustrate this with a small example. Say an organization is 
considering a move to the CRYSTALS-Kyber algorithm [28], certified by NIST as a post-quantum 
standard, this, consequently, will require the purchase of new hardware encryption modules and 
updates to communication protocols.

The same reasoning holds true for active QC tools. These variables describe the ability of the  
attacker  (e.g.,  the  QC)  to  perform the  computations  required  to  break  existing  cryptographic  
algorithms. Two key aspects can also be distinguished here. The first aspect is the computational  
power of the QC. This variable reflects the current state of quantum computing, including the 
number of qubits and their coherence level. Thus, the more qubits and higher their coherence, the 
greater  the  capacity  to  perform  complex  computations  such  as  factorizing  large  numbers  or  
searching for collisions in hash functions.  For example,  Google’s quantum computer Sycamore 
[29], with 53 qubits, achieved “quantum supremacy” in 2019 by solving a problem inaccessible to 
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classical computers. Accordingly, a QC with 1000 stable qubits can factorize a 2048-bit RSA key in 
a few hours, which is impossible for a classical computer in a reasonable time. The second aspect is 
the resources to increase the computing power of the QC. These resources include the costs of 
developing more powerful QCs, such as funding research, improving cooling techniques to reduce 
noise, and optimizing quantum algorithms. For example, creating superconductor-based qubits will 
require  significant  material  and  energy  costs.  The  company’s  investment  in  creating  a  new 
generation of qubits will increase the system’s processing power from 256 to 512 qubits, which will 
lead to a dramatic increase in attack capabilities.

Then, the system of differential equations will look as follows:

ż1=−p41 z4 v 1+c1 ,
ż2=−p42 z4 v 2+c2 ,
ż3=−p23 z2u 1+c3 ,
ż4=−p24 z2u 2+c4 ,

(1)

where pij is effectiveness of one party’s means against the other (for the considered model describes 
how successfully the resources and strategies of one party (for example, cryptocurrency systems or 
QC) can counteract the efforts of the opposite party. For QC it can be, for example, the level of 
resistance  of  cryptographic  algorithms  to  hacking  by  quantum computers,  which  is  expressed 
through the probability of successfully preventing an attack at a given level of computing power of 
the attacking party. And for QC it is an indicator characterizing the ability of their algorithms and 
computing power to overcome existing cryptographic defenses).

u1, u2, v1, and v2 are resource shares (representing the proportions of the total available resources 
of each party (e.g., CC systems or QCs) allocated to specific tasks or strategies in their interactions. 
For cryptocurrencies, the proportions of resources may include, inter alia, the particular amount 
devoted  to  maintaining  current  cryptographic  mechanisms,  such  as  implementing  stronger 
encryption  algorithms,  as  well  as,  resources  devoted  to  developing  and  implementing  post-
quantum cryptographic standards that will be able to withstand attacks from QCs. For QC, these  
are resources devoted to increasing computational power, for example, increasing the number of 
qubits or improving their coherence, as well as the unit cost of optimizing algorithms to accelerate 
the cracking of cryptographic systems. Note that the total resource shares do not exceed 1 (or 
100%) since resources are limited and their allocation between different tasks requires optimization 
within the individual task);

c1,  c2,  c3, and c4 are  resource replenishment capabilities (i.e., the parties’ ability to increase the 
available  resources  needed  to  fulfill  their  strategic  objectives.  These  resources  may  include 
financial, technical, computational, or human resources that sustain or develop the parties in an 
adversarial  environment.  For  example,  for  CCs,  resource  replenishment  capabilities  reflect 
investments in developing new cryptographic algorithms resistant to quantum attacks, particularly 
post-quantum standards, and infrastructure upgrades to integrate more secure protocols, among 
others. For QC, replenishment opportunities include the development of quantum technologies, 
such as increasing the number of qubits or increasing their coherence, as well as funding research  
to optimize quantum algorithms (e.g. to speed up the Shor algorithm), etc. 

Then the win function of the parties can be written as follows.
For cryptocurrencies:

J A=[ z1 (T )−z3 (T )] . (2)

The  goal  of  cryptocurrencies  (CCs)  is  to  minimize  the  loss  of  their  cryptocurrencies  and 
maximize the damage done to the QCs’ computing facilities.
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For quantum computers (QCs):

J B=[ z3 (T )−z1 (T )] . (3)

The QC’s goal is to maximize the efficiency of its computations and minimize the damage from 
CC countermeasures.

The model describes a zero-sum differential game, where the dynamic interaction of the parties 
and  the  equilibrium  are  defined  through  optimal  resource  allocation  strategies.  Note  that  an 
analytical solution may not be available, so an iterative process will be used to find the equilibrium 
state, and the construction algorithm can be based on the maximum principle of L.  S. Pontryagin 
[20, 21].

5. Computational experiments

The main objective of the computational experiment (referred to as CE), the results of which are  
shown in Fig.  1,  was to evaluate the dynamic interaction between the parties and answer the 
question—“How do cryptocurrencies adapt their defenses in response to QC attacks, and how do 
QCs strengthen their computing power to overcome these defenses?”. In addition, the CE should 
identify  the  key  dependencies  and  identify  which  factors,  in  particular,  cryptocurrency 
modernization resources or QC computing power) have the greatest impact on the outcome of the 
confrontation.

The  experiment  involved  setting  initial  values  of  variables  (e.g.,  initially  high  level  of 
cryptographic  protection  z1(0)  and  computing  power  z3(0).  Resource  allocation  scenarios,  i.e., 
testing different parties’ strategies, such as maximizing the concentration of resources on one area, 
e.g., QC focuses entirely on increasing capacity and CC focuses on upgrading the defense. Also, CE 
investigated interaction parameters, i.e. considering the effectiveness of one party’s means against 
the other, which allows for assessing the real threat and the degree of countermeasures.

Figure 1: The dynamics of cryptographic and quantum computing resources under confrontation
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The results of CE, in general,  will provide insight into the dynamics of party interactions, and 
identify key factors affecting the resilience of cryptocurrency systems, which in future research 
will enable the development of specific practical recommendations for optimal resource allocation 
and implementation of adaptive defense strategies in the face of quantum threats to CCs.

6. Discussion of the results obtained in the course of computational 
experiments 

The results of modeling are presented in Fig. 1 in the form of time dependencies of resource levels 
of  the  parties  involved  in  the  confrontation,  i.e.  cryptocurrency  technologies  and  quantum 
computing, respectively. The graphs show changes in four key variables: cryptographic defenses 
z1(t), cryptographic modernization resources z2(t), and the computing power of quantum computers 
z3(t) and their resources z4(t). The graph of cryptographic defenses z1(t) shows how the level of CC 
resistance changes under the influence of attacks from quantum computers. At the initial stages of 
the confrontation, there is a noticeable decrease in the values of z1(t), which is caused by the active 
actions of the side of quantum technologies implementing attack strategies with a high level of  
priority. However, the availability of resources for the modernization of cryptography z2(t) allows 
for compensating losses, which leads to stabilization or even growth of z1(t) in later periods.

The dynamics of z2(t) modernization resources demonstrate their critical role in the standoff. In 
the initial stages, there is a gradual decrease of  z2(t) due to the reallocation of resources for the 
recovery and defense of cryptographic systems. However, the replenishment of resources described 
in the model allows z2(t) to be maintained at a level sufficient for an effective counter-strategy.

Changes in the computing power of quantum computers z3(t) reflect their high initial efficiency, 
which gradually decreases under the influence of attacks from cryptocurrency technology. This 
dynamic  illustrates  the  effectiveness  of  the  cryptocurrency  side’s  adaptive  strategies  aimed  at 
weakening the attacker’s capabilities.

The resources of quantum computers z4(t) are characterized by similar dynamics. Their use for 
attacking actions leads to gradual depletion, but replenishment of resources allows the parties to 
maintain activity throughout the simulation period.

The  results  demonstrate  complex  interactions  between  parties  with  variable  degrees  of  
dominance depending on the strategies employed and resource replenishment and confirm that 
adaptive strategies that depend on the current state of the system can significantly influence the 
outcome of the confrontation and provide a dynamic equilibrium between the parties.

Conclusions

The study demonstrated that the development of quantum computing poses significant security 
risks to cryptocurrency systems, as quantum algorithms, such as Shor’s algorithm, can effectively 
circumvent existing cryptographic mechanisms. The differential game model proposed as part of 
the work showed that the dynamics of the confrontation between cryptocurrencies and quantum 
computers are determined by the resource allocation strategies of the parties. The key finding is to  
confirm  the  effectiveness  of  adaptive  strategies  that  will  minimize  the  loss  of  cryptographic 
stability and slow down the development of the attacking party’s computing power. The results  
obtained  in  the  computational  experiments  highlight  the  need  to  implement  post-quantum 
cryptographic  algorithms and infrastructure  modernization to  improve the  resilience of  digital  
systems. In addition, the proposed methodology, based on the development of models built using 
differential  games, can be used to predict long-term scenarios of quantum threats and develop  
preventive measures.
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