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Abstract

With this paper, we contribute to the discussion of the conceptual relationship between the International Data
Space (IDS) protocol and the Solid protocol. We propose that the Solid protocol can complement the IDS protocol
as its data plane implementation. In an IDS’ data transport process, the actual data is served from Solid Pods
under access control. We highlight four different modes of operations for exchanging datasets between two
Solid Pods using respective IDS Connectors. Data exchange can be performed (a) through the IDS connectors or
directly at the Solid Pods; and (b) by either pulling the data from the data provider or pushing the data to the data
consumer. We explore, which access control mechanisms may apply, depending on the mode of operation. We
demonstrate practicality with a proof-of-concept implementation.
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1. Introduction

A universal protocol to facilitate data exchange between data providers and consumers — that is what
the International Data Space (IDS) protocol [1] aims to become. To this end, the IDS protocol includes a
bundle of protocols covering data catalogs, contract negotiation and data transport, which is mainly
geared towards organizations. To break open organizational data silos and to give users back control
over their data, the Solid protocol [2] consists of a bundle of specifications covering agent identification,
authentication, authorization and data interaction. A conceptual combination of IDS and Solid, called
Solid Data Spaces (SDS), has been proposed [3]. While outlining how Solid could underlie a data space,
they did not present an architecture design for how these two protocols could practically be combined.

The two protocols exhibit major design differences: Solid is designed for users to manage users’ data
in a decentralized manner [4, 5], while IDS is designed for organizations to perform data exchange
between organizations [6]. Both Solid and IDS look at facilitating data sharing, but their protocols focus
on different aspects of the overall data sharing process. Solid focuses on actual data transport (“over
the wire”), whereas IDS focuses on the abstract process protocols without considering the actual data
transfer. We thus ask:

Q1 How can the IDS protocol and the Solid protocol be combined to provide data transfer in an IDS?

With this work, we contribute to solving the generic challenge' of clarifying the conceptual relation
between the IDS protocol and the Solid protocol. We propose that the Solid protocol may complement
the IDS protocol as its data plane implementation. Actual data transfer is in-fact deemed out-of-scope
by the IDS protocol [1]. We thus combine the IDS’ data transport process protocol and the Solid protocol
for the actual sharing of data. We demonstrate how a dataset can be exchanged between two Solid
Pods, i. e. web servers that adheres to the Solid protocol, using two respective IDS Connectors, web
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servers that adheres to the IDS protocol. Specifically: The data consumer’s IDS connector establishes
a connection with a data provider’s IDS connector to initiate a data transfer process. Access to the
data on the Solid Pod may be executed through the provider’s IDS connector or directly without this
level of indirection. Higher level protocols like contract negotiation and data discovery in catalogs
are out-of-scope for this paper as the Solid protocol does not directly provide its own solutions to
these problems. However, the Solid protocol might provide the technological foundation to implement
solutions for these problems as well.

The paper is structured as follows: In Section 2, we cover foundations and related work. In Section 3,
we highlight the architectural design space that a combination of the two protocols offers. In Section 4,
we present our proof-of-concept implementation; code? and a short video® are available online. In
Section 5, we provide an outlook to future work on further investigating the relation between the IDS
protocol and the Solid protocol.

2. Preliminaries and Related Work

This section provides an overview of the IDS protocol and the Solid protocol. It also presents related
work on Solid Data Spaces (SDS) which inspired our work.

2.1. International Data Space (IDS) Protocol

The International Data Space (IDS) protocol [1] aims to standardize data exchange within trusted
ecosystems. The primary goal of the IDS protocol is to facilitate interoperable data sharing in a
distributed data exchange ecosystem: Every data controller is allowed to specify its own policies on
data consumption while using a unified data transfer process. In an IDS, participants interact through
certified components which aims to ensure data security and to foster trust within the data space.

Figure 1(a) illustrates core components of an IDS relevant to the data transfer we consider in this work.
Additional IDS components e. g. from the IDS reference architecture model (RAM) [6], are not explicitly
listed in Figure 1(a), including a meta-data broker, clearing house, app stores, apps and vocabularies.
An IDS revolves around a central identity provider that verifies and certifies data space participants and
their connectors. Figure 1(a) also shows three different IDS sub-protocols [1]: the catalog protocol, the
contract negotiation protocol and the data transfer process protocol.

These three IDS (sub-)protocols belong to the control plane, a conceptual level on which messages are
exchanged that control the data sharing process. The actual data transfer between a data source and
data sink, deemed out-of-scope by the IDS protocol, belongs to the data plane.

The IDS catalog protocol specifies how a catalog is requested from a catalog service by a consumer using
messages in an abstract message exchange format. Concrete message exchange wire formats may be
defined in corresponding binding specifications.

The IDS contract negotiation protocol specifies a contract negotiation (CN) between a provider that offers
one or more datasets under a usage contract to a consumer that requests datasets. A CN progresses
through a series of states using messages between provider and consumer in an abstract message
exchange format. Concrete message exchange wire formats may be defined in corresponding binding
specifications.

The IDS transfer process protocol specifies a transfer process (TP) between a provider that offers one or
more datasets under a usage policy and a consumer that requests datasets. A TP progresses through
a series of states using messages between provider and consumer in an abstract message exchange
format. Concrete message exchange formats may be defined in corresponding binding specifications
for the transfer process.

*https://gitlab kit.edu/uofvo/solid-ids-connector
*https://purl.archive.org/uvdsl/sds25
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Figure 1: The conceptual components of the two protocols. The IDS protocol deems the data plane out-of-scope;
the Solid protocol defines data access and transfer via a RESTful HTTP API of an access-controlled data storage.

The actual data transfer between data source and data sink is out-of-scope for the IDS transfer process
protocol — only the abstract transfer process is being defined. For the actual data transfer, the transfer
process protocol abstractly supports two modes of transfer process: pull transfers where the consumer
retrieves data from the provider; and push transfers where the provider initiates data transmission to
the consumer.

2.2. Solid Protocol

The Solid protocol [2] is a bundle of specifications defining the behavior of a RESTful [7] web server,
the Solid Pod (Personal Online Datastore). To this end, the Solid protocol specifically covers agent
identification, authentication, authorization, and data interaction. Agents can be persons, groups or
organizations, or even software.

For agent identification, the Solid procotol relies on WebIDs [8]. A WebID is an HTTP URI that
identifies an agent. For agent authentication, the Solid protocol relies on Solid-OIDC [9], a modified
version of OpenID Connect [10]. For agent authorization, the Solid protocol relies on specifying access
control rules, e. g. using Web Access Control (WAC) [11] or Access Control Policies (ACP) [12]. Finally
for operations on web resources, the Solid protocol takes inspiration in the Linked Data Platform
(LDP) [13]. A Solid Pod thus provides a standardized interface to store newly provided data, to access
existing data for consumption, or to modify data at its source.

Figure 1(b) illustrates conceptual components in the Solid protocol: Users through applications,
applications themselves, or — more general — agents consume data from and provide data to Solid
Pods as their data storage. As the Solid protocol uses Solid-OIDC for single sign-on, there also exist
(potentially multiple) identity providers (IDPs) in a Solid-based ecosystem. However, the Solid protocol
does not provide a governance framework, certification procedure or negotiation protocol - it merely
provides the technical means to build more complex data ecosystems.

2.3. Solid Data Spaces (SDS)

A Solid Data Space (SDS) [3] is a decentralized dataspace concept that builds on the Solid Protocol and
Linked Data principles to enable self-sovereign data sharing. Compared to the IDS protocol that relies
on certified components such as the central identity provider and connectors, the SDS approach aims
to be lightweight, prioritizing ease of adoption and gradual integration into decentralized ecosystems.



The SDS approach avoids dependence on a central authority and emphasizes the flexibility offered by a
decentralized approach.

Considering IDS connectors as a potential part of an SDS, [3] merely suggests that IDS connectors
could be considered as Dataspace Service (DSS) apps for data exchange: An IDS connector uses a
Solid Pod as its data source or sink (cf. Figure 1(a)). The idea is only outlined vaguely and remains a
theoretical concept, thus providing a starting point for our work.

3. Architecture Design Space

The IDS protocol deliberately leaves the actual data transfer on the data plane out-of-scope to allow for
flexibility in the underlying transfer technology. Looking at open standards that may fill this void, we
apply the Solid protocol to create a unified data transfer protocol. Inspired by the SDS approach, we
design an IDS connector that runs above a Solid Pod. The IDS connector exchanges process-related
messages (on the control plane) as described in the IDS transfer protocol and accesses data from a
Solid Pod (on the data plane). In this section, we present the architectural design space that such a
combination of the IDS protocol and the Solid protocol provides.

The IDS protocol explicitly allows out-of-band data transfer* to offload technical limitations to the
applied systems instead of their connectors: A direct connection between the Data Provider’s system
acting as a data source, and a system on the consumer-side acting as the data sink can be established. By
allowing to switch over to an unspecified environment, the IDS protocol thus allows arbitrary messages
to be exchanged after control plane messages. Among others, this raises the question of how access
control is handled during the actual data transfer, e. g. a data consumer should not be able to access data
stored in the provider’s data source without authentication and authorization. We therefore investigate
potential modes of operations (Section 3.1) for data transfer and which access control mechanisms could
be applied (Section 3.2).

3.1. Modes of Operation

To realize actual data transfer, the IDS protocol allows for in-band or out-of-band communication [1].
Therefore, two potential designs exists: We call the in-band communication the proxy mode, where
all messages pass through the IDS connectors and each IDS connector only communicates with its
corresponding Solid Pod. We call the out-of-band-communication the direct mode, where messages
from the control plane are exchanged between the connectors while messages from the data plane are
exchanged directly with the data source and sink where possible.

In that communication, the IDS data transfer protocol allows for pull and push transfer. Therefore, two
potential flows exists considering that data source and data sink are Solid Pods: In the pull transfer, the
consumer connector uses HITP GET requests to actively obtain the data. In the push transfer, the provider
connector uses HITP POST requests to actively provide the data. Depending on the communication
design, the HTTP request are send to the respective other IDS connector or to the corresponding Solid
Pods directly.

Figure 2 summarizes the four modes of operations. Note that in our design of the direct mode, at least
one connector is involved because access on a data source or sink is only granted IDS connectors as
they are certified to be trustworthy. Separating an IDS connectors control and data plane components
entirely is of course also possible.

3.2. Access Control

To secure the actual data transfer, authentication and authorization of consumer and provider are
required. Depending on the mode of operation, how such access control is performed varies.

https://docs.internationaldataspaces.org/ids-knowledgebase/ids-ram-4/layers-of-the-reference-architecture-model/3-layers-of-the-reference-architecture-model/3_4_process_layer/3_4_
4_exchanging_data#data-transfer-via-another-infrastructure-or-protocol
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Figure 2: The four modes of operation: mode € { (proxy,direct) x (push,pull) }. Dotted lines indicate data flow.
Solid lines indicate HTTP requests.

In proxy mode, authentication and authorization between the IDS connectors is covered by the IDS
protocol. Authentication may be performed using e. g. the IDS connectors’ certificates and dynamic
attribute tokens. Authorization may be evaluated using e. g. a IDS connectors’ policy engine based on
the result of the contract negotiation (sub-)protocol.

In direct mode, the difference in authentication protocol between the IDS protocol and Solid protocol
becomes an issue: They are not compatible out-of-the-box. However, because the IDS transfer process
protocol allows for the out-of-band communication (which we use here), IDS authentication can simply
be ignored at this point. Instead, the data provider and consumer follow the Solid protocol to access data
on the Solid Pods; authentication via Solid-OIDC and authorization using WAC or ACP. In the messages
on the control plane of the IDS data transfer process , the token fields remain therefore unused.

Such a design on its own is not against the IDS specification: Open data connectors, i. e. connectors
without access control on the data they serve, can serve public data to any data consumer. And, what
happens on the data plane afterwards is non of the IDS protocols concern.

4. Proof-of-Concept

We implemented a proof-of-concept, available online®. To be able to properly demonstrate the four
modes of operations to the workshop audience, we implemented a rough user interface (UI), see Figure 3.
The Ul resembles a user-facing website that allows users to store their own documents in Solid Pods
and exchange data with others. To showcase, that we are really using Solid, we follow the Solid-OIDC
Authentication Code grant [9], the standard flow for authenticating users, where the user actively logs
in to their IDS connector with their WebID. The IDS connector then handles the data transfer process
(pull or push) on the server-side. After the transfer process ended, the user is provided a summary of
the IDS transfer process, generated from the exchanged messages.

Alternatively, and maybe more in-line with how interaction with an IDS connector is envisioned, a
headless application on a server such as a crawler or an analysis software could also use our connector to

5 https://gitlab kit.edu/uofvo/solid-ids-connector
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Figure 3: Our proof-of-concept demonstration. See also our short video online (cf. footnote 7).

consume data from a Solid Pod. In such a scenario, the connector performs the OIDC Client Credentials
grant®. A pre-requisite is that the IDS connector has access to a valid client_id and client_secret
from the user’s/organization’s Solid identity provider.

The different showcases are stored in their corresponding branches in the repository, namely: In
authorization_code and client credentials flows using the proxy mode for both pull and push;
and in solid_mode using the direct mode for pull transfer. The not yet implemented designs are current
work, to be adapted from the other implementations. To provide an impression of our demonstrator, a
short video is available online’.

5. To the Data Plane, and Beyond!

In this paper, we investigated and demonstrated how the Solid protocol may complement the IDS
protocol as its data plane implementation. As a by-product, we recognized the following:

(1) The two protocols are not substitutes.

The Solid protocol complements the IDS transfer process protocol by filling the out-of-scope void of
the data plane. In proxy mode, there are no Solid-based interactions between components belonging
to different organizations. Identity and access management remains completely managed by the IDS
connectors of each organization. There is no necessity to further merge the two protocols. However,
aligning the two protocols by joining forces may result in a fully specified and open-standards based
protocol which may foster adoption.

(2) Alignment of authentication protocols seems possible.

For authentication, the Solid protocol relies on an extension of OpenID Connect which is based on
OAuth 2.0. The IDS protocol relies, among certificates, also on dynamic attribute tokens obtained using
an OAuth 2.0 flow. We are intrigued to investigate the potential union of the two protocols approaches
to identity and authentication protocols such that one unified authentication protocol may emerge.

®Note that the Client Credentials grant is not required for Solid conformance, but the Community Solid Server (https:
//github.com/CommunitySolidServer/CommunitySolidServer) does support this grant type.
"https://purl.archive.org/uvdsl/sds25
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(3) User rights management seems out-of-scope’ to the IDS protocol.

The IDS protocol is designed towards organizations exchanging data with other organizations; each
organization has one IDS connector. The Solid protocol employs a more user-centric perspective: In
an organization, different (human) users or (software) agent perform actions. In a Solid Data Space,
delegation of rights to these actions may be implemented using a proxy pattern [14]: HTTP requests
of users are checked and potentially forwarded via an organization’s (central or federated) rights
delegation proxy. In our investigation, we noticed that an organization’s IDS connector acts in a similar
manner as the presented delegation proxy; a user from an organization must use its IDS connector
to exchange data with other organizations (via their IDS connector respectively). The conceptual
difference: The delegation proxy holds policies to assess if a organization internal user is allowed to
execute a certain action towards an external dataspace participant. The IDS connector holds policies to
assess if an external dataspace participant is allowed to execute a certain action on an organisation
internal dataset. Therefore, we are intrigued to apply Solid-based rights delegation [14] to implement
user rights management in an IDS connector.

(4) Clarifying relations with other emerging or mature technologies.

In our investigation, we noticed that the marketing arguments for either of the two protocols do not
reflect their technical details accurately: The IDS protocol “is geared towards” organizational data
exchange whereas Solid “is geared towards” personal data sharing. But both protocols work with any
data; the Solid protocol can be used in and across organizations while the IDS protocol can be used for
data discovery, contract negotiation and transfer process on a privately owned IDS connector. Only
when looking at the technical details, we were able to determine what the actual conceptual relation
between the two protocols is, where they complement each other and where they intersect. Thus we
wonder: What other technologies, emerging or mature, pose as substitutes or complements to parts of
the IDS protocol? What do they do differently and is their way better or worse than IDS’ status quo?

We feel inspired and look forward to tackle future work.
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